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Abst r act

Thi s docunent specifies a mechanismfor applying Static Context
Header Conpression (SCHC) to QUIC (Quick UDP Internet Connections)
packets. It |everages SCHC to conpress both the QU C packet header
and the headers or type information of QU C frames contained within
the packet payload. This approach ains to significantly reduce QU C
over head, optim zing bandwi dth usage. This is particularly
beneficial for valuable in bandw dth-sensitive scenarios |ike deep
space communi cati ons.

Thi s docunent defines the SCHC architecture.
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 13 Novenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
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1. Introduction

QUIC [rfc9000] provides a secure,

protocol over UDP. \While efficient,

headers can stil
payl oad,

SCHC [rfc8724] provides a powerful

Header CbnpreSS|on

reliabl e,

especi ally when carrying smal
This overhead can be detrinental
as those found in deep space comunication

OCOONNOOOODOOOOITUITUITWWN

mul ti pl exed transport
its packet headers and frame
represent significant overhead relative to the
anounts of application data.
on bandwi dt h-sensitive |inks,

such

conpr essi on nmechani sm opti m zed

for environnents where endpoints share static contexts describing the

expected traffic patterns,
on predictability,
appr oaches.

all owing for significant conpression based
simlar in principle to statistical
Thi s docunent proposes a nethod to apply SCHC

conpr essi on

conpression in two stages within the QU C packet processing pipeline:
first to individual QU C frames’' headers/netadata, and second to the
outer QUI C packet header itself.
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The goal is to minimnize the transm ssion size of QU C packets over
I i nks where SCHC i s depl oyed, potentially enabling nore efficient
QUI C usage in deep space comuni cation scenari os and ot her
environments where bandwidth is at a prem um

2. Term nol ogy
* *SCHC * Static Context Header Compression [rfc8724].
* *QUIC* Transport protocol as defined in [rfc9000].

* *QUIC Frame:* Units of data carried within QU C packets (e.qg.,
STREAM ACK, PING) .

*  *Conpressed Frame (CF):* The result of applying SCHC conpression
rules to the header/type/ netadata of a single QU C Frane. The
frane’s payload (if any) renmains unconpressed at this stage.

* *|lnner SCHC Packet:* An aggregation of one or nore Conpressed
Frames, prefixed by a SCHC Rule I D and containing | ength
information. This forms the payload for QU C encryption

* *Quter QU C Header:* The standard QUI C packet header (short or
| ong).

* *Conpressed QUI C Header:* The result of applying SCHC conpression
rules to the Quter QU C Header.

* *RID:* SCHC Rule ID used for conpression/deconpression

* *L:* Length field associated with a Conpressed Frane within the
I nner SCHC Packet .

3. Architecture Overview
The proposed mechani sm nodifies the QU C packet construction process

by introduci ng SCHC conpression at two distinct stages. Fig. 1
illustrates the overall flow.
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| QUC Frane | | QU C Frane | QUIC Header |
A L + | (Quter Packet) |

| RD| L1 | CF1 | L2 | CF2| ... | Ln| CFn |

|
[ QUIC Payl oad Encryption ]
| [ SCHC Quter Header Conpression ]

| Encrypted I nner SCHC Packet | | Comnpressed QUIC |
| (QUI C Payl oad) | | Header |

I
[ QUIC Header Protection ]

o e e e e oo - +
| Protected Conp. |
R P >| QUI C Header |
o e e e oo +
I
[ Combine ]
I
Y,
o e e e e e e oo oo oo oo e e e e e e e e oo - - +
| Protected Conpressed | Encrypted I nner SCHC Packet |
| QUI C Header | (QUI C Payl oad) |
o Fom e e e e i +

(Fi nal SCHC- QUI C Packet)
Figure 1: SCHC- QUI C Conpression Fl ow

Figure 1. SCHC- QUI C Conpression Architecture
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The specific steps involved are detail ed bel ow

3. L.

*

3. 2.

3. 3.

Si r ohi

QUI C Frame Header Conpression

Before QUIC franes are encrypted, their headers (and potentially
ot her predictabl e netadata, depending on the SCHC rule) are
processed using a set of predefined SCHC rules specific to QU C
franme types.

Each QUIC Frane (e.g., STREAM frane header, ACK frame ranges, PING
frane type) is conpressed into a "Conpressed Frame" (CF).

The payl oad of franes |ike STREAM frames is NOT conpressed by SCHC
at this stage but remains associated with its conpressed header/

type.

Speci fic SCHC rul es MUST be defined for various QU C frane types
and their fields.

I nner SCHC Packet Aggregation

One or nore Conpressed Frames (CFs) destined for the same QU C
packet are aggregated.

This aggregation is formed into an "l nner SCHC Packet". The exact
structure and encoding for this aggregation require further
specification. It needs to allow the deconpressor to correctly

parse the individual CFs and any associ ated unconpressed payl oad
dat a.

This might involve prefixing the aggregation with a SCHC Rule ID
(RID) that identifies the set of SCHC rules used for the frame
header conpression (Section 3.1) and potentially defines the
structure of the aggregation itself.

It may al so involve including explicit Length (L) fields or using
other delimiting nmechani sns defined by a specific SCHC
"aggregation rule" to separate the CFs and their associated

payl oads within the Inner SCHC Packet.

QUI C Payl oad Encryption

The _entire_ Inner SCHC Packet (RID, L/CF pairs) is treated as the
pl ai nt ext payl oad for QU C packet encryption.

Standard QUI C packet protection [rfc9001] is applied to encrypt
thi s payl oad.
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3. 4.

3. 5.

4. 1.
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Quter QUI C Header Conpression

* The QUI C packet header (Long or Short Header, including fields
like DCI D, SCID, Packet Number, etc.) is conpressed using a
_separate_ set of SCHC rul es designed for QU C packet headers.

* This results in a "Conpressed QU C Header".

* The SCHC context and rules for outer header conpression are
distinct fromthose used for inner frane conpression

QUI C Header Protection

* Standard QU C Header Protection [rfc9001] is applied to the
_Compressed QU C Header _.

* The specific nmechani smneeds to ensure that header protection can
be correctly applied and renoved on the conpressed header fornat.
This might involve defining SCHC rul es such that the fields needed
for the protection algorithm (e.g., Packet Nunber, payl oad sanpl e)
remai n accessible, predictable, or are handl ed appropriately by
the SCHC rule definition. This interaction requires carefu
definition (see Section 6).

The final packet sent over the link consists of the Protected
(Compressed QUI C Header) followed by the Encrypted (I nner SCHC
Packet) .

Packet Formats (I nfornative)
This section provides a conceptual view based on the architecture.

Precise field sizes and encodi ngs are outside the scope of this
initial draft.

I nner SCHC Packet

The structure of the Inner SCHC Packet needs to encapsul ate one or
nmore Conpressed Frames (CFs) and their associated payloads (if any)
in a way that can be parsed by the deconpressor

One potential approach, drawing inspiration fromtechniques |ike
those used in [I-D.ietf-schc-icnpv6-conpression], could involve:

* Using different SCHC Rule IDs (RIDs) for the Inner SCHC packet

itself. Each RID might inplicitly define the nunber and types of
QUI C franmes contained, or define a general structure.
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4.

5.

2.

*  Enpl oyi ng SCHC Mat chi ng Operators (M) and Conpression/
Deconpression Actions (CDAs) to handle the variable fields within
each frame’s conmpressed representation (CF).

* Using variabl e-1ength encodi ng nmechani snms defined within SCHC or
the specific rule to handle | engths of payl oads or other variable
el ement s.

A simplified conceptual diagramm ght | ook Iike:

T T Y T Y T TR +
| RD| L1 | CFL | L2 | CF2 |...| Ln| CFn |
Foeon- P F N +

Figure 2: Agregation Frame
* *RID:* SCHC Rule ID for frane conpression rules.

* *L:* Length of the following CF (potentially including
unconpr essed payl oad).

* *CF:.* Conpressed Frane (conpressed header/type + unconpressed
payl oad, if any).

Fi nal SCHC- QUI C Packet Structure

Figure 3: Full Message

* *Protected Conpressed QU C Header:* The result of applying SCHC
conpression (Section 3.4) and then QUI C Header Protection
(Section 3.5) to the Quter QU C Header.

* *Encrypted | nner SCHC Packet:* The result of encrypting the
structure defined in Section 4.1 using QU C Payl oad Encryption
(Section 3.3).

SCHC Cont ext Consi derations

* This mechani sm REQUI RES two distinct SCHC Contexts to be
est abl i shed between the SCHC conpressi on/ deconpressi on endpoi nts:

- *Frame Context:* Contains rules for conpressing QU C Frane
headers/types. ldentified by the RID in the Inner SCHC Packet.
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- *Packet Header Context:* Contains rules for conpressing the
Quter QUI C Header. The method for identifying the applicable
rule for this context (e.g., inplicit, |ower-layer signaling)
needs further definition

* The establishnment, nanagenent, and synchronization of these SCHC
contexts are outside the scope of this docunent but are essentia
prerequisites for operation (e.g., using nechanisns defined in
[rfc8724] or other means).

Header Protection

QUI C packet headers contain sensitive information, |ike the Packet
Nunber, which nmust be protected from pervasive observation while
still allow ng network devices to route packets based on ot her header
fields (e.g., Connection IDs). QU C enploys a dedicated Header
Protecti on mechani sm separate fromthe payl oad encryption, to
achieve this. This section details the standard QU C Header
Protecti on mechani smdefined in [rfc9001], explains howit interacts
with the proposed SCHC conpression of the outer QU C header, and

di scusses potential inplications.

1. Standard QUI C Header Protection Mechani sm

QUI C Header Protection uses a key derived specifically for this

pur pose and applies a pseudo-random mask to obfuscate certain header
fields. The process ensures that only endpoints possessing the
correct header protection key can renove the mask and correctly
interpret the protected fields.

The core of header protection is generating a 5-byte nask. This mask
generation relies on:

* The Header Protection Key

* A Ciphertext Sanple: A snall sanple (typically 16 bytes, matching
the AEAD algorithnis tag length) is taken fromthe encrypted
payl oad of the QUI C packet. The sanple starts at an offset
calculated relative to the start of the Packet Number field in the
header. Crucially, for sanpling purposes, the Packet Nunber field
is always assuned to be 4 bytes long (its nmaxi num possi bl e encoded
I ength), regardless of its actual encoded length in the packet.
This ensures the sanpling offset is consistent even before the
header is unprotected. Packets too short to provide a full sanple
must be di scar ded.

The header protection key and the ciphertext sanple are fed into a
specific cipher algorithmto produce the 5-byte nask.
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The generated 5-byte mask is XORed with specific parts of the QU C
header :

* First Byte: The first byte of the mask is XORed with specific bits
inthe first byte of the header (the Flags byte). For Long
Headers, this includes the 2 Reserved bits and the 2 Packet Numnber
Length bits. For Short Headers, this includes the Reserved bits
and the Packet Nunber Length bits (5 bits total). The nost
significant bits (Header Form Fixed Bit, Long Packet Type / Spin
Bit) are not nasked.

* Packet Nunber Field: The remaining 4 bytes of the nask are XORed
with the first 1 to 4 bytes of the Packet Number field, matching
its encoded | ength

Header Protection with SCHC Quter Header Conpression

In the SCHC- QUI C nechani sm proposed, SCHC rules are applied to the
Quter QUI C Header first. This conpresses fields |ike Connection |Ds,
Packet Numnber, and fl ags based on the established SCHC Packet Header
Context. The output is a "Conpressed QUI C Header". This conpressed
header contains the residue of the compression the information that
could not be elided by the SCHC rules. The Rule ID (RID) for the
out er header conpression might also formpart of this output. QUC
Header Protection is then applied to the resulting "Conpressed QU C
Header" as depicted in the Fig. 4.

Thi s approach introduces specific requirenments and interactions:

* *Protecting the Residue:* The Header Protection mask is applied to
the conpressed representation. The SCHC rul es used for the outer
header nmust be desi gned such that the sensitive information QU C
aims to protect (primarily the Packet Nunber and its |ength) are
either present in the residue in a predictable |location and
format, allow ng the standard HP nmasking to be applied effectively
or are reconstructible fromthe residue after HP removal, ensuring
the HP process itself can derive the necessary inputs (like the
ori gi nal Packet Number for nonce generation, even if the PN field
itself is conpressed in the residue).
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By

*Protecting the Quter Rule ID:* The SCHC outer header conpression
schene requires transmitting the Rule ID (RID) to identify which
set of conpression rules are applied, this RID could potentially
al so be obfuscated by the Header Protection mask. Applying HP to
the RID in this way contributes to making traffic analysis harder,
as it obscures which specific conpression rule was used for the
outer header until HP is removed. Note: This applies only to the
RID for the outer header conpression. The RID for the inner frame
conmpression is part of the Inner SCHC Packet, which becones the
encrypted payload and is protected by QU C payl oad encryption

*Ci phertext Sanpling:* The standard HP nechani sm cal cul ates t he

ci phertext sanple offset based on the Packet Number field location
in the unprotected header. Wen HP is applied to a conpressed
header, the SCHC rule and the HP inpl ementati on nust agree on how
this offset is determi ned before HP renoval and header
deconpressi on. The mechani sm nust ensure that the |ocation of the
(potentially conpressed) Packet Nunmber field within the conpressed
header is defined, allowi ng the receiver to calculate the correct
sampl e of fset fromthe encrypted payl oad before renoving HP. This
m ght require preserving the relative position or provide a fixed
of fset for sanpling.

appl ying HP to the conpressed header residue (and potentially the

outer RID), we aimto obfuscate the remaini ng header information and
the specific conpression details, making it nore difficult for
observers to infer traffic patterns or the structure of the
conpressed dat a.
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T + e T +
| QUIC Packet Header | | Encrypted I nner SCHC Packet
| (Unpr ot ect ed) | | (Encrypted QU C Payl oad)
TS TS + S S +
I I
Y, | (Sanpl e Bytes)
[ SCHC Cuter Header Conpression ] |
| Vv
V R o e +
R e + | Header Protection Mask Gen. |
| Conpressed QUI C Header | | (Uses HP Key + Sanple) |
+ Rule ID | e R +
T +

(Fi nal SCHC- QUI C Packet)
Figure 4: Header Protection with SCHC
7. Security Considerations

* SCHC itself does not provide encryption. This nechanismrelies on
QUI C s standard payl oad encryption and header protection

* Payload encryption is applied _after_ franme aggregation, ensuring
the confidentiality and integrity of the conpressed franes and
t hei r payl oads.

* As detailed in Section 6, Header protection is applied _after_
outer QUI C header compression. This interaction requires carefu
desi gn choi ces as nentioned above.

* Conpression techniques can potentially leak information through
variations in output size. The security inplications of this for
QU C netadata (frame types, packet nunbers, etc.) MIST be
anal yzed.
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*  The security of the SCHC context establishnent and managenent
process i s paranount. Conprom sed contexts could lead to
i ncorrect deconpression or information disclosure.
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