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Abst r act
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of established security associations in a delay-tolerant nanner.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 12 Cctober 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Si pos Expires 12 COctober 2026 [ Page 1]



I nternet-Draft BP SAFE April 2026

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction 4
1.1 Scope . . . 6
1.2 Use Cases CbnS|dered 7

1.2.1. End-to-End Security . . 8
1.2.2. One-Hop Transport Secur|ty e e e e 9
1.2.3. Milti-Hop Transport Securlty e o)
1.2.4. Tunnel Securlty e . I
1.3 Use of CDDL . . . e I |
1.4 Term nol ogy . . I |

2. Ceneral Protocol Descrlptlon . e e e . . . . . . . . . 13
2.1. Content Key Lifecycle Nhnagenent . e e . . . . . . . . . 15
2.2. RelationshiptoEDHOC . . . . . . . . . . . . . . . . . . 17
2.3. RelationshiptoBPSec . . . . . . . . . . . . . . . . .. 17
2.4. Credential Sources . . . . . . . . . . . . . . . . . . . 18
2.5. Extensibility . . . e e e . oo ... ... . .. 18

2.5.1. EDHOCC Ci pher SU|tes e
2.5.2. EDHOC Methods . . . T e
2.5.3. EDHOC Credenti al Types and ldentifiers . . . . . . . 19
2.5.4 SAFE Activity Types and Data Itemrs . . . . . . . . . 20
2.5.5. BPSec Contexts and Cptlons 24 0

3. Information Bases . . . . . ] 0
3.1. Participating Peers . . . . . . . . . . . . . . ... .. 22
3.2. Activity States . . . e e e e e e e s 22
3.3. Prinmary Security A5300|at|ons e e e .24
3.4. Secondary Security Associations . . . . . . . . . . . . . 29

4. Protocol Sub-Layers and Binding . . . . . . . . . . . . . . . 31
4.1. Activity Sequencing . . . . . . . . . . . . . . . . . . . 33
4.2. Message Structure . . . . . . . . . . . . . . . . . . .. 34

4.2.1. Payload Data Map . . . . . . . . . . . . . . . . . . 36
4.2.2. FError Indication . . < Y 4
4.3. Activity States, Dedupllcatlon and Retransmission . . . 37
4.4. Message Aggregation . . . - 10
4.5. Packetization . . . . . . . . . . . . . .. ... ... 4
4.6. PDU Transport . . . . . . . . . . . . . . . . . . . ... 42

5. Activity Types . . e X

5.1. Initial Authentlcatlon (IA) e
5.1.1. EDHOC Requirements . . . . . . . . . . . . . . . . . 45

Si pos Expires 12 COctober 2026 [ Page 2]



Internet-Draft BP SAFE

Si pos

S RENEN|

©

goaaooaaaonon

PO

0

©OrOOOOWNOORPUAWNE

10. Security Mde Sel ector (SM5)
11. Node Time Interval (NTI)
12. Endpoi nt Sel ectors (ESx)

13. Security Operation Sel ect o.rs. (SOS)

14. Key Use Sel ectors (KUS)
Activity Patterns .

.1. Concurrent Activiti es .
.2. Establishnment Ordering
.3. Content Key Upkeep

.4. Prekey Upkeep .

Shared Secret Derivations .
Security Association PRK
Prekey Shared Secret
Content Key PRK . . .o
Primary SA Content Keys .
Secondary SA Content Keys .

curity Association Uses .

SAFE Confidentiality .

.1. Wthout a Primary SA

.2. Wth a Primary SA .

Conmon BPSec Qperation . .

Bi ndi ng for Bl B- HVAC- SHA2 Cont ext
.1. Secondary SA Infornmation
.2. KUS Options . e
.3. Key Derivation .

.4. BPSec Qperation . .

Bi ndi ng for BCB- AES- GCM Cont ext
.1. Secondary SA Infornation

wWwwww ol

N

Expires 12 COctober 2026

2. Capability Indication (C)

3. Event Notification (EN)

4. SA Creation (SC)

5. SA Teardown (ST)

6. Key Creation (KO

7. Key Discard (KD

8. Key Reject (KR . . .

9. Prekey Creation (PQC)

10. Prekey Discard (PD)

11. Prekey Reject (PR)

Data Item Types . .

1. Concurrent Act|V|ty Support (CAS)
2. EID Schene Support (ESS) .

3. BPSec Context Support (BCS)

4. Key Depth Range (KDR) . . .

5. Security Association Ident|f|er (SAI)
6. Key ldentifier (KID . . . .
7. Initial Content Key (ICK) .

8. Public Key Structure (PKS) .

9. Additional Random Nonce (ARN)

April 2026

45
47
47
50
51
53
54
55
56
57
58
59
59
60
60
60
61
61
61
62
62
62
63
63
64
64
65
67
69
69
69
71
72
72
73
74
74
75
75
76
78
79
80
80
81
81
82
82

[ Page 3]



I nternet-Draft BP SAFE April 2026

9.4.2. KUS Options . . . . . . . . . . . . . . . . .. ... 82
9.4.3. Key Derivation . . . . . . . . . . . . . . . . . . . 83
9.4.4. BPSec Qperation . . A < 1C
9.5. Binding for COSE Cbntext e, - 7
9.5.1. Secondary SA Information . . . . . . . . . . . . . . 84
9.5.2. KUS Options . . . . . . . . . . . . . . . . ... .. 85
9.5.3. Key Derivation . . . . . . . . . . . . . . . .. . . 86
9.5.4. BPSec Qperation . . . . . . . . . . . . . . . . . . . 87

10. PKI X Certificate Profile . . . . . . . . . . . . . . . . .. 9
11. Security Considerations . . . . X
11.1. Threat: Passive Leak of Data . )
11.2. Threat: On-Path Mdification . . . . . . . . . . . . . . 91
11.3. Threat: Denial of Service . . . . . . . . . . . . . . . 92
12. | ANA Consi derations . . e 14
12.1. Well-Known | PN SerV|ce e * 14
12.2. EDHOC Registries . . . . . . . . . . . . . . . . . . .. 9
12.3. BP SAFE Registries . . . . . . . . . . . . . . . . . .. 93
13. References . . e N 010
13. 1. Nor mati ve References e N 010
13.2. Informmtive References . . . . . . . . . . . . . . . . . 103
Appendi x A Exanple SequenC|ng e 1 015
A 1. SAFE PDU #1 . e e . . ... ... ... . . . 105
A 2 SAFE PDU #2 . . . . . . . . . . . . . . . . . . . . . . . 105
A 3 SAFE PDU #3 . . . . . . . . . . . . . . . . . . . . . . .1os6
A4  SAFEPDU#4 . . . . . . . . . . . . . . . . . . . . . . . 108
A5 SAFEPDU#5 . . . . . . . . . . . . . . . . . . . . . . .110
Acknowl edgnents . . . . . . . . . . . . . . . . L. . ... 012
I mpl enentation Status . . . . . . . . . . . . . . . . . . . ... 111
Author’s Address . . . . . . . . . . . . . . . . . . . . ... 0111

1. Introduction

The conbi nati on of Bundle Protocol version 7 (BPv7) [RFC9171] and
Bundl e Protocol Security (BPSec) [RFC9172] enables security to be
applied at a fine-grained level to individual target blocks of a
bundl e.

When operating within a Public Key Infrastructure Using X. 509 (PKIX)
[ RFC5280] environnment, in the absence of any kind of online protoco
bet ween the security source and expected acceptor(s) there are two
extrene alternatives for the use of public keys for integrity and/or
confidentiality described bel ow.

I ndependent Asymmretric Operations: The security source can use a
static public key of the security source directly for signing each
target or use a public key of the security acceptor directly for
each target (for either key agreenment or key encapsul ation).
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This is the strategy taken by the enmail security of S/IMME

[ RFC8551] and asymetric al gorithms of CBOR Object Signing and
Encryption (COSE) [ RFC9052]. While it ensures that each security
operation can be processed i ndependently it also introduces a

| arge overhead because asymretric-keyed algorithms are likely to
be orders of magnitude nore resource intensive than synmetric-
keyed ones.

Unmanaged Derived Keys: For key types which support key exchange,
such as elliptic curve (EC) keys, the security source can use a
static public key fromboth the security source and acceptor to
performa one-tinme key derivation of a shared secret, and from
that secret a pseudorandom function (PRF) can be used to derive
symretric keys known to both entities.

This allows the cost of one-tine key exchange and PRF operations
to be anortized across all of the cryptographic operations using
the derived symmetric keys. But wi thout any additional scoping
added to the derived keys (_e.g._, valid tine of use or volunme of
data processed, restriction to specific cipher suites or
algorithms, etc.), the keys thenmselves will be vulnerable to
overuse or cross-use vulnerabilities.

Thi s techni que al one al so provides confidentiality of the derived
symretric keys but does not provide any authentication of the peer
entity (via sone identity binding to the associated private key).
It also does not allow for forward secrecy (FS) or post-conprom se
security (PCS) because the original asymetric keys need to be

| ong-1ived enough to handl e all communicati ons between the
entities (_i.e. , considered "static" keys).

In order to both anortize the costs of asymmetric-keyed al gorithmns
and to provide a separate nmeans of nutually authenticating a peer BP
node, including a proof-of-possession for the private key associ ated
with a known public key, this docunent defines the Security

Associ ations with Few Exchanges (SAFE) protocol

The SAFE protocol operation is explained in detail in Section 2. It
operates as an "in-band" control plane application over BPv7 as
depicted in Figure 1. This is simlar to how the Internet Key
Exchange Version 2 (I KEv2) protocol of [RFC7296] operates as an
application over UDP/IP
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1.1

T +
| Security Associations | -\

| ( SAFE) [

N EREEELLLEEEEE | o

| BPv7 + BPSec | -> Application Layer
e + |

| CL + opt. security | -/
Tt +

| TCP/ UDP/ et c. | ---> Transport Layer

o e e e e e e oo +

| | Pv4/ | Pv6 | ---> Network Layer
. +

| Link-Layer Protocol | ---> Link Layer
Tt +

Figure 1: The Locations of SAFE and BP above the Internet
Prot ocol Stack

Scope

Thi s docunent describes the format of the protocol data units passed
bet ween BP nodes for security association negotiation and defines
behavi or at nessage source and destination nodes. It also defines
how each participati ng node acts on those security associations to
process BPSec security operations.

Thi s docunment does not address:

*

Si pos

The format of protocol data units of the Bundle Protocol, as those
are defined el sewhere in [RFC9171]. This includes the concept of
bundl e fragnmentati on or bundl e encapsul ati on

Logic for routing bundles along a path toward a bundl e’ s endpoint.

Uses of security associations outside of the use cases expl ai ned
in Section 1.2 or when conbined with other techni ques such as
bundl e-i n-bundl e encapsul ation (BIBE) [I-D.ietf-dtn-bibect].

Pol i ci es or mechani sms for using BP extension blocks for purposes
not defined in this docunent. Sone networks could require
specific extension blocks to be present for valid traffic.

Pol i cies or nechanisns for issuing Public Key Infrastructure Using
X. 509 (PKIX) certificates; provisioning, deploying, or accessing
certificates and private keys; deploying or accessing certificate
revocation lists (CRLs); or configuring security paraneters on an
i ndi vidual entity or across a network.

Expires 12 COctober 2026 [ Page 6]
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1.2. Use Cases Consi dered

Based on term nology from Section 3.1 of [RFC9171], the four data

pl ane interaction points between a BP Agent (BPA) and other entities
are shown for two agents in Figure 2. For sinplicity that diagram
shows a situation where there is reachability between the nodes in
one direction, but typically reachability between nodes would be in
both directions (via sinmlar or dissimlar convergence |layer types
and/ or hop counts).

Two of the interaction points are with application(s) registered as
endpoints in the BPA (_transmt_and _deliver_ ) and two are with
under | yi ng convergence | ayer adapter(s) used to transport bundl es

bet ween BPAs (_forward_ and _receive_) for each hop. Wthin a BPA
there is | ogic about how and when to deliver, forward, retain,
del ete, discard, or sone conbination of those actions which are

defined in Section 5 of [ RFC9171].
di agrans by the "(Decide)" | abe

This logic is indicated in |ater
i nsi de a BPA bl ock.

o m e e e oo - + o m e e e oo - +
| Regi stered | | Regi stered |
| Application(s)] | Application(s)]
oo + oo +
I " I "
Transmt | | Deli ver Transm t | | Deli ver
v I v I
o e +----+ o e +----+
I I
| BP Agent | | BP Agent |
I I I I
o a o +----+ o a o +----+
" I " I
Recei ve| | For war d Recei ve| | Forwar d
I v I v
o + o +
| CL Adapter(s) | | CL Adapter(s) |
oo + R +- +
N N
I I
| v | v
---------- + e e T T T e S > e
| | Forwar di ng Hop(s) | |
---------- + S s T T T g e

Figure 2: BP Agent data plane interaction points (showi ng two nodes)

Thi s docunent considers two principa

use cases to narrow t he scope

of discussion, each described in the follow ng subsections. Mre
conmpl ex use cases can be achieved by this protocol, either by nore
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complex interaction with a BPSec entity or the use of techniques such
as BIBE of [I-D.ietf-dtn-bibect] to performsecure tunneling between
pairs of security gateway nodes

1.2.1. End-to-End Security

The end-to-end use case is where the SAFE entities negotiate
secondary SAs whi ch match endpoints on the participating nodes
thenselves. This use case corresponds to the end-to-end node of
Section 6. 10.

For this case the bundle flows and security processing will ook Iike
what is depicted in Figure 3. The negotiated security service is
sourced inmedi ately upon bundl e creation (after the correspondi ng ADU
is transmtted by the source endpoint), has a lifetime equal to the
bundle itself, and is accepted i mediately before bundl e delivery (of
the ADU to the destination endpoint).

| AN

Transmit | | Del'iver
v |
Fom e e e e e oo oo - + S +----+
| Source | | Accept |
I \ I I / I
| (Deci de) | | (Deci de) |
I \ I I / I
| \ | | / |
S +----+ Fom e e e e e oo oo - +
| AN
| Forwar d Recei ve
v I
N ~ e eme—a- - +- +
| For war di ng Hop(s) |
S ~ e e oo - +

Figure 3: End-to-End security flows

The purpose of the node in this use case is to ensure that sel ected
traffic has integrity or confidentiality protection for its entire
lifetime, applied as close to the endpoints as possible. This
protection also includes any possible storage at the source and
destination nodes. For that reason, the selected traffic SHOULD

i nclude only bundles with source and destination endpoints on those
nodes.
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Because the security operation here has the naximal lifetime, its
target needs to be another block that is guaranteed to exist from
bundl e creation up to the point of delivery. Because of that, the
target block (and any other covered bl ocks) for the end-to-end case
SHALL to be one that also exists for the lifetine of the bundle.

1.2.2. One-Hop Transport Security

The one-hop use case is where the SAFE entities negotiate secondary
SAs which match arbitrary endpoints but apply to bundles traversing a
single hop with a neighbor node. This use case corresponds to the
transport node of Section 6.10.

For this case the bundle flows and security processing will |ook |ike
what is depicted in Figure 4. The negotiated security service is
sourced imedi ately before forwarding (specifically to the peer node
of the SA), has a lifetine of just a single bundle hop, and is
accepted i medi ately upon reception at that peer node.

| AN

Transmit | | Deliver
v I
Fom e e e e e o s + o a o +----+
I \ I I / I
I \ I I / I
| (Deci de) | | (Deci de) |
| / \ | | / \ |
| / Source | | Accept \ |
T T g +----+ T T g +----+
" I " I
Recei ve| | Forwar d Recei ve| | Forwar d
I v I v
o e e e +- +
| Forwar di ng Hop |
g +

Figure 4: One-Hop security flows
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The purpose of the node in this use case is to supplenent security
mechani sms (i f any) provided by the forwardi ng convergence | ayer (CL)
protocol stack. This allows the receiving node to authenticate data
fromthe previous node during reception, by transitively linking the
one-hop security back to the nutual authentication and proof-of-
possession fromthe Initial Authentication (l1A) activity. For that
reason, the selected traffic SHOULD i nclude all bundl es between the
participating nodes. A side effect of using SAFE in this node, as a
supplenent to CL security, is that it can normalize the security
capability between the two nodes because it operates above and

i ndependently from whi chever CL types are used between them (even if
that CL type or its properties change over tine).

Because the security operation here has a limted lifetinme, its
target could be any block in the bundle. However, the constraint of
Section 3.2 of [RFC9172] requires that the conbi nation of security
service and target block be unique within the bundle. Because of
that, the target block for the one-hop case SHOULD to be one that

al so has a one-hop lifetinme such as a Previ ous Node bl ock

1.2.3. Milti-Hop Transport Security

The nulti-hop use case is where the SAFE entities negotiate secondary
SAs which match arbitrary endpoints but apply to bundles traversing a
several hops between the participating nodes. This use case
corresponds to the transport node of Section 6.10, just as the one-
hop use case of Section 1.2.2.

For this case the bundle flows and security processing will | ook
simlar to that of Figure 4 except that there are nore hops between
the participating nodes. The negotiated security service is sourced
i medi ately before forwarding (specifically to the peer node of the
SA), has a lifetine of several bundl e hops, and is accepted

i medi at el y upon reception at that peer node.

Also simlar to the one-hop case, there are nore constraints and
considerations for the target of the security operation. One
consideration is the fact that BP topol ogy or routing, outside the
scope of this protocol, SHALL be configured to ensure that the
selected traffic actually gets forwarded between the participating
nodes. |f the actual forwardi ng path passes through one of the nodes
but not the other, the security operation will be sourced properly
but never accepted and will serve no purpose.

Constraints on the target for this use case are nore conplex than for
the one-hop case because the security operation needs to ensure

uni queness for its lifetine while also not targeting blocks with one-
hop lifetime (or blocks which are expected to be nodified at each
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hop). This use case could include integrity operations targeting an
ext ensi on bl ock specific to a transit network, where the extension
(and its security) is added at ingress to the transit network and is
renoved at egress fromthe transit network

1.2.4. Tunnel Security

/1 TBD a use case that configures BPSec as well as BIBE to require
/1 encapsul ation of selected traffic between the participating nodes.

1.3. Use of CDDL

Thi s docunent defines CBOR structure using the Concise Data
Definition Language (CDDL) of [RFC8610]. The entire CDDL structure
can be extracted fromthe XM version of this docunent using the
fol |l owi ng XPat h expressi on:

"/l sourcecode[ @ype="cddl "]’

The following initial fragment defines the top-level synbols of this
docunent’s CDDL, including the PDU data structure with its paraneter/
result sockets.

start = safe-pdu-seq / safe-nsg / safe-nsg-bstr
1.4. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

Term nol ogy used within the SAFE protocol includes the follow ng:

SAFE Bundle: A bundle with a source or destination EID having a
wel | -known service identifier allocated for SAFE (see Section 12).
These bundl es are communi cat ed between SAFE entities on
partici pating nodes.

Participating node: A BP node which sources and/or delivers SAFE
Bundl es via a BP Agent to an associ ated SAFE entity.

SAFE entity: An inplenentation artifact which manages the SAFE

states defined in this specification within each participating
node.

Si pos Expires 12 COctober 2026 [ Page 11]



I nternet-Draft BP SAFE April 2026

Interaction point (of a BP Agent): One of the four locations on the
data plane by which a BP Agent interacts with other entities in a
BP node.

Security Association (SA): An agreed state between two participating
nodes whi ch contains the result of an authenticated key exchange
and sone nunber of derived symetric content keys.

Content Key (CK): An individual symetric key material along with
met adata controlling and authorizing its use within a specific
context. One context for CK use is for confidentiality of SAFE
messages between SAFE entities. Another context for CK use is
within the data plane of participating nodes outside of the SAFE
entities.

Activity: Each SAFE activity consists of a sequence of nessages
bei ng exchanged, via protocol nessagi ng, between two participating
entities to achieve a specific narrow goal. Each activity
instance a specific type and one SAFE entity as its initiator
Each type of activity consists of a well-defined nunber of steps
of messaging between its entities.

Message: Each step of an activity is realized by a nessage
identifying its activity index and step nunber. Each data-bearing
message al so identifies its activity type and contains a set of
type-specific data items. Each nessage has a determ nistic binary
encodi ng using CBOR. Sone nessages are constructed as responses
to earlier nessages in an activity and need to be interpreted in
the context of the whole activity.

5

ilateral activity: An activity type which consists of a single

dat a- bearing nmessage fromthe initiator followed by a single
acknow edgenent nmessage fromthe responder. There is no
negotiated state for these activity types, and the acknow edgenent
is purely for retransmi ssion sub-layer needs.

Protocol Data Unit (PDU): A sequence of nessages are aggregated
together into a single protocol data unit to be exchanged with the
SAFE entity of a participating peer. Al SAFE PDUs have sone kind
of application-level confidentiality of the contai ned nmessages.

Application Data Unit (ADU): Wen supplied to a BP Agent, a SAFE PDU
is handl ed as the ADU of a bundl e.

Endpoint Selector (ES): A filter for BP traffic based on specific

fields of the bundle prinmary bl ock or well-known extension bl ock
types.
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2

General Protocol Description

The service of this protocol is the establishnent and managenent of
one or nore secondary security association (SA) between two
participating peer BP nodes (that nmay or nay not be BP nei ghbors)
which are used to informa BPSec entity on each node how to secure
speci fi c non- SAFE data plane traffic as described in Section 2.3. To
avoi d coupling each SAFE entity with any BPSec entity on the sane
node, SAFE PDUs use application-provided security instead of relying
on BPSec

The rough order of protocol operation is as follows:

1. Establish a confidential channel between a pair of SAFE entities
usi ng epheneral keys.

2. Perform nmutual authentication based on a trusted credential for
each entity.

3. Exchange the capabilities and constraints fromeach entity.

4. Negotiate a primary SA for SAFE PDUs, with initial pair of
content keys for SAFE PDUs.

5. Negotiate some nunmber of secondary SAs for specific BPSec
operations on specific traffic.

6. Unilaterally upkeep content keys for primary and secondary SAs
over time, with optional FS/PCS for each new key.

7. Create or teardown secondary SAs as BPSec needs change over tine.

8. Re-authenticate or teardown the primary SA as determ ned by
policy.

The initial confidential channel between SAFE entities is provided by
an Epheneral Diffie-Hellmn Over COSE (EDHOC) session [ RFC9528] and
Section 2.2, which includes forward secrecy, mutual authentication,
and proof - of - possessi on. EDHOC al so al |l ows usi ng externa

aut horization data (EAD) itens to confidentially transport SAFE
nmessages during session establishnent (see Section 9.1.1), which

avoi ds excess del ay before negotiating secondary SAs.

A side effect of the EDHOC session is the establishment of a primary
SA between the two SAFE peers and an initial pair of content keys for
that primary SA. The primary SA keys provi de SAFE nessage
confidentiality after the initial authentication EDHOC session (see
Section 9.1.2). After a prinary SA is established, this protoco
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all ows creating secondary SAs through a single 1.5 round-trip
activity without re-authenticating. It also allows managi ng

est abli shed SAs, both primary and secondary, including life-cycle
managenent of subordinate symmetric keys (see Section 2.1), in order
to bound key use over tine and over vol une of processed data.

o o o e e o e e e e meeei—eaao-- +
| Fomm e e e oo S e +|
| Primary SA | RX Content| |TX Content]| |
| * SAls | Keys #1..N | Keys #1.. M |
| * Peer EID +---------- S + |
| * PRK T R +
[ | RX Prekeys| | TX Prekeys|
| | #1..P | | #1..Q | |
| S E S TS + |
o e s e o e e e e e e i m e aoo - +
I
| R . +
| | - S S RS- +
+----+ Secondary SA | RX Content| |TX Content]| |
: | * SAls | Keys #1..N| | Keys #1..M |
| * Mbdes R S + |
: | * Selectors R I +
more | * PRK | RX Prekeys| | TX Prekeys|
SSAs | | #1..P | | #1..Q | |
| TS E . S — +|
o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +

Figure 5: Rel ationshi ps between SAs and their key materi al

The concepts and procedures of SAFE are similar in both form and
function to the I P-level IKEv2 of [RFC7296] and MAC-|evel Port-Based
Net wor k Access Control (PBNAC) of [802.1X]. These earlier protocols
assune a | ow enough | atency that chaining tws-way exchanges over tine
is not a resource burden or source of major delay, and that if
retransm ssions are needed they can easily be performed at the
exchange initiator side. Because SAFE is expected to operate in
envi ronments where one-way | atency can be significant (see

[ RFC4838]), its structure (Section 4) is organized to avoid a
sequence- of - exchanges pattern and its activities (Section 5) are
organi zed to mininmze the nunber of steps (_i.e._, round trips) in
each.

Instead of a two-way request--response pattern where al

retransm ssion occurs fromthe requesting entity, the SAFE pattern is
an activity sequence where each step acknow edges the recei pt of the
previous step and the final nessage is purely acknow edgenent that
the activity has finished. SAFE separates its nessagi ng sub-I|ayer
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fromits packetization sub-layer (see Section 4) to all ow nessages
frommltiple sinultaneous activities to be aggregated together into
a single protocol data unit (PDU). For an individual activity
sequence this results in nore total messages than two-way exchanges,
but it enables pipelining of nessages and sel ective retransni ssion
(ARQ of individual encoded messages fromeither side of an activity
conver sati on.

Sone SAFE activities involve negotiating of a shared state between an
initiator and a responder using two data-bearing steps and a fina
acknow edgenent. Many activities are unilateral, neaning they
consi st of a single data-bearing step fromthe initiator followed by
a single responder acknow edgenent. Having activities be unilatera
makes the overall protocol nore del ay-tol erant.

2.1. Content Key Lifecycle Managenent

Wthin each SA, both prinmary and secondary, there are some nunber of
content keys available for use in the data plane. The primary SA
content keys are used for AEAD of SAFE PDUs thensel ves, while
secondary SA content keys are for BPSec operations on other traffic.

The primary SA has an inplicit pair of content keys created as part
of the Initial Authentication (lA) activity, each with a key
identifier (KID derived fromand the same length as the primary
security association identifier (SAl). Al other KIDs of primary and
secondary SAs are explicitly chosen by the entity which would use
that key as the security source (_i.e. , the TX side of the data

pl ane).

Wthin a single SA, the lifecycle of a single content key is depicted
in Figure 6 where "Entity A" is the TX end of that key and "Entity B"
is the RX end. The optional Prekey Creation activity and its public
key data is used to ensure forward secrecy of the content key when
desired by the TX end. The Key Discard activity is used to inform
the RX end when the content key will no |onger be used for security
operations and it is safe to be discarded.

Si pos Expires 12 COctober 2026 [ Page 15]



I nternet-Draft BP SAFE April 2026

Fome e + Fome e +
| Entity A | Entity B
| (TX end) | | (RX end) |
E + E +

| <===== SA Creation ====>

I I

I I

| opti onal |

| Prekey Creation |

I e +

|- - - - - - - - - - - ->

I

I

I

I

I

I

I

I

| Use content key in |
| data pl ane |
I

I

I

I

I

I

I

o >
Tt >
I

| optiona

| Key Discard
o >
|[<- - - = - - - - - - - -

Figure 6: Activity sequence for one SA content key

An inportant aspect that distinguishes security associations from
their constituent content keys is that the SAis paraneterized to
determine which traffic (either SAFE PDUs or data plane traffic) is
covered by security and how that security is applied but does not
contain any intrinsic tine-variance, while each CK is paraneterized
to have a single validity tinme interval bounding its use over wall -
clock time. This neans that the SA lifecycle is managed in wall -
clock time by activities between SAFE entities, specifically SA
Creation (SC) and SA Teardown (ST). Wthin each SA, the CKs
intrinsic tine-variance all ows pre-planning a sequence of keys with
future validity to enabl e continuous operation by rolling-over
content keys as they expire in wall-clock tinme as illustrated in
Figure 7 for a single data direction. Al of those CKs can be
created immedi ately after SC creation with future validity tines.
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(SO (KO (ST)
I I I
o e e e e e e e e e e e e e e me oo +
| Security Association |
. +

I
I +
| CK #1 |
TS +
| S +
+- - > CK #2 |
| - +
| e +
R >| CK #3 |
o e e - +
=----- tineline ----- >

Figure 7: Tineline of SA content keys
2.2. Relationship to EDHOC

Thi s protocol enbeds EDHOC as t he nessagi ng structure and behavi or of
the Initial Authentication (lA) activity type. Because the IA
activity is the very beginning of a conversation between two SAFE
entities, the packetization behavior during the I A activity is a
speci al case containing a single EDHOC nmessage in each PDU. This

al so neans that during the A activity EDHOC i s responsi ble for
confidentiality of SAFE data as critical EAD itens. After the |A has
finished and a primary SA is established, confidentiality is provided
by an application-layer use of COSE encryption (see Section 4.4)
usi ng EDHOC sessi on par amet ers.

2.3. Relationship to BPSec

Thi s SAFE protocol functions as a control plane for establishing
secondary SAs, which are then used to provide symetric content keys
to be used by BPSec for data plane security operations on individua
target blocks within specific bundles as described in Section 1.2.
The scoping of each secondary SA includes a BPSec security context
identifier and its options for which each derived content key is
authorized to be used. It is up to BPSec policy on each of the SAFE
peer nodes to enforce those authorized uses as the nmandatory security
source and mandatory security acceptor for matching flows in each
direction.

A secondary SA is scoped by the foll owi ng aspects which i nform BPSec
policy on each peer node.
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Security Mbde:
Thi s determ nes when and where security operations are sourced and
accepted within each node.

Validity Tine Interval
This bounds the SAto an interval of tine.

Endpoi nt Sel ectors:
This is an EID pattern used to filter by the source and
destination of bundle traffic.

Security Operation Sel ectors:
This determines the security service (integrity or
confidentiality) and target block types to secure.

Key Use Sel ectors:
This is a specific BPSec security context and options for using
that context with the chosen security service.

2.4. Credential Sources

In the typical use of IKEv2 [ RFC7296], TLS [ RFC8446], or DILS

[ RFC9147] the full credentials (and in the case of PKIX certificates,
full certificate chains) are carried in the protocol exchanges
Because the original target for EDHOC was constrai ned networks, the
credentials thenmsel ves are purposefully omtted fromthe EDHOC
messages and instead only credential identifiers are exchanged
Section 3.5.3 of [RFC9528].

Part of the configuration for each SAFE entity is a set of peer
information (see Section 3.1), each of which contains a set of
validated credentials and their root-of-trust for that peer. It is
still possible for SAFE entities to provide actual credential data,
which itself is kept confidential as part of the secure channe

est abl i shed by EDHOC

2.5. Extensibility

The protocol defined in this docunment defines a basic set of npdes
and data types which are expected to be suitable for many bundl e
security use cases. But the protocol uses extensible I ANA registries
(see Section 12.3) which allow future specifications to define

addi tional well-known code points. And each registry has a reserved
block to allow private networks to make use of private code points
tailored to their specific needs.
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2.5.1. EDHOC Ci pher Suites

The EDHOC ci pher suite, chosen by the initiator and agreed with the
responder, controls the cryptographic algorithns used to secure the
EDHOC session, derive internal key material, authenticate each entity
to its peer, and to secure SAFE nessages after the EDHOC session has
conpl eted. The base specification in Section 3.6 of [RFC9528]
defines 9 cipher suites which cover capabilities all the way from

I i ghtwei ght al gorithns targeting constrained processors to one which
conforns to the US CNSS Commerci al National Security Algorithm Suite
(CNSA) 1.0 [CNSA1L].

Addi tional cipher suites [I-D.spm| ake-pqgsuites] enable the use of
M_- KEM f or EDHOC session confidentiality and M.-DSA for signature-
based entity authentication which

/1 do not yet conformto CNSA 2.0 [CNSA2]. These cipher suites
update the semantics of sonme fields in the EDHOC nmessages but not
their structure or encoding.

2.5.2. EDHOC Met hods

The EDHOC net hod controls how each entity authenticates to its peer
wi thin an EDHOC session. The base specification in Section 3.2 of

[ RFC9528] defines four nmethods to cover authenticating each side with
either an asymetric-key signature or an elliptic-curve Diffie-

Hel | man (ECDH) derived-key MAC.

Addi tional nethods [I-D. pocero-aut hkem edhoc] enable the use of M-
KEM for efficient MAC based authentication in a way which

/1 do not yet confornms to CNSA 2.0. These nethods alter sone
behaviors related to the internal key schedul e wi thout affecting the
nanes or uses of derived PRK val ues.

2.5.3. EDHOC Credential Types and Identifiers

The credential type used to authenticate each entity and howit is
identified to its peer are both chosen by that entity being

aut henti cated, based on a profile exposed outside of this protocol.
The credential identifiers are derived from COSE header paraneters
from[Il ANA-CCSE] and currently include a X 509 certificate thunbnail,
URL, or certificate chain data, or a C509 certificate thumbnail, URL,
or certificate chain data. Future credential types are expected to

i nclude pre-shared key material .
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2.5.4. SAFE Activity Types and Data ltemns

The activity types defined in this docunent are expected to be
sufficient for SA creation and nmanagenent, but there is a registry of
avai l abl e types defined in Section 12.3 for future expansion as
necessary including reserved bl ocks for private and experinment al
uses.

Wthin each activity type, specifically the SA Creation (SC) type,
there is a block of data itemcode points reserved for private use
and a bl ock I eft unassigned for future specifications. These are

expected to include additional selectors for traffic flows beyond

just source and destination EID from Section 6.12

2.5.5. BPSec Contexts and Options

There are currently only two well-known BPSec contexts defined in

[ RFC9173] and one drafted in [I-D.ietf-dtn-bpsec-cose]. The first
pair from[RFCI173] are intended to be "... for testing the
interoperability ... and for providing basic security operations when
no other security contexts are defined or otherwi se required for a
net wor k" and these have few options needed to operate them as
described in Section 9.3 and Section 9. 4.

The COSE context from[Il-D.ietf-dtn-bpsec-cose] is nore full-
featured, but that also neans it has nore options and nore conpl ex
configurations of those options avail able as described in

Section 9.5; COSE itself is also expected to be expanded in the near-
and long-termto include PQC-type al gorithns.

Future contexts are expected to be specialized to specific mssions
and networks. Well-known contexts will be registered with | ANA under
[ 1 ANA- BUNDLE] and need to define a SAFE binding if they are to be
used with negotiated secondary SAs.

3. Information Bases

BP SAFE operates by using an activity sequence of nessages (see
Section 5) to establish and maintain security associ ations between
pairs of participating entities.

There are two logical tiers of SA, prinmary and secondary, which are
treated here as two separate information tables. How these are
mapped to an actual internal data nmodel is an inplenentation detail
as well as whether an entity treats all SAs together into one pool or
separates primary and secondary SA data as indicated in this section
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Al private asymmetric key material and all derived PRK and synmetric
key material is expected to be maintai ned outside of the SAFE entity
in some formof trusted execution environnent (TEE). The key
material is included in these informati on bases as a | ogica

pl acehol der and to show its association with the other fields.

3.1. Participating Peers

In order to set appropriate retransmssion timers, the local entity
needs to know expected timng information for each participating peer

node.
| Nare | Description |
[} gty e p—p—p—p—(—_—(—(———————————————————————(—————————r
| Peer EID | The transport EID for the SAFE entity on the |
| | peer node. |
Fom e e o - o m e e e e e e e e e e e e e e e e e e e e e mee—ooon +
| Properties bel ow are based on the above key col um. |
Fomm e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
Round-Trip | The expected full round-trip tine between a
Ti me | sent nmessage and an acknow edgenent. This

|
| val ue includes actual one-way-light tine |
| (OALT) of links as well as expected queuing |
| and processing del ays. |

| Acceptable | A priority list of code points fromthe "EDHCC |
| EDHOC | G pher Suites" registry of [|ANA-EDHOC] which |
| G pher | are acceptable to use for EDHOC sessions with

| Suites | this peer. This value is sent in Message 1 |
| | when acting as an EDHOC initiator and |
| | validated when acting as an EDHOC responder. |

| TX | Apriority list of acceptable COSE credential |
| Credential | types for EDHOC aut hentication of this node to

I I I
I I I

Types the peer. Details on this conplex field are
descri bed bel ow.

Fomm e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
| Acceptable | A priority list of acceptable COSE credenti al
| RX | types for EDHOC aut hentication of the peer |
| Credential | node. Details on this conplex field are |
| Types | described bel ow. |
T e m m e e e e e e e e e e e e e e e e e e e e e ee— oo - +

Table 1: Participating Peer Col ums
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For the two stores of credential types in the Participating Peers
i nformati on base, the detailed information present consists of an
ordered list of entries, each containing the foll ow ng.

Credential Type:

One of the "COSE Header Paraneters" registry values from
[ 1 ANA- COSE] which identifies a credential type:

* ¢bt (22), cb5u (23), c5c (25) to identify a C509 end-entity

certificate

* x5t (34), x5u (35), x5chain (33) to identify an X509 end-entity
certificate

* kid (4) to identify a pre-shared symmetric key (PSK)
/1l leave this in?

Trust Anchors:

One or nore type-specific root authority credentials to use as
trust anchors for validating end-entity credential s.

Val i dat ed Credenti al s:

3. 2.

A set of credentials which has already been validated in
accordance with the profile in Section 10 agai nst the trust
anchors in this entry. Each of these credentials is supplied from
outside of the SAFE entity. For TX credentials, this represents
local identity configuration for the peer. For RX credentials,
this is frompeer discovery or pre-agreenent with the peer.

Activity States

Each SAFE entity maintains a table of in-progress activities and
their associated nmetadata, with logical colums as indicated in
Tabl e 2.

Si pos
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| Nare | Description |
[} gy g —p—_——_———(————————————————————————————————————r L
| I'nitiator | The transport EID for the initiator of the |
| | activity. This may be a | ocal endpoint or |
| | renote. |
R o m m e e e e e e e e e e e e e e e e e e e e eeee oo +
| Responder | The transport EID for the responder of the |
| | activity. This will be the opposite site of |
| | conversation fromthe initiator endpoint. |
Fom e o - o m m e e e e e e e e e e e e e e e e e e e e e eeee e +
| Activity | The index for the activity, which is unique to |
| I ndex | and defined by the initiator. |
o m e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| Properties bel ow are based on the above key col ums. |
S oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +
| Last Step | The step of the activity which is associated |
| Transmitted | with the | ast nmessage sent to the peer. |
| (LTX) I I
o m e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| Last | The logic of activity step ARQ requires nmessages |
| Message | to be re-transmtted with the same content as |
| Transmitted | the original. One way this can be controlled by |
| | each entity is to sinply retain an encoded form |
| | of each TX nessage until it is acknow edged by |
| | the subsequent activity step. The actual |
| | mechanismof retaining and re-transmtting each |
| | message is inplenmentation defined. |
Fom e o - o m m e e e e e e e e e e e e e e e e e e e e e eeee e +
| Last Step | The step of the activity which is associated |
| Received | with the | ast nmessage received fromthe peer. |
| (LRX) | This value is optional for activities initiated |
| | by the local entity. |
S oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +

Table 2: Activity State Col ums

VWhile the last received step is less than the last sent step, it
means that the local entity is waiting for an acknow edgi ng message.
After the final nessage of an activity is received, the associated
table rowis renoved as there is no need to maintain long-term
bookkeepi ng of finished activities.

/1 TBD about row renoval tinmer and ignoring |ate duplicate nmessages.
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3.3. Primary Security Associations

Each primary SA allows SAFE entities to provide PDU-| evel
confidentiality and is used as the source of a shared secret from
whi ch secondary SAs can be derived, as depicted in Figure 5. The
state of each primary SA known to the local entity has |ogica
colums as indicated in Table 3.

A primary SA covers traffic in both directions between the two peers
participating in the SA. The prinmary SA has no specific endpoint

sel ectors because each is used for security between the SAFE entities
thensel ves rather than any other, data plane traffic.

The locally-generated SA identifier for this |
entry. This Local SAl alone (within the |
| ocal SAFE entity) is a unique identifier for

the primary SA |

| Peer EID | The transport EID for the SAFE entity on the
| | peer node. |
Peer SAl | The peer-generated SA identifier for this |
| entry. The conbination of Peer EID and Peer

| SAl together forma unique identifier for the

| primary SA. |

AEAD | The "application AEAD algorithm fromthe |
| EDHOC ci pher suite negotiated as part of the

| 1A activity. This applies to SAFE |
| confidential PDU processing defined in |
| Section 9.1. |
Hash | The "application hash algorithm fromthe |
| EDHOC ci pher suite negotiated as part of the

| 1A activity. This applies to the SAFE_EXT |
| and SAFE_EXP functions defined in Section 8. |

| Primary | I'nternal key material derived fromthe EDHOC
| pseudo-random | session for this SA as the byte string

| key (PRK): | PRK_SA defined in Section 8.1. This is used
| | to derive further values for content key

| | material as defined in Section 8.4.
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The agreed range of valid size of the TX |
Content Key store for this SA, which is the |
intersection of the |ocal and received range. |
New content keys will be generated as needed |
to stay within this range. |

The primary SA has one or nore content keys
for outgoing PDUs to the Peer EID. Each
content key has the information defined in
Table 4 and is scoped within a single primary
SA. The associated key nmaterial is derived
fromthe shared secret created during Initial
Aut hentication (I A) and Key Creation (KO
activities.

The agreed range of valid size of the RX
Content Key store for this SA, which is the
intersection of the |ocal and received range.
New content keys will be accepted only if the
size would stay within this range.

The primary SA has one or nore content keys |
for incomng PDUs fromthe Peer EID. Each |
content key has the information defined in |
Table 5 and is scoped within a single primary |
SA. The associated key material is derived |
fromthe shared secret created during an |
Initial Authentication (l1A) activity. |

The agreed range of valid size of the RX |
Prekey store for this SA which is the |
intersection of the |ocal and received range. |
New prekeys will be generated as needed to |
stay within this range. |

A set of one-tinme-use private asymmetric key |
mat eri al used to process received CK Creation |
activities. These private keys are generated |
Il ocally and their associated public prekeys |
are communi cated to the peer entity via CK |
Prekey activities. Each private prekey has |
the information defined in Table 6 and is |
scoped within a single primry SA |

The agreed range of valid size of the TX |
Prekey store for this SA which is the |
intersection of the |ocal and received range. |
New prekeys will be accepted only if the size |
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| | would stay within this range. |

| A set of one-time-use public key materia

| used to process and initiate CK Creation

| activities. These public keys are received
| fromthe peer entity through CK Prekey

| activities. Each public prekey has the

| information defined in Table 7 and is scoped
| within a single primary SA

Table 3. Primary Security Association Col utms

The information in Table 4 is inplicitly scoped to a single primary
SA and does not have an explicit relationship in that table. An
entity SHOULD renpve any TX Content Key when the wall-clock tine
advances past the end of its validity tine interval

| Narme | Description |
[ oo oo oo s s oo oo e
| Key ID | A byte string identifier for this key, chosen by the

| | local entity. |
Fom e oo o m e e e e e e e e e e e e e e e e e e e e e e e e e eee—— oo s +
| Validity | An absolute interval of tine during which the key is

| Time | valid for use. This interval is chosen by the |ocal

| I'nterval | entity. |
S o +
| Peer | A bool ean indicator of whether or not the peer |
| Accepted | entity has accepted this key. Acceptance is |
| | indicated by by receiving step 1 of an associ ated |
| | Key Creation (KC) activity without error. |
R o +
| Parti al | An unsigned 64-bit integer counter used to construct |
| IV | Partial IV byte strings for outgoing SAFE PDUs as |
| Counter | defined in Section 9.1.2. The initial value of each |
| | counter for a new content key SHOULD be zero. |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Symmetric | The actual private key material and intrinsic |
| Key | metadata such as acceptable algorithmtypes. This

| | logically corresponds to COSE Key information for a

| | symmetric key with structure defined in Section 8.4. |
R o m m e e e e e e e e e e e e e e e e e e e e e e e e e mee— oo oo +

Table 4: TX Content Keys Col umms
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The information in Table 5 is inplicitly scoped to a single primary
SA and does not have an explicit relationship in that table. An
entity SHOULD renmpbve any RX Content Key when the wall-clock time
advances past the end of its validity tine interval

| Nane | Description |
| Key ID | A byte string identifier for this key, chosen by the

| | peer entity. |
Fom e o m m e e e e e e e e e e e e e e e e e e e e e e e e e eeeooon +
| Validity | An absolute interval of tine during which the key is

| Time | valid for use. This interval is chosen by the peer

| I'nterval | entity. |
R o +
| Symretric | The actual private key material and intrinsic |
| Key | netadata such as acceptable algorithmtypes. This |
| | logically corresponds to COSE Key information for a

| | symmetric key with structure defined in Section 8.4. |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

Table 5: RX Content Keys Col ums

The information in Table 6 is inplicitly scoped to a single prinmary
SA and does not have an explicit relationship in that table. An
entity SHOULD renmove any RX Prekey when the wall-clock time advances
past the end of its validity tinme interval
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| Nare | Description |
[} gty g —p—_——(———_——————————————————————————(————(—————— L
| Key ID | Alocally unique byte string identifier for this |
I | key. I
Ry N T TS +
| Validity | An absolute interval of time during which the key |
| Time | is valid for use. This interval is chosen by the

| Interval | local entity. |
TS o +

Peer A bool ean indicator of whether or not the peer

I I I
| Accepted | entity has accepted this key. Acceptance is |
| | indicated by by receiving step 1 of an associ ated

| | Prekey Creation (PC) activity w thout error. |

| Private | The actual private key material and intrinsic |
| Key | netadata such as acceptabl e al gorithmtypes. |
| | This logically corresponds to COSE Key |
| | information for a private key. |

Table 6: RX Prekeys Col ums

The information in Table 7 is inplicitly scoped to a single prinmary
SA and does not have an explicit relationship in that table. An
entity SHOULD renmove any TX Prekey when the wall-clock time advances
past the end of its validity tinme interval

[ i s e e e e e s s s e s s e s s s e e s s s s s s s s s s s s s s s s s s st
| Nane | Description |
| Peer Key | A unique byte string identifier for this key, chosen

| ID | by the peer entity. |
TS o +
| Validity | An absolute interval of tine during which the key is

| Tinme | valid for use. This interval is chosen by the peer |
| I'nterval | entity. |
Fomm oo - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
| Public | The actual public key material and intrinsic netadata

| Key | such as acceptable algorithmtypes. This logically

| | corresponds to COSE Key information for a public key.
S e m e e e e e e e e e e e e e e e e e e e e e e e e e e mee——oon +

Table 7: TX Prekeys Col ums
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3.4. Secondary Security Associations

Each secondary SA allows SAFE entities to provide key material and
associ ated policy configuration to a BPSec entity on the same BP
node. The state of each secondary SA known to the local entity has
| ogi cal colums as indicated in Table 8.

The primary SA (Table 3) fromwhich this |
| secondary SA was derived, which includes the |
| | Peer EID of the other SAFE entity. |

| Local SAI | The locally-generated SA identifier for this |
| | entry, as defined in Section 6.5. |

Fom e e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +
| Peer SAl | The peer-generated SA identifier for this |
| | entry, as defined in Section 6.5. |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
| Security | This is a node selector for this SA as |
| Mode | defined in Section 6.10. |
| Selector | |
Fom e oo e m e e e e e e e e e e e e e e e e e e e e e e e e e e mee——oon +
| Local | This is an unordered set of endpoint sel ector |
| Endpoint | items for the local side of the SA as |
| Selectors | described below and in Section 6.12. |
S o +
| Peer | This is an unordered set of endpoint selector |
| Endpoint | items for the l|ocal side of the SA as |
| Selectors | described below and in Section 6.12. |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
Security This is a conbination of information derived

| | |
| Operation | fromthe negotiated Security Operation |
I I I
I I I

Sel ect or Sel ectors (SOS) during the Section 5.4
activity.
S IR e T +
BPSec This is a single code point fromthe "BPSec
Cont ext Security Context ldentifiers" registry at

whi ch the key can be used and provi des

| | |
| ID | [ ANA- BUNDLE], which restricts the scope in |
I I I
| | context for the Key Use Sel ector details |
I I I

bel ow.
o m e e e - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mao +
Key Use This field represents a set of context-

the SA and its keys are to be used by the

| | |
| Options | specific options which deternine exactly how |
I I I
| | BPSec entity on this node. The options are |
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| TX

| Content

| Key Depth
| Range:

|

I

| Content

| Key Depth
| Range:

|

TX and RX
Cont ent
Keys

| RX Prekey
| Depth

| Range:
I

I

Pr ekeys
TX Prekey

I
| Depth
| Range:
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BP SAFE

negoti ated during SA Creation (SC) as defined
in Section 6.14 and per-cont ext
specifications (see Section 9).

Internal key naterial derived fromthe EDHOC
session for this SA, as the byte string
PRK_SA defined in Section 8.1. This is used
to derive further values for content key
material as defined in Section 8.5.

The agreed range of valid size of the TX
Content Key store for this SA, which is the
intersection of the local and received range.
New content keys will be generated as needed
to stay within this range.

The agreed range of valid size of the RX
Content Key store for this SA, which is the
intersection of the local and received range.
New content keys will be accepted only if the
size would stay within this range.

This field represent a set of context-
specific key material and derived options for
each direction between the two peers. The
key material are derived fromthe shared
secret created during SA Creation (SC) as
defined in Section 8.5 and per-cont ext
specifications (see Section 9).

The agreed range of valid size of the RX
Prekey store for this SA, which is the
intersection of the |ocal and received range.
New prekeys will be generated as needed to
stay within this range

A set of one-time-use private asymetric key
materi al used to process received CK Creation
activities. These private keys are generated
|l ocally and their associated public prekeys
are communi cated to the peer entity via CK
Prekey activities. Each private prekey has
the information defined in Table 6 and is
scoped within a single secondary SA

The agreed range of valid size of the TX
Prekey store for this SA, which is the
intersection of the |ocal and received range.
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| | New prekeys will be accepted only if the size |
| | would stay within this range. |

TX
Pr ekeys

| A set of one-time-use public key naterial |
| used to process and initiate CK Creation |
| activities. These public keys are received |
| fromthe peer entity through CK Prekey |
| activities. Each public prekey has the |
| information defined in Table 7 and is scoped |
| within a single secondary SA. |

Tabl e 8: Secondary Security Associati on Col utms

Each endpoint selector itemfunctions as a filter for the BP Agent to
determne to which bundles the SA applies. The order in which
endpoi nt selectors and other filters are applied to filter bundles
for security processing is an inplenmentation matter and can be
optinized to, for exanple, process the | ess expensive checks first to
reduce the average expense of matching. An inplenentation is also
free to perform additional indexing of endpoint selectors across
multiple SAs to reduce total processing expense.

Each key use option contains fields necessary to restrict when and
how t he key can be used for BPSec security operations. The fields of
each itemroughly correspond with a COSE Key from Section 7 of

[ RFC9052] and an inplenmentati on can choose to use a COSE Key
representation if that is convenient.

4. Protocol Sub-Layers and Bi ndi ng

The SAFE protocol operates with three distinct sub-layers, each with
a different structure and purpose. They are described as foll ows,
starting fromthe topnost sub-layer and worki ng down toward the BP
transport.

Activity Data: This sub-layer deals with the encoding of data itens
needed for each step of an activity and with how to progress an
activity by taking received data froma peer froma previous step
and generating data for a peer to be used in the next step. The
activity data itens are handl ed as a CBOR map using integer
| abel s, and each activity type defines the neaning of |abels in
its data itens.

Messaging: This sub-layer is used to identify each step of each

Si pos Expires 12 COctober 2026 [ Page 31]



I nternet-Draft BP SAFE April 2026

specific type of activity and provides the ability to acknow edge
to a peer that a previous nmessage was recei ved and processed.

Sel ective retransm ssion in SAFE occurs at the messagi ng sub-1|ayer
when a tinmer expires wi thout receiving an acknow edgenent.

Aggregation and Security: This sub-layer is related to aggregating

SAFE nessages into a single SAFE plaintext with optional padding,
and then encrypting that into a single SAFE ci phertext. The use
of padding allows an entity to ensure that all SAFE plaintext (and
thus SAFE ci phertext) are the sane size and avoid on-path traffic
anal ysi s.

Packetization: This sub-layer is used to enbed either a single EDHOC

Si pos

message or single SAFE ciphertext, along with necessary metadata,
into a PDU for transport between SAFE entities. One of the
nmetadata itens is a partial 1V (PIV) value used for SAFE

ci phertext; another is a security association identifier (SAl)
used by the receiver to correl ate decodi ng state.
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4.

1.

e +
| Data Item1 | .. | Data Item N | <- Activity
R R R EEEEE LR R + Dat a
\ I
\ I
I TrTrrrree—— +
| Act. Idx. | Act. Step | Act. Type | Data | <- Activity State
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| SAFE Message | <- Messaging
R R + and Retransm ssion
\_ /
\ /

e T +
| Msg. 1 bstr |...| Msg. N bstr | pad | <- Message Aggregation
oo e m e e e e e e e e e e e e mm e mmmaa o - +
| Pl ai nt ext |
T T T +
| Ci phert ext + tag | <- Message Security
e +
\ I

\ I
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| Version | PIV | SAl | EDHOC / C phertext |
TR +
| SAFE PDU | <- Packetization
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
\ /

\ /

. +
| Bundle | Payload Block | <- Transport
L e R T + and Security

Fi gure 8: Breakdown of sub-layers w thin SAFE
Activity Sequencing

The contents of a SAFE nessage allow it to be correlated to a
specific activity sequence and an individual step within that
sequence (see Section 4.2 for details). Al steps are numbered
starting with zero at the initiator of an activity. The sending of a
step nunber greater than zero is also used to acknow edge recei pt and
processing of the nmessage with its preceding step nunber. The fina
acknow edgenent of an activity is sent without a correspondi ng data
payl oad in order to indicate that it is the end of the sequence.
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Because SAFE all ows nessages to be aggregated into an PDU, this al so
enabl es explicit pipelining of multiple activities over a sequence of
PDUs. It is an inplenentation matter to determ ne when to aggregate
messages but the patterns defined in Section 7 nake use of

aggr egati on.

An example of this pipelining is shown in Figure 9, which depicts a
series of PDUs sent in opposite direction between two peers "A" and
"B". An Initial Authentication (1A) is the first activity (initiated
by "A"), followed by a Capability Indication (Cl) activity (initiated
by "B"), and finally a pair of SA Creation (SC) activities (initiated
by "A").

Entity A A A A A
I " I " I
% | % | %
Entity B B B B B

unsecured | EDHOC security | SAFE security

PDU #1  #2  #3  #4  #5
I I I I I

(I AO ---1--- 2 ---3) |
| (G 0---1---2) |
| | (SCO --- 1 --- 2)
| | (SCO --- 1 ---2)
=----- tine ----- >

Figure 9: Pipelining of Activities

As described in Section 4.4 and indicated in Figure 9, the I A step-0
message i s always sent alone in a PDU and unsecured. After that IA
step 1 through 3 nessages use EDHOC session encryption to provide
confidentiality with EDHOC EAD for SAFE nessage aggregation. All
subsequent nessagi ng occurs using SAFE ci phertext confidentiality

wi t h SAFE pl ai nt ext aggregati on.

4.2. Message Structure

Each encoded SAFE nessage SHOULD use CBOR core determ nistic encoding
requirenents from Section 4.2.1 of [RFC8949]. Each SAFE nessage
SHALL consist of a CBOR sequence containing the followng itens.

Activity Index: This itemis an unsigned integer used to correl ate
mul ti pl e nessages associated with the sane activity. Each
activity SHALL be assigned a unique activity index when it is
started by the initiator. A default algorithmto assign an
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activity index is to start at index zero for the first activity of
a conversation and increnment by one for each subsequent activity
in that conversation

Activity Step: This itemis an unsigned integer used to distinguish
messages for each step of an activity. The activity step val ue
SHALL be limted to the inclusive range 0 to 65535. It is
expected that nost activity types will only involve two or three
steps with a final acknow edgenent, so the neani ngful range of
this value is nmuch [ ower than the required range

Activity Type: This itemis a signed integer used to distinguish the
pur pose of the associated activity and of the data payl oad which
follows. The activity type value SHALL be linmted to the
i nclusive range -32768 to 32767. As defined in Section 12.3,
positive values are for well-known activities, zero is reserved
for the | A pseudo-activity (Section 5.1), and negative val ues are
reserved for experinental or private use

Payl oad Data or Error Indication: This itemis either a payload data
(Section 4.2.1), which is a CBOR nap used to contain data itens
specific to the logical step in the activity fromthe contai ning
message, or an error indication (Section 4.2.2), which is a signed
i nt eger.

The conbi nation of Activity Index and Activity Step SHALL uni quely
identify a nmessage in an activity sequence independently of the type
of activity being perforned.

The activity index SHALL be unique per initiator and transport
conversation (_e.g._, unordered pair of source and destination EID).
The first activity index for a conversation SHALL be zero, and each
subsequent activity initiated by an entity SHALL increment the
activity index by one. A consequence of this is that although SAFE
is delay-tolerant and | oss-tolerant, it does operate with the state
of the two entities in |lockstep as activities are initiated by each
peer.

The first step of an activity SHALL be zero, and each subsequent step
SHALL increnent by one. This neans that the initiator of an activity
can be identified inplicitly because it will only send nessages with
an even step nunmber and will only receive nessages with an odd step
nunber .

The first step of an activity SHALL NOT contain an error indication,
as there are no previous steps or data itens to have caused an error
and each activity has a i ndependent state progression (see

Section 4.3). Any nessages after the first step of an activity SHALL
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contain either a payload or an error indication. The determ nation
of if and when to send an error indication is a determ nation of the
sending entity.

The | ast nessage of an activity sequence SHALL NOT contain a payl oad;
this nmessage is purely to acknow edge the recei pt of the previous
step and conclude the activity. The |ast message MAY contain an
error indication, acknow edgi ng the preceding step but indicating the
activity has fail ed.

This is indicated by the followi ng CODL for the general SAFE nessage
structure and a generic for defining new activity types.

saf e-nmsg-bstr = bstr .cborseq safe-nsg

saf e-msg = $safe-nsg .wi thin safe-nsg-struct
saf e-nsg-struct = |

act-idx: uint,

act-step: uint,

act-type: intl6

? (safe-map / safe-error)

]
; Signed integer that fits in 16-bit two's conpl enent form
intlé = -32768 .. 32767
; CGeneric for defining activity types and their payl oad
saf e-act-type<act-type, act-pyld> = |

act-idx: uint,

act-step: uint,

act-type: act-type,

? (act-pyld / safe-error)

]
4.2.1. Payload Data Map

Al activity-type-specific data itens are encoded as a CBOR map
having integer keys linmited to the inclusive range -32768 to 32767
The interpretation of each item (label and data) of the payl oad nap
depends on the activity type of the parent SAFE nessage, as defined
in Section 5 and registered with ANA in Table 33.

This is indicated by the follow ng CDDL, which is also used for
generic data maps w t hin SAFE nessages
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safe-map = {
* safe-|abel => safe-val ue,
}

; Generic map | abe
safe-label = intl6
; Generic map val ue
saf e-val ue = any

4.2. 2. Error Indication

Rat her than containing a payload, a safe nessage can instead contain
an error indication used by its sender to signal a failure to process
a received nessage or otherw se nmake progress in an activity. The
error indication SHALL consist of an error type value as an integer
limted to the inclusive range -32768 to 32767

These val ues are used in nany activities to indicate a failure in
decodi ng, processing, or consistency of received nmessage contents.

Vel | -known error values are non-negative and registered with ANA in
Table 34. Private and experinmental use error values are negative and
not registered.

safe-error = intl6
4.3. Activity States, Deduplication, and Retransm ssion

As described in Section 3.2, the state kept by each entity about an
activity includes the step of the nessage |ast sent by the entity
(LTX) and the step of the nmessage | ast received fromthe peer entity
(LRX). Based on these two step states, each entity can deterni ne how
to nmake progress

An exanple of this logic is shown in Figure 10. The state notation
of {LTX LRX} indicates the LTX and LRX steps respectively and
negative val ues are used as a placeholder for an invalid/absent step
number. In that diagram if a state transition has a specific
trigger condition it is indicated by square bracket text.
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Initiator Responder
o e e e e oo - + o e e e e oo - +
| {-1,-1} Start | | {-1,-1} Start |
| Step O |
o mm - - o mm - - + Message o mm - - o mm - - +
Re- TX | i dent +payl oad [RX 0]]
e + | TXO |
| vV Vv %
o e e e e oo +

[timer]| | Step 1 |
R R + Message R R +
| [ RX 1] i dent +payl oad | Re- TX
| < T™X 1 | Fomm e +
% vV Vv |
e m e e + e m e e +
I |
| { O, 1} Process | | { 1, 0} wait +- -+
| | Step 2 | | [timer]
AR AR + Message AR AR +[ Re- RX]
Re- TX | i dent [RX 2] |
S I + | TX 2 |
| vV Vv %
| o e e e e e o + o e e e e e o +
I
+--+ { 2, 1} Finished| | { 1, 2} Finished|
[ Re- RX] | | |
S S + S S +
| [timer] [timer]|
v v
R + R +
I I
| {-1,-1} Renoved | | {-1,-1} Renoved |
e . e .

Figure 10: Exanple activity states for a two-step activity

Based on an existing activity state (Section 3.2) when the last LTX
step is less than the LRX step, or when the initiator starts the
activity, or an activity-associated retransnission tiner expires, the

entity SHALL performthe foll ow ng:

1. Conpute the next step nunber as either: one nore than the LRX
step, if it is valid, or step zero if the initiator has just
started the activity.
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If the next step is within the nunber of steps for this activity
type, generate type-specific data itens based on the activity
type and next step.

O herwi se, only the nessage identity is present and no activity
type or data itens are needed.

Encode and store an encoded SAFE nessage.

Send the SAFE nessage within a PDU (possibly conbining with other
nmessages to the same peer entity).

Update the LTX step to correspond with the sent message.

If either the LTX or LRX step are beyond the nunber of steps for
this activity type, the activity is in the finished state.

O herw se, begin a retransm ssion tinmer associated to the
activity index with a duration taken fromthe expected round-trip
time between the peer node plus sone optional additional margin.
It is an inplementation matter to determ ne the specific margin
added to the expected round-trip duration.

Upon receiving a SAFE nessage froma peer, an entity SHALL perform
the follow ng:

1.

Si pos

Decode at | east the nmessage identity (to be able to | ook up the
activity state).

Determine which role this entity is perfornming by inspecting the
step nunber: even steps are sent by the initiator and odd steps
are sent by the responder.

Use the peer EID and activity index to | ook up the specific
activity state (Section 3.2) corresponding to the nessage.

If the received nessage has a step less than or equal to the LRX
of the activity state, it is ignored and this procedure is
term nated

If present, decode and process the activity type and type-
specific data itens.

Update the LRX step to correspond with the received nessage.

If either the LTX or LRX step are beyond the nunber of steps for
this activity type, the activity is in the finished state.
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Failure of an activity can be acconplished by term nating an activity
early using an error indication instead of payload data. When an
error is indicated on an activity it SHALL be considered finished
regardl ess of the step in which the error was indicated.
Retransm ssi on of a nessage containing an error indication occurs
exactly as any ot her SAFE nessage. The logic for if and when to
retry an activity which has failed with an error indication is

impl ementation matter and will |ikely depend on the type of activity
whi ch has failed. Any subsequent retry SHALL take the form of a new
activity of the sane type, as the earlier activity has finished. The
retry can have its options adjusted based on the specific error type
encountered on the earlier activity.

Rat her than indicating an error, a softer formof failure can be
handl ed using conditions within data items) specific to the activity
type. This is why sone activities include a nechani smfor providing
mul tiple proposals during initiation and allowi ng the peer to choose
a nore narrow condition in its response.

4. 4. Message Aggregation

The nessage aggregation sub-layer allows one or nore encoded SAFE
nmessages (as opaque byte strings) to be concatenated together, along
with optional padding, into a single plaintext as defined in

Figure 11. The entire SAFE plaintext SHALL be a CBOR sequence. Each
SAFE message SHALL be represented as a CBOR byte string item
containing a single encoded SAFE nmessage as defined in Section 4.2.

If present, the padding SHALL be the last itemin the plaintext
sequence. The padding SHALL be identified by CBOR tag 55799,

i ndicating "Sel f-described CBOR' as defined in Section 3.4.6 of

[ RFC8949]. This tag is arbitrary and provi des no additiona
semantics, it is solely used to distinguish between SAFE nessage byte
strings in the plaintext. It is an inplementation natter to

det erm ne when and how nuch padding is added to any SAFE pl ai ntext.

A receiver of SAFE plai ntext SHALL ignore any paddi ng.

; A sequence of encoded-message bstr with optional tagged paddi ng
saf e- pdu-pl ai ntext = (+ safe-nsg-bstr, ? safe-padding)
saf e- paddi ng = #6. 55799(bstr)

; TODO this needs to be redefined and used as part of SAFE confidentiality
saf e- pdu-aad = (
rx-sai: safe-sa

)
Figure 11: SAFE plaintext structure CDDL
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Packeti zati on

Because SAFE is used to provide BPSec key material, the security
properties of a SAFE bundl e are nore conplex than other BP flows

m ght be. For exanple, the bundles carrying Initialization nmessages
need to be transported as plaintext payload (with intrinsic EDHOC
protections) while other SAFE bundl es need to be protected by the
keys froma primary SA (negotiated as part of the EDHOC sequence).

The structure of a SAFE PDU is a CBOR sequence of the SAFE version
nunber followed by header itens and then payload itens. The protoco
in this docunent SHALL be identified by version nunber 1. The
versi on specific header defined in this document SHALL be the
fol | owi ng:

Partial IV: A partial IV byte string or the null value to indicate
EDHOC security.

Key Identifier: A key identifier within the primary SA or the nul
val ue to indicate EDHOC security.

Receiver SAl: A receiver SAl byte string or integer (based on EDHOC
conpressed byte string encoding) or the true val ue.

When the Partial 1V and Key ldentifier are both null, the payl oad
SHALL be one of the EDHOC messages defined in [ RFC9528] and handl ed
in accordance with Section 5.1 and Section 9.1.1. Wen the Receiver
SAl is true, the payload SHALL be a Message 1 as defined in

Section 5.2 of [RFC9528]. All other Receiver SAl val ues SHALL be
treated as a connection identifier, encoded in accordance wth
Section 3.3.2 of [RFC9528], used to correlate with an exi sting EDHOC
sessi on.

When the Partial 1V and the Key Identifier are not null, the payl oad
SHALL be a SAFE ci phertext and handl ed in accordance with
Section 9.1.2. In this case, Receiver SAl values SHALL be decoded as

and treated as a Security Association ldentifier (SAl) used to
correlate with the Local SAl of a Primary SA (see Table 3) on the
receiving entity.

Any ot her conbi nations of header values SHALL be treated as invalid
and di scarded by a receiver

These cases are indicated by the following CDDL for the SAFE bundl e
PDU sequence.
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; Encoded to PDU as CBOR sequence wi thout array head

saf e- pdu-seq = |
version: 1,
; PDU variants follow the sane structure with unique prefix itens
saf e- pdu- edhoc // safe-pdu-confidential,

]

saf e- pdu- edhoc //= (
partial-iv: null,
psa-kid: null,
rx-sai: true,
; Group nessage 1 from RFC 9528
nmessage_1

)

saf e- pdu-edhoc //= (
partial-iv: null,
psa- ki d: null,
rx-sai: safe-sai
edhoc_234 // error

)
; Equivalent to (message_2 // message_3 // message_4) from RFC 9528
; Encoded SAFE nessages can be present as critical EAD itens
edhoc_234 = bstr

saf e- pdu-confidential //= (
partial-iv: bstr,
psa- ki d: safe-kid,
rx-sai: safe-sai
; Ciphertext data corresponding to ‘safe-pdu-plaintext rule
ci phertext: bstr

Figure 12: SAFE PDU structure CDDL

Wthin restrictions defined for each nessage type, nmultiple nessages
MAY be combined into a single PDU, as either EDHOC EAD (Section 5.1)
or SAFE plaintext (Section 4.4). Due to the logic of the A activity
sequenci ng, only one EDHOC sessi on can make progress between two
endpoints at any tine so there is no concept of a full EDHOC PDU
enbedded within an EAD item only individual nessages.

4.6. PDU Transport
Each SAFE PDU is handled as an application data unit (ADU) of a BPv7
bundl e, referred to as a "SAFE bundle"” in this docunent. Additiona

constraints, controllability, and visibility on transport paraneters
are defined in the foll owi ng subsecti on.
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Both the source and destination EID, defined in Section 4.3.1 of

[ RFC9171], for a SAFE bundle SHALL be singleton. The source EID for
SAFE bundl es SHALL NOT be a null EID. Each endpoint for SAFE
messagi ng needs to be an identified singleton. The bundle source and
destination EID for received bundl es SHALL be exposed to the SAFE
entity in order to support nessage exchange sequenci ng.

When using the I PN schenme, the ElIDs used as source and/or destination
SHOULD use the wel | -known service nunber defined in Section 12.1
SAFE entities can use other schemes and service nunbers, but such
configuration is an inplenentati on and depl oynent matter.

The bundl e creation tinestanp (both DTN time and sequence nunber),
defined in Timestanp Section 4.3.1 of [RFC9171], for received bundl es
SHALL be exposed to the SAFE entity to allow it to de-duplicate and
order received SAFE bundl es.

5. Activity Types

This section defines the initial types of activity which make use of
SAFE nmessage (Section 4.2) sequencing to exchange dat a.

Each activity type definition SHALL include how many steps conprise a
singl e sequence of nessages and what the required and optiona
payl oads are for each step

5.1. Initial Authentication (IA)

This activity is used to establish an initial shared secret between
two SAFE endpoi nts which don't al ready have a usable SA, or when re-
aut hentication is deemed necessary by either side of an existing SA

Because this is the initializing activity for all other SAFE
interactions, and occurs outside of any pre-existing SA, it does not
foll ow the sane nessage structure as other SAFE activities but it
does use the same | ocal progress bookkeeping and retransm ssion |ogic
(from Section 4.3). The retransmission logic and the BP transport of
Section 4 satisfies the EDHOC requirements of Section 3.4 of

[ RFC9528] .

Even though the I A activity does not foll ow the sane nmessagi ng
structure, it does have an activity identifier allocated to it in
Table 32 to allow its state to be tracked in accordance with

Section 3.2. The IA activity SHALL be identified by activity type O.

Only one instance of this activity SHOULD be in progress at any tine.

The data of each PDU for the | A activity SHALL contain an EDHOC
message as defined in Section 5 of [RFC9528].
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The sequence of steps and their data for this activity are the
fol | owi ng:

* Step 0: The PDU payl oad is an EDHOC Message 1 sequence.

* Step 1: The PDU payload is an EDHOC Message 2 byte string.
* Step 2: The PDU payl oad is an EDHOC Message 3 byte string.
* Step 3: The PDU payload is an EDHOC Message 4 byte string.

An indication of failure in the activity is provided by an EDHOCC
error CBOR sequence in place of the normal EDHOC nessage. SAFE
entities SHALL use EDHOC errors in accordance with Section 6 of

[ RFC9528] .

During transport, Pl PDUs SHALL NOT be the target of a BPSec
confidentiality operation between the participating (source and
destination) nodes. The use of application-level confidentiality
ensures the security of information exchanged via this PDU. There is
no restriction on any internediate security handling of SAFE PDUs

bet ween the participating entities.

The CDDL corresponding to this activity type are the first two
variations of safe-pdu-seq from Section 4.5. Additionally, the _EAD_
payl oad of the EDHOC messages are extended to be able to
confidentially carry encoded SAFE nessages during the I A activity.
Any nunber of EAD itens of |abel -

/1 TBA5 and val ue matching the safe-nsg-bstr rule (defined in
Section 4.2) MAY be present in EDHOC |lists EAD 2, EAD 3, and EAD 4
EAD itens of | abel

/1 TBA5 SHALL NOT be present in EAD 1, which is transported as

pl aintext. Wen present, all SAFE EAD itens SHALL use the negative
| abel to indicate that the itemis critical and cannot be ignored by
the receiver.

Upon the first reception or transmission of |A step 2 (_i.e._, EDHOCC
message_3), the entity SHALL create a prinmary SA based on the data
derived in Section 8.1. Each entity SHALL popul ate the primary SA
with one TX Content Key and one RX Content Key each with a KID of the
enpty byte string as defined in Section 8. 4.

/1 what about validity time of CKs? Any tinme after the first
reception or transnission of |A step 2, either entity MAY initiate
other activities which refer to the new SA. Before that step has
occurred the primary SAis still being negotiated and has not yet
been creat ed.
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5.1.1. EDHOC Requirenents

After receiving the ID CRED x values froma peer, each SAFE entity
SHALL validate the contained or referenced credential inits
participating peers (Section 3.1) information base for the associated
bundl e source.

When the Message 2 payload is received by the initiator, both peers
have establi shed an EDHOC shared secret but only the responder has
sent an identity to authenticate with the initiator. Wen the
Message 3 payload is received by the responder, both peers have

aut henti cated each other and established an applicati on AEAD
symretric key and exporter state.

5.2. Capability Indication (Cl)

This activity allows each entity to indicate its SAFE-rel ated
capabilities to its peer. The Capability Indication (Cl) activity
SHALL be identified by activity type 1.

If the receiver of Cl step O or step 1 does not find its content
acceptable it SHALL reply with an error indication, not create any
associated primary SA, and abort the parent |IA activity. |If a C
step 1 or 2 contains an error indication, the receiver SHALL not
create any associated primary SA, and abort the parent | A activity.

The sequence of steps and their data for this activity are the
fol | owi ng:

* Step 0: The payload is a map containing data itens as defined
bel ow. Each item expresses a capability of the initiator entity.

* Step 1: The payload is a map containing data itenms as defined
bel ow. Each item expresses a capability of the responder entity.

* Step 2: Either no payload, indicating pure acknow edgenent, or a
map containing a single error item
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+
10 | A Key Depth Range (KDR) for RX content keys |
| supported in the primary SA. This range SHALL have
| alower limt greater than zero to indicate that |
| there can always be at |east one RX content key. |
| A Key Depth Range (KDR) for TX content keys used in |
| the primary SA. This range SHALL have a | ower |
| limt greater than zero to indicate that there will |
| always be at |east one TX content key. |

| A Key Depth Range (KDR) for RX content prekeys used
| inthe primary SA. This range MAY have an upper |
| limt of zero to indicate FS will never be used by |
| the sending entity. |

| A Key Depth Range (KDR) for TX content prekeys |
| supported in the primary SA. This range MAY have

| an upper limt of zero to indicate FS will never be |
| allowed by the sending entity. |

Table 9: Cl Data |Itens

$saf e-nmsg /= safe-act-type<l, ci-data>
ci-data = { * $$ci-data } .within safe-mp

$$ci-data //= (1: concur-act-limt)
$$ci-data //= (2: eid-schenme-list)
$$ci-data //= (3: bpsec-ctxid-list)

$$ci-data //= (10: key-depth-range)
$$ci-data //= (11: key-depth-range)
$$ci-data //= (12: key-depth-range)
$$ci-data //= (13: key-depth-range)
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It is not until reception of a peer’s Cl information that |ater
activities can be initiated with the expectation that they wll
succeed. Any time after the first reception of Cl step O or 1, the
receiving entity MAY initiate other activities which rely on the
capabilities expressed in the Cl data itens.

5.3. Event Notification (EN

5.

This activity is used by the initiator to informthe peer entity of
an event which affects the entire primary SA. The Event Notification
(EN) activity SHALL be identified by activity type 2.

The sequence of steps and their data for this activity are the
fol | owi ng:

* Step 0: The payload is a map containing data itens as defined
bel ow.

* Step 1: No payl oad, nmessage i s acknow edgenent.

[ ettty e ppp—p—p—p—p—(———(————————————————————— L
| Label | Type |
B el ey
| 1 | The event reason code, as an integer |
| | interpreted according to the I ANA table |
| | // TBD. |
R, T +
| 2 | Event cause nessage, as an array |
| | containing the two-itemidentity of |
| | that nessage. |
S o m m e e e e e e e e e e e e e e e e eo— oo - +

Tabl e 10: Event Notification Data |tens

$saf e-nmsg /= safe-act-type<2, en-data>
en-data = {* $$en-data } .within safe-map

4. SA Creation (SO

This activity is used to create a new SA fromwi thin the context of
an existing primary SA. The SA Creation (SC) activity SHALL be
identified by activity type 3.

The sequence of steps and their data for this activity are the
fol | owi ng:
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* Step 0: The payload is a map containing data itens as defined
below. Sone items (notably ESI, ESR, and KUS) MAY contain
mul tiple proposals to allow the responder a sel ection.

* Step 1: The payload is a map containing data itens as defined
below. Al itens SHALL contain only a single proposal each.

* Step 2: No payl oad, message i s acknow edgenent.

The responder itens with proposals SHALL be a | ogical subset of the
initiator-provided proposals. The Secondary SA SHALL be confi gured
to use a logical intersection between the itens provided by the
initiator and by the responder. For some cases of EID patterns, the
intersection can be derived as a single pattern generated fromthe
initiator and responder options. But for nmore conpl ex cases, the

i ntersection needs to be represented as a | ogical AND between the two
separate patterns

| Label | Type |
[S bbbl oo s oo e s s e s s s s s s s
| 1 | The local SAl per Section 6.5 for the SA which does

| | not yet exist |
S ot o o e ieaaaoo-- +
| Options for when to use the SA |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
| 9 | A Security Mdde Sel ector (SM5) val ue |
AR, o +
| 6 | One or nore Endpoint Selectors (ESx) proposals for |
| | the initiator side |
S Fo m o e o e e e eeeiaaoo-- +
| 7 | One or nore Endpoint Selectors (ESx) proposals for |
| | the responder side |
AR, o +
| 8 | A Node Time Interval (NTI) used as the SA validity |
| | tine interval |
S Fo m o e o e e e eeeiaaoo-- +
| Options for how to use the SA |
R, o +
| 4 | A Security Operation Selectors (SOS) with conditions

| | for sourcing and accepting BPSec security |
S ot o m o oo ieaioaooo-- +
| 5 | A Key Use Selectors (KUS) for a specific BPSec |
| | context, which contains one or nore set of key use

| | options as defined in Section 9 |
AR, o +
| Options for subordinate key stores |
oo - ot o o oo +
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| A Key Depth Range (KDR) for RX content keys supported |
| in the secondary SA. This range MAY have an upper |
| limt of zero to indicate that no RX content keys can |
| be accepted and that associated traffic toward the C |
| sender cannot have security appli ed. |

| A Key Depth Range (KDR) for TX content keys used in

| the secondary SA. This range MAY have an upper limt
| of zero to indicate that no TX content keys will be

| created and associated traffic fromthe Cl sender

| cannot have security applied.

| A Key Depth Range (KDR) for RX content prekeys used
| in the secondary SA. This range MAY have an upper
| limt of zero to indicate FS will never be used by
| the sending entity.

| 13 | A Key Depth Range (KDR) for TX content prekeys |
| | supported in the secondary SA. This range MAY have |
| | an upper linmt of zero to indicate FS will never be |
| | allowed by the sending entity. |
AR, o +
| 14 | An Initial Content Key (ICK) itemfromthe sender’s |
| | side. Each entity MAY include this itemto indicate |
| | initial TX content keys created along with the new |
I | SA I
R, o +

Table 11: SA Creation Data |Itens
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$safe-nsg /= safe-act-type<3, sc-data>
sc-data = {* $$sc-data } .within safe-map
; SAl for the sender
$$sc-data //= (1: safe-sai)
; Initiator side endpoint selectors
$$sc-data //= (6: safe-esx)
; Responder side endpoint selectors
$$sc-data //= (7: safe-esx)
; Time limt for the SA
$$sc-data //= (8: safe-nti)
; BPSec Context and its options for how to use the content keys
$P$sc-data //= (4: safe-sos)
$$sc-data //= (5: safe-kus)
$$sc-data //= (10: key-depth-range)
$$sc-data //= (11: key-dept h-range)
$$sc-data //= (12: key-depth-range)
$$sc-data //= (13: key-depth-range)
$$sc-data //= (14: safe-ick)
Upon the first reception or transm ssion of SC step 1, the entity

SHALL create a secondary SA based on the data derived in Section 8.1
with no initial content keys or prekeys. Any tine after the first
reception or transmssion of SC step 1, either entity MAY initiate
other activities which refer to the new SA. Before that step has
occurred the secondary SAis still being negotiated and has not yet
been created.

5.5. SA Teardown (ST)

This activity is used to negotiate renoval of an established SA from

both entities. Either peer can initiate this activity for any reason

at any tine after the SAis created. The SA Teardown (ST) activity

SHALL be identified by activity type 4.

The sequence of steps and their data for this activity are the
fol | owi ng:

* Step 0: The payload is a map containing data itens as defined
bel ow.

* Step 1: The payload is a map containing data itenms as defined
bel ow.

* Step 2: No payload, nessage is acknow edgenent.
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| Label | Type |
[ gttty s p—p—p—p—(—(————(—(———(——(—(—————r
| 1 | The local SAl per Section 6.5 |
S D O +

Tabl e 12: SA Teardown Data |tens

$safe-nmsg /= safe-act-type<4, st-data>
st-data = {* $$st-data } .within safe-map

; SAl for the sender
$$st-data //= (1: safe-sai / true)

Upon the first reception or transm ssion of ST step 1, the entity
SHALL remove the referenced SA fromits associated information bases.
Any tinme after the first reception or transm ssion of ST step 1,
either entity SHALL NOT refer to the removed SA from any ot her
activities.

5.6. Key Creation (KO
This activity is used to establish a new set of derived content key
material within an existing SA w thout changi ng the other paraneters
of the SA (_e.g._, algorithm choice or endpoint selectors). The Key
Creation (KC) activity SHALL be identified by activity type 6.

The sequence of steps and their data for this activity are the
fol | owi ng:

* Step 0: The payload is a map containing data itenms as defined
bel ow.

* Step 2: No payl oad, nessage is acknow edgenent.
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The initiator local SAl for the containing SA as |
defined in Section 6.5 |

| The KID for the content key created by the initiator |
| of this activity, as defined in Section 6.6. From |
| the initiator side this is a TX content key, from |
| the responder side this is an RX content key. |

| An optional identifier for a prekey, shared by the |
| responder in an earlier Prekey Creation (PC |
| activity, as defined in Section 6.6. Fromthe |
| initiator side this is a TX prekey, fromthe |
| responder side this is an RX prekey. |

| An optional random nonce per Section 6.9 used to add |
| entropy to the new key. The conbination of KID and |
| ARN SHOULD contain at |east 128 bits of entropy (see |
| BCP 106 [ RFC4086]) . |

| 12 | A Node Time Interval (NTI) used as the content key |
| | validity time interval. |

Table 13: Key Creation Data ltens

$saf e-nmsg /= safe-act-type<6, kc-data>
kc-data = {* $$kc-data } .within safe-map

; ldentity of the new CK fromthe initiator
$$kc-data //= (1: safe-sai)
$$kc-data //= (2: safe-kid)

; Creation paraneters

$$kc-data //= (10: safe-kid)
$$kc-data //= (11: safe-arn)
$$kc-data //= (12: safe-nti)

Upon the first reception or transm ssion of KC step 0, the entity
SHALL correlate the responder SAl of a Primary SA or Secondary SA and
create a new content key within it based on the derived secrets
defined in Section 8.4 or Section 8.5 respectively. Any tine after
the first reception or transm ssion of KC step 0, either entity MAY
initiate Key Discard (KD) or Key Reject (KR) activities which refer
to the new content key by its KID.
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5.

7.

Key Di scard (KD)

This activity is used to indicate that an earlier content key has
been discarded fromits TX side owner and will no | onger be used for
any data plane security. The Key Discard (KD) activity SHALL be
identified by activity type 7.

It is an inplementation matter to determine when to initiate a Key
Di scard activity. The Key Discard SHOULD NOT be initiated after the
validity tine interval of the content key has expired, as it will not
serve any purpose to the responder.

The sequence of steps and their data for this activity are the
fol | owi ng:

* Step 0: The payload is a map containing data itens as defined
bel ow.

* Step 1: No payl oad, nmessage i s acknow edgenent.

The initiator local SAl for the containing SA as |
defined in Section 6.5 |

| 2 | The KID for the content key created by the initiator |
| | of this activity, as defined in Section 6.6. From |
| | the initiator side this is a TX content key, from |
| | the responder side this is an RX content key. |
S o m m e e e e e e e e e e e e e e e e e e e e e e e e e mee— oo oo +

Table 14: Key Discard Data Itens

$saf e-nmsg /= safe-act-type<7, kd-data>
kd-data = {* $$kd-data } .within safe-map

; ldentity of the CK fromthe initiator
$$kd-data //= (1: safe-sai)
$$kd-data //= (2: safe-kid)

Upon the first transmi ssion of KD step 0, the entity SHALL correl ate
the contained SAl with the local SAl of a Primary SA or Secondary SA
and correlate the contained KIDwith the KID of one of the TX Content
Keys and renmpve that record. Upon the first reception of KD step O,
the entity SHALL correlate the contained SAl with the peer SAl of a
Primary SA or Secondary SA and correlate the contained KIDwith the
KID of one of the RX Content Keys and renove that record. Any tine
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after the first reception or transm ssion of KD step 0, either entity
SHALL NOT refer to the renoved content key fromany other activities.
After transm ssion of KD step 0, the renoved content key SHALL NOT be
used for any | ater SAFE or data plane security.

5.8. Key Reject (KR

This activity is used to indicate that an earlier content key has
been rejected fromits RX side and will no | onger be used for any
data plane security. The Key Reject (KR) activity SHALL be
identified by activity type 8.

It is an inplenentation matter to deternmine when to initiate a Key
Rej ect activity. The Key Reject SHOULD NOT be initiated after the
validity tinme interval of the content key has expired, as it will not
serve any purpose to the responder.

The sequence of steps and their data for this activity are the
fol | owi ng:

* Step 0: The payload is a map containing data itens as defined
bel ow.

* Step 1: No payl oad, nessage is acknow edgenent.

The initiator local SAl for the containing SA as |
defined in Section 6.5 |

| 2 | The KID for the content key created by the initiator

| | of this activity, as defined in Section 6.6. From |
| | the initiator side this is an RX content key, from |
| | the responder side this is a TX content key. |
dememaas I NS +

Tabl e 15: Key Reject Data ltens

$saf e-nmsg /= safe-act-type<8, kr-data>
kr-data = {* $$kr-data } .within safe-map

; ldentity of the CK fromthe initiator

$$kr-data //= (1: safe-sai)
$$kr-data //= (2: safe-kid)
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Upon the first transmi ssion of KR step 0, the entity SHALL correl ate
the contained SAl with the local SAl of a Primary SA or Secondary SA
and correlate the contained KIDwith the KID of one of the RX Content
Keys and renpve that record. Upon the first reception of KR step O,
the entity SHALL correlate the contained SAl with the peer SAl of a
Primary SA or Secondary SA and correlate the contained KID with the
KID of one of the TX Content Keys and renove that record. Any tine
after the first reception or transm ssion of KR step 0, either entity
SHALL NOT refer to the renoved content key fromany other activities.
After reception of KR step 0, the renoved content key SHALL NOT be
used for any | ater SAFE or data plane security.

5.9. Prekey Creation (PC

This activity is used to preenptively share a one-tinme-use public key
whi ch can be used to add forward secrecy to | ater-derived content
keys through the Key Creation (KC activity. The initiator of this
activity will hold a corresponding private key for the lifetine of
the shared prekey. The recipient of this activity will be the
initiator of the later key creation (Section 5.6) activity. The
Prekey Creation (PC) activity SHALL be identified by activity type 9

The sequence of steps and their data for this activity are the
fol |l owi ng:

* Step 0: The payload is a map containing data itenms as defined
bel ow.

* Step 2: No payload, nessage is acknow edgenent.

| Label | Type |
[} gty s p—p—p—p—_—_——_——_——————————————————————(—————————r
| 1 | The initiator local SAl for the containing SA as |
| | defined in Section 6.5 |
Fomm o - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e eeee e +
| 3 | A Node Time Interval (NTI) used as the prekey validity

| | time interval. |
R, T +
| 4 | The sender’s one-time-use public prekey, as defined in |
| | Section 6.8. This public key SHALL contain a kid (2) |
| | parameter used to identify the prekey. This public key |
| | SHALL contain an alg (1) paraneter matching the "EDHOC |
| | key exchange al gorithnt fromthe EDHOC ci pher suite. |
R, T +

Tabl e 16: Prekey Creation Data ltens
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$saf e-nsg /= safe-act-type<9, pc-data>
pc-data = {* $$pc-data } .within safe-map

; ldentifiers for the initiator
$$pc-data //= (1: safe-sai)
$$pc-data //= (2: safe-kid)

$$pc-data //= (3: safe-nti)
$$pc-data //= (4: saf e-pks)

Upon the first reception of PC step 0, the entity SHALL correlate the
Local SAl of a Primary SA or Secondary SA and record the prekey
information within TX Prekey store of the SA. Any tinme after the
first reception of PC step 0, the entity MAY initiate Key Creation
(KC) activities which refer to the new prekey by its KID.

5.10. Prekey Discard (PD)

This activity is used to indicate that an earlier private prekey has
been discarded fromits RX side owner and the associ ated public key
will no | onger be usable by any KC activity. The Prekey Discard (PD)
activity SHALL be identified by activity type 10.

It is an inplenmentation matter to determine when to initiate a Prekey
Di scard activity. The Prekey Discard SHOULD NOT be initiated after
the validity time interval of the prekey has expired, as it will not
serve any purpose to the responder.

The sequence of steps and their data for this activity are the
fol |l owi ng:

* Step 0: The payload is a map containing data itenms as defined
bel ow.

* Step 1: No payl oad, nessage is acknow edgenent.
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The initiator local SAl for the containing SA as |
defined in Section 6.5 |

| The KID for the prekey created by the initiator of |
| this activity, as defined in Section 6.6. Fromthe |
| initiator side this is a RX content prekey, from |
| the responder side this is a TX content prekey. |

Table 17: Prekey Discard Data Itens

$saf e-nmsg /= safe-act-type<10, pd-data>
pd-data = {* $$pd-data } .within safe-map

; ldentity of the prekey fromthe initiator
$$pd-data //= (1: safe-sai)
$$pd-data //= (2: safe-kid)

Upon the first transmission of PD step 0, the entity SHALL correl ate
the contained SAl with the local SAl of a Prinmary SA or Secondary SA
and correlate the contained KID with the KID of one of the RX Content
Prekeys and renove that record. Upon the first reception of PD step
0, the entity SHALL correlate the contained SAl with the peer SAl of
a Primary SA or Secondary SA and correlate the contained KID with the
KID of one of the TX Content Prekeys and renove that record. Any
time after the first reception or transm ssion of PD step 0, either
entity SHALL NOT refer to the renoved prekey from any other
activities.

5.11. Prekey Reject (PR

This activity is used to indicate that an earlier content prekey has
been rejected fromits RX side and will no |onger be used for any
data plane security. The Prekey Reject (PR) activity SHALL be
identified by activity type 11.

It is an inplenentation matter to determne when to initiate a Prekey
Rej ect activity. The Prekey Reject SHOULD NOT be initiated after the
validity time interval of the prekey has expired, as it will not
serve any purpose to the responder.

The sequence of steps and their data for this activity are the
fol | owi ng:
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* Step 0: The payload is a map containing data itens as defined
bel ow.

* Step 1: No payl oad, nessage is acknow edgenent.

The initiator |ocal SAl for the containing SA as |
defined in Section 6.5 |

| The KID for the content key created by the initiator |
| of this activity, as defined in Section 6.6. From |
| the initiator side this is an TX content prekey, |
| fromthe responder side this is a RX content prekey. |

Table 18: Prekey Reject Data Itens

$saf e-nmsg /= safe-act-type<ll, pr-data>
pr-data = {* $$pr-data } .within safe-map

; ldentity of the CK fromthe initiator
$$pr-data //= (1: safe-sai)
$$pr-data //= (2: safe-kid)

Upon the first transm ssion of PR step 0, the entity SHALL correl ate
the contained SAl with the local SAl of a Primary SA or Secondary SA
and correlate the contained KID with the KID of one of the TX Content
Prekeys and renove that record. Upon the first reception of PR step
0, the entity SHALL correlate the contained SAI with the peer SAl of
a Primary SA or Secondary SA and correlate the contained KID with the
KID of one of the RX Content Prekeys and renove that record. Any
time after the first reception or transm ssion of PR step 0, either
entity SHALL NOT refer to the renoved content key from any ot her
activities.

6. Data Item Types

This section defines the initial set of data itenms which can be
present in the payl oad of a SAFE nessage (Section 4.2).
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Sone types of data itemallow the activity initiator to provide
mul ti pl e i ndependent proposals, fromwhich the responder can either
choose one proposal or create a new single proposal which narrows
down fromone provided by the initiator. It is the responsibility
for each data itemtype to define detailed | ogic of acceptable
responder proposals. Each proposal SHALL take the form of a CBOR
map. When multiple proposals are present, they SHALL take the form
of a CBOR array of proposal nmaps.

saf e-proposal s = safe-map / [+ saf e-map]
6.1. Concurrent Activity Support (CAS)

This data itemindi cates how many concurrent (pipelined) SAFE
activities the sender of the item supports. The m ni mum nunber of
concurrent activities supported SHALL be 2

This is necessary in order to enable the processing of Capability

I ndication (Cl) containing this data itemduring the Initial

Aut hentication (1 A) messagi ng. The maxi num nunber of concurrent
activities supported SHALL be 1024. This is an arbitrary upper bound
not expected to be encountered during nornmal operations.

An attenpt by a peer to send nessages associated with nore than this
limt

concur-act-limt = 2 .. 1024
6.2. EID Schene Support (ESS)

This data itemindicates which EID schemes the sender of the item
supports. Schemes are identified by the code points fromthe "Bundl e
Protocol URI Schenme Types" registry at [1ANA-BUNDLE], which includes
a bl ock reserved for private-use. Expressing support for an EID
schene indicates that the node can handl e EIDs of that schenme and EID
Patterns with scheme-specific parts.

ei d-schene-list = [+ eid-schene]

; Unrestricted per RFC 9171
ei d-schenme = uint
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6.3. BPSec Context Support (BCS)

This data itemindi cates which BPSec contexts the sender of the data
item supports. Schenes are identified by the code points fromthe
"BPSec Security Context ldentifiers" registry at [|ANA-BUNDLE], which
i ncludes a bl ock of negative val ues reserved for private-use.
Expressing support for a security context indicates that the node can
handl e sourcing, verifying, and accepting security bl ocks using that
cont ext .

bpsec-ctxid-list = [+ bpsec-ctxid]
; Restricted domain per RFC 9172
bpsec-ctxid = -32768 .. 32767

6.4. Key Depth Range (KDR)

This data itemindicates a range of valid depth of a key store in the
sending entity. The value is an array containing two itenms: a

m nimum valid depth as a uint and a maxi mumvalid depth as a uint.
The mini mum depth SHALL be | ess than or equal to the naximum dept h.
Specific uses of this data itemcan further restrict the valid

m ni mum or maxi mum

key-dept h-range = |
mn: uint,
max: uint

]
6.5. Security Association ldentifier (SAl)

The Security Association ldentifier (SAl) data itemis used by both
sides of an SA to uniquely identify the SAwithin each entity. This
means that a single SA has two SAIs used to identify it, one from
each entity.

An SAl SHALL be treated as an opaque byte string as its interna
representation and conparison logic. An SAl SHALL be limted to a
| ength between 0 and 16 bytes inclusive. This length allows a

Uni versally Unique IDentifier (UU D) [RFC9562] to be used as an SAl
An SAl SHALL have the sane conpressed encodi ng rul es as EDHCC
connection identifiers as defined in Section 3.3.2 of [RFC9528].

safe-sai = (bstr .size (0..16)) / (-24..23)
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6.6. Key ldentifier (KID)

The Key ldentifier (KID) data itemis used by both sides of an SAto
uniquely identify a shared content key or prekey within each entity.
Al KIDs are guaranteed unique within the parent primary SA context,
but each entity is able to reuse KID values across different prinmary
SAs. Each content key has a single KID defined by the entity which
initiated the creation of the symetric key, and each content prekey
has a single KID defined by the entity which holds the associ ated
private key.

A KID SHALL be treated as an opaque byte string as its interna
representation and conparison logic. A KID SHALL be linmited to a

| ength between 0 and 16 bytes inclusive. This length allows a UU D

[ RFC9562] to be used as an KID. A KID SHALL have the same conpressed
encodi ng rul es as EDHOC connection identifiers as defined in

Section 3.3.2 of [RFC9528].

safe-kid = (bstr .size (0..16)) / (-24..23)
6.7. Initial Content Key (ICK)

This data itemallows creating non-FS/ PCS content keys on a new SA
during its creation, which saves activity sequencing for those keys.
The data value SHALL be a CBOR array of itens, each being a CBOR map
interpreted according to the Key Creation (KC) activity. For this
purpose, the SAl SHALL be omitted fromthe map for each content key
as the parent SA Creation activity already has an explicit SAl for

t he sender.

safe-ick = [+ kc-data]

The processing of each itemof the array SHALL be interpreted
identically to step O of the KC activity from Section 5.6. Any
failure during processing or creation of each content key SHALL NOT
af fect the processing or creation of any other key fromthe sane data
item

6.8. Public Key Structure (PKS)
This data itemindicates a public key from sender to enable forward
secrecy during a later CK Create activity. The algorithm and
paraneters related to key exchange or encapsul ation are taken from
the EDHOC ci pher suite negotiated during initial authentication.

safe-pks = COSE_Key ; from [RFC 9052]

Si pos Expires 12 COctober 2026 [ Page 61]



I nternet-Draft BP SAFE April 2026

6.9. Additional Random Nonce (ARN)

This data item provides a random nonce value fromthe sender to add
entropy into the PRF used during SA Creation (Section 5.4) and CK
Creation (Section 5.6) to generate content key data. The data val ue
SHALL be a byte string with a size in the inclusive range 1 to 256
byt es.

safe-arn = bstr .size (1..256)
6.10. Security Mode Sel ector (SM)

This data itemcontrols how the secondary SAis used in the BP data
pl ane by the BPSec entity in each participating node. This data
value SHALL be an integer limted to the inclusive range -32768 to
32767.

Based on the discussion in Section 1.2 this docunent defines two
nmodes: end-to-end (1) and transport (2). The behavior of these nodes
is defined in Section 9.2. Future specifications can add additi onal
nmode code points with different behavior.

safe-sns = secondary-sa-node .within intl6
secondary-sa- node = &(

end-to-end: 1,

transport: 2,

)
6.11. Node Tinme Interval (NTI)

This data itemfilters on the current DIN time of the node hosting
the SAFE entity. The type is used to linmt the validity time of the
associ ated SA, but requires synchronization of time between the two
peers to performproperly. The start time can be the current tine to
all ow i mredi ate use of the SA or can be in the future to pre-
establish an SA neant to be used later on. An entity can use NTI in
mul ti ple SCs, possibly using concurrent SC activities, to establish a
chain of SAs each spanning a small tinme interval that together spans
a large time interval.

The NTI val ue SHALL consist of a start tine and an end tine. The SA

established with an NTI value SHALL be valid at an after the start
time (inclusive), and only before the end time (exclusive).
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/'l relocate this to secondary SA info section? Miltiple SAs between

the sane two peers with the same node and endpoi nt sel ectors MAY have
validity NTlIs which overlap in time. |In that case, it is an

i npl ementation natter to choose which SA to use for securing traffic.
/1 prefer |exicographic | ower SAl?

; Using DIN time as reported by the | ocal BP node
safe-nti =]

begin: dtn-time,

end: dtn-time

]
6.12. Endpoint Sel ectors (ESx)

This data itemis used to determ ne which individual bundles wll
correlate with a secondary SA by conparing their source and
destination EIDs to patterns. There is a separate endpoint sel ector
applied to the initiator and responder side of a secondary SA, where
each side selects on the source EID for traffic being forwarded from
that node and destination EID for traffic being received by that
node.

This selector filters on the Source or Destination of the bundle
contained in its primary block (see Section 4.3.1 of [RFC9171]). The
pattern can, but doesn’t need to, include the EIDs fromthe node to
which it applies (see Section 1.2).

The value of this data itemconsists of one or nore EID Pattern in
accordance with [I-D.ietf-dtn-eid-pattern], as indicated by the
following CODL. Wen nmultiple patterns are present they each
represent an alternate proposal provided by the initiator and chosen
by the responder of an activity.

safe-esx = eid-selectors .within safe-proposals
ei d-sel ectors = enbed-eid-pattern / [+ enbed-ei d-pattern]

6.13. Security Operation Selectors (SOS)
This data itemcontrols how the node of each SAFE endpoi nt applies
BPSec security operations to traffic selected for handling by the
secondary SA
The SOS value SHALL be an array with the follow ng itens.
1. Alist of target block types to which the security will be

applied. Block type zero SHALL be used to refer to the primary
bl ock.
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2. The type of security service being sourced by the forwarding
entity and accepted by the receiving entity. This value is
either integrity (1) or confidentiality (2), as defined in
[ RFC9172] .

safe-sos = |
target-bl ock-types: [+ bpv7-bl ock-type],
servi ce: bpsec-service,
]
; Type consistent with RFC 9171
bpv7- bl ock-type = uint
; Services available in RFC 9172
bpsec-service = &
integrity: 1,
confidentiality: 2,

)
6.14. Key Use Sel ectors (KUS)

This data itemis used to negotiate the purpose(s) for which an SA-
derived symmetric key can be used by each side of the SA

The KUS value is an array with the follow ng itens.

1. A single BPSec Context ldentifier value in accordance with the
registry in [ ANA- BUNDLE] .

2. One or nore maps of context-specific options, each representing
an alternate proposal provided by the initiator and chosen by the
responder of an activity. The interpretation of these options is
specific to each BPSec Context ID. The initial set of supported
contexts is defined in Section 9.

saf e-kus = $safe-kus .wi thin safe-kus-struct
saf e-kus-struct = |

ctxid: bpsec-ctxid,

options: safe-proposals

]
Sone exanpl es of what KUS options can be defined by each Context
binding are: a specific algorithmidentifier or an choice of
addi tional authenticated data (AAD) outside the security target
bl ock.

7. Activity Patterns

Thi s section gives higher-1level explanations and requirenents for
multiple activities between pairw se conbi nati ons of peers.
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7.1. Concurrent Activities

The packetization formdefined in Section 4 allows nultiple nmessages
to be conbined into a single ADU but this behavior is limted by
support for the receiving entity, as defined and conmunicated in the
Concurrent Activity Support (CAS) data item

The pairwise CAS limt_ is a hard upper bound on in-progress
activities between pairs of entities, defined as the m ni mum of the
local CASI|Iimt and the CAS|Iimt received froma peer entity. An
entity SHALL NOT initiate any activity which woul d cause the total
nunber of in-progress activities to exceed the pairwise CAS linmt
with a peer entity. An entity MAY ignore any nessages from a peer
whi ch woul d cause the total number of in-progress activities to
exceed its own CAS limt.

Each entity needs to | eave sone margin within the pairwise CAS limt
for its peer to initiate new activities. An entity SHALL NOT
initiate any activity which would cause the total nunber of in-
progress activities for which it is the initiator to exceed the
pairwise CAS limt with a peer entity |less some _CAS margin_. An
entity SHALL use a CAS nargin of at |east one. This always enables a
peer to initiate one new activity. An entity SHOULD use a CAS nargin
that is some proportion to the CASIimt itself. An entity SHOULD
allow a peer to initiate an activity which would exceed the | ocal CAS
margin. This allows entities to choose different CAS nmargin for
their own reasons without negotiating.

Two exanpl es of how this paraneter affects activity sequencing is
shown in Figure 13 for a large CAS |imt and Figure 14 for a
constraining limt of two. Note that when constrained, sone
activities can only begin with specific odd PDU nunbers (fromlA
initiator) or even nunbers (fromthe | A responder) so there are
necessarily gaps between activities so | ess efficient use of the
net wor k.

The first exanple perforns the foll ow ng sequence of activities,
using up to 7 concurrent activities:

1. IAto authenticate, initiated by Entity A

2. FEarly C to exchange capabilities of each entity before SAs are
est abl i shed.

3. One secondary SA initiated by Entity B (in PDU #2), with two non-

FS CKs created by Entity B (in PDU #4) and two by Entity A (in
PDU #5) .
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4. Two secondary SAs initiated by Entity A (in PDU #3), each with
one non-FS CK created by Entity A (in PDU #5) and one by Entity B

(in PDU #6).

PDU #1 #2 #3 #4 #5 #6 H#7
I I I I I I I

(t1AO ---1--- 2 ---3) | | |
| (d 0---1---2) I I I
| (SCO ---1---2) | | |
I | (SCO ---1---2) I I
I | (SCO ---1---2) I I
I I | (KCO --- 1) I I
I I | (KCO --- 1) I I
I I I | (KCO --- 1) I
| | | | (KCO --- 1) |
I I I | (KCO --- 1) I
I I I I | (KCO --- 1)

See--- tine ----- >

Figure 13: Pipelining with large CAS imt

The second exanple perforns the sane sequence, limted to 3
concurrent activities (no nore than 2 initiated by each side):

1. 1A to authenticate, initiated by Entity A

2. Cl to exchange capabilities of each entity before SAs are
est abl i shed.

3. One secondary SA initiated by Entity B (in PDU #2), with two CKs
created by Entity B (in PDU #8) and two by Entity A (in PDU #5
and #7).

4. Two secondary SAs initiated by Entity A (in PDU #5), each with
one CK created by Entity A (in PDU #9) and one by Entity B (in
PDU #10) .

PDU #1  #2  #3  #4  #5  #6  #7  #8  #9  #10 #11
I I I I I I I I I I I

(l1AO ---1---2---3)(SC0O ---1---2)(KCO --- 1)(KCO ---1)
| (A 0---1---2)(SCO ---1---2)(KCO ---1)
| (SCO --- 1 --- 2)(KCO --- 1)(KCO --- 1)(KCO --- 1)
=----- time ----- >

Figure 14: Pipelining with small CAS Iimt
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7.2. Establishnent Ordering

Regardl ess of how activities are aggregated into specific ADUs, the
followi ng requirenents apply to ordering of activities related to a
single primary SA. These build upon the per-activity constraints
defined in Section 5 to define a required or preferred order of
activities, specifically during primary SA establishment.

VWhen no primary SA exists between two SAFE application endpoints, the
first nmessagi ng between those applications SHALL be Initi al

Aut hentication (1A) used to establish an initial private channel and
mutual |y authenticate each peer. After a primary SA exists, either
side of the SA MAY choose to initialize a new primary SA and re-
authenticate with its peer.

Only after step 0 of the A activity has been received, the responder
for the A activity SHALL begin a Capability Indication (Cl)

activity. This Cl activity MAY begin i medi atel y upon sendi ng of the
IA step 1, before the A initiator has been authenticated, or MAY
wait until after the I A activity has conpleted step 2 and both peers
are authenticated. It is an inplenmentation matter to configure
whether Cl is allowed before nutual authentication

After step 3 of the | A activity has been received, both peers have
aut henti cated each other and established a primary SA configured with
a single content key in each direction, each having indefinite
validity tinme, and no content prekeys. Any additional content keys
on the primary SA depend on CC activities by each peer to create

t hose keys.

PDU #1 #2 #3 #4 #5 #6
I I I I I I
(l1AO ---1---2---3) | |
| (O 0---1---2) | |
I I I | I I

PSA

SSA

=----- time ----- >

Figure 15: Early Cl initiation
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PDU #1  #2  #3  #4  #5  #6
I I I I I I

(l1AQO ---1---2---13) | |
| | | (O 0---1--- 2
I I I I I I
PSA SSA
=----- time ----- >

Figure 16: Late Cl initiation

Only after step 0 of the Cl activity has been received, the responder
for the activity SHOULD begi n any nunber of needed Key Creation (KO
activities for the primary SA SA Creation (SC) activities to
establish secondary SAs. Only after step 1 of the Cl activity has
been received, the initiator for the activity SHOULD begi n any nunber
of needed Key Creation (KC) activities for the primary SA SA Creation
(SC) activities to establish secondary SAs. The nunber of concurrent
activities allowed to be started at each step is linited by the CAS
limt for the receiving peer.

S +
| Start |
+o-m o - +o-m o - +
A step O |
I
R, Veommm - - +

I
R e | 1A step 1-2
I

CK activities

oo oo +-+ I PK activities
ST step 0O | | | (optional)
+----- L ----- +
| Half Down |
o m e e e - +
ST step 1 |
+- - - - - V----- +
| Renoved |
Fom e oo +
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7

7

3.

4.

Figure 17: Notional States of a Primary SA
Cont ent Key Upkeep

Initiating or responding to the creation of a new SA establishes an
obligation by each entity to upkeep content keys in that SA. There
are two extrenmes of strategy for keeping content keys replenished in
each direction within an SA, described below Each entity is in
control of its own TX content keys and correspondi ng RX content keys
of its peer, and is free to choose a strategy to do so without
negotiation. Future extensions to SAFE can define new Cl data itens
and SC data itens that allow negotiating such behavi or between peers.

Reactive Keying: This strategy is to ensure that one TX content key
has a validity time including the current wall-clock time. Wen
that validity tine is about to expire performa CC activity to
create a new one. This strategy uses fewer key store entries but
requires a just-in-tinme interactivity to create new keys as
needed.

Pre-pl anned Keying: This strategy is to establish a backl og of
current and future TX content keys, either out to a specific
hori zon of tine or a specific depth of nunmber. As the current
keys expire, the backlog is added to to maintain the desired
hori zon or depth. This strategy avoids just-in-time behavior but
requires nore key store size.

Prekey Upkeep

Simlar to the discussion in Section 7.3 entities which agree to use
forward secrecy on sone (or all) of their RX content keys need to
upkeep RX content prekeys in that SA. Part of that is generating
private prekey material locally and the other part is sending public
prekey material to the peer entity.

Shared Secret Derivations

Wthin the Initial Authentication (1A) activity, a shared secret is
establi shed and internal pseudo-random keys (PRKs) for EDHOC
processing are derived. One of the final PRKs, the PRK exporter, is
used for "EDHOC application" purposes which in this case neans SAFE
entity use as depicted in Figure 18 and defined in the follow ng
subsecti ons.
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EDHOC
PRK_Exporter
|
| o m o e e e e e e e e e e e e e e e e e e e e e e oo +
| | Primary SA [/ |
| | LABEL, SAI i, SAl r Secondary SA |
I I I I
I I v I
Ho--- - >( EXP) |
I I I I
| |  PRK _SA |
I I I I
I | H--m ] + |
| | | | KI D _CK, KI D_PK Content | |
| | | | Key | |
I | | | [use PK] v | |
I | | Hoooiieee e >( EXP) | |
I | | I I | |
| | | | [no PK] SALT_CK | |
I | | I (PSS) I | |
| | | | | v | |
. I I I AKM CK- - >( EXT) I I
| | | PRK CK I DX, KI D, ARN | |
| | I I [11 | |
| | I v VvV | |
| | oo >0 - - >( EXP) | |
| | [11 | |
| | VvV | |
|| KM [ |
I e i + |
o mm e e e e e e e e e e e e e e e e e e e e e e e e mma—mao +

Fi gure 18: SAFE Key Schedul e

An application-level extraction function SAFE_EXT is defined with the
sane | ogic as the EDHOC Extract from Section 4.1.1 of [RFC9528]

except using the Hash Algorithmof the Primary SA (which is the
"application hash algorithm fromthe EDHOC ci pher suite). The
pseudocode defining this function is in Figure 19.

SAFE_EXT(salt, |KM
= EDHOC Extract(salt, KM

Figure 19: SAFE Extract function
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An application-level expansion function SAFE EXP is defined with the
same logic as the EDHOC Expand in Section 4.1.2 of [RFC9528] except
usi ng the Hash Algorithmof the Primary SA (which is the "application
hash al gorithni fromthe EDHOC ci pher suite). The pseudocode
defining this KDF is in Figure 20.

SAFE_EXP(PRK, context, |ength)
= EDHOC Expand(PRK, context | E(length), |ength)

Fi gure 20: SAFE Expand function

In this docunent the notation "E()" is used to indicate the
determnistically encoded CBOR and the notation "|" is used to

i ndi cate the concatenation of encoded itens as a CBOR sequence

wi t hout byte string wapping. So in the definition of expand
function above, the length is encoded and concatenated to the context
sequence, which is treated as opaque input bytes to the expand
function. This is not a different mechani smthan the EDHOC "i nfo"
rul e sequence, just a different notation in pseudocode.

8.1. Security Association PRK

Each prinmary and secondary SA is created with a unique SAl from each
peer, so the pair of SAl val ues provides a unique context for
deriving an SA-specific, stable PRK of fixed-length (based on the
EDHOC ci pher suite).

The EDHOC processes which generate the input PRK Exporter causes that
PRK to be bound to all of the transcript hash (TH) data fromthe
EDHOC session, including the epheneral keys used to establish that
session. That EDHOC Exporter is used once during each SA creation to
derive a seed PRK for the entire SA. The PRK of each SA is then used
to determnistically derive content keys under that specific SA.

Pseudocode used to explain this is shown in Figure 21, where the
nanmed paraneters are:

The val ue
/1 TBA4: The exporter |abel allocated to BP SAFE

SAl i and SAl r: The Security Association Identifier (SAl) fromthe
initiator and responder respectively

hash_| ength: The | ength of output size of the Hash Al gorithm of the
Primary SA.

PRK _SA = EDHOC Exporter(TBA4, E(SAl i) | E(SAl _r), hash_l ength)
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Figure 21: Primary SA Creation
8.2. Prekey Shared Secret

The prekey shared secret (PSS) process is used to produce additional
key material (AKM data to enable forward secrecy of derived val ues.
The AKMis not assuned to be uniformly random so it needs to use a
KDF extraction function (with appropriate salt) to derive any PRK
values. This is the exact sane strategy and nechani sm used by EDHOC
itself for static DH authentication in Section 4.1.1 of [RFC9528].

When the prekey is an ECDH derivation key, the AKM CK is the secret
G XY fromthe ECDH process. Wen the prekey is a KEM decapsul ati on
key, the AKM CK is the secret K fromthe KEM decapsul ati on process.

8.3. Content Key PRK

Each content key material is derived froma PRK which can either have
forward secrecy or not, depending on a choice nmade by the initiator
of the CK Create activity. Either the CK Create activity references
an associ ated Prekey known to the responder, which is used to derive
or decapsul ate epheneral additional key material (AKM used for
forward secrecy, or it does not reference a prekey and no forward
secrecy is provided.

When no prekey is referenced during SA creation, the PRK CK used is
the associ ated PRK_SA val ue of the parent SA

When a prekey is referenced during SA creation, the PRK CK is
extracted based on a chosen prekey as shown in Figure 22, where the
nanmed paraneters are:

PRK_SA: The parent SA PRK val ue.

KID CK: The KID of the to-be-created content key, unique within the
parent SA key store, taken froma Key Identifier (KID) fromthe
initiator.

KID PK:  The KID of the referenced prekey, unique within the parent
SA key store, taken froma Key ldentifier (KID) fromthe
initiator.

hash_l ength: The length of output size of the Hash Al gorithmof the
Primary SA.

AKM CK: The prekey shared secret, as defined in Section 8.2
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SALT_CK = SAFE_EXP(PRK SA, E(KID CK) | E(KID PK), hash_l ength)
PRK_CK = SAFE_EXT(SALT_CK, AKM CK)

Fi gure 22: Content Key PRK pseudocode
8.4. Primary SA Content Keys

The primary SA content keys take the form of COSE key objects as
defined in Section 7 of [RFC9052]. Because the acceptable algorithns
are limted to AEAD encryption, the acceptabl e operations for each
key in each entity are one of: encrypt (3), or decrypt (4).

When creating a new primary SA content key, the COSE key SHALL
contain the foll owi ng paramneters.

kty (1):
The value _Symmetric_ (4).

kid (2):
The KID byte string fromthe content key information, which may be
the enpty string.

alg (3):
The AEAD Al gorithmof the primary SA

key ops (4):
Either _encrypt_ (3) if this is a TX Content Key, or _decrypt_ (4)
if this is an RX Content Key

Base 1V (5):
The BIV_SAl value from Figure 23.

k (-1):
The SK _SAl val ue from Fi gure 23.

Pseudocode used to explain this is shown in Figure 23, where the
named paraneters are:

TXI A bool ean val ue indicating whether the initiator of the content
key was the initiator for the parent SA, as CBOR true or fal se.
This ensures that each key (TX or RX) store contains a distinct
Kl D space.

KID CK: The Key ldentifier (KID) fromthe initiator as an encoded
CBOR byte string.

ARN: The Additional Random Nonce (ARN) fromthe initiator, or the
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enpty byte string if no such data itemwas received, as an encoded
CBOR byte string.
PRK CK: Either the PRK extracted based on the local prekey, if a
prekey was referenced by the initiator, or the PRK fromthe

Primary SA

key length: The length of the encryption key for the AEAD Al gorithm
of the Primary SA.

iv_length: The length of the initialization vector for the AEAD
Al gorithmof the Primary SA

context _ckl = E(TXI) | E(KID CK) | E(ARN)

SK_SAl = SAFE_EXP(PRK_CK, E(1) | context_ckl, key_Ilength)
Bl V_SAl = SAFE EXP(PRK CK, E(2) | context_ckl, iv_|length)

Fi gure 23: SA Creation pseudocode

8.5. Secondary SA Content Keys
Addi tional output key material (OKM specific to the BPSec security
context being used is derived fromthe PRK SA2 value with integer
| abel s for different, security-context-specific purposes. It is part
of the obligation of each BPSec key use to define what |abel val ues
apply to key material needed by that context. An IANA registry for
recording these labels is defined in Section 12. 3.

Pseudocode used to explain this is shown in Figure 24, where the
nanmed paraneters are:

ctxid: The BPSec Context ldentifier as an unsigned integer

context: The BPSec-context-specific context byte string, which can
be the enpty byte string i f not needed

Il ength: The I ength of output key material being derived

SAFE OKM ct xi d, context, |ength)
= SAFE EXP(PRK _SA2, ctxid | context, |ength)

Fi gure 24: Secondary SA derived OKM
9. Security Association Uses

The ultimate point of establishing a SAis to make use of the derived
symmetric keys for BPSec security operations as defined in [ RFC9172].
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When BPSec contexts nmake use of SAs defined by this docunment they
will require an explicit mapping fromthe al gorithm and operation

sel ectors from Section 3.4 onto the algorithm and operation
identifiers specific to that context. For exanple the default
security contexts correspond to a subset of the AES-GCM al gorithns of
specific key lengths (see Section 9.4) and the HMAC- SHA2 al gorithns
of specific key lengths (see Section 9.3).

Al'l current and future BPSec context bindings SHALL define the
fol |l owi ng aspects:

* State to be managed by a SAFE entity under Key Use Options and Key
Material fields of the Secondary Security Associati ons and how
that key material is derived fromthe PRK of the secondary SA

* Data itens to be exchanged within the SA Creation (SC) nessages to
negoti ate the Key Use Sel ectors.

* Detailed requirenents about how the Key Material is derived from
the SAFE_SA2 PRK fromthe secondary SA

* Detailed requirenents about how the secondary SA key infornmation
is used by the context in all BPSec roles: security source,
verifier, and acceptor.

SAFE Confidentiality

Part of the purpose of establishing a primary SAwith a peer is to
derive an encryption key (with associated base |V) to enabl e SAFE
message confidentiality in each direction. Simlar to how EDHOC
crypt ographi c functions nmake use of COSE primitives but not COSE
message encodi ngs, SAFE reuses COSE primtives for its own end-to-end
security.

1. Wthout a Primary SA

These conditions apply even if there is an existing Primary SA which
i s being superseded by a new | A activity.

While an I A activity is in progress, outgoing SAFE nmessages SHALL be
enbedded as EAD itens within an associ ated EDHOC nessage. Each
encoded nessage byte string SHALL be placed in a separate EAD val ue
wi th correspondi ng EAD | abel TBAS5 in accordance with Section 3.8 of
[ RFC9528] .
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Wiile an I A activity is in progress, incom ng SAFE nessages SHALL be
extracted fromthe EAD of an associ ated EDHOC nessage. These
messages are not processed any differently than other received SAFE
nmessages.

9.1.2. Wth a Primary SA

After the A activity has conpleted (initiator has sent, responder
has received) step 3, a SAFE entity SHALL encrypt aggregated outgoi ng
messages according to the foll ow ng.

1. Select a single key fromthe TX Content Keys of the Primary SA as
defined in Section 3.3. The choice of key is inplenentation
dependent, but SHALL have a validity time interval which includes
the current wall-clock tine.

2. lterate through and encode a CBOR sequence of byte strings itens
for all messages in the plaintext.

3. Increnent the Partial |V counter associated with the TX content
key.

4. Encode the Partial IV as a mninumlength byte string in network
byt e order.

5. Internally generate and encrypt a COSE Encrypt0 object as defined
in Section 5.3 of [RFC9052] using the follow ng inputs:

Prot ect ed Header:
An encoded map containing the follow ng pairs:

alg (1):
The AEAD Al gorithm of the Primary SA

kid context (10):
The Peer SAl of the Primary SA as a direct byte string.

Unpr ot ect ed Header:
A map containing the follow ng pairs:

Partial 1V (6):
The Partial 1V value conputed in the previous step.

key:

.The COSE key of the selected TX content key fromthe Primary
SA, which will include a Base |V key paraneter.
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pl ai nt ext:
The encoded pl ai ntext from above

ext er nal _aad:
A byte string encoding the CBOR Sequence safe-pdu-aad (as
defined in Figure 12, and using the same encodi ng as the PDU)
/1 No binding to transport source or destination ElID?? Shoul d
/'l concatenate these in AAD.

Use the result to construct the following PDU fields, named as in
Section 4.5:

partial-iv: The Partial |V unprotected header byte string
encoded in accordance with Section 3.3.2 of [RFC9528]

rx-sai: The Peer SAl field of the Primary SA

ci phertext: The COSE-encrypted ciphertext fromthe previous step

Because this encodi ng does not use AAD to bind it to specific
transport paranmeters, the entire PDU can be retai ned and
retransmitted if necessary (see Section 4.3).

Upon receiving an PDU containing a non-null partial-iv and psa-kid
val ues, the SAFE entity SHALL decrypt the aggregated nessages
according to the foll ow ng.

1.

Si pos

Use the provided rx-sai to match with the Local SAl of one
Primary SA. |If no match is found then the PDU is considered to
be invalid and is dropped.

Use the provided psa-kid to match with one of the RX Content Keys
of the Primary SA. If no match is found then the entity MAY
retain the PDU for an inplenentation defined period of tine

awai ting an associated CK Create activity. Qherwise the PDUis
considered to be invalid and is dropped.

If the Bundle Creation Tine associated with the PDUis not within
the validity time interval of the RX Content Key, the PDUis
considered to be invalid and is dropped.

Internally generate and decrypt a COSE EncryptO object as defined
in Section 5.3 of [RFC9052] using the follow ng paraneters:

Prot ect ed Header:
An encoded nap containing the follow ng pairs:
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alg (1):
The AEAD Al gorithm of the Primary SA

kid context (10):
The Local SAl of the Primary SA as a direct byte string.

Unpr ot ect ed Header:
A map containing the foll owi ng pairs:

Partial 1V (6):
The partial-iv value fromthe SAFE PDU header

key:
The COSE key fromthe nmatched RX Content Key (defined in
Tabl e 5).

ci phertext:
The ciphertext field of the PDU payl oad.

ext ernal _aad:
A byte string encoding the CBOR Sequence safe-pdu-aad (as
defined in Figure 12, and using the same encoding as the PDU).

I f decryption fails then the PDU is considered to be invalid and
i s dropped.

5. Iterate through, decode, and process the CBOR sequence of byte
strings itens for all nessages in the plaintext. The failure to
process any nessage in the plaintext SHALL NOT affect the
decodi ng and processing of any other nessage in the sanme
plaintext. Any optional padding itemin the plaintext is
i gnor ed.

For both encryption and decryption, the Base IV (defined in

Section 8.4) present in the COSE key of each TX and RX Content Key of
the Primary SA is conbined with the Partial |V byte string in
accordance with Section 3.1 of [RFC9052].

9.2. Common BPSec Operation

This section contains logic related to how the Security Mde Sel ector
(SMs), Validity Time Interval, Endpoint Selectors, and Security
Qperation Selector (SOCS) of the Secondary SA (as described in
Section 3.4) informthe BPSec entity on both the Initiator and
Responder nodes.

The SMS val ue determ nes at which of the BP Agent interaction points
(see Figure 2) the SAis applicable with logic as follows.
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1. \Wien the SM5 value is end-to-end (1), the node SHALL apply the SA
policy at bundl e transm ssion (from endpoint application) as
source and at bundle delivery (to endpoint application) as
acceptor.

When the SMS value is transport (2), the node SHALL apply the SA
policy at bundle forwarding (to CLA) as source and at bundl e
reception (from CLA) as acceptor.

2. At the source interaction point, the node SHALL only apply the SA
policy when the current DINtine of the node is within the
Validity Time Interval of the SA

At the acceptor interaction point, the node SHALL only apply the
SA policy when the DINtine fromthe Timestanp of the Primary

Bl ock (see Section 4.3.1 of [RFC9171]) is within the Validity
Time Interval of the SA

3. At each interaction point, the node SHALL conpare the Source and
Destination EID of the Primary Bl ock (as defined in Section 4.3.1
of [RFCI9171]) of each bundl e agai nst one of the follow ng.

At the source interaction point, the Source EID is conpared to
the Local Endpoint Selectors field and the Destination EID is
conmpared to the Peer Endpoint Selectors field.

At the acceptor interaction point, the Source EID is conpared to
the Peer Endpoint Selectors field and the Destination EIDis
conpared to the Local Endpoint Selectors field.

4. 1f the bundl e has passed the above checks, the Security Operation
Selector is used to determ ne which blocks to apply the SA as
security source or acceptor. |If any of the target bl ock types is
not present in the bundle,

/1 TBD failure?

5. For each of the target block nunmbers filtered-in by the previous
step, the node SHALL apply the service identified by the SOS of
the SA, using the Context ID, Key Use Options, and Key
Information as defined for each context bel ow

9.3. Binding for BIB-HVAC- SHA2 Cont ext
This section defines how a secondary SA can be negotiated for and

used by the integrity context of [RFC9173] with context identifier
code point 1.
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9.3. 1.

Secondary SA I nformation

For the BI B-HVMAC- SHA2 context the "Key Use Options" field of
Section 3.4 is augnmented to include the follow ng infornmation

One of the code points defined
in Section 3.3.1 of [ RFC9173].

| I'ntegrity | A value with bit flags defined
| Scope Flags | in Section 3.3.3 of [RFC9173]. |

Tabl e 19

For the BIB-HVAC- SHA2 context the "Key Information" field of
Section 3.4 is augnented to include the follow ng information.

9.3. 2.

[} gttty g —p—_—(———————————————————————————(—(————r L
| Nane | Description |
[ sl e sy
| TX Key | A byte string for the security source role. |
T T T T +
| RX Keys | One or nmore byte strings for the security |
| acceptor role. |
R oo e e e e e e e e e e e e e e e e e e e e oo +
Tabl e 20
KUS Opti ons

2026

The BI B- HVAC- SHA2 cont ext uses existing code points to identify key
use options.

$safe-kus /= |

]

ctxid: 1,
options: kus-options-ctxidl .within safe-proposals

kus-options-ctxidl = kus-map-ctxidl / [+ kus-map-ctxidl]
kus-map-ctxi dl = {

Si pos

SHA Vari ant values from Section 3.3.1 of RFC 9173

ui nt,

Integrity Scope flags from Section 3.3.3 of RFC 9173
ui nt,
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9.3.3. Key Derivation

The secondary SA key uses for context 1 take the form of raw
symmetric key data. Because the acceptable algorithns are linted to
HVAC, there are no other options beyond the symetric key.

The raw synmetric key SHALL be either CTX1_KEY_IR (fromFigure 25) if
the key is for traffic fromthe initiator side, or CIX1_KEY_RI

ot herw se.
CTX1_KEY IR = SAFE KM 1, 'key_ir’', key_length)
CTX1_KEY_RI = SAFE OKM'1, ’'key_ri’, key_length)

Fi gure 25: Secondary SA Bl B- HVAC- SHA2 Cont ext Deri vati ons
9.3.4. BPSec Qperation

When each security operation for context 1 needs to be applied, as
defined in Section 9.2, as the security source the node SHALL perform
the foll ow ng:

1. A BIB paraneter for SHA Variant (1) SHALL be constructed fromthe
SHA Variant option of the SA

2. A BIB paraneter for Integrity Scope Flags (3) SHALL be
constructed fromthe Integrity Scope option of the SA

3. ABIBresult for Expected HVAC (1) SHALL be constructed in
accordance with the structure of Section 3.4 of [RFC9173] and
content of Section 3.8.1 of [RFC9173].

When each security operation for context 1 needs to be applied, as
defined in Section 9.2, as the security acceptor the node SHALL
performthe foll ow ng:

1. A BIB paraneter for SHA Variant (1) SHALL be extracted and
conmpared to the SHA Variant option of the SA |If the received
SHA Variant differs fromthe SA, the procedure is considered
fail ed.

2. A BIB paraneter for Integrity Scope Flags (3) SHALL be extracted
and conpared to the Integrity Scope option of the SA. |If the
received Integrity Scope Flags differs fromthe SA, the procedure
is considered fail ed.

3. ABIBresult for Expected HVAC (1) SHALL be extracted and

verified in accordance with Section 3.8.2 of [RFC9173]. |If the
verification fails, the procedure is considered failed.
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9.4. Binding for BCB-AES- GCM Cont ext
This section defines how a secondary SA can be negotiated for and
used by the confidentiality context of [RFC9173] w th context
i dentifier code point 2.

9.4.1. Secondary SA Infornmation

For the BCB- AES- GCM context the "Key Use Options"” field of
Section 3.4 is augnmented to include the follow ng information.

| Nane | Description |
| AES Variant | One of the code points defined |
| | in Section 4.3.2 of [RFC9173]. |
Fom e o - o m e e e e e e e e e eee o on +
| AAD Scope | A value with bit flags defined |
| Fl ags | in Section 4.3.4 of [RFC9173]. |
o e e e e oo o o mm e e e e e e e e e e e e e e e mam- +
| IV Counter | An integer counter which |
| | initializes to 0 at SA creation. |
Fom e o - o m e e e e e e e e e eee o on +
Tabl e 21

For the BCB- AES- GCM context the "Key Information"” field of
Section 3.4 is augnmented to include the follow ng information.

| Nane | Description |
| TX Key | A byte string for the security source role. |
S oo e e e e e e e e e e e e e e e e e e e e oo +
| TX IV Counter | An integer counter which initializes to 0O |
| | at SA creation. |
I IRy T T T +
| RX Keys | One or nore byte strings for the security |
| | acceptor role. |
S oo e e e e e e e e e e e e e e e e e e e e oo +
Tabl e 22

9.4.2. KUS Options

The BCB- AES- GCM cont ext uses existing code points to identify key use
options.
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$safe-kus /= |
ctxid: 2,
options: kus-options-ctxid2 .within safe-proposals
]
kus-options-ctxid2 = kus-map-ctxid2 / [+ kus-nmap-ctxi d2]
kus- map-ct xi d2 = {
;. AES Variant values from Section 4.3.2 of RFC 9173

1: uint,
; AAD Scope flags from Section 4.3.4 of RFC 9173
2: uint,

}
9.4.3. Key Derivation

The secondary SA key uses for context 2 take the form of raw
symmetric key data. Because the acceptable algorithns are linted to
AEAD, there are no other options beyond the symmetric key.

The raw synmmetric key SHALL be either CTX2_KEY_IR (from Figure 26) if
the key is for traffic fromthe initiator side, or CIX2_KEY_R

ot herw se.
CTX2_KEY IR = SAFE CKM 2, 'key_ ir’, key_length)
CTX2_KEY_RI = SAFE (KM 2, ’'key_ri’, key_length)

Fi gure 26: Secondary SA BCB- AES- GCM Cont ext Deri vati ons
9.4.4. BPSec Qperation
When each security operation for context 2 needs to be applied, as
defined in Section 9.2, as the security source the node SHALL perform
the foll ow ng:

1. A BIB paraneter for AES Variant (2) SHALL be constructed fromthe
AES Variant option of the SA

2. A BIB paraneter for AAD Scope Flags (4) SHALL be constructed from
the AAD Scope option of the SA

3. Increnent the TX IV Counter associated with the Key Infornmation
of the SA

4. Encode the TX IV Counter as a fixed-length 12-byte string in
net wor k byte order.

5. A BIB paraneter for Initialization Vector (1) SHALL be
constructed fromthe encoded |V Counter of the previous step.
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6. The encryption SHALL be performed, nodifying the target block in
pl ace, in accordance with Section 4.8.1 of [RFC9173].

7. ABIBresult for Authentication Tag (1) SHALL be constructed in
accordance with the structure of Section 4.4.1 of [RFC9173] and
content of Section 4.8.1 of [RFC9173].

When each security operation for context 2 needs to be applied, as
defined in Section 9.2, as the security acceptor the node SHALL
performthe foll ow ng:

1. A BCB paraneter for AES Variant (2) SHALL be extracted and
conmpared to the AES Variant option of the SA. If the received
AES Variant differs fromthe SA the procedure is considered
fail ed.

2. A BCB paraneter for AAD Scope Flags (3) SHALL be extracted and
conpared to the AAD Scope option of the SA. If the received AAD
Scope Flags value differs fromthe SA, the procedure is
consi dered fail ed.

3. ABCBresult for Authentication Tag (1) SHALL be extracted and
the decryption procedure of Section 4.8.2 of [RFC9173] perforned.
If the decryption fails, the procedure is considered fail ed.

9.5. Binding for COSE Cont ext

This section defines how a secondary SA can be negotiated for and
used by the COSE context of [I-D.ietf-dtn-bpsec-cose] wth context
identifier code point 3. The derived keys are suitable for use with
COSE encryption or MAC operations between the nodes hosting the SAFE
entities.

9.5.1. Secondary SA Infornmation

For the COSE context the "Key Use Options" field of Section 3.4 is
augnmented to include the follow ng information.

[} ety g —_—_—(——————————————————————————(—(—(—(—————

| Nane | Description |

[ el sty o}

| COSE | One of the code points defined in the "COSE

| Algorithm| Al gorithnms" registry of [|IANA-COSE] for |
I

ei ther AEAD encryption or MAC operation. |

| AAD Scope | A map structure defined in Section 2.2.2 of |
| | [I1-D.ietf-dtn-bpsec-cose]. |
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Tabl e 23

For the COSE context the "Key Information” field of Section 3.4 is
augnented to include the follow ng information

| Nane | Description |
| TX COSE | A COSE Key object for the security |
| Key | source role. |
Fom ek o m m e e e e e e e e e e e e e e e eeee— oo +
| TX Partial | An integer counter which initializes to

| 1V Counter | O at SA creation. This field is used |
| | only for confidentiality services. |
R T +
| RX CCSE | One or nore COSE Key objects for the |
| Keys | security acceptor role. |
Fom e e o - o m e e e e e e e e e e e e e e e e eeoe—o - +

Tabl e 24

The COSE key structure is defined in Section 7 of [ RFC9052].
9.5.2. KUS Options

The BPSec COSE context uses existing COSE code points to identify key
use opti ons.

[ el sl
| Label | Description |
| 3 | One of the code points defined in the "COSE |
| | Algorithns"” registry of [|ANA-COSE] for |
| | either AEAD encryption or MAC operation. |
S D . +

Tabl e 25: COSE Context KUS Options

$safe-kus /= |
ctxid: 3,
options: kus-options-ctxid3 .within safe-proposals
]
kus-options-ctxid3 = kus-map-ctxi d3 / [+ kus-map-ctxi d3]
kus- map-ct xi d3 = {
; COSE al g header val ues
3: tstr / int,
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9.5.3. Key Derivation

The secondary SA key uses for context 3 take the form of COSE key
obj ects. Because the acceptable algorithns are limted to AEAD
encryption and MAC, the acceptabl e operations for each key in each
entity are one of: encrypt (3), decrypt (4), MAC create (9), or MAC
verify (10).

VWhen the COSE algorithmis one of the MAC al gorithns, the COSE key
SHALL contain the foll ow ng paraneters.

kty (1):
The val ue Synmmetric (4).

kid (2):
/| TBD

alg (3):
The negotiated al gorithmfromthe KUS options.

key_ops (4):
Either MAC create (9) if this entity is the SCinitiator and the
key is for traffic fromthe initiator side, or MAC verify (10)
ot herw se

k (-1):
Either CTX3_KEY_ IR (fromFigure 27) if the key is for traffic from
the initiator side, or CTX3 _KEY_RlI otherw se

When the COSE algorithmis one of the AEAD al gorithms, the COSE key
SHALL contain the foll ow ng paraneters.

kty (1):
The val ue Symmetric (4).

kid (2):
/I TBD

alg (3):
The negotiated al gorithmfromthe KUS options.

key ops (4):

Either encrypt (3) if this entity is the SCinitiator and the key
is for traffic fromthe initiator side, or decrypt (4) otherw se

Si pos Expires 12 COctober 2026 [ Page 86]



I nternet-Draft BP SAFE April 2026

Base 1V (5):
Either CTX3_BIV_IR (fromFigure 27) if the key is for traffic from
the initiator side, or CIX3_BIV_Rl otherw se

k (-1):
Either CTX3_KEY_IR (from Figure 27) if the key is for traffic from
the initiator side, or CTX3_KEY_Rl otherw se

CTX3_KEY_IR = SAFE_ OKM 3, 'key_ir’', key_l ength)
CTX3_BIV_IR = SAFE_OKM '3, 'biv_ir’', iv_length)
CTX3_KEY_RI = SAFE KM 3, 'key_ri’, key_length)
CTX3_BIV_R = SAFE_OKM 3, 'biv_ri’, iv_length)

Fi gure 27: Secondary SA COSE Context Derivations
9.5.4. BPSec Qperation

When each security operation for context 3 needs to be applied, as
defined in Section 9.2, as the security source and the CCSE al gorithm
is one of the MAC al gorithms, the node SHALL performthe foll ow ng:

1. A BIB paraneter for AAD Scope (5) SHALL be constructed fromthe
AAD Scope option of the SA

2. ABIBresult for COSE_MacO (17) SHALL be constructed in
accordance with Section 2.3.1 of [I-D.ietf-dtn-bpsec-cose]
containing the follow ng paraneters.

Prot ect ed Header:
An encoded map containing the follow ng pairs:

alg (1):
The COSE al gorithmvalue fromthe SA

Unpr ot ect ed Header:
A map containing the follow ng pairs:

kid (4):

The kid parameter fromthe COSE Key of the TX Key
Information of the SA

kid context (10):
The Peer SAl of the SA as a direct byte string

key:
The COSE Key of the TX Key Information of the SA

Si pos Expires 12 COctober 2026 [ Page 87]



I nternet-Draft BP SAFE April 2026

payl oad and external _aad:
Taken fromthe target bl ock and AAD Scope option in accordance
with Section 2.3.1 of [I-D.ietf-dtn-bpsec-cose]. The actual
payl oad wi Il be detached and taken fromthe target bl ock.

When each security operation for context 3 needs to be applied, as
defined in Section 9.2, as the security acceptor and the COSE
algorithmis one of the MAC al gorithms, the node SHALL performthe
fol | owi ng:

1. A BIB paraneter for AAD Scope (5) SHALL be extracted and conpared
to the AAD Scope option of the SA. |If the received AAD Scope
value differs fromthe SA, the procedure is considered fail ed.

2. ABIBresult for COSE_MacO (17) SHALL be extracted in accordance
with Section 2.3.1 of [I-D.ietf-dtn-bpsec-cose] and verified to
have the foll ow ng m ni num par anet ers.

Prot ected Header:
An encoded map containing the follow ng pairs:

alg (1):
The COSE al gorithm val ue matching that of the SA

Unpr ot ect ed Header:
A map containing the foll owi ng pairs:

kid (4):
A value matching a kid parameter from one of the COSE Key
of the TX Key Information of the SA

If the required header parameters are missing or invalid, the
procedure is considered failed.

3. The extracted COSE MacO is then verified using the follow ng
par anet ers:

key: The matching COSE Key fromthe TX Key Information of the
SA.

payl oad and external aad: Taken fromthe target bl ock and AAD
Scope option in accordance with Section 2.3.1 of
[I-D.ietf-dtn-bpsec-cose]. The actual payload will be
det ached and taken fromthe target bl ock.

If the verification fails, the procedure is considered fail ed.
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When each security operation for context 3 needs to be applied, as
defined in Section 9.2, as the security source and the CCSE al gorithm
is one of the AEAD al gorithms, the node SHALL performthe foll ow ng:

1.

Si pos

A BCB paraneter for AAD Scope SHALL be constructed fromthe AAD
Scope option of the SA

Increnent the TX Partial |V Counter associated with the Key
Information of the SA

Encode the TX Partial IV Counter as a minimumlength byte string
in network byte order.

A BCB result for COSE EncryptO (16) SHALL be constructed in
accordance with Section 2.3.2 of [I-D.ietf-dtn-bpsec-cose]
containing the follow ng paraneters.

Prot ect ed Header:
An encoded map containing the follow ng pairs:

alg (1):
The COSE al gorithmvalue fromthe SA

Unpr ot ect ed Header:
A map containing the follow ng pairs:

kid (4):
The kid parameter fromthe COSE Key of the TX Key
Information of the SA

partial iv (6):
The encoded Partial 1V fromthe earlier step

key:
The COSE Key of the TX Key Information of the SA which
i ncludes a Base |V paraneter.

payl oad and external _aad:
Taken fromthe target bl ock and AAD Scope option in accordance
with Section 2.3.2 of [I-D.ietf-dtn-bpsec-cose]. The final
payl oad wi Il be detached.

The constructed COSE_Encrypt0 SHALL be encrypted, nodifying the

target block in place as a detached payl oad, in accordance with
Section 2.3.2 of [I-D.ietf-dtn-bpsec-cose].
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When each security operation for context 3 needs to be applied, as
defined in Section 9.2, as the security acceptor and the COSE
algorithmis one of the AEAD al gorithms, the node SHALL performthe
fol | owi ng:

1.

Si pos

A BCB paraneter for AAD Scope (5) SHALL be extracted and conpared
to the AAD Scope option of the SA. If the received AAD Scope
value differs fromthe SA, the procedure is considered fail ed.

A BCB result for COSE EncryptO (16) SHALL be extracted in
accordance with Section 2.3.2 of [I-D.ietf-dtn-bpsec-cose] and
verified to have the followi ng m ni mum paraneters

Prot ect ed Header:
An encoded map containing the follow ng pairs:

alg (1):
The COSE al gorithm val ue nmatching that of the SA

Unpr ot ect ed Header:
A map containing the followi ng pairs:

kid (4):
A value matching a kid paranmeter from one of the COSE Key
of the RX Key Information of the SA

partial iv (6):
A byte string Partial 1V value

If the required header paraneters are missing or invalid, the
procedure is considered failed.

The extracted COSE EncryptO is then processed to decrypt using
the follow ng paraneters:

key: The COSE Key of the RX Key Information of the SA which
i ncludes a Base |V paraneter.

payl oad and external _aad: Taken fromthe target bl ock and AAD
Scope option in accordance with Section 2.3.2 of
[1-D.ietf-dtn-bpsec-cose]. The final payload will be
det ached.

The decryption nmodifies the target block in place as a detached

payl oad. If the authenticated decryption fails, the procedure is
consi dered fail ed.
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10.

11.

11.

11.

The paraneters of the derived COSE keys already intrinsically
restrict their use based on the requirements of
[1-D.ietf-dtn-bpsec-cose] and [ RFC9053], so no additional checks are
specified in this docunent.

PKIX Certificate Profile

/]l TBD with a new extended key use for this protocol. Profile of
[ RFC5280] allowing C509 [I-D.ietf-cose-chor-encoded-cert].

Security Considerations

Thi s section separates security considerations into threat categories
based on gui dance of BCP 72 [ RFC3552].

1. Threat: Passive Leak of Data

Because t he SAFE protocol uses EDHOC for its initial authentication
activity and messagi ng and uses primary SA data for confidentiality
afterward, the only information which is exposed in plaintext are the
Security Association ldentifier (SAl) values (which are al so EDHOC
connection identifiers) and SAFE security partial |V (Section 4.5)

val ues.

Both of these values are used strictly for uni queness and can either
be generated by a SAFE entity determnistically or randomy. Neither
val ue contains data derived fromor correlated to any outside
information, so visibility to a passive attacker is not useful to
degrade SAFE security. Their visibility could be used by a passive
attacker for SAFE traffic anal ysis.

The sizes of ciphertext values in all forms of SAFE PDU can be used
by a passive attacker to estimate the types of SAFE activities being
performed. To nitigate this threat, it is possible for a SAFE entity
to use EDHOC paddi ng EAD (see Section 3.8.1 of [RFC9528]) during the
I A activity or SAFE confidential PDU plaintext padding item (see
Section 4.4).

2. Threat: On-Path Mdification

The SAl val ues are necessary to correl ate EDHOC nessages and to
decrypt SAFE PDUs, so nust be in plaintext and any on-path attacker
modi fication of these values will cause either the EDHOC negoti ati on
to fail or the SAFE decryption to fail
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The 1V values are already part of what would be sent with the
associ ated ci phertext, and any nodification will cause the SAFE
decryption to fail.

Both of these conditions are detectable by the receiver being
attacked so there is no possibility of the attacker causing
undet ect abl e changes.

11.3. Threat: Denial of Service
The behaviors described in this section all anpbunt to a potentia
deni al -of -service to a participating node. The denial-of-service
could be limted to an individual node, or could affect all entities
on a host or network segnent.
/1 TBD

12. | ANA Consi derations

Regi stration procedures referred to in this section are defined in
[ RFC8126] .

12.1. Well-Known | PN Service
Wthin the registry group of [IANA-URI], the registry titled "’ ipn

Schene URI Wl | -known Service Nunmbers for BPv7" has been updated to
include the followi ng entry.

B oo el oo el oo e

| Val ue | Description | Reference |

[ e oo e el )
| BPv7 SAFE | [This

| // TBA3 | Messagi ng | specification] |

L L i I I T +

Table 26: 'ipn’ Scheme URI Wl | -known
Servi ce Nunbers for BPv7

12.2. EDHOC Registries

Wthin the registry group of [I ANA-EDHOC], the registry titled "EDHOC
Exporter Label s" has been updated to include the followi ng entry.
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[ oo oo s sy o}

| Label | Description | Reference |

f S sty e ety o
| Derived BPv7 | [This

| // TBA4 | SAFE Secret | specification] |

R I I I +

Tabl e 27: EDHOC Exporter Labels

Wthin the registry group of [I ANA-EDHOC], the registry titled "EDHCC
External Authorization Data" has been updated to include the
follow ng entry.

[ el oo el s s s s oo )
| Narme | Label | Description | Reference |
B Sl s ey s el e el
| BPv7 SAFE | | A single nmessage | [This |
| | // TBA5 | for BPv7 SAFE | specification] |
I Fo-m e - - I I I S I A ] +

Tabl e 28: EDHOC External Authorization Data
12.3. BP SAFE Registries

A new registry group "Bundl e Protocol (BP) Security Associations with
Few Exchanges (SAFE)" has been created at [l ANA- SAFE].

Wthin the registry group of [IANA-SAFE], the registry titled "SAFE
Security Mddes" has been created with registrati on procedures from
Table 29 and initial contents of Table 30.

| Range | Registration Procedures |
[} e ———— L p—p—p—_————————————————
| -32768 to 0 | Reserved |
e T +
| 1 to 255 | RFC Required |
o e e e e o - o e e e e e e e e aao- +
| 256 to 32767 | Specification Required |
o e oo - o e e e e e oo +

Tabl e 29: SAFE Security Mdes Registration
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| Val ue | Nare | Reference |
[} e ———————— Ll —_——————————————————————_ Ll p—p—_—r U
| -32768 to -32641 | Reserved for | [This |
| | experinental use | specification]

e ST . +
| -32640 to -1 | Reserved for | [This |
| | private use | specification] |
o e e e e oo oo o e e e e e e e e e e aa o - o e +
| O | Reserved | [This |
| | | specification] |
e e . +
| 1 | end-to-end | [This |
| | | specification] |
o e e e e oo oo o e e e e e e e e e e aa o - o e +
| 2 | transport | [This |
| | | specification] |
e e . +
| 3 to 32767 | _Unassigned_ | |
Fom e e e oo o e e e e e e e meme oo oo o - +

Tabl e 30: SAFE Security Mbdes

Wthin the registry group of [|ANA-SAFE], the registry titled "SAFE
Activity Types" has been created with registration procedures from
Table 31 and initial contents of Table 32

[ st el s U
| Range | Registration Procedures

| -32768 to 0 | Reserved |
S St +
| 1 to 255 | RFC Required |
R o e e e e e e e e oo oo +
| 256 to 32767 | Specification Required |
oo s o m e e e e i oo +

[ el st e e pu et e
| Val ue | Description | Notation | Reference |
[ e e s s el s oo
| -32768 to | Reserved for | | [This

| -32641 | experinental use | | specification]
R T TS o e +
| -32640 to | Reserved for private | | [This

| -1 | use | | specification]
IR - S T T +
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Reserved for |
Aut henti cati on

Capability
I ndi cation

BP SAFE

nitial
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Section 5.1 of |
[This |
specification] |
________________ +
Section 5.2 of |
[This |
specification] |
................ +
Section 5.3 of |
[This |
specification] |
________________ +
Section 5.4 of |
[This |
specification] |
________________ +
Section 5.5 of |
[This |
specification] |
................ +
Section 5.6 of |
[This |
specification] |
________________ +
Section 5.7 of |
[This |
specification] |
________________ +
Section 5.8 of |
[This |
specification] |
................ +
Section 5.9 of |
[This |
specification] |
________________ +
Section 5.10 |
of [This |
specification] |
________________ +
Section 5.11 |
of [This |
specification] |
................ +
|

I
________________ +
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Tabl e 32: SAFE Activity Types

Wthin the registry group of [I|ANA-SAFE],

Message Data |tens"

contents.

for containing the associated data item and the nmap | abel
The registration procedure for this registry
to the correspondi ng "SAFE Activity Types" entry from

the itemis identified.
is identical

the first col um.

This registry includes only well-known data itemtypes;

the registry titled "SAFE

April

has been created with the following initial
Each entry in the table indicates which nessages are valid

by whi ch

| abel s can be used to include any other data items in a message.

[ oo ool e
| Activity | Label

| Type I

| Notation |

[ ool s oo e
| _all | -32768
| types | to -1
F--- - - +---- - - -
| 1A I

I I

I I

I I

R i +--------
| C | 1

I I

I I
R F----- - -
| C | 2

I I

| |

F--- - - +--------
| C | 3

I I

I I

R i +--------
| a | 10

I I

I I
R F----- - -
| Cl | 11

I I

| |

F--- - - +--------
| C | 12

Si pos

_Reserved for
private use_

_this
activity does
not use data
item | abel s_

Concurrent
Activity
Suppor t

El D Schene
Suppor t

BPSec Cont ext
Suppor t

RX cont ent
key depth
range

TX cont ent
key depth
range

RX cont ent
prekey depth

Expires 12 COctober 2026

private use

2026

e o}
Ref er ence |

I

I
::::::::::::::::+
[This |
speci fication] |
________________ +
I

I

I

I
................ +
Section 6.1 of |
[This |
specification] |
________________ +
Section 6.2 of |
[This |
specification] |
________________ +
Section 6.3 of |
[This |
specification] |
................ +
Section 6.4 of |
[This |
specification] |
________________ +
Section 6.4 of |
[This |
specification] |
________________ +
Section 6.4 of |
[This |
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TX cont ent
prekey depth
range

Security
Associ ation
Identifier

Security
Qperation
Sel ect or

Key Use
Sel ect or

Endpoi nt
Sel ector at
Initiator

Endpoi nt
Sel ector at
Responder

Validity Node
Time Interval

Security Mode
Sel ect or

RX cont ent
key depth
range

TX cont ent
key depth
range

RX cont ent
prekey depth
range

TX cont ent
prekey depth
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speci fication]
Section 6.4 of
[This

speci fication]
Section 6.5 of
[This

speci fication]
Section 6.13
of [This

speci fication]
Section 6.14
of [This

speci fication]
Section 6.12
of [This

speci ficati on]
Section 6.12
of [This

speci fication]
Section 6.11
of [This

speci fication]
Section 6.10
of [This

speci fication]
Section 6.4 of
[This

speci fication]
Section 6.4 of
[This

speci fication]
Section 6.4 of
[This

speci ficati on]
Section 6.4 of
[This
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Security
Associ ati on
Identifier

Security
Associ ation
Identifier

Key
Identifier

Pr ekey
Identifier

Addi ti onal
Random Nonce

Validity Node
Time | nterval

Security
Associ ati on
I dentifier
Key
Identifier
Security
Associ ati on
Identifier
Key
Identifier
Security
Associ ation
Identifier
Pr ekey
Identifier
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speci fication]
Section 6.5 of
[This

speci fication]
Section 6.5 of
[This

speci fication]
Section 6.6 of
[This

speci fication]
Section 6.6 of
[This

speci fication]
Section 6.9 of
[This

speci ficati on]
Section 6.11
of [This

speci fication]
Section 6.5 of
[This

speci fication]
Section 6.6 of
[This

speci fication]
Section 6.5 of
[This

speci fication]
Section 6.6 of
[This

speci fication]
Section 6.5 of
[This

speci ficati on]
Section 6.6 of
[This
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speci fication]

Fomm oo - e T ey

| PC | 3 Validity Node NTI Section 6.11

| | Tinme Interval of [This

| | speci fication]

Ry e T e T

| PC | 4 Publ i c Key PCS Section 6.8 of

| | Structure [ This

| | speci fication]

TS T T Sy -y

| PD | 1 Security SAI Section 6.5 of

| | Associ ati on [ This

| | Identifier speci fication]

Fomm oo - e T ey

| PD | 2 Key Kl D Section 6.6 of

| | I dentifier [This

| | speci fication]

Ry e T e T

| PR | 1 Security SAl Section 6.5 of

| | Associ ati on [ This

| | Identifier speci ficati on]

TS T T Sy -y

| PR | 2 Key Kl D Section 6.6 of

| | I dentifier [This

| | | | | specification] |

Fomm oo - Fomm e - o - o e e e e oo oo Fomm oo - oo o - +
Tabl e 33: SAFE Message Data Itens

Wthin the registry group of [|ANA-SAFE], the registry titled "SAFE

Error Type Enunerations" has been created with the following initial

contents. These entries are distinct and separate fromthe "EDHOC

Error Codes" registry of [1ANA-EDHOC] .

[ el e e e, e st
| Activity Type | Val ue | Description | Reference |
| Notation | | | |
| _all types | -32768 to | Reserved for | [This
| | -32641 | experinental | specification] |
I I | use I I
g Fom e oo oo s o a o +
| _all types | -32640 to | Reserved for | [This
| -1 | private use | specification]
T R o e e - o e +
| _all types | O | I'nvalid | [This |
| | | activity | specification] |
| | | index | |
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1

all types
_all types
_all types
_all types
_all types
_all types
SC

Ref er ences

Tabl e 34:

Nor mat i ve Ref erences

[ | ANA- BUNDLE]

I ANA,

"Bundl e

BP SAFE

Unexpect ed
activity
step

Unknown
activity
type

Unexpect ed
payl oad

Invalid data

item | abel

Unknown dat a

item | abel

Invalid data

item val ue

Duplicate
SAl

Unknown
security

associ ation

Duplicate
KI D

Unknown

content key

Unknown
cont ent
pr ekey

[This
speci fi

[ This
speci fi

[This
speci fi

[This
speci fi

[This
speci fi

[This
speci fi

[This
speci fi

[This
speci fi

[This
speci fi

[This
speci fi

[This
speci fi

SAFE Error Type Enunerations

Pr ot ocol ",

<https://ww. i ana. or g/ assi gnnent s/ bundl e/ >.
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Appendi x A,  Exanpl e Sequenci ng

This section contains a mnimal exanple of two nodes initializing a
primary SA and one secondary SA with overl apping activities using

pi pel i ned nessagi ng. The EDHOC nessages in the A activity are taken
fromthe exanple in Section 2 of [RFC9529] to avoid duplicating EDHOC
exanple logic here. This exanple does not include any PDU | osses so
no retransm ssion i s needed.

PDU #1  #2  #3  #4  #5
| | | | |

(l1AO ---1---2---13) |
| (4 0---1---2) I
| | (SCO ---1--- 2)
=----- time ----- >

Figure 28: Activities within PDUs in this exanple
A 1. SAFE PDU #1

The encoded PDU #1 (initiator-to-responder) is the follow ng byte
string:

01f 6f 6f 50006582031f 82c7b5b9cbbf 0f 194d913ccl12ef 1532d328ef 32632a4881al
c0701e237f 042d

The contents of that PDU are foll owi ng CBOR sequence:

1, / version /

null, / partial-iv /

null, / psa-kid/

true, / rx-sai /

/ message_1: /

0, / nethod /

6, / suites /

h' 31f 82c7b5b9chbf Of 194d913ccl12ef 1532d328ef 32632a48
81alc0701e237f04', | G X/

-14 ] CI |/

A 2. SAFE PDU #2

The encoded PDU #2 (responder-to-initiator) is follow ng byte string:
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01f 6f 62d5883dc88d2d51da5ed67f c4616356bc8ca74ef 9ebe8b387e623a360ba480
b9b29d1c26c7¢c32e544dbc92288007d943689e6d03994b318a63dal54aaa242318hd
82713c3e0f 3468f ebdebe25d13723ea6553bb48f 7005c1leaba68c83550c86cdc69b2
26f d064af f ca66c35a1e58bc635133f 9f 248f ed15e42baceb0d0ca8727dc1b612f 92
el

That PDU has the foll owi ng decoded header, eliding the ciphertext
nessage

1, / version /

null, / partial-iv /

null, / psa-kid/

-14 |/ rx-sai fromC_. /

/ message_2: h’dc88...92el1" /

Derived fromthe shared secrets, the PLAINTEXT 2 contents are the
fol | owi ng:

4118a11822822e4879f 2a41b510c1f 9b58407934e54041ae5ach7c68de7ed477d947
€4214e84659d99f cd49c4b25033dd92af 50de0570bc27b72039ceb2f 4a4f 8f 05082f
f9739a823c25634f e42bb306f 296364f 010001a30119040002820102038103

That plaintext has the foll ow ng decoded itens.

h"18, / CR/

{34: [-15, h’ 79F2A41B510C1F9B' ]}, / ID CRED Rwith follow ng sig. /
h' 7934E54041AES5ACB7C68DETED477D947E4214E84659D99FCD49C4B25033DD92AF5
0DEO570BC27B72039CEB2F4A4F8F05082FF9739A823C25634FE42BB306F296°

-23, /| EAD label with follow ng value /

h' 010001A30119040002820102038103

The enbedded EAD 2 contains the foll owi ng SAFE nmessage:
1, / act. index /
0, / act. step /
1, / act. type: C [/
1: 1024, / CAS: nex 1024 /

2: [1, 2], / ESS: dtn and ipn schemes /
3: [3] / BCS: COSE Context /

}
A.3. SAFE PDU #3

The encoded PDU #3 is followi ng byte string:
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01f 6f 6411858b3e418256972ed10356c2cadc3e72dd86cddf 060b8b0b4e2582de839
€195f c9693006301e91e61f bf aa62e9d8e9580508d833c8338b7e50c01¢c867860af 1
91f 44abcde81edb037188e5ef e048f 9f a13eb8b56¢cc77663763a787106a415c41ab3
c2655af d3b19903aed410809236a1a80625162617c32374a26b5a87bd2c814687421
b0595b3964a633eac4a9f 43d9c51459ceh8aedbd58d096609f 4f 82d3dd681ad3302d
d4c875442ef 615670d5aa9754f 5b602¢c

That PDU has the foll owi ng decoded header, eliding the ciphertext
nessage

1, / version /

null, / partial-iv /

null, / psa-kid/

h'18 / rx-sai fromC.l /

/ message_3: h’e418...602c’ /

Derived fromthe shared secrets, the PLAINTEXT 3 contents are the
fol |l owi ng:

al11822822e48c24ab2f d7643c79f 58406deb6c6eab62b2d5101e78d64ch51b3ef 2b73
d43cca717627e420550a7f ef 8a2a1dd61873f 35805ed81e42da3f 8634109b9e2f f 96
3f 4b92c6hba85a4278e06da5336583f 010003aa0146235a91d189ea058203a1010106
f607f 609010a8201010b8201010¢c8200000d8200000e81a2024656b44d9a538a0b4a
24ca8ebe49d4f d514649364f 010101a30119040002820102038103

That plaintext has the foll ow ng decoded itens.

{34: [-15, h’ C24AB2FD7643C79F ]}, / ID CRED | with follow ng sig. /
h' 6A0E076F87CBE4AD82A6F44CDA01B4006B4C2E10ABIE7617111E9E2883B5B75BAF
F343DABFB4153D72F400726 AD96E798F688393E772B28C225919B73C54D810° ,

-23, | EAD label with follow ng value /

h’ 010003AA0146235A91D189EA058203A1010106F607F609010A8201010B8201010C
8200000D8200000E81A2024656B44D9A538A0B4A24CABEBE49DAFD514649’

-23, /| EAD label with follow ng value /

h’ 010101A30119040002820102038103

The enbedded EAD 3 contains the foll owi ng SAFE nessages:
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1, / act. index /
0, / act. step /
3, / act. type: SC/

1: h'235A91D189EA’, / sender SAl bytes /
5. [ / KUS: [/
3, / CTX: COSE (3) /

{
1: 1/ alg: AL28GCM (1) /
}

1,
6: null, / TSI: still TBD /
7: null, / TSR still TBD /
9: 1, / SMs: end-to-end (1) /
10: [1, 1], / RX key depth range /
11: [1, 1], / TX key depth range /
12: [0, 0], / RX prekey depth range /
13: [0, 0], / TX prekey depth range /
14: [ / initial content keys: /

{

2: h' 56B44DOA538A, / KID/
11: h’ 24CASEBE49D4FD514649’ /| ARN /

}

1, / act. index /

1, / act. step /

1, / act. type: C [/
{

1: 1024, / CAS: nax 1024 /
2: [1, 2], / ESS: dtn and ipn schemes /
3: [3] / BCS: COSE Context /

}

A 4. SAFE PDU #4
The encoded PDU #4 is followi ng byte string:
01f 6f 62d5857b9d48b055a4c2cf 0d4e26bf 0963dd8b76f a55d31f 525eb2e8dc075e3
d993b12ac3b0f 63339f 6772175d1c1148c59badb8b31ladeb33f 71d89b2d875b67e5¢
48103d1leb7f 36131bd833bd22dd81laca5be811067612e6209b

That PDU has the foll owi ng decoded header, eliding the ciphertext
nessage
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1, / version /

null, / partial-iv /

null, / psa-kid/

-14 / rx-sai fromC.l /

/ message_3: h’'b9d4...209b’ /

Derived fromthe shared secrets, the PLAINTEXT 4 contents are the
fol | owi ng:

364301020136583f 0101032a014673134ebd4c4d058203a1010106f 607f 609010a82
01010b8201010c8200000d8200000e81a202469f 379d2ed2f 20b4af 11ae27bf 90480
99170c

That pl aintext has the foll ow ng decoded itens.

-23, /| EAD label with follow ng value /

h’ 010201’ ,

-23, | EAD label with follow ng value /

h' 010103aa014673134ebd4c4d058203a1010106f 607f 609010a8201010b8201010c
8200000d8200000e81a202469f 379d2ed2f 20b4af 11ae27bf 9048099170c

The enbedded EAD 4 contains the foll owi ng SAFE nessages:
1, / act. index /

2, | act. step /
1/ act. type: C /
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1, / act. index /
1, / act. step /
3, / act. type: SC/

1. h' 73134EBDACAD , / local SAl bytes /
5. [ / KUS: [/
3, / CTX: COSE (3) /

{
1: 1/ alg: AL28GCM (1) /
}

1,
6: null, / TSI: still TBD /
7: null, / TSR still TBD /
9: 1, / SMs: end-to-end (1) /
10: [1, 1], / RX key depth range /
11: [1, 1], / TX key depth range /
12: [0, 0], / RX prekey depth range /
13: [0, 0], / TX prekey depth range /
14: [ / initial content keys: /

{

2: h’ 9F379D2ED2F2’, / KID /
11: h’ F11AE27BF9048099170C / ARN /

A. 5. SAFE PDU #5
The encoded PDU #5 is followi ng byte string:
01410140411854e318c7cb3e935ae4f 4f 4df 3138b0bb0a68e46b11l

That PDU has the foll owi ng decoded header, eliding the ciphertext
nessage.

1, / version /

h'01, / partial-iv /

h'', [ psa-kid/

h'18 /[ rx-sai fromCR/

/ message_3: h’'e318...6bl1" /

Derived fromthe shared secrets, the PLAI NTEXT contents are the
fol | owi ng:

43010203

That plaintext has the foll ow ng decoded itens.
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h' 010203
The enbedded byte strings contain the foll owi ng SAFE nessages:

1, / act. index /
2, | act. step /
3/ act. type: SC/
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