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Abst ract
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group.

The nechani sns defined here preserve the existing SIP D gest
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paraneters that carry public keys and, optionally, an authenticated
server chall enge proof.
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1. Introduction

Thi s docunent defines the follow ng SIP D gest authentication
al gorithm t okens:

*  X25519- HKDF- SHA256
*  X25519- HVAC- SHA256
*  R25519- SCHNORR- SHA256

The algorithns are intended for depl oynents where the User Agent
Client (UAC) and User Agent Server (UAS), or a proxy acting as the
aut henti cating server, have pre-provisioned trust in each other’s
public keys. They do not define certificate discovery, enrollnent,
or authorization policy.

The X25519 al gorithms derive authentication material fromthe shared
secret conputed by [ RFC7748] X25519. The ristretto255 algorithm uses
a Schnorr-style non-interactive proof over the group defined by

[ RFC9496] .

X25519- HKDF- SHA256 and X25519- HVAC- SHA256 preserve the original SIP
Di gest flow. the UAS sends a chall enge and the UAC sends an

aut hori zation response after validating the challenged server public
key against |ocal policy. R25519-SCHNORR- SHA256 adds a new
capability: the UAC can request that the UAS pre-authenticate the
chal | enge using server-response before the UAC generates its own
proof. This prevents an unauthenticated nman-in-the-niddl e attacker
from causing the UAC to perform private-key operations for attacker-
gener ated chal | enges, reduci ng exposure to private-key extraction
attenpts that rely on side channels or fault behavior during proof
gener ati on.

The existing SIP Digest paraneters, including realm username, nhonce,
uri, gop, nc, cnonce, and response, retain their existing D gest
roles. This docunent defines four new Digest parameters: server-
pubkey, client-pubkey, client-challenge, and server-response.
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2. Motivation

Traditional SIP Digest authentication is based on a usernane and a
shared password or password-equival ent secret. This nodel is wel
suited to human subscriber authentication and | egacy provi sioning
systens, but it is a poor fit for many machi ne-to-machine SIP

depl oynent s.

Machi ne-t o-machine SIP authentication is often performed between
systens, services, trunks, gateways, proxies, application servers,
Session Border Controllers (SBCs), and other autonated endpoints.
These entities do not always naturally correspond to human usernanes
and passwords. Password-based provisioning al so creates operationa

i ssues: shared secrets nust be generated, distributed, rotated,
stored, and protected by both sides. A conpronise of the verifier-
side secret database can expose password-equival ent material that can
be used for inpersonation.

Publ i c-key authentication is often a better fit for these
environments. Each endpoint can be provisioned with a private key
and a corresponding trusted public key. The private key does not
need to be shared with the peer, and the public key can be

di stributed through configuration, inventory, orchestration,
certificates, or another trust-nmanagenent system

The nechani sns in this docunent use nmodern elliptic-curve primtives
rat her than ol der RSA-based public-key schenes. X25519 and
ristretto255 provide conpact public keys and authentication material,
efficient constant-tinme inplenentations, and sinpler fixed-size
encodi ngs. These properties are useful for SIP deploynents where

aut hentication data is carried in header fields and where endpoints
may need to perform nmany authentication operations per second.

The goal of these nechanisns is to support deploynments where
authorization is tied to possession of a configured private key

rat her than know edge of a shared password, while preserving SIP

Di gest processing. This nodel al so supports deploynments where a
request is not accepted nerely because it arrives froma particul ar
network, | P address, interface, trunk, or transport path. |Instead,
the receiver verifies cryptographic proof that the sender possesses
the private key corresponding to a trusted public key, and then
applies local authorization policy for that key, realm endpoint,
account, route, or service.

SI P over TLS can provide transport confidentiality, transport
integrity, and transport-|ayer peer authentication. However, TLS
authentication is tied to the transport connection and does not by
itself define SIP Digest identities, D gest real mscoping, SIP
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aut hori zation policy, or authentication of individual SIP requests
and entity bodies through the D gest qop nodel. The nechanisns in
this docunment are therefore conplenentary to TLS rather than

repl acenents for it

3. Conventions and Term nol ogy

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMENDED, NOT RECOMVENDED, MAY, and OPTIONAL in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

UAC SIP User Agent dient.
UAS SIP User Agent Server.

X25519 public key A 32-octet raw X25519 public key as specified by
[ RFC7748] .

ristretto255 public key A 32-octet conpressed ristretto255 group
el ement as specified by [ RFC9496].

base64ur|l Base64url encoding without padding, using the URL and
filenane saf e al phabet from [ RFC4648] Section 5.

digest-uri The value of the Digest uri parameter

entity-body The SIP nessage body used for the gop=auth-int
cal cul ati on.

SHA- 256 The SHA- 256 hash function specified by [ RFC6234].
4. Digest Parameters and Syntax

The paraneters in this section extend the Di gest auth-param syntax
used by SIP Digest authentication [RFC3261] [ RFC8760]. Unless
otherw se stated, each value is carried as a quoted string containing
an unpadded base64url val ue.

ALPHA / DQET/ "-" [ " "
1*baseb64url - char

DQUOTE base64ur| - val ue DQUOTE

"server - pubkey" EQUAL b64q
"client-pubkey" EQUAL b64q
"client-chall enge" EQUAL b64q
"server-response” EQUAL b64q

base64ur| - char
base64url - val ue
b64q

server - pubkey
cli ent - pubkey
client-chall enge
server-response
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ALPHA, DIG T, and DQUOTE are defined by [ RFC5234]. EQUAL is
inherited fromthe SIP grammar in [ RFC3261].

4.1. server-pubkey

The server-pubkey paraneter is sent by the UAS i n WWV Aut henti cat e,
or by a proxy in Proxy-Authenticate.

For X25519- HKDF- SHA256 and X25519- HVAC- SHA256, it contains the raw
32-octet X25519 public key of the authenticating server. For R25519-
SCHNORR- SHA256, it contains the 32-octet ristretto255 public key of
the aut henticating server

A UAC receiving this parameter MJST verify that the decoded public
key is trusted for the challenged SIP realm peer, route, outbound
proxy, or configured authentication domain before generating an
aut hori zati on response.

4.2. client-pubkey

The client-pubkey paraneter is sent by the UAC in Aut horization or
Pr oxy- Aut hori zati on.

For X25519- HKDF- SHA256 and X25519- HVAC- SHA256, it contains the raw
32-octet X25519 public key of the authenticating client. For R25519-
SCHNORR- SHA256, it contains the 32-octet ristretto255 public key
whose corresponding private scalar is proven by the UAC

A UAS receiving this parameter MJST verify that the decoded public
key is trusted for the clainmed usernane, if present, and realm |If
usernanme i s absent, the UAS MUST verify that client-pubkey is trusted
for the real mand for the applicabl e account, subscriber, endpoint,
aut hori zation identity, or other |ocal authorization record.

4.3. client-challenge

The client-chall enge paraneter is sent by the UACin an initial
Aut hori zation or Proxy-Authorization header when requesting an
aut henti cated server challenge. 1t contains at |east 128 bits of
client-generated randonmess.

The paraneter is used by R25519- SCHNORR- SHA256 to allow the UAS to
prove possession of the private scalar corresponding to server-pubkey
in the 401 or 407 chall enge response. The UAS MJST NOT echo client-
chal  enge i n WNV Aut henti cate or Proxy-Authenticate.
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The UAC MUST verify server-response using the locally renenbered
client-challenge value that it generated and sent. The UAC MJUST NOT
use any reflected or received client-challenge value froma response
header when verifying server-response

4.4, server-response

The server-response paraneter is sent by the UAS i n WWV Aut henti cat e,
or by a proxy in Proxy-Authenticate, when responding to a request
that contained client-challenge

The value is base64url (R || s), where Ris a conpressed ristretto255
conmitnent of 32 octets and s is a canonical scalar nodul o the
ristretto255 group order, encoded as 32 octets. The decoded value is
therefore exactly 64 octets.

5. Transcript Encoding
Al'l cryptographic transcripts defined by this document use the
followi ng determnistic encoding to avoid ambi guity between adj acent
SIP and Digest fields.
Transcript(label, field-list) is the octet string forned by
concatenating the US-ASCII |abel, a line feed (%0A), and then, for
each field in order:
1. the US-ASCII field name,
2. a colon (%3A),

3. the decimal octet length of the field value encoded in US-ASCl I
wi t hout | eadi ng zeroes,

4. anot her col on,

5. the field value octets, and

6. a line feed.

Unl ess ot herwi se stated, SIP and Digest string fields are encoded
exactly as their field values appear after D gest quoted-string
unescaping. Binary fields, including public keys, shared secrets,
comm tnents, scalars, and hash outputs, are encoded as their raw

octets when they are transcript fields. The final line feed is part
of the transcript.
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7

7

For qop=auth, the body-hash transcript field is the zero-length
val ue. For gop=auth-int, it is the raw 32-octet SHA-256 digest of
the entity body.

Conmon Di gest Fi el ds

The Digest fields realm usernanme, nonce, uri, qop, nhc, cnonce, and
response retain their usual neanings in SIP D gest authentication,
except as explicitly stated in this section. For all algorithnms in
this docunment, realmis REQUI RED and qop=auth and qop=auth-int are
support ed.

For the algorithnms defined by this docunent, username is OPTI ONAL.
For all calculations and transcripts defined by this docunent, an
absent usernane is equivalent to an explicitly enpty username. Al
formul as that reference username use the received usernane value if
present, or a zero-length string if absent.

If username is present, it is an identity hint. The verifier MAY use
it to select an account, subscriber, endpoint, or authorization
record. The verifier MJST still verify that client-pubkey is trusted
for the claimed username and realm |If usernanme is absent, the
verifier MIUST identify the peer by client-pubkey and real m using

| ocal policy.

When qop=auth-int is used, the authentication cal cul ation includes
the entity-body hash. For SIP INVITE requests carrying Session
Description Protocol (SDP), this provides integrity protection for
the SDP body agai nst attackers that cannot produce the required
aut henti cati on response.

The response value is algorithmspecific. The X25519- HKDF- SHA256 and
X25519- HVAC- SHA256 al gorithns encode response as | owercase
hexadeci mal . The R25519- SCHNORR- SHA256 al gorithm uses a different
format: response is an unpadded base64url encodi ng of the 64-octet
Schnorr proof Rc || s_c.

Al gorithm X25519- HKDF- SHA256
1. Challenge

The UAS sends a Digest challenge with al gorithm=X25519- HKDF- SHA256
and server-pubkey.
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WAV Aut henti cat e: Di gest
real n="si p. exanpl e. net",
al gorit hm=X25519- HKDF- SHA256,
nonce="NQ7x0vR3VnP0aK9f Wst DHA" ,
gop="aut h, aut h-int",
server - pubkey="xRbeh9_DZBr ONNFs7P8r hZhcL| XSw79RU5f r haOvl Zc"

7.2. Authorization Response

The UAC sends a Di gest authorization response with client-pubkey.
The usernane paraneter MAY be onitted.

Exanpl e wi th usernane present:

Aut hori zati on: Di gest
usernane="al i ce",
real n="si p. exanpl e. net",
al gori t hmeX25519- HKDF- SHA256,
nonce="NQ7x0vR3VnP0aK9f W6t DHA" ,
uri ="sip: bob@xanpl e. net",
gop=aut h-int,
nc=00000001,
cnonce="qlw2e3r 4t 5y6",
cli ent - pubkey="f PEDas5t sJgGPG _QWPVECs Ty Ss COTFGHRVSNc WSMABQ' ,
response="281847ef c4a3739d638de9f 729f b6b5565bb2f 2a006f 1719"

Exanmpl e wi th username absent:

Aut hori zati on: Di gest
real m="si p. exanpl e. net",
al gori t hmeX25519- HKDF- SHA256,
nonce="NQ7x0vR3VnP0aK9f W5t DHA" ,
uri ="sip: bob@xanpl e. net ",
gop=aut h-int,
nc=00000001,
cnonce="qlw2e3r 4t 5y6",
cli ent - pubkey="zLhWAHKkZJ80NU- v2DKauUB_TvWBnldpcBFt Q.6kd6s",
response="f b2e80bda9f 83361e995f 1¢7662b5cc32ee259f 3c4ea9d66"

7.3. Shared Secret Calcul ation
The UAC conputes Z = X25519(client-private-key, server-pubkey). The
UAS conputes Z = X25519(server-private-key, client-pubkey). Both
sides MUST reject the exchange if the conputed X25519 shared secret
is the all-zero val ue.

The Di gest response key Kis derived with HKDF- SHA256 [ RFC5869]:
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salt = Transcript ("SI P-D gest-X25519- HKDF- SHA256-sal t - v1",
nonce, cnonce)

info Transcri pt (" Sl P- Di gest - X25519- HKDF- SHA256- i nf 0-v1",

al gorithm usernane, realm nonce, cnonce,
server - pubkey, client-pubkey)
K = HKDF- SHA256(1 KM = Z, salt = salt, info = info, L = 32)
7.4. Response Cal cul ation

The response value is conputed as foll ows:

body- hash = "" ; for gop=auth
body- hash = SHA-256(entity-body) ; for gop=auth-int
HA1 = SHA- 256( Transcri pt (
" Sl P- Di gest - X25519- HKDF- SHA256- HA1- v1",
usernanme, realm K))
HA2 = SHA- 256( Transcri pt (

" Sl P- Di gest - X25519- HKDF- SHA256- HA2-v1",
met hod, digest-uri, qop, body-hash))

response = SHA- 256( Transcri pt (
" Sl P- Di gest - X25519- HKDF- SHA256- r esponse-v1",
HAl1, nonce, nc, cnonce, qop, HA2))

The response value is encoded as | owercase hexadeci mal SHA- 256
out put .

8. Al gorithm X25519- HVAC SHA256
The X25519- HVAC- SHA256 al gorithm uses the sane server-pubkey and
client-pubkey paraneters as X25519- HKDF- SHA256, but conputes the
final response as an HVAC [ RFC2104] rather than as a Digest-style
hash chai n.

8.1. Challenge

The UAS sends a Digest challenge with al gorithm=X25519- HVAC- SHA256
and server-pubkey.
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WAV Aut henti cat e: Di gest
real n="si p. exanpl e. net",
al gori t hmeX25519- HVAC- SHA256,
nonce="NQ7x0vR3VnP0aK9f Wst DHA" ,
gop="aut h, aut h-int",
server - pubkey="bzeK9qgEcpcMst QYl gQbVs5Nf j MMU76Al skKV587PvI T8"

8.2. Authorization Response

The UAC sends a Di gest authorization response with client-pubkey.
The usernane paraneter MAY be onitted.

Exanpl e wi th usernane present:

Aut hori zati on: Di gest
usernane="al i ce",
real n="si p. exanpl e. net",
al gorit hmeX25519- HVAC- SHA256,
nonce="NQ7x0vR3VnP0aK9f W6t DHA" ,
uri ="sip: bob@xanpl e. net",
gop=aut h-int,
nc=00000001,
cnonce="qlw2e3r 4t 5y6",
cl i ent - pubkey="hDX3Ky19NCnnz ATsdgvdu5BvPgqwGdOOP1koEUVWI6gZ4" ,
response="3401ac99f a30dacdeeb245749639dcd46c504611df 2398dd"

Exanmpl e wi th username absent:

Aut hori zati on: Di gest
real m="si p. exanpl e. net",
al gori t hmeX25519- HVAC- SHA256,
nonce="NQ7x0vR3VnP0aK9f W5t DHA" ,
uri ="sip: bob@xanpl e. net ",
gop=aut h-int,
nc=00000001,
cnonce="qlw2e3r 4t 5y6",
cli ent - pubkey="dywz9UEYmInz GXuNr f SZGM naX0v &I 3i 4k MPaHMRyzo0",
response="14ec53f 746359ba4d64f f 8cf 8d5667cbe64b14c9b50c4dd4"

8.3. Shared Secret Cal cul ation
The UAC conputes Z = X25519(client-private-key, server-pubkey). The
UAS conputes Z = X25519(server-private-key, client-pubkey). Both

sides MUST reject the exchange if the conputed X25519 shared secret
is the all-zero val ue.
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K = SHA- 256( Tr anscri pt (
"SI P- Di gest - X25519- HVAC- SHA256- key-v1",
Z, algorithm username, realm nonce, cnonce,
server - pubkey, client-pubkey))

8.4. HMAC Transcri pt

body- hash " ; for gop=auth
body- hash SHA- 256(entity-body) ; for qop=auth-int

transcript = Transcript(
" Sl P- Di gest - X25519- HVAC- SHA256- r esponse-v1",
usernanme, realm nonce, nc, cnonce, qop,
met hod, digest-uri, body-hash, server-pubkey, client-pubkey)

response = HVAC SHA256( K, transcript)

The response value is encoded as | owercase hexadeci mal HVAC- SHA256
out put ..

9. Al gorithm R25519- SCHNORR- SHA256

The R25519- SCHNORR- SHA256 al gorithm defines a Schnorr-style Fiat-
Sham r non-interactive proof of know edge over the ristretto255
group. The UAC proves know edge of a scalar x_c corresponding to
client-pubkey = x_ ¢ * G where Gis the canonical ristretto255 base
poi nt .

9.1. Optional Authenticated Server Chall enge Request

A UAC MAY request an authenticated server chall enge by including
client-challenge in an initial request.

I NVI TE si p: bob@xanpl e.net SIP/2.0

Aut hori zati on: Di gest
al gorit hmeR25519- SCHNORR- SHA256
client-chall enge="0Xc7ag8QrRt RW am_DDozsA"

Thi s header does not authenticate the UAC. It only supplies
freshness for an authenticated server challenge. A UAC that sends
client-chall enge MIUST renenber the value locally until it receives

and verifies the correspondi ng WWV¥ Aut henti cate or Proxy-Authenticate
chal l enge, or until the transaction is abandoned.
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9.2. Challenge

The UAS sends a Digest challenge with al gorithmR25519- SCHNORR- SHA256
and server-pubkey. |If the request contained a valid client-
chal | enge, the UAS MAY incl ude server-response.

WAV Aut henti cat e: Di gest
real n="si p. exanpl e. net",
al gori t hmeR25519- SCHNORR- SHA256,
nonce="NQ7x0vR3VnP0aK9f Wst DHA" ,
gop="aut h, aut h-int",
server - pubkey="xBi Xzi 82PKyi SqcRBXJaui NEChQDQZf zt - RRnzsKAXs" ,
server-response="neTvyoW2SLh320b- UTt eu_r agbBe2Ub3wghnm69gj | w'

9.3. Authenticated Server Challenge Proof

When server-response is present, it proves possession of the private
scal ar correspondi ng to server-pubkey. The UAS has private scal ar
x_s and public key A s = x_s * G where A s is server-pubkey.

T _srv_chal = Transcript(
" Sl P- Di gest - R25519- SCHNORR- SHA256- Ser ver Chal | enge-v1",
al gorithm nethod, digest-uri, realm nonce, qop-list,
server - pubkey, client-challenge)

r s*aG

SHA- 256( Tr anscri pt (
" Sl P- Di gest - R25519- SCHNORR- SHA256- Ser ver Chal | enge-c-v1",
T srv_chal, RsS)) nod L

S sSs=r_s+cs*x s ndlL

server-response = base64url (R s || s_s)

r sis afresh randomscalar and L is the ristretto255 group order
The UAC verifies by reconputing the transcript and checking s s * G
== Rs +c_s * As.

The UAC MUST reject the challenge if server-response is required by
| ocal policy and is absent, nmalformed, invalid, not bound to the

| ocally remenbered client-challenge, or not valid for the received
server - pubkey.
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9.4. Authorization Proof

The UAC sends a Di gest authorization response with client-pubkey.
The usernane paraneter MAY be onmitted. The response paraneter
contains base64url (R c || s_c), where Rc is a conpressed
ristretto255 conmitnment and s ¢ is a canonical scalar nodul o the
group order. This differs fromthe hexadeci mal Di gest response

val ues used by the X25519 algorithns. The decoded value is exactly
64 octets.

Ac =xc¢c* G

Rc=r_c*G

body- hash = "" ; for gop=auth
body- hash = SHA-256(entity-body) ; for gop=auth-int

T uac = Transcri pt(
"SI P- Di gest - R25519- SCHNORR- SHA256- UAC- v1",
al gorithm usernane, realm nonce, nc, cnhonce, qop
met hod, digest-uri, body-hash, server-pubkey, client-pubkey)

(9]
(9]
1

SHA- 256( Tr anscri pt (
"SI P- Di gest - R25519- SCHNORR- SHA256- UAC- c-v1",
T uvuac, Rc)) nod L

s c=r_c+cc®*xcnodlL

response = base64url (R c || s_c)
The UAS decodes A ¢ fromclient-pubkey, reconstructs T uac fromthe
recei ved request and Digest paraneters, and accepts only if s ¢ * G
== Rc +c_c* Ac. The UAS MIST reject malforned ristretto255
encodi ngs, non-canoni cal scalars, invalid proof |engths, and proofs
that are not valid for the exact received transcript.
A proof generated for one nethod, URI, nonce, chonce, nonce-count,
gqop val ue, body, realm server public key, client public key, or
user name val ue MUST NOT be accepted for another

10. Verification Rules

A receiver MJST reject authentication if any of the follow ng are
true:

* server-pubkey is absent fromthe chall enge;
* client-pubkey is absent fromthe authorization response;

* realmis absent fromthe challenge or authorization response;
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* a public key is nmalformed for the selected al gorithm

* the peer public key is not trusted for the clained identity or
real m

* nonce is expired, unknown, nalformed, or already consumned,

* nc does not increase nonotonically for the nonce and client
identity pair;

* cnonce is absent when qop is present;
* gop is unsupported;
* response is mal forned; or

* response does not match or verify against the |ocally conputed
val ue.

For R25519- SCHNORR- SHA256, a receiver MJST al so reject authentication
if server-response is mal forned when present, is absent when required
by local policy, or does not verify against the locally renmenbered
client-chall enge.

A UAS MUST NOT authenticate a UAC nerely because client-pubkey is
present. The client-pubkey val ue MJST be bound to a trusted
identity, such as the usernane if present, configured endpoint,
account, subscriber, realm or equivalent |ocal authorization record.

A UAC MUST NOT answer a challenge nerely because server-pubkey is
present. The server-pubkey val ue MJST be present in the UAC s
trusted key list for the chall enged peer, realm outbound proxy, or
servi ce domai n.

I npl enentati ons MJUST reject algorithmidentifiers other than those
explicitly defined by this docunment or locally configured for this
mechani sm

Repl ay Protection

The UAS MUST generate nonces with sufficient entropy and
unpredictability. The UAS MJST reject replayed tuples of client-
pubkey, nonce, nc, and cnonce. |f usernane is present, the UAS MAY
al so include usernane in the replay cache key. The UAS SHOULD expire
nonces after a short interval and SHOULD bi nd nonces to the

chal  enged realm selected al gorithm and server-pubkey.
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The UAC SHOULD generate a fresh client-challenge for each initia
aut henti cated chal l enge request. The UAC MUST NOT accept a server-
response generated for a different client-challenge.

12. Body Integrity

When qop=auth-int is used, the entity-body hash is included in the
aut hentication calculation. For SIP requests carrying SDP, this
protects the SDP body against nodification by an attacker that does
not know t he X25519-derived authentication secret or cannot generate
the required ristretto255 Schnorr proof.

If internediaries are expected to nodify the SDP body, qop=auth-int
can fail unless the nodification happens before the UAC conmputes the
aut hori zati on response or unless the deploynent explicitly permts
such behavi or.

13. Exanpl es
13.1. Initial Request Asking for Authenticated Server Challenge

I NVI TE si p: bob@xanpl e.net SIP/2.0

Via: SIP/2.0/TLS client.exanpl e.org; branch=2z9h&AbK776asdhds

From <sip:alice@xanple.org>;tag=1928301774

To: <sip: bob@xanpl e. net >

Call-1D: aB84b4c76e66710@xanpl e. org

CSeq: 314159 INVITE

Aut hori zation: Digest al gorithmR25519- SCHNORR- SHA256,
client-chall enge="QG/xYpk5Xl Vz9hHWKx3uRg"

Content-Length: O

13.2. Authenticated R25519- SCHNORR- SHA256 Chal | enge

SIP/2.0 401 Unaut hori zed
Via: SIP/2.0/TLS client.exanpl e.org; branch=2z9h&AbK776asdhds
From <sip:alice@xanple.org>;tag=1928301774
To: <sip: bob@xanpl e. net >; t ag=a6c¢c85cf
Call-1D: aB84b4c76e66710@xanpl e. org
CSeq: 314159 INVITE
WAV Aut henti cat e: Di gest real m="si p. exanpl e. net"
al gorit hmeR25519- SCHNORR- SHA256
nonce="NQ7x0vR3VnP0aK9f W6t DHA" ,
gop="aut h, aut h-i nt",
server - pubkey="V8nMiR1l 7Pp4sLdbZSy Gx6Fv5F1LxPvV9gzLg4YhV2l ",
server -response="Jvx3L4ZPTVq43cacYBONePT4nl nA- F8FPqL1mv7ORCO"
Content-Length: O
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13. 3. R25519- SCHNORR- SHA256 Aut hori zati on wi th User nane

I NVI TE si p: bob@xanpl e. net SIP/2.0
Via: SIP/2.0/TLS client.exanpl e.org; branch=z9h&AbK776asdhds
From <sip:alice@xanple.org>;tag=1928301774
To: <sip: bob@xanpl e. net >
Call-1D: aB84b4c76e66710@xanpl e. org
CSeq: 314160 INVITE
Contact: <sip:alice@lient.exanple.org>
Aut hori zation: Digest usernane="alice",
real n="si p. exanpl e. net",
al gori t hmerR25519- SCHNORR- SHA256,
nonce="NQ7x0vR3VnP0aK9f W6t DHA" ,
uri ="sip: bob@xanpl e. net",
gop=aut h-int,
nc=00000001,
cnonce="qlw2e3r 4t 5y6",
cli ent - pubkey="LKz2bq0TLeHgkCJ2nm6vIMENPOIWNZt DZ9pYyHk4l oX0",
response="nJ7Wygm2wHl Ak993xXo6 OXKMXPBNt gl - nFJQ - Rgo8ol "
Cont ent - Type: application/sdp
Cont ent - Lengt h:

13. 4. R25519- SCHNORR- SHA256 Aut hori zation wi thout Usernane

I NVI TE si p: bob@xanpl e.net SIP/ 2.0
Via: SIP/2.0/TLS client.exanpl e. org; branch=29h&AbK776asdhds
From <sip:alice@xanple.org>;tag=1928301774
To: <sip: bob@xanpl e. net >
Call-1D: aB84b4c76e66710@xanpl e. org
CSeq: 314160 INVITE
Contact: <sip:alice@lient.exanple.org>
Aut hori zati on: Di gest
real n="si p. exanpl e. net",
al gorit hmrR25519- SCHNORR- SHA256,
nonce="NQ7x0vR3VnP0aK9f W6t DHA" ,
uri ="sip: bob@xanpl e. net",
gop=aut h-int,
nc=00000001,
cnonce="qlw2e3r 4t 5y6",
cli ent - pubkey="a0t 5YMJBPpgp0zLGgwsVXnx Vi Pl nkj yyzWIDj 5wf nxE" ,
response="bde_KoYDFV3SYJa55WpUdl gLj hgMBvqT5U7qa6YR 0"
Cont ent - Type: application/sdp
Cont ent - Lengt h: .

13.5. X25519- HKDF- SHA256 Chal | enge
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SIP/2.0 401 Unaut hori zed
Via: SIP/2.0/TLS client.exanpl e. org; branch=29h&AbK776asdhds
From <sip:alice@xanple.org>;tag=1928301774
To: <si p: bob@xanpl e. net >; t ag=a6c¢85cf
Call-1D: aB84b4c76e66710@xanpl e. org
CSeq: 314159 INVITE
WAV Aut hent i cat e: Di gest real n="si p. exanpl e. net",
al gori t hmeX25519- HKDF- SHA256,
nonce="NQ7x0vR3VnP0aK9f W5t DHA" ,
gop="aut h, aut h-int",
server - pubkey="V8nM5R1l 7Pp4sLdbZSy Gx6Fv5F1LxPvV9gzLg4YhV2l"
Content-Length: O

13. 6. X25519- HKDF- SHA256 Aut hori zation with Usernane

I NVI TE si p: bob@xanpl e.net SIP/2.0
Via: SIP/2.0/TLS client.exanpl e.org; branch=2z9h&AbK776asdhds
From <sip:alice@xanple.org>;tag=1928301774
To: <sip: bob@xanpl e. net >
Call-1D: aB84b4c76e66710@xanpl e. org
CSeq: 314160 INVITE
Contact: <sip:alice@lient.exanple.org>
Aut hori zation: Digest usernane="alice",
real m="si p. exanpl e. net",
al gori t hmeX25519- HKDF- SHA256,
nonce="NQ7x0vR3VnP0aK9f W5t DHA" ,
uri ="sip: bob@xanpl e. net ",
gop=aut h-int,
nc=00000001,
cnonce="qlw2e3r 4t 5y6",
cli ent - pubkey="LKz2bq0TLeHgkCJ2nmbvIMANPIWIZt DZ9pYyHk4l 0X0",
response="92eab8507440bf 720bf f f df f cdab35c785ddee69d419db58"
Cont ent - Type: application/sdp
Cont ent - Lengt h: .

13.7. X25519- HKDF- SHA256 Aut hori zati on wi t hout User nanme
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I NVI TE si p: bob@xanpl e.net SIP/ 2.0
Via: SIP/2.0/TLS client.exanpl e. org; branch=29h&AbK776asdhds
From <sip:alice@xanple.org>;tag=1928301774
To: <sip: bob@xanpl e. net >
Call-1D: aB84b4c76e66710@xanpl e. org
CSeq: 314160 INVITE
Contact: <sip:alice@lient.exanple.org>
Aut hori zati on: Di gest
real n="si p. exanpl e. net",
al gorit hm=X25519- HKDF- SHA256,
nonce="NQ7x0vR3VnP0aK9f W6t DHA" ,
uri ="sip: bob@xanpl e. net",
gop=aut h-int,
nc=00000001,
cnonce="qlw2e3r 4t 5y6",
cli ent - pubkey="qg6w 4GXRx1poYAWqcp7nnC4FUOMDxnvooat i xXWh1lnmY",
response="d857749505balcc5262d945bf d793d7988f 6a0d675eab113"
Cont ent - Type: application/sdp
Cont ent - Lengt h: .

14. | ANA Consi der ations

Thi s docunent requests registration of the followi ng Digest algorithm
tokens in the applicable Digest algorithmregistry:

*  X25519- HKDF- SHA256
*  X25519- HVAC- SHA256
*  R25519- SCHNORR- SHA256
The foll owi ng D gest authentication paraneters are al so defined by
this document: server-pubkey, client-pubkey, client-challenge, and
server-response.

15. Inplenmentation Notes
| mpl enent ati ons SHOULD use wel | -revi ewed cryptographic libraries for
X25519, HKDF- SHA256, HWMAC- SHA256, SHA-256, and ristretto0255.

I npl enent ati ons SHOULD avoi d accepting algorithm aliases.

I mpl enent ati ons SHOULD dormi n-separate every proof or MAC i nput
exactly as specified.

I mpl enent ati ons SHOULD | og aut hentication failures w thout |ogging

private keys, shared secrets, raw proof scalars, derived keys, or
conpl ete authentication transcripts.
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| mpl enent ati ons SHOULD treat server-pubkey and client-pubkey as
i dentity-bearing material and apply | ocal authorization policy before
accepting a request.

I mpl enent ati ons need to account for generic Digest parsers that
assune usernane is always present. |Inplenmentations of this

speci ficati on MUST support the absence of usernane for the algorithns
defi ned here.

Security Considerations

Thi s mechani sm prevents inpersonation only when both sides have
securely provisioned peer public keys, bind those keys to the
appl i cabl e real mand authorization identity, and enforce the replay
protections required by this docunent. X25519 by itself is not

aut hentication. Authentication is achieved only by deriving a secret
froma trusted peer public key and provi ng possession of the
correspondi ng private key through the D gest response.

For X25519- HKDF- SHA256 and X25519- HVAC- SHA256, the UAC trusts the UAS
X25519 public key and the UAS trusts the UAC X25519 public key. For
R25519- SCHNORR- SHA256, the UAS trusts the UAC ristretto255 public
key, and the UAC trusts the UAS ristretto255 public key before
answering the challenge. The server-response paraneter provides

aut henti cated server chall enges when required by |ocal policy.

The ristretto255 Schnorr al gorithm authenticates the UAC by proving
know edge of the private scalar corresponding to client-pubkey, bound
to the SIP Digest transcript. The server-response paraneter

aut henti cates the server challenge by proving know edge of the
private scal ar corresponding to server-pubkey, bound to a UAC
generated client-chall enge.

Nonce freshness, nonce-count validation, client nonce validation, and
repl ay-cache enforcenent are part of the security of this mechani sm
An inplenentation that accepts replayed D gest responses can

aut henticate a stale request even when the cryptographic proof or MAC
is otherw se valid.

These al gorithns authenticate SIP Digest exchanges and, when
gop=auth-int is used, provide integrity protection for the
authenticated SIP entity body. They do not establish a confidential
transport channel, protect SIP nmetadata, or provide media security.
Depl oyments requiring confidential signaling, SIP netadata
protection, transport-|layer peer authentication, or media security
SHOULD use SIP over TLS and appropriate nedi a-security nechani sns.
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Conpromi se of a provisioned private key enabl es inpersonation for the
identities and real nms authorized for the correspondi ng public key.
Depl oyment s need operational procedures for protecting, rotating, and
revoki ng keys according to |local policy.

Schnorr nonces MUST be generated with high-quality randomess or by a
determini stic nonce generation construction with equival ent security.
Reusi ng a Schnorr nonce with the sanme private scal ar can reveal the
private scal ar.

I npl enent ati ons MJUST use constant-tine conpari son when checki ng MAC
or hash responses and SHOULD use constant-tinme scalar and group
operations where provided by the cryptographic library.
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