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Abst ract

Thi s docunent specifies the Proof of Sovereign Integrity (PSI)
Protocol, version 1.2, a cryptographic franmework enabling

organi zations to prove conpliance with Al regul ations (including
the EU Al Act 2024/1689, NI ST Al RMF, UK Al Safety Institute

gui del i nes, and equi val ent franmeworks) w thout disclosing
proprietary nodel architectures, training data, or inference |ogic.

PSI achi eves this through a conbi nati on of SHA-256 hash-chai ned
audit trails, Ed25519 digital signatures, Merkle inclusion proofs,
Grothl6-conpati bl e zero-know edge conmitnents over BN128 fi el ds,
and a 3-node Multi-Party Conputation (MPC) consensus nechani sm
with 2/3 threshold verification.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current
Internet-Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 18, 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.
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1. Introduction

The proliferation of artificial intelligence systens across critica
sectors has created an urgent need for verifiable conpliance
mechani sms. The EU Al Act mandates technical conformty assessnent
for high-risk Al systems. Existing conpliance approaches suffer
fromIP exposure risk, non-verifiability, and reliance on trust.
The PSI Protocol addresses these linitations through cryptographic
verification primtives that enable mathenatical proof of conpliance
wi t hout disclosing protected intellectual property. PSI vl1.2
i ntroduces Deterministic Mbdde (bl ocking non-conpliant actions
before commt) and the Sovereign Tribunal (human ratification).

2. Term nol ogy
Conmit: An atomic action subnmitted for conpliance verification.

Predi cate: A machi ne-readable regulatory requirenment (e.g. EU Al
Act Article 14).

Conmit Hash: SHA-256(JCS(action || predicate_id || tinmestanp)).

Merkl e Root: The root hash of the binary tree containing | edger
entries.

MPC Node: One of three independent verification nodes.

Proof Bundle: A JSON document containing all cryptographic
artifacts for verification

Sovereign Tribunal: A panel of 5 independent auditors providing
hurmman ratification.

PIL: Protocol Intervention Layer (runtine execution gate).
3. Protocol Overview
The PSI Protocol operates as a 4-stage pipeline:

Stage 1 - COW T: Input action and predicate. Run determnistic
pre-flight check. Conpute conmit_hash and merkl e | eaf.

Stage 2 - CHALLENGE: Evaluate commt agai nst predicate violation
patterns. Conpute challenge_hash and record status.

Stage 3 - PROVE: Cenerate Merkle inclusion proof. Generate G othl6-
compati bl e ZK comi t ment over BN128 fi el ds.

Stage 4 - VERIFY: 3 MPC nodes independently verify the proof. 2/3
consensus required. Sign result with EJ25519

4. Cryptographic Primitives
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Hash Functi on

PSI uses SHA-256. |nput MJST be canonicalized using RFC 8785 (JCS)
bef or e hashi ng.

Di gital Signatures

Ed25519 (RFC 8032) is used for non-repudiation of Merkle roots and
audi tor verdicts.

Merkl e Trees

Binary Merkle trees are constructed fromleaf hashes. Determnistic
ordering and | eaf duplication for odd counts are required.

Zer o- Knowl edge Conmitnents

ZK commi tnents use BN128 finite field arithnetic. Proof el enents
(pi _A, pi_B, pi_C) dempnstrate know edge of action satisfying the
predi cate without revealing the action

Sequence Counter

A nonot oni ¢ sequence counter with gap detection prevents oni ssion
attacks on the | edger.

Verification Pipeline

Conmit: Generate ID, JCS canonical hash, and persist.
Chal | enge: Match against violation patterns; assign status.
Prove: Cenerate Merkl e proof path and ZK comm t nent.
Verify: MPC nodes audit integrity and sign root hash

PR

Determ nistic Pre-Flight
The PIL eval uates actions BEFORE conmit. |f action matches H GH or
UNACCEPTABLE ri sk patterns, the PIL bl ocks execution and prevents
| edger entry.

Merkl e Tree Construction

Trees are conputed by recursively hashing | exicographically sorted
sibling pairs. ProofPath includes sibling hashes and positions.

MPC Consensus Layer
Verification is distributed across Al pha, Beta, and Gamma nodes.
Consensus ensures that no single entity can forge a conpliance
certificate.

Zer o- Knowl edge Conmitnents

BN128 field operations provide the privacy |layer. The system uses
G othl6 elenments to prove predicates wthout data disclosure

Soverei gn Tribuna

Human oversight is provided by 5 auditors. 3/5 threshold is
required for final ratification of automated verdicts.

Predi cate Registry

Cont ai ns machi ne-readabl e rules for EU Al Act, MFID I, DORA, N ST
Al RMF, and AU Privacy Act.

12. Proof Bundl e Format
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St andar di zed JSON i ncludi ng nerkle_root, ed25519 signature, and
zk _proof points.

Legal -t o- Techni cal Mappi ng
Article 12: Immutable | ogging + RFC 8785.
Article 14: Human Oversight PIL + Sovereign Tribunal.
Article 15: MPC consensus + ZK-Integrity.

Security Considerations

Protocol mitigates | og tanpering, false-negatives, and single
points of failure. IP protection is guaranteed by ZK nat hemati cs.

| ANA Consi der ati ons

Requests registration of application/psi-proof+json and the psi://
URI schene.

Obital Integrity Protocol (A P)

Extends PSI to space-based conpute. Defines LAM I evels for
radi ation-tol erant proof generation on satellite hardware.
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