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Abst r act
Thi s docunment proposes two new, optional nmil header fields.
* "HeaderWittenBy" is designed to provide a sinple attestation of
the host that injected a message’s primary author-|evel headers

(such as "From') into the mail system

*  "Sendi ngSoftware" is designed to declare the Mail User Agent (MJA)
that conposed t he nessage.

These are intended to provide additional, sinple-to-parse signals for
mail filtering and analysis, to be used in conjunction with existing
aut henti cati on mechani sms |i ke DKIM

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 14 June 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
In modern email, the author-1level header fields, such as From and

Reply-To, are trivial to forge. This forgery is a cornerstone of

phi shing and spam \hile a nessage’s transport path is docunmented in
Recei ved headers, parsing these headers is notoriously conplex and
error-prone.

Thi s proposal introduces two sinpler, non-cryptographic headers.

* The Sendi ngSoftware header is added by the Mail User Agent (MJA)
to identify itself (e.g., "Qutlook 16.0").

*  The HeaderWittenBy header is added by the Miil Subm ssion Agent
(MSA) that first receives the nessage.

These headers provide clear signals that can be conpared agai nst

ot her headers for discrepancies. Their primary utility is realized
when they are included in a nessage’s cryptographic signature, such
as DKI M [ RFC6376] .
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2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

MJUA (Mail User Agent): A program (e.g., a desktop client or webmnail
interface) used to compose and read enmil .

MBA (Mail Subnission Agent): A server that receives nmail froman MJA
and cooperates with Mail Transfer Agents (MIAs) to deliver the
mail. This is the first point of entry into the nail transport
system

MIA (Mail Transfer Agent): A server that relays nmail between other
servers.

3. Header Field Specifications
3.1. "HeaderWittenBy" Syntax

The HeaderWittenBy header field is added to a nessage’ s header
section as defined in RFC 5322 [ RFC5322].

The syntax, in ABNF [ RFC5234], is as follows:

Header WittenBy = "HeaderWittenBy:" FW5 hostnane FWS
hostname = (ALPHA / DIAT) *( *("-" (ALPHA/ DIAT)) )
FWS (Fol ding White Space) is defined in [ RFC5322].

The host nane val ue SHOULD be the fully qualified domai n nane (FQDN)
of the MSA that adds the header. |If an FQDN is not available, a
literal 1P address (I Pv4 or 1Pv6) MAY be used, enclosed in brackets
(e.g., [192.0.2.1] or [ipv6:2001:db8::1]).

3.2. "HeaderWittenBy" Semantics

The HeaderWittenBy field provides a sinplified trace of the
message’ s origin.

An MJA MUST NOT add this header field. An MSA that receives a
message froman MJA (i.e., its first injection into the mail system
SHOULD add exactly one HeaderWittenBy header field. The value of

t he host name conmponent MJUST be the verified identity of the MSA
itself.
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If an MIA receives a nessage from another host (not an MJA) that

al ready contains a HeaderWittenBy header, this indicates a potential
header forgery attenmpt or a non-conpliant relay. The receiving MA
SHOULD prepend its own HeaderWittenBy header

The presence of nmultiple HeaderWittenBy headers is a strong signa
for spamfiltering. A legitinmate nessage, handl ed by conpliant
servers, should only have one such header.

3.3. "Sendi ngSof t war e" Synt ax
The Sendi ngSoftware header field' s syntax is as foll ows:
Sendi ngSof t war e = " Sendi ngSoftware:" FW5 unstructured FW5

unstructured is defined in [RFC5322] and allows for free-formtext
(e.g., "Qutlook 16.0.1", "Apple Mail (2.345.1)").

3.4. "Sendi ngSoftware" Semantics

The Sendi ngSoftware field indicates the name and version of the MJA
used to conpose the nessage

An MUA SHOULD add exactly one Sendi ngSoftware header field to a
message upon conposition. This header field is anal ogous to the non-
standard User-Agent or X-Miiler headers. This docunent proposes
standardizing it.

4. Operational Considerations
4.1. Exanple 1. Legitimate Mail ("Good Actor")

A compliant MJA (e.g., CQutlook) adds the Sendi ngSoftware header. The
user submits the nessage to their MSA (e.g., sntp.provider.com. The
MBA, receiving the nessage froman MJA and seeing no Header WittenBy
header, adds one.

Fi nal Headers (in part):

Sendi ngSof t ware: Qutl ook (16.0.7716.1000)

Header WittenBy: sntp.provider.com

Received: from|[192.0.2.100] (hel o=desktop-client)
From "Exanple User" user @xanpl e.com

To: "Recipient" recipient@ther.com

Subj ect: Exanpl e Message

A receiving filter sees one HeaderWittenBy header and can conpare
exanpl e. com and snt p. provi der.com for anal ysis.
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4.2. Exanple 2: Forged Mail ("Bad Actor")

A spamer on a conprom sed host (spammer-host.con) crafts a nessage
with forged headers and sends it to an open relay (random enail -
host . conj.

Spammer’ s | njected Headers:

Header WittenBy: mail.chase. com ( FORGED)
Sendi ngSof t ware: M crosoft CQutl ook (FORGED)
From "Chase Bank" security@hase.com

The server random email-host.comreceives this. It is not receiving
froman MJA, and it sees an existing HeaderWittenBy header. Per
Section 3.2, it prepends its own header.

Fi nal Headers at Recipient (in part):

Header WittenBy: random enmil-host.com (Added by rel ay)
Recei ved: from spanmmrer-host.com (HELO nai |l . chase. com
Header WittenBy: mail.chase. com (FORGED by spammer)
Sendi ngSof t ware: M crosoft CQutl ook (FORGED by spanmer)
From "Chase Bank" security@hase.com

Analysis: Areceiving filter sees this and imedi ately knows it is
spam for two reasons:

1. There are nultiple HeaderWittenBy headers.

2. The topnost HeaderWittenBy header (random emmil-host.com does
not match the From domain (chase. con).

5. Security Considerations

This proposal, by itself, does not solve header forgery, but provides
a nmechanismto contain and identify it.

Forgery of Headers: SendingSoftware is trivially forged.
HeaderWittenBy is also trivially forged by the original sender.
However, this proposal is designed to neutralize that forgery. A
conpliant MIA that receives a nessage with a pre-existing (forged)
Header WittenBy header will prepend its own, creating a stack. This
stack is a strong indicator of an untrusted nmessage and exposes the
non- conpliant relay (random email -host.conj.

Rel ati onship to SPF [ RFC7208], DKIM and DVARC [ RFC7489]: These

headers are not a replacenent for nobdern cryptographic authentication
met hods. They provide supplenmentary signals. It is STRONGY
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RECOMMENDED t hat any MSA that adds a Header WittenBy header also
includes this header in the list of headers protected by its DKIM
[ RFC6376] signature. 1In a legitimte nessage (Section 4.1), this
provi des a cryptographically-backed attestation of the injection
host .

6. | ANA Consi derati ons

Thi s docunent requests IANA to register the follow ng header fields
in the "Permanent Message Header Field Registry" [RFC3864]:

Header field nane:
Header Wi ttenBy

Appl i cabl e protocol:
mai |

St at us:
opti onal

Aut hor/ Change controller:
| ETF

Speci fication docunent(s):
[ This docunent]

Header field nane:
Sendi ngSof t war e

Appl i cabl e protocol:
mai |

St at us:
opti onal

Aut hor/ Change controller:
| ETF

Speci fication document (s):
[ Thi s docunent]
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