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Abst r act

Thi s docunent proposes a unified, extensible JSON representation for
DNS resource records for use in the RESTful Provisioning Protoco
(RPP). The aimis to create a single, consistent structure for
provisioning all DNS-related data - including del egati on, DNSSEC, and
other record types - that directly mrrors the DNS data nodel and
bei ng mappabl e to existing EPP nodel of requests and responses sane
time. This approach sinplifies the adoption of both current and
future DNS features by aligning the provisioning format with the
target system thereby streaniining the nmanagenment of domai n nanes
and rel ated objects within RPP.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://github. conf
christian-si men/draft-si nmen-rpp-dns-data. Status information for
this docunment may be found at https://datatracker.ietf.org/doc/draft-
si mmren-r pp- dns-dat a/ .

Di scussion of this docunent takes place on the W5 Wrki ng G oup
mailing list (mailto:rpp@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/rpp/. Subscribe at
https://ww.ietf.org/mailman/listinfolrpp/.

Source for this draft and an issue tracker can be found at
https://github. com christian-si mren/draft-si men-rpp-dns-dat a.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The Extensible Provisioning Protocol (EPP) nanages DNS del egati on
data using distinct object types and extensions. Host Objects

[ RFC5732] are used for nanme servers (NS records) and their associated
addresses (glue Al AAAA records), while DNSSEC data is handled via a
separate security extension [RFC5910]. Nane server information can
be also directly attached to a donmain name as a set of Host
Attributes [ RFC5731]. More recently, control over Tinme-to-Live (TTL)
val ues was added through anot her extension [ RFC9803].

Wil e functional, this segnented approach creates conplexity. The
DNS | andscape itself is evolving, with new transport protocols like
DNS- over - HTTPS [ RFC8484] and DNS- over-QUI C [ RFC9250] driving the need
for nmore sophisticated del egation information, such as the proposed
DELEG record type [I-D.draft-ietf-del eq].

Sone registry operators have devel oped their own proprietary
solutions. These include grouping nane servers into "sets" for
easi er managenent or allowi ng domains to be provisioned with
arbitrary DNS resource records (RR) w thout formal del egation, which
i s expandi ng on Host Attribute nodel with other resource record

types.

The devel opnent of the RESTful Provisioning Protocol (RPP) provides
an opportunity to address this fragnentation. This docunent proposes
a unified data representation for all DNS-related information,
specified in a format that directly mrrors DNS resource records.
Thi s approach is not intended to influence existing registry data
nodel s, but rather to offer a flexible and consistent structure for
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3.

3.

3.

the data in the protocol. By unifying the representation of
del egation data (NS, A/ AAAA gl ue), DNSSEC i nformation, and ot her
record types, this nodel can be applied across various contexts. It

is designed to be equally applicable whether a registry uses separate
host objects, host attributes within a domain, or nore abstract
concepts |ike nanme server sets, thereby sinplifying inplenmentation
and ensuring adaptability for future devel opments in the DNS

Domai n Names in DNS
DNS domai n nanes are hierarchically ordered | abel separated by a dot
".". Each label represent the del egation of a subordi nate nanespace
or a host nanme. DNS resource records [RFCL035] are expressed as a
dat aset cont ai ni ng:
"NAME" " CLASS" "TYPE' "TTL" "RDLENGTH' " RDATA"
A set of resource records describes the behavior of a namespace.
Each resource record shares the sane top |level format.
NAME The owner nane of the DNS entry which MAY be the domain itself
or a subordi nate host nane.
CLASS The RR CLASS
TYPE The RR TYPE of data present in the RDATA field.
TTL Tinme interval a RR nay be cached by nane servers
RDLENGTH The | ength of the RDATA field. RDLENGIH will be safely
i gnored in RPP
RDATA The actual payload data. Structures defer for each type.
JSON representation
1. Rules
1.1. DNS data extending an domai n obj ect

Del egation data, as well as DNSSEC data, is intended to find it’'s way
into the parent side DNS servers. Because of the strong connection
to the provisioned domai n object and DNS servers both aspects should
be visible in the RPP data nodel. Therefore the donmain object is
extended by an array of DNS entries. The properties of an object in
this array MUST be a representation of the top |level format as
described in section 3.2.1 of [RFC1035]. All keys MJST be | owercase.
Whi t espaces MJST be translated to underscores (" _").
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{
"@ype": "Domain",
"nanme": "exanpl e.cont,
"dns": [
{
"nanme": "",
"class": "",
"type": "",
"telt:o"",
"rdata": {}
}
]
}

3.1.2. DNS record structure representation

3.1.2.1. nane
The owner nane of the DNS entry which MAY be the domain itself or a
subordi nat e hostname. A server MJST NOT accept a NAME which is not a
subordinate | abel to the provisioned domai n nane.

A server MJST accept values as "@, "relative nanmes" and fully
qual i fied domai n names (FCDN).

"@ MJIST be interpreted as the provisioned domai n nane.

"rel ati ve names" MJST be appended by the server with the provisioned
domai n nane.

"FQDN' identified by a trailing dot (".") MJST NOT be interpreted by
the server. A server MJST check if the provided name is a
subordinate to the provisioned domain, or the domain itself.

Exanpl e:
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"@ype": "Domain",

"nanme": "exanpl e.cont,
"dns": [
{
"name": "@,
"type": "a",
"rdata": {
"address": "192.0.2.1"
}
b,
{
"nane": "www',
"type": "a",
"rdata": {
"address": "192.0.2.2"
}
}s
{
"name": "web. exanpl e.com",
"type": "a",
"rdata": {
"address": "192.0.2.3"
}
}

]
}

The above exanple inplies three resulting records:
* An "A" RR for "exanple.com' ("@) set to 192.0.2.1.
*  An "A" RR for "www. exanple.cont ("www' relative) set to 192.0.2. 2.
* An "A'" RR for "web.exanple.com (FQDN) set to 192.0. 2. 3.

3.1.2.2. class
A client SHOULD omt the class. The server MJST assune "IN' as class
of a transferred dataset and MAY decline other values. |If present

the val ue MUST be chosen fromsection 3.2.4. (CLASS val ues) of
[ RFC1035] .
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3.1.2.3. type

The TYPE of data present in the RDATA. This also inplies the
expected fields in RDATA. |If present the value MJUST chosen from
section 3.2.2. (TYPE val ues) of [RFC1035] or other RFC describing
the RR type. Values MJUST be converted to | ower case.

3.1.2.4. ttl

TTL is considered a operational control (see section 3.1.3 and
section 4.3.1 of this docunent). A server MJST set a default val ue
as TTL and MAY ignore other values send by a client.

3.1.2.5. rdlength

RDLENGTH specifies the length of the RDATA field and will be ignored
in RPP. A client MJUST NOT include this field. A server MJST ignore
this field if present.

3.1.2.6. rdata

The RDATA structure depends on the TYPE and MJUST be expressed as a
JSON object. Property nanes MJST follow the definition of the RDATA
descri bed by the corresponding RFC. Property nanes MJST be
translated to | owercase. Whitespaces MJST be translated to
underscores ("_").

Exanpl e:

* Section 3.3.11 (NS RDATA format) of [RFCL035] describes the RDATA
of a NS RR having a field named " NSDNAMVE"

* Section 3.3.9 (MK RDATA format) of [RFCL035] describes the RDATA
of a MX RR having the field naned "PREFERENCE", " EXCHANGE".

The resulting structure is therefore:
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{
"@ype": "Domain",
"nanme": "exanpl e.cont,
"dns": [
{

"name": "@,

"type": "ns",

"rdata": {

"nsdnane": "nsl.exanple.net."

}

¥
{

"name": "@,

"type": "nx"

"rdata": {
"preference": "10",
"exchange": "nx1l.exanple.net"

}

}
]
}
3.1.3. Qperational controls

In addition to the regular data a server
speci fic operational behavior. A client
a nunber of

{

"@ype":

"nane":

"dns": [

{
"nane": "<name>",
"type": "<type>",
"rdata": {
"rdata_key":

}

}

ns_control s": {
"<naned_control >":

"Domai n",
"exanpl e. cont',

"<rdata_val ue>"

]

}
}

Si mren & Kowal i k
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MAY allow clients to contro
MAY add an JSON object with

"dns_control s" to the domain object.

"<nanmed_control _val ue>"
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3.1.4. Future DNS record types

Wth respect to an evol ving DNS | andscape new record types -

i ncludi ng del egation - may energe. Usually these record type will be
defined and standardi zed for the DNS in first. Adopting future
record types MJST be done using the rules described in section
3.1.2.6 of this docunent.

4. Use cases
4.1. Dormain del egati on (Host Attribute)

To enabl e domai n del egation a server MJST support the "NS', "A" and
"AAAA" record types ([RFCL035], [RFC3596]).

In this del egation nodel the del egation information and correspondi ng
DNS configuration is attached directly to a domain object. This is
corresponding to Host Attribute del egation nodel of [RFC5731].

A mnimal del egati on can be expressed by adding an array of nane
servers to the DNS data of a domain:

"@ype": "Domain",

"name": "exanpl e.coni,
"dns": [
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "nsl.exanple.net."
}
H
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "ns2.exanple.net."
}
}
]
}
If GLUE records are needed the client may add records of type "A" or
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"@ype": "Domain",

"nanme": "exanpl e.cont,
"dns": [
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "nsl.exanple.net."
}
H
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "ns.exanpl e. conf
}
H
{
"name": "ns.exanmple.com",
"type": "a",
"rdata": {
"address": "192.0.2.1"
}
b
{
"name": "ns.exanmple.com"”,
"type": "aaaa",
"rdata": {
"address": "2001:DBS8:: 1"
}
}

]
}

4.2. Host Object

[ RFC5731] specifies how domai n del egati on can be expressed as a
relation to a separate provisioning object (Host Object), which
carries the DNS configuration (name and glue records), with details
specified in [ RFC5732] .

To enabl e specification of Host Objexts, simlar to direct donmain
del egation, a server MJST support the "NS', "A" and "AAAA" record
types ([RFC1035], [RFC3596]).

DNS configuration of Host Ohject is specified by NS, A and AAAA
configuration within "dns" data structure:

Si nmen & Kowal i k Expi res 8 January 2026 [ Page 10]
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server

"DNSKEY" or both record types.
"dns" array of the domain.
MJST cal cul ate the DS record.
MAY use the DNSKEY to validate the DS record.

"@ype": "Host",
"name": "ns.exanpl e.cont,
"dns": [
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "ns.exanpl e. cont
}
b,
{
"name": "ns.exanple.com",
"type": "a",
"rdata": {
"address": "192.0.2.1"
}
}s
{
"name": "ns.exanmple.com",
"type": "aaaa",
"rdata": {
"address": "2001:DBS8:: 1"
}
}
]
}
DNSSEC

RPP DNS data representation

Expi res 8 January 2026

July 2025

To enabl e DNSSEC provi si oning a server SHOULD support either "DS" or
The records MUST be added to the

If provided with only "DNSKEY" a server
If both record types are provided a
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"@ype":

"nane":
"dns":

{

"name" :

" t ypell :
"rdat a":

RPP DNS data representation

" Domai n",
"exanpl e. cont',

@,

" nsn ,

{

"nsdnane": "nsl.exanple.net."

}

"nane":

"type":
"rdat a":

@,

"ns",

{

"nsdnane": "ns2.exanple.net."

}

"nane":

"type":
"rdata":

'@,
"ds",

{

"key tag": 12345,
"al gorithni: 13,
"di gest _type": 2,

"di gest":

Si mren & Kowal i k

Expi res 8 January 2026

July 2025

"BE74359954660069D5C632B56F120EE9F3A86764247C"
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4. 4.

"@ype": "Domain",

"name": "exanple.com",
"dns": [
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "nsl.exanple.net."
}
H
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "ns2.exanple.net."
}
H
{
"name": "@),
"type": "dnskey"
"rdata": {
"flags": 257,
"protocol": 3,

"algorithm': 5
"public_key": "AwEAAddt 2AKL4RI9A06LCWheg8"

]
}

Qperational controls
1. TTL

The TTL control s the cachi ng behavior of DNS resource records (see
Section 5 of [RFC9499]). Typically a default TTL is defined by the
registry operator. In sone use cases it is desirable for a client to
change the TTL val ue.

A client MAY assign "ttl" to the dns_controls of an RR set which is
intended to be present in the parent sides DNS. A server MAY ignhore
these values e.g. for policy reasons.

Exanpl e:
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4. 4.

"@ype": "Domain",

"nanme": "exanpl e.cont,

"dns": [

{
"name": "@,
Iltypell: " all,
"rdata": {
s":

"address": "192.0.2.1"
}

o

"name": "@,
"type": "aaaa",
"rdata": {
"address": "2001:DB8:: 1"
}

}

ns_control s": {
B O O
"a": 86400,
"aaaa": 3600

]

2. Maximum signature lifetine

Maxi mum signature |ifetime (maxi mumsignature lifetine) describes the
maxi mum nunber of seconds after signature generation a parents
signature on signed DNS information should expire. The

maxi mum signature_lifetime value applies to the RRSIG resource record
over the signed DNS RR.  See Section 3 of [RFC4034] for information
on the RRSIG resource record.

A client MAY assign "maxi mumsignature_lifetinme" to the dns_controls
of an RR set which is intended to be signed on the parent side. A
server MAY ignore these values, e.g. for policy reasons.

Exanpl e:
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"@ype": "Domain",

"nanme": "exanpl e.cont,
"dns": [

{
"name": "@,
"type": "ns",
"rdata": {

"nsdnane": "nsl.exanple.net."

}

¥

{
"name": "@,
"type": "ns",
"rdata": {

"nsdnane": "ns2.exanple.net."

}

b

{
"name": "@),
"type": "ds",
"rdata": {

"key tag": 12345,
"al gorithni: 13,
"di gest _type": 2,
"digest": "BE74359954660069D5C632B56F120EE9F3A86764247C"
}
}

ns_control s": {

"maxi mum signature_lifetine": {
"ds": 86400

}

]

}
}

4.5. Authoritative DNS data

A server MAY support additional RR types, e.g. to support del egation-
| ess provisioning. By doing this the registry operators nane servers
becones authoritative for the registered domain. A server MJST

consi der resource records designed for del egation - including DNSSEC
- and resource records representing authoritative data - except for
GLUE RR - nutual exclusive.
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"@ype": "Domain",

"nanme": "exanpl e.cont,
"dns": [
{
"name": "@,
"type": "a",
"rdata": {
"address": "192.0.2.1"
}
b,
{
"name": "wwmv. exanpl e.com",
"type": "a",
"rdata": {
"address": "192.0.2.1"
}
}s
{
"name": "@,
"type": "aaaa",
"rdata": {
"address": "2001:DB8:: 1"
}
}s
{
"name": "ww. exanpl e.com",
"type": "a",
"rdata": {
"address": "2001:DB8:: 1"
}
b,
{
"name": "@,
"type": "nx",
"rdata": {
"preference": "10",
"exchange": "nx1l.exanpl e.cont
}
b,
{
"name": "nx1.exanple.com",
"type": "a",
"rdata": {
"address": "192.0.2.2"
}
}s
{
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5.

8.

"name": "@,
"type": "nx"
"rdata": {
"preference": "20",
"exchange": "nx2.exanpl e. net"
}
b,
{
"name": "@,
"type": "txt",
"rdata": {
"txt_data": "v=spfl -all"”
}
}

]
}

Di scoverability
The server MJST provide the following information per profile in the
di scovery docunent in section 10 of
[I-D.draft-ietf-rpp-requirenents]:
* Alist of supported resource record types
* Alist of applicable dns_controls
* M nimum maxi mum and default values for dns_controls
TODO. Needs rewite after definition of the discovery docunent

EPP compatibility considerations
TODO

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all

capitals, as shown here

Security Considerations
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8.

8.

10.

10.

10.

1. Authoritative data

Allowing to store authoritative resource records (see section 4.4 of
this docunment) in the registry provides faster resolution. However,
if not done properly situations may occur where the data served
authoritative should have been del egated. RPP servers MJST take
precautions to not store authoritative and non-authoritative data at
the sane tine.

The types and nunber of authoritative records can result in
uncontrolled growmh of the registries zone file and eventually
exhaust the hardware resources of the registries nane server. RPP
servers SHOULD consider limting the anount of authoritative records
and carefully choose which record types are all owed.

2. Host references within the rdata field

Sone RR types (NS, MX and ot hers) use references to host nanes which
can be categorized into three categories:

Domain internal references are references to a subordi nate host name

of the domain. E.g. "ns.exanple.conf is an dommin internal reference
when used as a nanme server for "exanple.coni.

Registry internal references are references to a host name within the
same registry. E.g. "ns.exanmple.coni is an domain internal reference
when used as a name server for "exanpl e2.conf.

Regi stry external references are references to a host nane outside of
the registry. E.g. "ns.exanple.net" is an domain internal reference

when used as a nane server for "exanple.coni.

Del etion of a host nane while still being referenced may lead to
severe security risks for the referencing donain.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.

Appendi x A,  Exanples fromcurrent inplenentations
1. EPP
1.1. Create domain using host attributes exanple

EPP XM.:
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<?xm version="1. 0" encodi ng="UTF-8"?>
<epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<comand>
<creat e>
<donumi n: create
xm ns: domai n="urn:ietf:params: xm : ns: domai n-1. 0" >
<dormmi n: nane>exanpl e. conk/ donai n: name>
<domai n: peri od unit="y">1</donmi n: peri od>
<domai n: ns>
<domai n: host Attr>
<donmi n: host Nanme>ns1. exanpl e. conk/ donai n: host Nane>
<domai n: host Addr i p="v4">192. 0. 2. 1</ dorai n: host Addr >
<dormmi n: host Addr i p="v6">2001: db8: : 1</ dormi n: host Addr >
</ domai n: host Attr>
<domai n: host Attr>
<donmi n: host Nanme>ns2. exanpl e. conk/ domai n: host Nane>
<donmi n: host Addr i p="v4">192. 0. 2. 2</ donai n: host Addr >
</ domai n: host Attr>
</ domai n: ns>
<dormai n: regi strant >regi strant| D</ domai n: regi strant >
<domai n: cont act type="admi n">adni nl D</ domrai n: cont act >
<donmi n: contact type="tech">t echl D</ domai n: cont act >
</ domai n: cr eat e>
</create>
<ext ensi on>
<secDNS: create
xm ns: secDNS="urn:ietf: parans: xm : ns: secDNS-1. 1" >
<secDNS: maxSi gLi f e>604800</ secDNS: maxSi gLi f e>
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>13</ secDNS: al g>
<secDNS: di gest Type>2</ secDNS: di gest Type>
<secDNS: di gest >
BE74359954660069D5C632B56F120EE9F3A86764247
</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: cr eat e>
<ttl:create xmns:ttl="urn:ietf:parans: xm:ns:epp:ttl-1.0">
<ttl:ttl for="NS">3600</ttl:ttl>
</ttl:create>
</ ext ensi on>
<cl TRI D>cl TRI D- 1234</ cl TRI D>
</ comrand>
</ epp>

RPP JSON representation:

Si nmen & Kowal i k Expi res 8 January 2026 [ Page 19]



Internet-Draft

RPP DNS data representation

{
"@ype": "Domain",
"nanme": "exanpl e.cont,
"dns": [
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "nsl.exanple.cont
}
}s
{
"name": "nsl.exanple.cont,
"type": "a",
"rdata": {
"address": "192.0.2.1"
}
}s
{
"name": "nsl.exanple.cont,
"type": "aaaa",
"rdata": {
"address": "2001:db8::1"
}
b,
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "ns2.exanple.cont
}
b,
{
"nanme": "ns2.exanpl e.cont,
"type": "a",
"rdata": {
"address": "192.0.2.2"
}
b,
{
"name": "@,
"type": "ds",
"rdata": {

"key_tag": 12345,
"al gorithni: 13,

"di gest _type":

21

July 2025

"digest": "BE74359954660069D5C632B56F120EE9F3A86764247"

Si mren & Kowal i k
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}
}

,ns_controls": {

"maxi mum si gnature_lifetime": {
"ds": 604800

}

"t {
"ns": 3600
}

}

]

}

10.1.2. Create donmin using host object exanple

EPP XML
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<?xm version="1. 0" encodi ng="UTF-8"?>
<epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<comand>
<creat e>
<donumi n: create
xm ns: domai n="urn:ietf:params: xm : ns: domai n-1. 0" >
<dormmi n: nane>exanpl e. conk/ donai n: name>
<domai n: peri od unit="y">1</donmi n: peri od>
<domai n: ns>
<donmi n: host Obj >ns1. exanpl e. net </ domai n: host Chj >
<donmi n: host Obj >ns2. exanpl e. net </ dormi n: host Chj >
</ domai n: ns>
<dormmi n: regi strant >regi strant| D</ domai n: regi strant >
<domai n: cont act type="adm n">adm nl D</ domai n: cont act >
<domai n: cont act type="tech">t echl D</ domai n: cont act >
</ domai n: cr eat e>
</create>
<ext ensi on>
<secDNS: create
xm ns: secDNS="urn:ietf: parans: xm : ns: secDNS-1. 1" >
<secDNS: maxSi gLi f e>604800</ secDNS: maxSi gLi f e>
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>13</ secDNS: al g>
<secDNS: di gest Type>2</ secDNS: di gest Type>
<secDNS: di gest >
BE74359954660069D5C632B56F120EE9F3A86764247C
</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: cr eat e>
<ttl:create xmns:ttl="urn:ietf:paranms:xm :ns:epp:ttl-1.0">
<ttl:ttl for="NS">3600</ttl:ttl>
</ttl:create>
</ ext ensi on>
<cl TRI D>cl TRI D- 1234</ ¢l TRI D>
</ comrand>
</ epp>

RPP JSON representation:
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"@ype": "Domain",
"nanme": "exanpl e.cont,

" object _references": {
"nanmeserver": |
{
"name": "nsl.exanple.net.",
"href": "https://rpp. exanpl e/ nameserver s/ nsl. exanpl e. net",
“rel": "nameserver"

"name": "ns2.exanple.net.",

"href": "https://rpp. exanpl e/ nameserver s/ ns2. exanpl e. net",
"rel": "naneserver"

"name": "@,
"type": "ds",
"rdata": {
"key tag": 12345,
"al gorithni: 13,
"di gest _type": 2,
"digest": "BE74359954660069D5C632B56F120EE9F3A86764247C"
}
}

ns_control s": {

"maxi mum si gnature_lifetime": {
"ds": 604800

}

"ttt {
"ns": 3600
}

}

]

}

10.1.3. Create host object exanple

EPP XM

Si nmen & Kowal i k Expi res 8 January 2026 [ Page 23]



I nternet-Draft RPP DNS data representation July 2025

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<conmand>
<create>
<host:create
xm ns: host="urn:ietf:paranms: xm :ns: host-1.0">
<host : name>ns1. exanpl e. conx/ host : name>
<host:addr ip="v4">192.0. 2. 2</ host: addr >
<host:addr ip="v4">192.0. 2. 29</ host: addr >
<host: addr ip="v6">1080: 0: 0: 0: 8: 800: 200C: 417A</ host : addr >
</ host: create>
</create>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
</ epp>

RPP JSON representation:

{
"@ype": "Host",
"nanme": "nsl.exanple.cont,
"dns": [
{
"name": "@,
"type": "a",
"rdata": {
"address": "192.0.2.2"
}
b,
{
"name": "@,
"type": "a",
"rdata": {
"address": "192.0.2.29"
}
b,
{
"name": "@,
"type": "aaaa",
"rdata": {
"address": "1080:0:0:0:8:800:200C:. 417A"
}
}
]
}

Si nmen & Kowal i k Expi res 8 January 2026 [ Page 24]



I nternet-Draft RPP DNS data representation July 2025

10.2. Free Registry for ENUM and Domai ns (FRED)

FRED i s an open source registry software devel oped by CZ. NI C
10.2.1. Create donain exanple

EPP XM

<?xm version="1.0" encodi ng="utf-8" standal one="no"?>
<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0">
<command>
<creat e>
<dormmi n: creat e
xm ns: domai n="http://ww. ni c. cz/ xm / epp/ domai n- 1. 4" >
<domai n: nane>exanpl e. cz</ domai n: name>
<donmi n: regi strant >regi strant| D</ domai n: regi strant >
<domai n: adm n>adni nl D</ domai n: adni n>
<donmi n: nsset >nsset | D</ donai n: nsset >
<dommai n: keyset >keyset | D</ dorai n: keyset >
</ domai n: creat e>
</ create>
<cl TRI D>cl TRI D- 1234</ ¢l TRI D>
</ command>
</ epp>

10.2.2. Create nsset exanple

EPP XML
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<?xm version="1.0" encodi ng="utf-8" standal one="no"?>
<epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<command>
<creat e>
<nsset:create
xm ns: nsset="http://ww. nic.cz/xm/epp/nsset-1.2">
<nsset:id>nsset| D</ nsset:id>
<nsset: ns>
<nsset: nanme>nsl. exanpl e. cz</ nsset : nane>
<nsset:addr>192. 0. 2. 1</ nsset : addr >
<nsset:addr>192. 0. 2. 2</ nsset : addr >
</ nsset: ns>
<nsset: ns>
<nsset : nane>naneser ver - exanpl e. cz</ nsset : nane>
</ nsset: ns>
<nsset:tech>techl D</ nsset:tech>
<nsset:reportl evel >1</ nsset:reportl evel >
</ nsset: creat e>
</create>
<cl TRI D>cl TRI D- 1234</ cl TRI D>
</ comand>
</ epp>

10.2.3. Create keyset exanple

EPP XM
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<?xm version="1.0" encodi ng="utf-8" standal one="no"?>
<epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<comand>
<creat e>
<keyset:create
xm ns: keyset="http://ww. ni c.cz/ xm / epp/ keyset-1.3">
<keyset:i d>keyset | D</ keyset:i d>
<keyset : dnskey>
<keyset: fl ags>257</ keyset: fl ags>
<keyset : prot ocol >3</ keyset : prot ocol >
<keyset : al g>5</ keyset : al g>
<keyset : pubKey>AWEAAddt 2AKL4RI9A06LCWheg8</ keyset : pubKey>
</ keyset : dnskey>
<keyset : dnskey>
<keyset: fl ags>257</ keyset: fl ags>
<keyset : prot ocol >3</ keyset : prot ocol >
<keyset : al g>5</ keyset : al g>
<keyset : pubKey>AWEAAddt 2AKL4RI9A06LCWheg9</ keyset : pubKey>
</ keyset : dnskey>
<keyset:tech>t echl D</ keyset:tech>
</ keyset: create>
</create>
<cl TRI D>cl TRI D- 1234</ ¢l TRI D>
</ comrand>
</ epp>

RPP JSON representation:

TODO

{}
10.3. Realtine Registry Interface (RRl)

RRI is a proprietary protocol devel oped by DEN C
10.3.1. Create donain with name servers exanple

RRI XM
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<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<regi stry-request
xm ns="http://registry.denic. de/ gl obal /5. 0"
xm ns: domai n="http://registry. deni c. de/ domai n/ 5. 0"
xm ns: dnsentry="http://registry. denic.de/dnsentry/5.0">
<donui n: cr eat e>
<dormai n: handl e>exanpl e. de</ domai n: handl e>
<domai n: cont act rol e="hol der">regi strant| D</donai n: cont act >
<dnsentry:dnsentry xsi:type="dnsentry: NS">
<dnsentry: owner >exanpl e. de</ dnsent ry: owner >
<dnsentry:rdata>
<dnsentry: naneserver>nsl. exanpl e. conx/ dnsentry: naneserver >
</ dnsentry: rdat a>
</ dnsentry: dnsentry>
<dnsentry:dnsentry xsi:type="dnsentry: NS">
<dnsentry: owner >exanpl e. de</ dnsent ry: owner >
<dnsentry:rdata>
<dnsentry: naneserver>nsl. exanpl e. de</ dnsentry: naneserver >
<dnsentry: address>192. 0. 2. 1</ dnsentry: addr ess>
</ dnsentry: rdata>
</ dnsentry: dnsentry>
<dnsentry:dnsentry xsi:type="dnsentry: DNSKEY" >
<dnsentry: owner >exanpl e. de. </ dnsent ry: owner >
<dnsentry:rdata>
<dnsentry: fl ags>257</dnsentry: fl ags>
<dnsentry: prot ocol >3</ dnsentry: prot ocol >
<dnsentry: al gorithnme5</dnsentry: al gorithme
<dnsentry: publ i cKey>
AWEAAddt 2AkL4RI9A06LCWheg8
</ dnsentry: publ i cKey>
</ dnsentry: rdata>
</ dnsentry: dnsentry>
</ domai n: cr eat e>
<ctid>cl TRI D- 1234</ cti d>
</registry-request>

RPP JSON representation:
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{
"@ype": "Domain",
"name": "exanpl e. de",
"dns": [
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "nsl.exanple.cont
}
}s
{
"name": "@,
"type": "ns",
"rdata": {
"nsdnane": "nsl.exanple.de"
}
}s
{
"name": "nsl.exanple.de",
"type": "a",
"rdata": {
"address": "192.0.2.1"
}
b,
{
"name": "@,
"type": "dnskey"
"rdata": {
"flags": 257,
"protocol": 3,
"al gorithni: 5,
"public_key": "AwEAAddt 2AkL4RI9A06LCWheg8"
}
}
]
}

10.3.2. Create domain without del egation exanple

RRI XM

Si nmen & Kowal i k Expi res 8 January 2026

July 2025

[ Page 29]



I nternet-Draft RPP DNS data representation July 2025

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<regi stry-request
xm ns="http://registry.denic. de/ gl obal /5. 0"
xm ns: domai n="http://registry. deni c. de/ domai n/ 5. 0"
xm ns: dnsentry="http://registry. denic.de/dnsentry/5.0">
<donmi n: updat e>
<dormai n: handl e>exanpl e. de</ domai n: handl e>
<domai n: cont act rol e="hol der">regi strant| D</donai n: cont act >
<dnsentry:dnsentry xsi:type="dnsentry: A">
<dnsentry: owner >exanpl e. de</ dnsent ry: owner >
<dnsentry:rdata>
<dnsentry: address>192. 0. 2. 1</ dnsentry: addr ess>
</ dnsentry: rdat a>
</ dnsentry: dnsentry>
</ domai n: updat e>
<ctid>cl TRI D- 1234</ cti d>
</registry-request>

RPP JSON representation:

"@ype": "Domain",

"nanme": "exanpl e. de",
"dns": [
{
"name": "@,
"type": "a",
"rdata": {
"address": "192.0.2.1"
}
}
]
}
10. 4. RDAP

10.4.1. Domain object

Regi stration Data Access Protocol (RDAP) is described in [ RFC9083].
An extention proposing Tinme-to-Live (TTL) values is described in
[1-D.draft-brown-rdap-ttl-extension] and is close to adoption in the
regext working group

RDAP JSON
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"obj ect Ol assNane"

RPP DNS data representation

"domai n",

"l dhNane": "exampl e. cont,

"nanmeservers": |

July 2025

{
"obj ect Cl assNane": "naneserver",
"l dhNane": "nsl. exanpl e. cont,
"i pAddresses": {
"v4": ["192.0.2.1"],
"v6": ["2001: db8::1"]
}
H
{
"obj ect Cl assNane": "naneserver",
"l dhNane": "ns2. exanpl e. cont,
"i pAddresses": {
"v4": ["192.0.2.2"]
}
}
1,
"secureDNS": {
"del egati onSi gned": true,
"maxSi gLi fe": 604800,
"dsbData": [
{
"keyTag": 12345,
"al gorithni: 13,
"di gest Type": 2,
"digest": "BE74359954660069D5C632B56F120EE9F3A86764247C"
}
]
}
"ttt [
{
"types": [ "NS" ],
"val ue": 3600
}
1,
"events": |
{
"event Action": "registration",
"event Date": "2025-01-01TO00: 00: 00Z"
b
{ _ —
"event Action": "expiration",
"event Date": "2035-01-01T00: 00: 00Z"
}
1,

Si mren & Kowal i k
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"status": ["active"]

}
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