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Abstract

The Path Conputation El enent Communi cation Protocol (PCEP) provides
mechani snms for Path Conputation Elenents (PCEs) to instantiate and
manage Label Switched Paths (LSPs) on a Path Conputation Cient
(PCC). This includes the ability for a PCE to specify a Binding
Segnment ldentifier (SID) for an LSP.

A binding value specified by a PCE may not be avail able for use on
the PCC. This can lead to LSP instantiation failures or entire PCEP
message being rejected.

Thi s docunent proposes extensions to PCEP to allow a PCC to fall back
to allocating a Binding SID fromits own dynanic range if the val ue
specified by the PCE is unavailable. It also defines a nechanismfor
the PCC to report both the requested and the allocated binding val ues
back to the PCE.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 12 Cctober 2026.
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1. Introduction

Thi s docunent proposes extensions to the Path Conputation El enent
Conmruni cati on Protocol (PCEP) to enhance the managenent of Binding
Segnment ldentifiers (SIDs) for Label Swi tched Paths (LSPs).
Specifically, it defines nechanisns for a Path Conputation Cient
(PCC) to handle situations where a Binding SID (BSID) requested by a
Pat h Conputation Element (PCE) is unavail able, allowi ng for fallback
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al l ocati on and subsequent reporting of the allocated val ues back to
the PCE. The ability for a PCE to specify a Binding SID for an LSP
is defined in [RFC9604]. These extensions aimto inprove the
robustness and flexibility of LSP instantiation and nanagenent in
PCEP-control | ed networks.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Term nol ogy

Thi s docunent uses the following terns defined in [ RFC5440]: PCC,
PCE, PCEP Peer, and PCEP speaker.

The base PCEP specification [ RFC4655] originally defined the use of
the PCE architecture for Miltiprotocol Label Swtching (MPLS) and
General i zed MPLS (GWLS) networks with Label Switched Paths (LSPs)
instanti ated using the Resource Reservation Protocol - Traffic

Engi neering (RSVP-TE) signaling protocol. Over time, support for
additional path setup types, such as SRv6, has been introduced

[ RFC9603]. The term"LSP" is used extensively in PCEP specifications
and, in the context of this docunent, refers to a Candi date Path
within an SR Policy, which may be an Segnment Routing over |Pv6 (SRv6)
path (still represented using the LSP Object as specified in

[ RFC8231] .

It also uses the term Binding Segrment ldentifier (BSID), as defined
in [RFCO604], which refers to a local |abel or SID that represents an
SR Policy or an SR-TE LSP.

3. Motivation

The PCEP provi des nmechani snms for PCEs to instantiate and manage LSPs
on a PCC. A Stateful PCE [RFC8231] can instantiate LSPs on a PCC.

When instantiating a Segnent Routing Traffic Engineering (SR-TE) LSP
[ RFC8664], the PCE may request a specific BSID to be associated with
the LSP using the TE- PATH BI NDI NG Type-Lengt h-Val ue (TLV) [ RFC9604].

A significant operational challenge arises when the BSID requested by
the PCE is already in use, falls outside the valid range, or is

ot herwi se unavail able on the PCC. In the current PCEP specification,
such a conflict or unavailability typically results in an LSP
instantiation failure. This "hard failure" approach can be
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4.

4.

1.

2

di sruptive, requiring nmanual steps from an operator or conplex retry
|l ogic at the PCE, and can have negative inpact on automated

provi sioning capabilities that PCEP ains to provide. It can also

|l ead to entire PCEP nessages being rejected, forcing the PCE to re-
evaluate and re-initiate the entire LSP setup process.

To inprove network resilience and operational efficiency, it is
desirable to have nore flexible nechanisns for handling BSID

unavail ability scenarios. Instead of failure, a PCC should ideally
be able to gracefully handle such situations, for instance, by
allocating a Binding SID fromits |ocal dynam c range. Furthernore,
the PCE needs to be aware of the actual BSID allocated by the PCC to
mai ntain an accurate view of the network state. This docunent
defines extensions to PCEP to address these operational needs.

PCEP Ext ensi ons
STATEFUL- PCE- CAPABI LI TY TLV

A new flag is proposed for the STATEFUL- PCE- CAPABI LI TY TLV,
originally defined in Section 5.4 of [RFC8231].

* E (BSI D FALLBACK- CAPABI LITY): If set, indicates that the PCEP peer
supports LSP creation and fall back to dynam ¢ bindi ng val ue
allocation if the specific binding value is unavailable, as
detailed in Section 5.

TE- PATH- Bl NDI NG TLV

New fl ags are proposed in the TE-PATH BI NDI NG TLV, whi ch was
originally defined in Section 4 of [RFC9604].

* A (Allocated): If set, indicates that the binding val ue encoded in
the TLV represents an all ocated bindi ng val ue.

* D (Down on BSID Unavailability): If set, indicates that LSP can be
created even if specified binding value is unavail able, but LSP
will be in down state.

* F (Fallback): If set, indicates that binding value allocation from
the dynam c range will be perforned if the specified binding val ue
i s unavai l abl e.

Qperation

The PCEP protocol extensions defined in this document MJST NOT be
used if one or both PCEP speakers have not indicated support for the
extensions by setting the E flag (BSI D FALLBACK- CAPABI LI TY) in the
STATEFUL- PCE- CAPABI LI TY TLV in their respective OPEN nessages.
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When a PCE wants to instantiate or update an LSP and suggest a

bi nding value, it includes the TE-PATH BI NDING TLV in the Path
Conputation LSP Initiate Request (PClnitiate) or Path Conputation LSP
Updat e Request (PCUpd) nessage [ RFC8231]. The PCE can set the F flag
or the Dflag in this TLV to control the PCC s behavior in case the
requested binding value is unavailable. The F and D flags are

mutual |y exclusive. |f a PCEP speaker receives a TE-PATH Bl NDI NG TLV
where both the F flag and the D flag are set, the PCEP speaker MUST
send a PCErr message with Error-Type 10 (Reception of an invalid
object) and Error-Value TBD5 (Mutually exclusive F and D flags are
both set). The LSP instantiation or update request associated with
this mal fornmed TLV MJST be rej ected.

When both F=0 and D=0, the current behavior as specified in [ RFC9604]
applies: the LSP instantiation fails if the requested binding val ue
i s unavail abl e.

If a PCEP speaker receives a TE-PATH BI NDI NG TLV with the A flag set
ina PClnitiate or PCUpd nessage, the PCEP speaker MJUST send a PCErr
message with Error-Type 10 (Reception of an invalid object) and
Error-Value TBD7 (A flag incorrectly set by PCE). The LSP
instantiation or update request associated with this malforned TLV
MUST be rej ect ed.

If the PCC receives a TE-PATH BINDING TLV with the F flag set and the
requested binding value is unavail able, the PCC MIST attenpt to

all ocate a new binding value fromits dynamc pool. [If successful,
the LSP is brought up with the new bi nding val ue.

If the PCC receives a TE-PATH BINDING TLV with the D flag set and the
requested binding value is unavail able, the PCC MIST instantiate the
LSP but keep it in a down state.

If the PCC attenpts to allocate a binding value fromits dynam c pool
(when the F flag is set) but the allocation fails due to pool
exhaustion or other reasons, the PCC MJST report the LSP in a down
state with appropriate error indication in the PCRpt nessage.

In its Path Conmputation LSP State Report (PCRpt) nessage [ RFC8231],
the PCC reports the status of the binding value allocation. If the
originally requested binding value and the allocated bindi ng val ue
differ, two instances of the TE- PATH BINDI NG TLV MJST be included in
the PCRpt message:

* A TLV instance with the originally requested binding value with
the A flag cleared.

* A TLV instance with the actually allocated binding value with the
A flag set.
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For exanple, if the PCE requested BSID value 100 with the F flag set,
but value 100 was unavail able and the PCC all ocated BSID val ue 200
fromits dynam c pool, the PCRpt nmessage woul d contai n:

*  TE- PATH BINDI NG TLV with binding value 100, A flag
*  TE- PATH BI NDI NG TLV wi th bi ndi ng val ue 200, A flag

0, Ffl
1, Ffl

’

Inn
=

ag
ag

This allows the PCE to correlate what it requested with what was
actual ly all ocat ed.

If the requested binding val ue was successfully allocated, only a
single instance of the TE-PATH BI NDI NG TLV with the A flag set SHOULD
be included in the PCEP nmessage.

For PCC-initiated LSPs, the PCC MAY set the F or D flags in the TE-
PATH-BI NDI NG TLV included in PCRpt nessages to indicate the desired
fal |l back behavior for the binding value. For PCE-initiated LSPs, the
PCC MUST reflect the D and F flag values fromthe PCE s PClnitiate or
PCUpd message in all TE-PATH BI NDI NG TLV i nstances included in PCRpt
messages. This reflection ensures that the binding value allocation
policy is propagated to all PCEs in redundant PCE depl oynents.

The A, D, and F flags in the TE- PATH BI NDI NG TLV MJST NOT be used if
one or both PCEP speakers have not set the BSI D FALLBACK- CAPABI LI TY
in the STATEFUL- PCE- CAPABI LI TY TLV in their respective OPEN nmessages.
If a PCEP speaker receives a PCEP nessage containing the A, D, or F
flags in the TE- PATH BINDI NG TLV, or any other el enent specific to
these extensions, froma peer that has not advertised the BSI D
FALLBACK- CAPABI LI TY in its OPEN nessage, the receiving PCEP speaker
MUST send a PCErr nessage with Error-Type 10 (Reception of an invalid
obj ect) and Error-Value TBD6 (Unsupported Bindi ng SID Extension

Fl ags) .

6. Operational Considerations
Al'l operational requirements and considerations listed in [ RFC5440],
[ RFC8231], and [ RFC9604] apply to the PCEP extensions defined in this
docunent .

6.1. Control of Function and Policy
A PCE or PCC inplenentation SHOULD allow the BSID fall back capability
to be enabl ed or disabled through configuration, either globally or
on a per-LSP basis. An inplenmentation SHOULD all ow the operator to
view the advertised and recei ved BSI D- FALLBACK- CAPABI LI TY fl ags.

| mpl enent ati ons SHOULD provi de configuration options to:
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6

6

6

2

3.

4.

Enabl e or disable the BSI D FALLBACK- CAPABI LI TY adverti senent
Configure the range of binding values avail able for dynamc
al | ocation

* Set policies for when to use fallback allocation (F flag) versus
keepi ng LSP down (D fl ag)

* Define priority or preference for BSID allocation fromthe dynanic
pool

I nformati on and Data Model s

| mpl enent ati ons SHOULD provi de operational state information
i ncl udi ng:

Whet her BSI D- FALLBACK- CAPABI LI TY i s enabl ed and adverti sed
Li st of LSPs with binding val ues, show ng both requested and
al | ocat ed val ues when they differ

* History of binding value allocation failures

A YANG data nodel for PCEP [ RFC9604] MAY be extended to include:

* Capability advertisenment of BSI D FALLBACK- CAPABI LI TY
* (Operational state showi ng requested versus allocated binding
val ues
* Configuration paraneters for dynami c bindi ng val ue pool nanagenent

Li veness Detection and Mnitoring

Qperators SHOULD nonitor binding value allocation events and
configure alerts for:

Bi nding value allocation failures due to unavailability

Dynam ¢ bi ndi ng val ue pool utilization exceedi ng configured

t hreshol ds
* Frequent fallback allocations indicating potential BSID conflicts
* LSPs in down state due to D flag w th unavail abl e bi ndi ng val ues

I mpl enent ati ons SHOULD provi de | oggi ng for binding value allocation
events, including requested values, allocated values, and reasons for
any allocation failures.

Faul t Managenent

As specified in Section 5 when BSID fallback allocation fails (for
exanpl e, due to dynam c pool exhaustion), the LSP is reported as down
with appropriate error indication. |Inplenentations should provide
clear diagnostic information to help operators identify the root
cause of allocation failures, such as pool exhaustion, configuration
errors, or BSID conflicts.
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Operators need to be aware that:

* Binding value conflicts can occur due to configuration errors,
race conditions, or pool exhaustion

* The D flag behavior (LSP down when requested BSID unavail abl e) nmay
i npact service availability and requires nonitoring

* In redundant PCE depl oynents, binding value allocation state
shoul d be synchroni zed or coordinated to avoid conflicts

7. Security Considerations

The security considerations described in [ RFC5440], [RFC8231], and
[ RFC9604] are applicable to this docunent.

The extensions defined in this docunent introduce new operationa
behavi ors that require careful security consideration

* Binding Value Allocation: The fallback nechanismallows a PCC to
al l ocate binding values fromits dynam ¢ pool when requested
val ues are unavail able. |Inplementations MJST ensure that the
dynanmi c all ocati on process includes proper validation and does not
al | ow unaut hori zed bi ndi ng val ue usage. An attacker attenpting to
exhaust the dynami c pool through repeated requests with
unavai |l abl e val ues coul d cause a deni al -of -service condition
I mpl ement ati ons SHOULD i npl enent rate linmting and nmonitoring of
al l ocation failures.

* State Reporting: The nechanismfor reporting both requested and
al | ocat ed bi nding val ues provides visibility into binding val ue
all ocation. This informati on MUST be protected to prevent
unaut hori zed correlati on of network state. |nplenentati ons MJST
val i date that reported binding values in PCRpt nessages accurately
reflect the actual all ocated val ues.

* LSP Down State: The D flag allows LSPs to be created in a down
state when bi ndi ng val ues are unavail able. |nplenentations need
to ensure that this does not create opportunities for denial-of-
service attacks where an attacker forces numerous LSPs into down
state by requesting unavail abl e bi ndi ng val ues.

* Flag Manipulation: The A, D, and F flags control critica
al | ocati on behavior. |Inplenentations MIST enforce the rules for
flag usage, including rejecting nessages with the A flag set by a
PCE and properly handling nutually exclusive F and D flags, as
specified in Section 5.
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8.

8.

8.

It is RECOVWENDED t hat these PCEP extensions only be activated on

aut henti cated and encrypted sessions across PCEs and PCCs bel ongi ng
to the same adnministrative authority, using Transport Layer Security
(TLS) [RFCB253] as per the recommendati ons and best current practices
in [RFC9325]. This is particularly inportant given the sensitivity
of binding value allocation and the potential for denial-of-service
attacks through pool exhausti on.

Operators SHOULD carefully review and configure the dynam ¢ bi ndi ng
val ue pool ranges to ensure adequate capacity while preventing
overlap with statically configured binding values. Regular

nmoni toring of binding value allocation patterns can hel p detect
potential security issues or misconfigurations.

I ANA Consi derations
1. STATEFUL- PCE- CAPABI LI TY TLV Fl ag
I ANA mai ntai ns the "STATEFUL- PCE- CAPABI LI TY TLV Flag Field" registry
within the "Path Conputation El enent Protocol (PCEP) Nunbers”
registry group. See https://ww.iana. org/assi gnnents/pcep/
pcep. xht m #st at ef ul - pce-capability-tlv-flag-field

I ANA is requested to make the foll owi ng assignment:

| Bit | Description | Reference |
[} gttty ———(——————(—(—————(———————————— Ll pppp—p—p—p—p———————
| TBA1 | E (BSI D- FALLBACK- CAPABI LI TY) | This docunent |
S R S . +

2. TE-PATH BINDI NG TLV Fl ags

I ANA mai ntains the "TE- PATH BI NDING TLV Flag Field" registry within
the "Path Conputation El ement Protocol (PCEP) Numbers" registry
group. See https://ww. iana. org/assi gnment s/ pcep/ pcep. xht m #t e- pat h-
bi nding-tlv-flag-field

I ANA is requested to nake the follow ng assignnents:
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| Bit | Description | Reference |
[ gttty e ——————————(———————————_ Ll —p—p——_—r
| TBA2 | A (Allocated) | This docunent |
S . S I +
| TBA3 | D (Down on BSID Unavailability) | This docunent |
oo Fom e meemeeeeeeeeciiemeaccaeaaaas I IRy +
| TBA4 | F (Fall back) | This document |
R o e e e e e e e e e e e e e e T +

Table 2
8. 3. PCEP Errors

I ANA mai ntai ns the "PCEP- ERROR (bj ect Error Types and Val ues”
registry within the "Path Conputation El enent Protocol (PCEP)
Nunbers" registry group. See https://ww.iana. org/assi gnnents/pcep/
pcep. xht m #pcep- error - obj ect

I ANA is requested to nmake the foll ow ng assi gnnments:

| 10 Reception of an TBD5: Miutual ly Thi s |
| i nval i d obj ect exclusive F and D docunent |
| flags are both set |
R o e e e e oo o e e e e oo S +
| | | TBD6: Unsupported | This |
| | | Binding SID | document |
| | | Extension Flags | |
Fomm e oo - o e e e e oo - Fom e e e e oo o N +
| | | TBD7: A flag | This |
| | | incorrectly set by | docunent |
I I | PCE I
- R - - +
Table 3
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