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Abst r act

Thi s docunent proposes a dynamic trust security architecture based on
Distributed Mcro Service Comruni cation (DVSC) to address the
security risks in the communi cation of mcroservices. The DMSC
architecture, by leveraging content semantic routing and
decentralized control, transforns the traditional host-centric
conmuni cati on node into a service-centric paradigm Al though DVSC
enhances scalability and flexibility, its distributed nature

i ntroduces risks. To cope with these risks, it is necessary to
consi der security solutions for distributed | arge-scale m croservice
communi cati on and ensure the security of services while m nimzing
the inpact on the comunication architecture.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 4 Septenber 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I ntroduction
1) Dynani c Service |Instances Chal l enge Traditional Trust Mdels

In DMSC[ I -D.li-dnsc-architecture], the traditional static trust
nodel s relying on | P/ port-based nmechanisns (e.g., firewall rules, VPN
allowists) struggle to maintain effective policies during service
scaling or failover events, resulting in over-privileged access or
service disruptions. Perineter-centric defenses fail to adapt to the
dynani ¢ topol ogy of east-west traffic between services.

2) Tanpering of Service Prefix Authentication (SPA)

In the DMSC, SPA is used to verify the legitinmcy of the service
prefixes declared by the Pods to which mcroservices bel ong.
Tampering attacks refer to attackers maliciously nodifying, forging,
or interfering wwth the authentication information during the SPA
process. For exanple, an attacker may tanper with the service prefix

to nake an originally illegal service prefix appear legitinmte, thus
bypassi ng the authenticati on mechani sm and obt ai ni ng unaut hori zed
access rights. This may lead to the infiltration of illegal service

instances into the system undermning the security and integrity of
services, affecting normal service comunication and data
interaction, and may even trigger serious consequences such as data
| eakage and servi ce out ages.
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3) Service Route Hijacking and Traffic Redirection

Unaut hori zed m croservi ces, taking advantage of weak access controls,
may initiate lateral attacks. For instance, they could attenmpt to
access sensitive data stored within other mcroservices, manipul ate
service configurations, or disrupt normal service operations. This
not only undermines the security and integrity of individua

m croservices but also has the potential to spread across the entire
m croservi ce ecosystem \Wak access controls m ght allow these

unaut hori zed m croservices to bypass authentication and authorization
mechani sns, enabling themto performactions they are not supposed
to. As aresult, the confidentiality, integrity, and availability of
services can be severely conpronised, |eading to data | eaks, service
out ages, and potential financial |osses for the organization relying
on these m croservices.

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

Architecture Goal s
1. Dynam c Authentication

In a distributed architecture where services are in a constant state
of flux, static credentials and one - tine verification processes are
no |l onger adequate to fend off threats. Dynamc authentication is
designed to overcone this shortconing by continuously validating the
identities and perm ssions of services in real - tine. Through this
continuous verification of service identities and perm ssions, it is
ensured that only legitimte services with appropriate privileges are
allowed to interact.

2. Zero Trust

Zero trust does not trust any nicroservice based on boundaries or a
single attribute. Instead, every microservice is regarded as a
potentially untrusted entity, and access is authorized on a per -
request basis. Zero - trust communi cati on ensures that access is
restricted to the mininum necessary |level, mninizing the potenti al
i mpact of security vulnerabilities.

Techni cal Design

In this draft, we defined a dynam c trust security architecture based
on DVSC.
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Key Mechani sns
1. Dynanmic Service ldentity and Authentication

Each m croservice obtains a unique Service Verifiable Identity
Docurent (SVID) froma trusted third - party upon startup. The SVID
contains an encrypted and signed certificate and a gl obally uni que
SVID. During service registration, the Service Gateway (SG strictly
verifies the signature chain of the SVID to ensure that it is issued
by a trusted third - party and is strongly bound to the Pod netadata
to prevent identity forgery.

To defend agai nst replay attacks, before initiating a request, a
service needs to apply for a dynanmic token fromthe Service Prefix
Aut hentication entity (SPA). This token is generated using the HVAC
algorithm incorporating a tinmestanp, a random nunber, and the SVID.
When the SG processes a request, it not only verifies the signature
validity of the token but also checks the tinestanp deviation and the
uni queness of the random nunber, intercepting expired or duplicate
requests.

2. Dynamic Trust Access Control

Access control policies are dynanmically generated with the SVID as
the core attribute, combined with the real - time scheduling data of
the SCSC. Policy rules are pushed fromthe SCSC to the SG and the
SR, The policy execution nodul e enbedded in the SG extracts the
service prefix of the request during runtinme and caches the results
in high - concurrency scenarios to reduce |latency. Wen an anonaly
is detected, the SCSC issues a circuit - breaker policy, and the SG
i medi ately intercepts the abnormal traffic. For data - plane
communi cati on between services, nTLS and the principle of |east
privil ege are enforced.

Security Considerations
TBD
I ANA Consi derations
No | ANA action is required
I nformative References
[1-D.li-dmsc-architecture]
Li, X, Wang, A, Wang, W, and D. KUTSCHER, "Distributed

M cro Service Conmmuni cation architecture based on Content
Semantic", Work in Progress, Internet-Draft, draft-1li-
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dnsc-architecture-00, 2 January 2025,
<https://datatracker.ietf.org/doc/htm/draft-1i-dmnsc-
archi tect ure-00>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi renent Level s", March 1997.
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