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Abst ract

Zero Trust, as a security paradigm has achieved gl obal practica
consensus. However, its large-scale deploynent in tel ecomunications
networ k environnents presents uni que chall enges. Operationally
standards tailored to the specific requirenments of tel ecom networks
are needed.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in "RFC2119" when, and
only when, they appear in all capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 26 June 2026

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roduction

As a critical security paradi gmaddressing the linitations of
traditional "perineter-based security nodels," the concepts of Zero
Trust and continuous dynamic trust have achi eved wi despread practica
consensus. However, diverse industry sectors exhibit distinct

busi ness characteristics and network environments, |eading to
significant variations in Zero Trust inplenentation pathways and
techni cal enphases: some scenarios prioritize fine-grained access
control, others focus on network cloaking and attack surface
reduction, while certain approaches enphasi ze continuous risk
assessnent.

To effectively realize dynam c trust solutions, the follow ng
consi derati ons nmust be addressed:

1) How to nitigate bandw dth demands and | atency constraints inposed
by continuous validati on nechanisns within Zero Trust architectures

on communi cation processes.

2) How to accurately assess trust |evels between different entities.

3) How to upgrade trust nmechanisns for existing network architectures
while minimzing mgration costs.
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Exi sti ng Mechani sns

Current Zero Trust standards such as ITU- T X 1011 and NI ST SP 800- 207
provi de directional guidance primarily from governance franmeworks and
architectural principles perspectives. The fornmer enphasizes
maturity nodel s and organi zati onal processes for Zero Trust, while
the latter focuses on the |ogical division of conmponent roles.

Nei t her standard specifically addresses the practical depl oynent
scenarios of tel econmmunications cloud networks, resulting in a | ack
of standardi zed references for operators to bal ance security
requirenents with business continuity. These gaps directly hinder
the | arge-scal e advancenent of Zero Trust in tel econmmunications cloud
net wor k envi ronnents.

Gap Anal ysi s

Significant disparities exist between existing frameworks and
engi neering practices in the actual depl oynent of operator
t el ecommuni cati ons net works.

1) Regardi ng the bal ance between continuous validation and

conmuni cati on efficiency, operator networks nust support ultra-Iarge-
scal e concurrent connections and | ow | atency sensitive services.
Wi | e existing standards enphasi ze the necessity of "continuous
validation," they fail to establish quantitative constraints on
critical technical paranmeters such as validation frequency, session
persi stence nechani sns, and increnental state synchronization. This
| eads to potential issues in practice, including significant
bandwi dt h redundancy, cumul ati ve handshake | atency, and state
managenent over head, which adversely inpact the real-tinme perfornmance
of core services and user experience. The absence of clear baselines
for "performance-security" trade-offs makes it chall enging for
operators to neet tel ecomunications-grade SLA requirements while
ensuring security.

2) In ternms of precise trust |evel assessnent and cross-donain
interoperability, operator services involve nultiple entity types and
contextual scenarios, requiring trust decisions to integrate dynamc
attributes such as device fingerprints, behavioral baselines, and
environmental risks. Although existing standards enunerate

di mensions |ike "user identity, device status, and network
environnment," they do not define the minimal necessary attribute
sets, weight distribution rules, or cross-domai n standardi zed
expression nethods. This results in non-conparable trust scores
across different entities and non-reusabl e cross-domain policies,
thereby obstructing trust result nutual recognition and federated
col l aboration, and creating a | ack of anchoring points for
constructing globally consistent dynam ¢ trust systens.
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3) while existing standards encourage "phased i npl enentati on,
neither define collaborative nodels with traditional security
technol ogi es nor provide specific guidance for upgrade depl oynents,
making it difficult to identify feasible paths that sinultaneously
address security requirenents and business continuity.

t hey

Pr obl em St at enent

The primary challenges in current tel ecomruni cations network dynam c
trust scenarios include:

1) Communi cation Efficiency and Conti nuous Validation Bal ance:
Rel i ance on continuous validation mechani snms for nultidi nensiona
attributes such as user identity, device status, and environmenta
context. However, in operator-grade networks or high-real-tine
service scenarios, frequent identity re-authentication, policy
negoti ati on, or encryption handshakes may introduce significant
bandwi dt h overhead and end-to-end | at ency.

2) Standardization of Dynami c Trust Assessment: Eval uation di nmensions
and cal cul ation nodels for trust levels of different entities |ack
unified definitions. This disparity hinders cross-domain trust
transfer inplementation and obstructs integration between Zero Trust
and existing identity/attribute standardi zati on conponents.

3) Gradual Trust Upgrade: Tel ecomruni cations infrastructure exhibits
multi-layer heterogeneity with long life cycles, where conprehensive
security migration incurs extrenely high costs and nmay even pose

busi ness continuity risks. Solutions nust consider achieving
transition to "dynanmi c trust nodel s" through standardized interfaces,
conmpatibility protocols, and |l ayered depl oynent strategies, while

m nim zing nodi fications to existing network topol ogies.

Addressing these challenges is essential to further extend trust
mechani snms across network architectures and ensure network security.

Requi rement s
To ensure the interoperability, scalability, and economc feasibility
of Zero Trust technol ogi es, coordinated standardi zation efforts for
key Zero Trust conponents mnust be advanced.

Communi cation Efficiency Optinization: Define | ow overhead protocols
supporting continuous validation;

Trust Assessnent Standardi zation: Di scuss universal neasurenent rules
for cross-donmain trust |evels;
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Gui del i nes: Propose conpatibility specifications between existing
network architectures and Zero Trust nodel s.

6. Security Considerations

This information docurment introduces no any extra security problemto
the Internet.

7. | ANA Consi der ations
None
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