I nternet Engi neering Task Force S. Tsuchiya, Ed.

I nternet-Draft Cisco Systens
I nt ended status: |nformational S. Kawanur a
Expi res: Decenber 23, 2012 NEC Bl GLOBE, Ltd.
R. Bush

C. Pel sser

Internet Initiative Japan, Inc.
June 21, 2012

Rout e Fl ap Danpi ng Depl oynent Status Survey
draft-shishio-growisp-rfd-inplenent-survey-05

Abstract
BGP Route Fl ap Danping [ RFC2439] is a mechanismthat targets route
stability. It penalyzes routes that flap with the ai mof reducing
CPU | oad on the routers.

But it has side-effects. Thus, in 2006, RI PE recomended not to use
Rout e Fl ap Danping (see [RI PE-378]).

Now, sone researchers propose to turn RFD, with | ess aggressive
paraneters, back on [draft-ynbk-rfd-usable].

Thi s docunent describes results of a survey conducted anong service
provi der on their use of BGP Route Flap Damnpi ng.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on Decenmber 23, 2012.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Survey Purpose

Rl PE publ i shed some recomrendati ons such as [ RI PE-178], [ Rl PE-
210], [ RI PE-229] and [ RI PE-378].

The purpose of this survey is to understand the current usage and
requi renents of Route Flap Danpi ng [ RFC2439] anobng servi ce providers.
2. Survey's target and period
2.1. Japan
Target: Japan Network Operator G oup janog@ anog.gr.jp
Period: Jan 28,2011 - Feb 12, 2011
2.2. doba

Target: Al operators who has answered the survey
htt ps://ww. surveynonkey. conm s/ rfd-survey.

We posted this docunent to the following mailing list.
North American Network Operators G oup nanog@anog. org
Rl PE Routing Wrking G oup routing-wg@ i pe. net
Asia Pacific OperatorS Forum apops@pops. net
Africa Network Operators Group af nog@fnog.org
South Asian Network Operators G oup sanog@anog. org
Latin Anmerica and Cari bbean Regi on Network Operators G oup
| acnog@ acni c. net

Period: Mar 7,2011 - My 25, 2011

3. Survey Results
3.1. QL. Wich is the best description of your job role?
3.1.1. Japan

Thi s question did not exist Japan version

3.1.2. doba
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3. 2.

3. 4.

Tsuchiya, et al.

---------------------- e
Answer | Japan | d obal | Total |

| | Nunber |
---------------------- o e e e oot
Do not have the need | 3| 7| 10 |
D d not know about | 2 | 3 5 |
the feature | | | |
No benefits expected | 3 7 | 10 |
Cust onmers woul d | 1| 4 | 5 |
conpl ain | | | |
Because | read | 2 | 13 | 15 |
[ Rl PE- 378] | | | |
O her | 3| 3| 6 |
---------------------- T T

person answered @B, even if he selected "Yes" on .

RFD Depoynent Survey June 2012

BGP operator: 27

Researcher: 1

Engi neer of vendor:3

Engi neer of Network/System |Integrator:13

Student: 0

Q her: 0

@.Do you use Route Flap Danping ?
------------- T T T T g iR
Answer | Japan | dobal | Total Nunmber | Percentage[% |
------------- T e T T Ty
YES | 5 | 8 | 13 | 20.6 |
NO 8 | 36 | 49 | 77.8 |
Ski pped @. | 1| 0 | 1| 1.6 |
------------- T T T T g iR

Percent age[ 94 |

A.1f you select Yes on @,what paraneter do you use?

Def aul t |
par anet ers |
[ RI PE- 178] |
[ RI PE- 210] |
[ RI PE- 229] |
Q her |

Expi res Decenber 23, 2012
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1 person answered 4, even if he selected "No" on Q.

3.5. (b.Do you know Randy Bush et. al’s report '’ Route Flap Danping
Consi dered Usabl e?’

S Fomm o - T oo s o +

| Answer | Japan | dobal | Total Number | Percentage[%q |

o m e e e oo - N Fomm e - o - S o m e e e oo - +

| YES | 12 | 21 | 33 | 52.4 |
NO 7 22 | 29 | 46.0

| Skipped @B. | 0 | 1] 1] 1.6 |

S Fomm o - T oo s o +

One person skipped @, but answered @&.

3.6. @@B.108 s max-penalty is currently limted to 20K, Do you need this
limtation to be relaxed to over 50K?

. Fommma - Fommmaa - . S RIS +

| Answer | Japan | dobal | Total Number | Percentage[% |

S R, Fomm oo o e e - T +

| YES | 10 | 14 | 24 | 38.1 |
NO | 9 23 | 32 | 50. 8

| Skipped B. | 0 | 7| 7| 11.1

I Fommma - Fommmaa - . I IRy +

3.7. Qr.According to [draft-ynbk-rfd-usable], Suppress Threshol d shoul d
be set to 6K Do you think the default value on inplenentations
shoul d be changed to 6K?

. Fommma - Fommmaa - . S RIS +

| Answer | Japan | dobal | Total Number | Percentage[% |

S R, Fomm oo o e e - T +

| YES | N A | 17 | 17 | 38.6 |
NO | NA | 18 | 18 | 40.9

| Skipped Q7. | NA | 9 | 9 | 20.5

I Fommma - Fommmaa - . I IRy +

Thi s question did not exist Japan version

3.8. @@.If you have any coments, please fill this box.
Free format

3.8.1. Japan

-Qur peer seens to have danpi ng enabl ed, and our prefix gets danped
soneti nes.
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-W do not enabl e danpi ng because we think that custoners want a non-
damped route

-Fromthe perspective of a downstream ISP, if our upstreamtold us
that an outage occurred because a route was danped, | may call and
ask "is it witten in the agreement that you will do this?"

-W use danping pretty heavily

-1 had RFD turned on until this norning when | discovered our router
has CSCt d26215 issues. | would like to turn on a "useful" RFD

3.8.2. doba

-Statistical reports frombig Service Providers may better visualize
the situation.

-best current practices is nice, but always needs to be adjusted to
reflect local network settings.

-We used RFD in the past and came to the conclusion that we do not
want to use RFD any nore. We still have it configured to be able to
get Flap statistics out of our C sco boxes, but no prefixes get
danpended

-We recently removed all RFD fromthe configs due to the information
read on the topic anong the preso’s on the NANOG Archi ve.

-after seeing this survey, | read the draft; sounds prom sing; would
be nice to see vendors start to inplenment it.

-@B, other: Juniper RFD is broken, default values count penalty for
bot h update and w thdrawal, and they would not fix that. No clear
nmotivation for us, has caused outage when our custoners (wth
primary and backup connection to us) had a flapping |ink

-Strong desire to see the path vector penalized rather than the
prefi x.
4. Analysis

Qperator’s reason why RFD di sable,it depends on position of BGP
net wor k.

If the network is stub and the router has enough resource agai nst

fl appi ng , Route Fl ap Danpi ng does not really needs.ln this case,if
the upstream | SP enabl ed Route Fl ap Danpi ng, the downstream conpl ai ned
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about this. The survey shows the result in (8.

Al so,total of 5 people selected "Customer woul d conplain® as reason
of Route Flap Danping disble.

This is good exanple as current too danping RFD is harnful.RFD
targets are to protect customer resource such as CPU and provide
stable internet reachability to custoner,but current RFD woul d be
di saf fecti on.

_(. 9)
_( )
( Internet )
(" ) )
l__( _______ )___l
\ \
\ \
\ \
TS + TS +
| 1SP-A ASRARRRRRRNY! I SP-B |
S + S +
I \ I \
I \ I \
| \ | \
+----- + +----- + +----- + +----- +
| 1'SP-C | 1 SP- D | 1 SP- E| | 1 SP- F
+o-m o - + +o-m o - + +o-m o - + +o-m o - +

Figure. 1

Figure.1 shows BGP topol ogy.|SP-A and I SP-B is big service
provider.|SP-A peering with ISP-B and | SP-D.1SP-B peering with ISP- A
and ISP-F.ISP-C and | SP-E buy transit fromI|SP-A and | SP-B. | SP-A
execute RFD and | SP-B not execute RFD

In this case,| SP-C and | SP-D woul d conpl ain to | SP-A because i nternet
route and itself are often disappeared due to too damping. | SP-E and

| SP-F woul d not conplain about Route Flap Danping.But if once the
internet woul d be unstable,the influence will be reach to all of | SP-
B, SP-E and | SP-F even though | SP-A, I SP-C and | SP-D are safe.

We can recogni ze the people who selected "NO' on 2 and "Yes"on (B
are really expecting inplenmentation of [draft-ynbk-rfd-usable] on the
router. The total nunmber is 18.

Paraneter inplenentation differs anong different vendors. To avoid
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9.

9.

operation conpl exity, [ RFC2439] might need to redefine.

Sunmary of data

Fromthe survey we see that there are many service providers with RFD
di sabl ed. The reason varies anobng providers, but it is clear that
there are those who wi sh that RFD was made useful .
[draft-ynbk-rfd-usabl e] describes howto inprove RFD with m nor
changes to sone paranmeters. Fromthe coments in the survey, the
nmost significant fear of enabling RFD is its inpact on custoners.
Acknowl edgenent s

We thank the 63 respondant to this survey. W also would like to thank
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| ANA Consi derati ons

Thi s docunent has no actions for | ANA

Security Considerations

Thi s docunent has no security considerations.
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