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Abst r act

CAPP is a decentralized presentation protocol for Verifiable
Credentials that enables frictionless, context-triggered, pre-
consented credential sharing without requiring interactive chall enge-
response cycles. It is optim zed for physical access, transit, event
entry, and ot her passive authentication scenari os.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 February 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
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The use of Verifiable Credentials (VCs) often requires a verifier-
i ssued chal | enge, user interaction,

CAPP i ntroduces a passive,
Consent Profile locally maintained by the Hol der

CAPP is purpose-built for physica
scenari os where users should not be required to approve every

interaction explicitly.
presentati on based on pre-defined conditions (e.g.,

tri

Shi m & Han

gger signal).

Exanpl e Use Cases

It allows for seanl ess,

and roundtrip comruni cati on.
context-aware presentation fl ow based on a
and routine authentication

autonmmtic credenti al
| ocation, tine,

*Bui | di ng Access*: An enpl oyee wal ks into the office building and
passes through the turnstile w thout tapping or confirm ng— CAPP
presents a purpose-bound VP to the verifier as the user approaches

the gate.

*Airport Boarding Gate*: A travel er approaches a boarding gate and
their flight ticket credential is automatically presented via NFC

*Event Entry*: A guest enters via QR or beacon without needing

repeat ed approval s.

*Subway and Transit Access*: A netro rider wal ks through the gate
using a digital transit pass wallet that pushes the credentia

passi vel y.
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* *Smart Gym Wor kspace Entry*: Menbers are authenticated passively
usi ng a pre-agreed consent profile.

* *Healthcare Check-In*: A returning patient’ s insurance credenti al
is passively presented to the hospital kiosk

These scenarios share a conmon trait: *the need for high trust, |ow
interaction, and rapid flow.

2. Term nol ogy
* *Holder*: Entity that owns and controls credentials
* *Verifier*: Entity requesting and verifying a credentia

* *CAPP-ready VP*: A VP that has been pre-constructed, bound to a
speci fic context and purpose

* *Consent Profile*: A user-defined policy specifying disclosure
condi tions

* *Trigger*: QR/NFC URI or other signal initiating VP flow
3. Protocol Overview

1. *Preparation*: Holder creates VP (with aud, purpose, exp, nonce),
configures Consent Profile.

2. *Trigger*: Verifier emts a signed trigger (e.g., capp:// UR).

3. *Consent Profile Matching*: Device checks verifier, tinme,
pur pose, context.

4. *Automatic Presentation*: VP sent to verifier endpoint (HTTPS or
DI DConm) .

4. Fl ow Di agram ( Non- Nor nati ve)
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5. Examples

5.1. Consent Profile Exanple

"verifier": "did:exanple:building",
"purpose": "building-entry",

"l ocation": "166 Geary St, SF",

"ti meWndow': "08:0018: 00",

"aut oPresent": true,

"di scl osurePolicy": "mninal"

5.2. VP Payl oad For nat
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6.

*

*

*

"type": ["VerifiablePresentation", "CAPPPresentation"],

"hol der": "di d: exanpl e: hol der 123",

"verifiableCredential": ["<VC or SD-JW>"],

"purpose": "building-entry",

"aud": "did: exanpl e: corp-building",

"exp": "2025-06-12T09: 30: 002",

"nonce": "f8a8...x3b",

"proof": {
"type": "Ed25519Si gnat ure2020",
"created": "2025-06-12T08: 45: 00Z",
"verificati onMethod": "did: hol der#key- 1",
"pr oof Purpose": "authentication"

Security Considerations

*Replay Mtigation*: Nonce & Expiration REQU RED; short TTL (<5m);
reject replays.

*Verifier Spoofing*: Triggers MJST be signed; device verifies
bef ore presenting.

*Consent Profile Protection*: Encrypted storage; nodifications
gated by re-auth.

*Devi ce Theft*: Require user presence; allow enmergency disable.

*Pur pose Bi nding*: VP MJST include purpose; verifier MJST validate
mat ch.

*Linkability Controls*: Use pairwise DI Ds; mnimze netadata

*Endpoi nt Security*: TLS required; verifier validates signature,
status, audi ence.

*Passi ve Channel *: Short-1ived, non-reusable triggers; no direct
Pl l; signed JWI/ hash.

*Auditability*: Devices SHOULD | og VP history; allow revocation/
pause.

Ext ensi ons

presentation_definition.profile = "capp"

VC APl 2.0 extensions for triggered presentation
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* Secure passive triggers (e.g. epheneral BLE URIS)
8. Conpatibility

*  WBC VC Data Mdel

* SD-JWI / BBS+

* DI DCommv2 / HTTPS POST

* Selective Disclosure JWI
9. | ANA Consi derations

Thi s docurment has no | ANA acti ons.
10. References

TBD
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