S| DROPS J. Shi

I nternet-Draft Tsi nghua University
I ntended status: Informational L. Liu
Expires: 3 August 2026 L. Qn
Zhongguancun Laboratory

D. Li

Tsi nghua University
30 January 2026

Consi derations for On-Denmand Retrieval of Miltiple RPKI Cbject Types
draft-shi-sidrops-rpki-on-denmand- 00

Abstract

The Resource Public Key Infrastructure (RPKI) RFC6480 [ RFC6481]
relies on Publication Points (PPs) to distribute cryptographically
verifiable objects. Under the current design, Relying Parties (RPs)
retrieve the conplete set of RPKI objects fromrepositories, even
when their operational requirements are limted to a specific subset,
for exanple, ROAs only. This all-or-nothing retrieval nodel may
result in increased bandw dth consunption, higher synchronization

| at ency, and unnecessary conputational overhead. This docunent

exam nes these chall enges and di scusses directions for enabling nore
selective and efficient access to RPKI data.
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1. Introduction

As securing the Internet’ s routing infrastructure becones
increasingly critical, the Resource Public Key Infrastructure (RPKI)
RFC6480 [ RFC6481] provides a framework for validating the
authenticity and integrity of routing information. RPKI relies on
cryptographically verifiable objects published at Publication Points
(PPs) [RFCB182], which are retrieved and processed by Relying Parties
(RPs) [RFC6480] to support route validation decisions.

Wil e RPKI provides a robust nechani smfor publishing and validating
routing authorization data, its current data distribution nodel
assunes that RPs retrieve and process the conplete repository
contents. As the deploynent of RPKI-based security nechani sns
expands, both the volune and the diversity of data stored at PPs
continue to grow. Current RP inplenentations do not provide
sufficient support for selectively retrieving specific types of RPK
obj ects. Consequently, operators that require only a subset of RPK
functionality must still retrieve and process the conplete repository
contents, leading to increased bandw dth consunpti on, |onger
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synchroni zation | atency, and additional conputational overhead. For
exanple, an AS that only requires Route Origin Authorization (ROA)
for route origin validation will, when using current RPs, also

downl oad and process unrel ated RPKI objects such as ASPA and MOA.

Thi s docunment anal yzes these limtations in the current RPKI data
retrieval nodel and discusses directions for enabling selective, on-
demand retrieval of RPKI objects to inprove scalability and
operational efficiency.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy

ROA (Route Origin Authorization) [RFC6481]: A ROAis a digitally

si gned object that provides a neans of verifying that an | P address
bl ock hol der has authorized an Autononous System (AS) to originate
routes to one or nore prefixes within the address bl ock

ASPA ( Aut onompous System Provi der Authorization)
[I-D.ietf-sidrops-aspa-verification]: An ASPAis a digitally signed
obj ect through which the issuer (the holder of an Autononbus System
identifier), can authorize one or nore other ASes as its upstream
provi ders.

MOA (Mapping Origin Authorization) [I-D.ietf-sidrops-moa-profile]: It
provi des a nmeans that the address hol der can authorize an | Pv6
mappi ng prefix to originate nmapping for one or nore | Pv4d prefixes.

RP (Relying Party) [RFC6480]: A system that downl oads and vali dates
RPKI data froma repository.

PP (Publication Point) [RFC8182]: The |ocation where RPKI objects are
publ i shed and stored, accessible via rsync or RRDP

RRDP (RPKI Repository Delta Protocol) [RFC8182]: A pull-based
protocol used by RPs to synchronize with RPKI repositories.
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3.

Scope and Non- Goal s

Thi s docunent focuses on identifying limtations in the current RPK
data synchroni zation nodel with respect to sel ective and on-denmand
retrieval of RPKI objects between Publication Points (PPs) and
Relying Parties (RPs). The scope of this docunent is limted to
anal yzi ng the probl em space, operational inpacts, and high-Ieve
directions for inprovenent. It does not specify new protocols, data
formats, or concrete nechani sns.

In scope for this docunent are considerations related to the
retrieval of different types of RPKI objects, such as ROAs, ASPA

obj ects, and other signed objects, during RP synchronization. The
docunent exani nes how exi sting synchronization mechani sms, including
Rsync, RRDP, and Erik, currently assunme full repository
synchroni zati on and di scusses why this nodel may not scale
efficiently as the diversity and volune of RPKI objects increase.

Pr obl em St at enent

As the diversity and vol ume of RPKI objects continue to grow, there
is an increasing need for Relying Parties (RPs) to retrieve only the
objects relevant to their operational requirenents. However, the
current RPKI data synchronization nodel assumes that RPs synchronize
and process the conplete repository contents, wthout support for

sel ective or on-demand retrieval. As a result, sone RPs may retrieve
and process unnecessary data, increasing both bandw dth consunption
and operational overhead.

Based on operational neasurenents, synchronizing a full repository
shapshot currently requires approximately 1.1 GB of bandwi dth, while
incremental updates require around 10 MB. Assuming that emerging

obj ect types such as ASPA and MOA generate data vol umes conparable to
exi sting ROA objects, an RP that only requires ROA information would

still need to downl oad approxinmately 3.3 GB for a ful

synchroni zation and 30 MB for incremental updates. |In addition to
bandwi dth costs, if RPs process all retrieved data, including
signature verification and object parsing, it will further increase

comput ational |oad. These inpacts are particularly pronounced in
bandwi dt h- or resource-constrai ned environnments, such as renote or
mobi | e networks, edge depl oynents, or snaller Autononous Systens.
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Directi ons and Design Consi derations

Type-based on-demand retrieval refers to the ability for Relying
Parties (RPs) to selectively retrieve specific categories of RPKI

obj ects, such as ROAs, ASPAs, or other types of signed objects, based
on their operational requirenments. This section discusses high-I|eve
directions and design considerations for enabling such selective
retrieval within existing RPKI data synchronization nechanisns. This
capability may be particularly beneficial in bandw dth constrai ned
environments, specialized network depl oynents, or scenarios where
rapi d enabl enent of specific validation nmechanisns is prioritized
over conprehensive RPKI coverage.

1. Direction for Rsync

In Rsync servers [RSYNC], each RPKI object is mapped to a uni que UR
and can be retrieved individually. This nodel inherently allows RPs
to fetch specific objects without requiring full repository
synchroni zati on. However, current RP inplementations typically
retrieve the conplete set of published objects rather than | everaging
this capability for selective retrieval

From a desi gn perspective, Rsync-based synchronization could support
type-based on-denand retrieval by allowing RPs to identify and
retrieve only the object types required for their intended validation
functions.

2. Direction for RRDP

In RRDP servers, all RPKI objects are published in aggregated
snapshot.xm and delta.xm files, including ROAs, associated
certificates, and other signed objects. The current RRDP protocol is
desi gned around full repository synchronizati on and does not provide
mechani sns for selectively retrieving specific object types. As a
result, RPs nust downl oad and process the conpl ete dataset regardl ess
of their actual requirenents.

To better acconmpdate type-based on-demand retrieval, RRDP woul d need
the ability to distinguish between different categories of RPK
objects during both initial synchronization and increnental updates,
and to support selective transm ssion accordingly. This may require
reconsi deration of how snapshot and delta data are structured or
organi zed, so that object type information can be efficiently exposed
and used for selective retrieval
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5. 3.

9

Direction for Erik

The Eri k Synchronization Protoco

[1-D. spaghetti-sidrops-rpki-erik-protocol] is a proposed nechani sm
for efficient RPKI data replication. Erik enploys Merkle trees to
detect differences between |ocal and renote datasets, allowing RPs to
efficiently identify and retrieve objects that are missing or out of
sync.

Simlar to Rsync, Erik is primarily designed to support efficient
synchroni zati on of conplete repository datasets. The current
specification does not explicitly consider selective retrieval based
on RPKI object types. However, Erik’ s use of Merkle tree based

di fference detection and object-level granularity provides a strong
techni cal foundation for supporting nore selective retrieval nopdels.
Wth these considerations, Erik could naturally support type-based
on-denmand retrieval and offer additional flexibility for deploynents
where only a subset of RPKI objects is required.

Security Considerations

This docunent is informational in nature and focuses on identifying
chal | enges and di scussing potential directions for inproving RPK
data retrieval. It does not define new protocols, protoco

ext ensions, or nodifications to existing RPKI validation procedures
or security nmechani snms. Therefore, this document does not introduce
new security considerations.

| ANA Consi der ati ons

Thi s docunent has no | ANA requirenents.

Appendi x

The data referenced in Section 4 is based on experinents using
Routinator in a production environment, neasuring bandw dth
consunption during Publication Point (PP) data synchronization. The
measur enents were conducted in two phases:

* *Bootstrappi ng Phase*: This phase tests the bandw dth requirenents
when an RP synchroni zes conplete PP data wi thout any |ocal cache,
measuring the full snapshot downl oad stage.

* *Update Phase*: This phase involves increnmental updates performed
every 10 minutes to nmeasure the bandw dth consunpti on when RPs
downl oad delta files during routine synchronization operations.
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