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Abst ract

Congestion Measurenent collects the congestion information in the
packet while the packet traverses a path. The sender sets the
congestion neasurenent data fields in the packet header indicating
the network device along the path to update the congestion
information field in the packet. When the packet arrives at the
recei ver, the congestion information field will reflect the degree of
congestion across network path. Congestion Measurenent can enabl e
preci se congestion control, assist in effective |oad bal ancing, and
sinmplify network debuggi ng. This docunent defines data fields for
Congestion Measurenment. Congestion Measurenent Data-Fields can be
encapsul ated into a variety of protocols, such as |Pv6, Segnent
Routi ng Header (SRH), Network Service Header (NSH), Generic Network
Virtualization Encapsul ati on (Geneve), etc.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 June 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

To effectively manage network congestion, a detail ed understandi ng of
congestion |l evels across the network is needed. Congestion contro

al gorithms, therefore, necessitate precise congestion neasurenents to
adapt and optim ze data flow. This approach involves nonitoring
various netrics such as packet |oss, delay variations, and

t hroughput, which can provide an idea of the network’s congestion
state. Enhanced congestion netrics allow for a suited response to
congestion, enabling algorithms to adjust sending rates with greater
preci sion, thereby inproving overall network perfornmance and
efficiency.

Furthernore, the detail ed congestion nmeasurenents obtained are not
sol ely beneficial for congestion control; they serve multiple

pur poses, including | oad bal anci ng and networ k operations debuggi ng.
By anal yzi ng congestion data, network operators can identify and
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.1

2

resol ve bottl enecks, optimze traffic distribution, and ensure a
bal anced | oad across the network. This data-driven approach
facilitates proactive network managenent, allowing for tinely
interventions that can preenpt potential disruptions and enhance
network reliability and perfornmance.

Hi gh Precision Congestion Control (HPCC) [I-D. m ao-ccwg-hpcc],

| everages INT (In-band Network Tel emetry) for detail ed congestion
signal collection but faces chall enges with packet size increases and
conput ati onal redundancy. This docunent proposed a different
approach and introduces data fields for Congestion Measurenent.
Congesti on Measurenent expands the conventional single-bit ECN to
multiple bits, allow ng network devices to update congestion
informati on at each hop nore granularly. Consequently, when packets
reach the receiver, the congestion information field in the packet

i ndi cates not only the presence of congestion but the degree of
congestion across the link’'s path. This approach facilitates a
richer set of data for decision-nmaking, supporting not only nore
preci se congestion control but also inmproving | oad bal anci ng and

net wor k debuggi ng efforts. By overcom ng HPCC s shortcom ngs, this
approach enhances network efficiency, reduces conputational overhead
at endpoints, and offers a scal abl e solution to nanagi ng congestion
in conpl ex network environments. Congestion Measurenent Data-Fields
can be encapsul ated into a variety of protocols, such as |Pv6,
Segment Routing Header (SRH), Network Service Header (NSH), Generic
Network Virtualization Encapsul ati on (CGeneve), etc.

Ter mi nol ogy

* CC. Congestion Contro

* DRE: Discounting Rate Estimator [ CONGA]

* ECN. Explicit Congestion Notification

* HPCC. High Precision Congestion Control [I-D.nmiao-ccwy-hpcc]

Requi renment s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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2.

Overvi ew

Figure 1 shows the overview procedure of Congestion Measurenent.
First, the sender MJUST sets the packet with data fields for

Congesti on Measurenent (see Section 3) which specifies what kind of
the congestion information that the sending node intends to collect
fromtransit nodes. As the packet traverses through the network,
each router should inspect the data fields and update the Congestion
Info Data field accordingly. Upon reaching the receiver, the updated
congestion info data within the packet is extracted and then send
back to the sender. The sender, now equi pped with the congestion
information reflective of the packet’s journey, uses this data to
make proper adjustnments to its sending rate or |oad bal ancing

deci si ons.

Set Updat e Updat e Export
Congesti on Congesti on Congesti on Congesti on
Measur enent Info Info Info

I I I I

I I I I

| | | |
AR, + AR, + AR, + R +
| Sendi ng| ========>| Transi t | =========>| Transi t | ======= >| Recei Vi ng|
| Node | | Nodel | | Node2 | | Node |
Foemem- - + Link-1 +------- + Link-2 +------- + Link-3 4--------- +

Figure 1: Overvi ew of Congestion Measurenent
Data fields for Congestion Measurenent
Fi gure 2 shown the format of data fields for Congestion Measurenent.

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Fl ags | Congestion Info Type |
I i I e i I S I ik i SR N SRR S
| Congestion Info Data |
B T S i T s i i e e SEI S

Figure 2: Data Fields for Congestion Measurenent

The Flags field is shown bel ow
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01234567
+- - - - - - - -+
| U Reserved |(C
ST I R R i s SN

wher e:
* Flags: An 8-bit field.

- The first bit (U indicates whether the Congestion Info Data
field needs to be updated by transit nodes. |If set, the
transit nodes will update the Congestion Info Data. If not,
the transit node will not update it.

- The last bit (C) indicates that the Congestion Info Data is
custom zed and used only in Iimted donmain such as Data Center
network. |If the Cis 0, the Congestion Info Type is a bitnmap.
QO her bits are reserved

* Congestion Info Type: A 24-bit map that specifies the present
Congestion Info Data. Supported Congestion Info Data is listed in
Table 1. Note that it is possible for multiple Congestion Info
Data to coexist in one packet for the endpoint to collect the
detail ed raw congestion information.

* Congestion Info Data: A variable length field including the
congestion information data. Router MJST update this field based
on local load status. The length and the update operation is
listed in Table 1.

The Congestion Info Type is a 24-bit identifier which specifies which
data types are used in this data list. It is a bit field and the
following bits are defined in this document. The order of packing
the data fields in the Congestion Info Data follows the bit order of
the Congestion Info Type field, as follows:
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[ bbb oo s s s e s ety oo pee ey o}
| Bit | Congestion Info Data | Length | Operation

et oo ey el el
| 0 | Inflight Ratio | 8 | Max |
+----- B T ] F---- - - - Fo-m - - - - +
| 1 | DRE | 8 | Max |
+----- I I ] F---- - - I I +
| 2 | Queue Uilization Ratio | 8 | Max |
+----- I i T ] I I ] +
| 3 | Queue Del ay | 8 | Add |
+----- B T ] F---- - - - Fo-m - - - - +
| 4 | Congested Hops | 8 | Add |
+----- I I ] F---- - - I I +
| 5 | Available Bandw dth | 8 | Mn |
+----- I i T ] I I ] +

Table 1. Congestion Info Data

The Congestion Info Data fields are:

*

Inflight Ratio is described in [I-D. mao-ccwg-hpcc] and further
expl ained in Section 4.

DRE is defined in [CONGA]. It is a sinple nodule for neasuring
the load of a link. The DRE naintains a register, which is
incremented for each packet sent over the link by the packet size
in bytes, and is decrenented periodically with a nultiplicative
factor between 0 and 1. Therefore, the register is proportiona
to the rate of traffic over the link. The congestion netric for
the link is obtained by conparing it with the Iink speed.

Queue Utilization Ratio is calculated as the arrival rate divided
by the service rate.

Queue Delay is the tinme a packet waits in a queue before being
processed or transmtted.

Congested Hops is the nunber of congested hops al ong the path.

Avail abl e Bandwidth is further explained in Section 5
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4.

HPCC wi th Inflight Ratio

As described in [I-D. m ao-ccwg-hpcc], HPCC cal cul ates the inflight
ratio of each link(represent the link utilization of the Iink) from
the collected raw load information carried in the p4.org INT. Then
maxi muminflight ratio along the path is identified and used to
adjust the sending rate. The formula to calculate the inflight ratio
of each link is shown bel ow

txRate = (txBytes 1 - txBytes 2)/(t_1-t_ 2)
inflight ratio = gqlen/(B*T) + txRate/B

wher e:
* txBytes: link total transmitted bytes associated with tinmestanmp ts
* qglen: link queue I ength

* B: |ink bandw dth
* T. Baseline RTT

Leveragi ng Congestion Measurenent, the router participates in
calculation of the maximuminflight ratio. Each router MJST
calculate the inflight ratio of the down link and then conpare it to
the one in the Congestion Info Data field and keep the | arger one.
When the packet arrives at the endpoint, the Congestion Info Data
field already contains the maximuminflight ratio. The sending rate
adj ustnent al gorithmrenai ns unchanged. By allowing routers to
conduct these cal cul ations, the conmputing overhead is reduced for the
endpoint. Since the value is updated at each hop, the packet size
remai ns unchanged i ndependently fromthe nunmber of hops.

Congestion Control with Avail abl e Bandwi dth

The ABW (Avail abl e Bandwi dth) of |inks can be applied in existing CC
algorithms to optimize their throughput performance, such as TCP Reno
and CUBIC. The sending rate and congesti on wi ndow can be dynamically
adjusted during the CCs slowstart and | oss recovery phases. The
BBR al gorithm which detects Iink bottleneck bandwi dth based on rate
and round-trip tine (RTT), can utilize the ABWto obtain the

bottl eneck bandwi dth of the |ink and optinm ze data throughput
efficiency. Alternatively, a conpletely new CC al gorithm can be

desi gned based on ABWto predict and avoid congestion in advance.

The nethod for obtaining the ABWof a link is shown as foll ows:
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1. The sending node can obtain the ABWof its egress port, mark the
packet with data fields for ABW Measurement, and then send the
packet to the Receiving node.

2. The transit node identify the ABW probe action based on the
Congesti on Measurenent header, conpare the ABWof their egress
port with the ABWin the packet. |If the ABWof the current node
is smaller than that in the packet, it updates to the |ink’'s ABW
and forwards the packet; otherwise, it directly forwards the
packet .

3. After receiving the ABW packet, the receiving node parses the
link’s ABW constructs an ABWresponse packet, and sends it back
to the sendi ng node.

The cal cul ation of the current node’s ABWcan be referenced as
fol |l ows:

ABW=B - T - R

wher e:

* Bis the bandwi dth of the egress port where the flow passes
* Tis the traffic size of that egress port

* Ris the reserved bandw dth

The reserved bandwi dth takes into account the fairness of the CC
algorithm facilitating the entry of newy added flow. The val ue of
R can be set according to the specific circunstances of each node,
all owi ng TOR swi tches and backbone routers to reserve different

per cent ages of bandwi dt h.

6. Security Considerations

An attack on Congestion Measurenment can prevent the collection of the
congestion information by maliciously nodifying the data fields in
transit or by injecting packets with naliciously generated data
fields. As nentioned above, a possibility to overcone this issue can
be to apply the Congestion Measurenent in specific controlled

domai ns, thus confining the potential attack vectors within the
network domain. A linited adnministrative domain provides the network
adm nistrator with the means to select, nonitor, and control the
access to the network, making it a trusted domain.
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7. | ANA Consi derati ons

I ANA is requested to define a registry group naned "Congestion
Measur enment Parameters”. This registry defines code points for

Fl ags, Congestion Info Type and Congestion Info Data as explained in
Section 3.
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