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Abstract

Thi s docunent specifies "dns-persist-01", a new validation nethod for
the Automated Certificate Managenent Environment (ACME) protocol

This nmethod allows a Certification Authority (CA) to verify contro
over a domain by confirm ng the presence of a persistent DNS TXT
record containing CA and account identification information. This
method is particularly suited for environnents where traditiona
chal | enge nethods are inpractical, such as |oT deploynents, nulti-
tenant platforns, and scenarios requiring batch certificate
operations. The validation nmethod is designed with a strong focus on
security and robustness, incorporating w dely adopted industry best
practices for persistent domain control validation. This design ains
to nmake it suitable for Certification Authorities operating under
various policy environments, including those that align with the CA
Br owser Forum Basel i ne Requirenents.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-sheurich-acnme-dns-persist/.

Di scussion of this docunent takes place on the Automated Certificate
Management Environnment Working Goup mailing |ist
(mailto:acne@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/acne/. Subscribe at
https://ww ietf.org/ mailman/listinfo/acne/.

Source for this draft and an issue tracker can be found at
https://github. com sheuri ch/draft-sheurich-acme-dns-persist.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

The Automated Certificate Managenent Environnent (ACME) protoco

[ RFC8555] defines nmechanisns for automating certificate issuance and
domai n validation. The existing challenge nethods, "http-01" and
"dns-01", require real-time interaction between the ACME client and
the domain’s infrastructure during the validation process. Wile
effective for many use cases, these nmethods present challenges in
certain depl oynent scenari os.
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Exanpl es i ncl ude:

* Internet of Things (10T) deploynments where devices may not be able
to host an HITP service or coordinate DNS updates in real -tine.

* Edge conpute and multi-tenant hosting platforns where the entity
managi ng the DNS zone is distinct fromthe tenant subscribing to
the certificate.

* (Organi zations that wish to pre-validate domains and batch issuance
operations offline or at a later tine.

* Scenarios requiring wildcard certificates where domain control is
proven once and reused over an extended peri od.

* Environnents with strict change nanagenent processes where DNS
nodi fi cations require approval workfl ows.

Thi s docunent defines a new ACME chal l enge type, "dns-persist-01".
Thi s method proves control over a Fully Qualified Dormai n Name (FQDN)
by confirm ng the presence of a persistent DNS TXT record contai ni ng
CA and account identification information

The record format is based on the "issue-value" syntax from

[ RFC8659], incorporating an issuer-donmain-nane and a mandat ory
accounturi parameter [RFC8657] that uniquely identifies the
applicant’s account. This design provides strong bindi ng between the
domai n, the CA, and the specific account requesting validation

1.1. Robustness and Alignment with Industry Best Practices

This validation method is designed to provide a robust and persistent
mechani sm for domain control verification within the ACME protocol
Its technical design incorporates wi dely adopted security principles
and best practices for domain validation, ensuring high assurance
regardl ess of the specific CA policy environnent. These principles
include, but are not limted to:

1. The use of a well-defined, unique DNS | abel (e.g., "_validation-
persist") for persistent validation records, mnimzing potentia
conflicts.

2. Consideration of DNS TTL val ues when determ ning the effective
validity period of an authorization, balancing persistence with
responsi veness to DNS changes (see Section 7.8).
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3. Explicit binding of the domain validation to a specific ACVE
account through a unique identifier, establishing clear
accountability and enhancing security agai nst unauthorized use.

Certification Authorities operating under various trust program
requirenents will find this technical franmework suitable for their
domai n validation needs, as its design inherently supports robust and
audi tabl e validation practices.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

*DNS TXT Record Persistent DCV Domain Label* The |abel "_validation-
persist" as specified in this docunment. This |abel is consistent
with industry practices for persistent domain validation.

*Aut hori zati on Domai n Name* The domain nane at which the validation
TXT record is provisioned. It is formed by prepending the DNS TXT
Record Persistent DCV Donmain Label to the FQDN being vali dat ed.

*] ssuer Domai n Name* A domain nane disclosed by the CAin
Section 4.2 of the CA's Certificate Policy and/or Certification
Practices Statenent to identify the CA for the purposes of this
val i dati on nethod.

Not e: The issuer-domai n-nanes provided in the chall enge object
SHOULD be drawn fromthe machi ne-readabl e caaldentities array in
the ACME server’s directory object, as specified in [ RFC8555],
Section 9.7.6. This creates a clearer programmtic |ink between
the server’s advertised identities and the chall enge object.

*Val i dati on Data Reuse Period* The period during which a CA may rely
on validation data, as defined by the CA's practices and
appl i cabl e requi rements.

*persistUntil* An optional paraneter in the validation record that
specifies the tinmestanp after which the validation record shoul d
no | onger be considered valid by CAs. The value MJST be a base-10
encoded integer representing a UNI X timestanp in UTC (the numnber
of seconds since 1970-01-01T0O: 00: 00Z i gnoring | eap seconds).
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3.

3.

The "dns- persist-01" Chall enge

The "dns-persist-01" challenge allows an ACME client to denonstrate
control over an FQDN by proving it can provision a DNS TXT record
containing specific, persistent validation information. The
validation information |links the FQDN to both the Certificate

Aut hority performing the validation and the specific ACME account
requesting the validation

When an ACME client accepts a "dns-persist-01" challenge, it proves
control by provisioning a DNS TXT record at the Authorization Donmain
Name. Unlike the existing "dns-01" challenge, this record is
designed to persist and may be reused for nmultiple certificate

i ssuances over an extended peri od.

1. Challenge hject

The chal | enge object for "dns-persist-01" contains the follow ng
fields:

* *type* (required, string): The string "dns-persist-01"

* *url* (required, string): The URL to which a response can be
post ed

* *gtatus* (required, string): The status of this chall enge

* *jssuer-donmi n-names* (required, array of strings): Alist of one
or nore |ssuer Domain Names. The client MJUST choose one of these
domain names to include in the DNS TXT record. The challenge is
successful if a valid TXT record is found that uses any one of the
provi ded domai n nanes.

Each string in the array MJST be a domain nane that conplies with
the follow ng normalization rules:

1. The donmain name MJUST be represented in A-1abel fornmat
(Punycode, [RFC5890]).

2. Al characters MJST be | owercase

3. The domai n nane MJST NOT have a trailing dot.

Heurich, et al. Expires 9 February 2026 [ Page 6]



I nternet-Draft ACME Persi stent DNS Chal | enge August 2025

The server MJUST ensure the array is not enpty. Servers MJST NOT
send nore than 10 issuer domain names. This limt serves as a
practical neasure to prevent denial -of-service vectors agai nst
clients. dients MJST consider a challenge nmalfornmed if the

i ssuer-domai n-nanes array is enpty or if it contains nore than 10
entries, and MJST reject such challenges. Each domain name MJST
NOT exceed 253 octets in |ength.

The foll owi ng shows an exanpl e chal | enge object:

{

"type": "dns-persist-01",

"url": "https://ca. exanpl e/ acne/ aut hz/ 1234/ 0",

"status": "pending",

"i ssuer-domai n-nanes": ["authority.exanple", "ca.exanple.net"]
}

Figure 1. Exanpl e dns-persist-01 Chal |l enge Ohject
4. Chal l enge Response and Verification

To respond to the chall enge, the ACME client provisions a DNS TXT
record for the Authorization Domain Nane being validated. The
Aut hori zation Domain Narme is forned by prepending the | abe
"_validation-persist" to the domai n nane bei ng val i dat ed.

For exanple, if the domain being validated is "exanple.cont, the
Aut hori zation Domain Name woul d be " validation-persist.exanple.cont.

The RDATA of this TXT record MJST fulfill the followi ng requirenents

1. The RDATA val ue MIJST conformto the issue-value syntax as defined
in [ RFC8659], Section 4.

2. The issuer-donmai n-nane portion of the issue-value MJUST be one of
the I ssuer Domain Nanmes provided by the CA in the issuer-donain-
nanes array of the challenge object.

3. The issue-value MJST contain an accounturi paraneter. The val ue
of this parameter MJST be a unique URI identifying the account of
the applicant which requested the validation, constructed
according to [ RFC8657], Section 3.
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4. The issue-value MAY contain a policy paraneter. |If present, this
paraneter nodifies the validation scope. The policy paraneter
foll ows the key=val ue syntax. The policy paraneter key and its
defined values MJST be treated as case-insensitive. CAs MJST
i gnore any unknown paraneter keys. The follow ng value for the
policy paraneter is defined with respect to subdonai n and
wi | dcard validati on:

* policy=wildcard: If this value is present, the CA MAY consi der
this validation sufficient for issuing certificates for the
val i dated FQDN, for specific subdonmains of the validated FQDN
(as covered by wildcard scope or specific subdomain validation
rules), and for wildcard certificates (e.g., *.exanple.com
See Section 5 and Section 6.

If the policy paraneter is absent, or if its value is anything
other than wildcard, the CA MJST proceed as if the policy
paraneter were not present (i.e., the validation applies only to
the specific FQDN).

5. The issue-value MAY contain a persistUntil paraneter. |f
present, the value MJUST be a base-10 encoded integer representing
a UNI X tinestanp (the nunber of seconds since
1970- 01- 01T0O0: 00: 00Z ignoring |l eap seconds). CAs MJST NOT
consider this validation record valid for new validation attenpts
after the specified tinestanp. However, this does not affect the
reuse of already-validated data.

For exanple, if the ACME client is requesting validation for the FQDN
"exanpl e.com' froma CA that uses "authority.exanple" as its Issuer
Domai n Nanme, and the client’s account URl is "https://ca.exanpl e/
acct/ 123", it m ght provision:

_validation-persist.exanple.com IN TXT ("authority.exanple;"
" accounturi=https://ca. exanpl e/ acct/123")

The ACME server verifies the challenge by perform ng a DNS | ookup for
TXT records at the Authorization Domain Name. It then iterates
through the returned records to find one that conforms to the
required structure. For a record to be considered valid, its issuer-
domai n-nane val ue MJST nmatch one of the values provided in the

i ssuer-domai n-nanmes array fromthe chall enge object, and it nust
contain a valid accounturi for the requesting account. When
comparing i ssuer domai n nanes, the server MJST adhere to the
normal i zation rules specified in Section 3.1. The server also
interprets any policy parameter val ues according to this

speci fication.

Heurich, et al. Expires 9 February 2026 [ Page 8]



I nternet-Draft ACME Persi stent DNS Chal | enge August 2025

4.1. Miltiple Issuer Support

A domai n MAY authorize multiple Certificate Authorities (CAs) by
provisioning a separate _validation-persist TXT record for each
issuer. This allows donain owners to maintain relationships with
mul ti pl e CAs sinultaneously, enhancing flexibility and resilience.

4.1.1. Coexistence of Records

When nmultiple TXT records are present at the sane DNS | abel (e.g.,
_val idation-persist.exanple.com, each record functions as an

i ndependent authorization for the specified issuer. This follows a
simlar pattern to CAA records [RFC8659], where nultiple records at
the sane | abel are perm ssible.

4.1.2. CA Verification Process

When a CA performs validation for a domain with multiple _validation-
persist TXT records, it MJST foll ow these steps:

1. *Query DNS*: Retrieve all TXT records fromthe Authorization
Domai n Nane.

2. *Filter Records*: Iterate through the returned records to find
one where the issuer-domai n-nane val ue matches one of the Issuer
Domain Nanmes the CAis configured to use for this validation
The CA MJST ignore all other records.

3. *Validate Record*: If a matching record is found, the CA proceeds
to validate it according to the requirenents in this
specification, including verifying the accounturi and
persistUntil paraneters.

4. *Handle No Match*: If no record with a matching issuer-donmai n-
nane is found, the validation attenpt MJST fail

4.1.3. Security and Managenent Consi derations

VWhen aut horizing multiple issuers, domain owners MJST consider the
fol | owi ng:

*Auditing* Regularly audit DNS records to ensure that only intended
CAs remai n authorized. Renove records for CAs that are no | onger
in use.

*| ndependent Security* Each authorized CA operates independently.

The conproni se of one CA's systens does not directly affect the
security of other authorized CAs.
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*Weakest Link* The domain’s overall security posture is influenced
by the security practices of all authorized CAs. Domain owners
shoul d consi der the practices of each CA they authorize.

*Aut hori zation Renoval * To de-authorize a CA, the corresponding TXT
record MUST be deleted fromthe DNS zone.

4.1.4. Exanple: Authorizing Two CAs
Thi s exanpl e denponstrates how a domai n owner can authorize two
different CAs, "cal.exanple" and "ca2.exanple", to issue certificates
for exanpl e. org.
*DNS Configuration:*
_validation-persist.exanple.org. 3600 IN TXT ("cal. exanple;"
" accounturi=https://cal. exanpl e/ acne/acct/ 12345;"
" policy=wildcard")
_val i dation-persist.exanple.org. 3600 IN TXT ("ca2.exanple;"
" accounturi=https://ca2. exanpl e/ acne/ acct/ 67890; "
" persistUntil =1767225600")
*Verification Flow for CAl:*
1. CAl queries for TXT records at _validation-persist.exanple.org.
2. It receives both records.

3. It filters for the record where issuer-domain-name is
"cal. exanpl e".

4. 1t validates the request using this record, noting the
policy=wi | dcard authorization

5. The second record for "ca2.exanple" is ignored.

*Verification Flow for CA2:*

1. CA2 queries for TXT records at _validation-persist.exanple.org.
2. It receives both records.

3. It filters for the record where issuer-domain-nane is
"ca2. exanpl e".

4. 1t validates the request using this record, noting the
persistUntil constraint.
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5. The first record for "cal.exanple" is ignored.
4.2. Just-in-Time Validation

When processing a new aut horization request, a CA MAY perform an
i medi ate DNS | ookup for _validation-persist TXT records at the
Aut hori zation Donmai n Name corresponding to the requested domain
identifier.

If one or nore such records exist, the CA MJST eval uate them
according to the requirenents specified in Section 4.1. |f at |east
one record neets all validation requirenents, the CA MAY transition
the authorization to the "valid" status without returning a "pending"
challenge to the client. This mechanismis an optinization and does
not alter the ACME state machine defined in [ RFC8555]. The server
internally transitions the authorization from "pendi ng" through
"processing"” to "valid" instantaneously. Fromthe client’s
perspective, it receives a "valid" authorization object directly in
response to its creation request.

If no DNS TXT record neets the validation requirenents, or if the
records are absent, the CA MJUST proceed with the standard

aut hori zation flow by returning a "pendi ng" authorization with an
associ at ed dns-persist-01 chal |l enge object.

Thi s mechani sm enabl es efficient reuse of persistent validation
records while maintaining the security properties of the validation
nmet hod.

5. Wldcard and Subdomain Certificate Validation
This validation method supports validation for wildcard certificates
(e.g., *.exanple.com and specific subdomains through the use of the
policy=wi | dcard paraneter.

5.1. Scope of policy=wildcard

VWhen a DNS TXT record includes the policy=w |dcard paraneter val ue,
it authorizes certificate issuance for

1. *The validated FQDN itself* - The base domain for which the TXT
record exists (e.g., exanple.con

2. *Wldcard certificates* - Certificates covering i medi ate
subdomains (e.g., *.example.con
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6

6

1.

2

3. *Specific subdonmai ns* - Any specific subdomain of the validated

FCQDN (e.g., www. exanpl e.com app. exanpl e.com
server. dept. exanpl e. con

For exanple, a TXT record at _validation-persist.exanple.com

contai ning policy=wildcard can validate certificates for exanple.com
* exanpl e.com ww. exanpl e.com and any ot her subdomai n of
exanpl e. com

If the policy paraneter is absent, or if its value is anything other
than wildcard, the validation applies only to the specific FQDN being
val i dat ed and MJUST NOT be consi dered sufficient for wldcard
certificates or subdomains.

Subdomain Certificate Validation

When the policy=wildcard paraneter is present (as described in
Section 5), CAs MAY issue certificates for subdomai ns of the
validated FQDN. This section describes the inplenentation details
for subdomain validation.

Determ ning Permtted Subdonmi ns

To determ ne whi ch subdomains are permitted, the FQDN for which the
persistent TXT record exists (referred to as the "validated FQDN')
must appear as the exact suffix of the FQDN for which a certificate
is requested (referred to as the "requested FQDN').

For exanple, if dept.exanmple.comis the validated FQDN, a certificate
for server.dept.exanple.comis permtted because dept.exanple.comis
its suffix.

I mpl enent ati on Requi rement s

* The persistent DNS TXT record MJST include policy=wildcard for
subdonei n validation to be pernitted.

* CAs MJST verify that the validated FQDN is a proper suffix of the
requested FCQDN

* |f the policy paraneter is absent or has any val ue other than
wi | dcard, subdorain validation MJUST NOT be pernitted.

See Section 7.3 for inmportant security inplications of enabling
subdonai n val i dati on.
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6.3. Exanple: Subdomain Validation

For a persistent TXT record provisioned at _validation-

persi st.exanple.comwi th policy=wildcard: - Permtted: exanple.com
www. exanpl e. com app. exanpl e. com server. dept. exanpl e. com

*. exanpl e.com- Not permitted without additional validation

ot her exanpl e. com exanpl e. net

7. Security Considerations
7.1. Persistent Record Risks

The persistence of validation records creates extended w ndows of

vul nerability conpared to traditional ACME challenge nethods. |[If an
attacker gains control of a DNS zone containing persistent validation
records, they can potentially obtain certificates for the validated
domains until the validation records are renmoved or nodifi ed.

Clients SHOULD protect validation records through appropriate DNS
security neasures, including:

* Using DNS providers with strong authentication and access controls
* | nplementing DNS security extensions (DNSSEC) where possible
* Mnitoring DNS zones for unauthorized changes
* Regularly reviewing and rotating validation records
7.2. Account Binding Security

The accounturi paraneter provides strong bindi ng between domain
val i dation and specific ACME accounts. However, this binding depends
on the security of the ACVE account itself.

The security of this nmethod is fundanmentally bound to the security of
the ACME account’s private key. |If this key is conprom sed, an
attacker can inmredi ately use any pre-existing dns-persist-01

aut hori zati ons associated with that account to issue certificates,

wi t hout needi ng any further access to the domain’s DNS
infrastructure. This elevates the inportance of secure key
managenment for ACME clients far above that required for transient
chal | enge met hods, as the w ndow of opportunity for an attacker is
tied to the lifetime of the persistent authorization, not a nomentary
chal | enge

CAs SHOULD i npl enent robust account security neasures, including:
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* Strong authentication requirenents for ACME accounts
* Account activity nonitoring and anomaly detection

* Rapid account revocation capabilities

* Regul ar account security reviews

* Account key rotation policies and procedures

Clients SHOULD protect their ACME account keys with the sane |evel of
security as they would protect private keys for high-val ue
certificates.

7.2.1. Account Key Rotation

The accounturi paraneter is a stable identifier for the ACME account
that persists across key rotations. Wen a client rotates their
account key followi ng the procedures defined in [ RFC8555],

Section 7.3.5, the accounturi remai ns unchanged. Therefore, existing
DNS TXT records containing the accounturi paraneter do not require
nmodi fi cati on when perform ng account key rotations.

7.3. Subdomain Validation Risks

Enabl i ng subdomai n validation via policy=wildcard creates significant
security inmplications. Organizations using this feature MJST
carefully control subdonai n del egati on and nonitor for unauthorized
subdonmi ns. This policy value serves as the explicit mechani sm for
domain owners to opt-in to broader validation scopes

The ability to issue certificates for subdomains of validated FQDNs
creates significant security risks, particularly in environments wth
subdonmi n del egati on or where subdonai ns may be controll ed by
different entities.

Potential risks include:

* Subdomai n takeover attacks where abandoned subdomai ns are cl ai ned
by attackers

* Unaut horized certificate issuance for subdonmains controlled by
di fferent organi zati ons

* Confusion about which entity has authority over specific
subdonai ns

Organi zations considering the use of subdonmain validati on MJST
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* Maintain strict control over subdonain del egation
* Inplenent nonitoring for subdomai n creati on and changes

* Consider limting subdonmain validation to specific, controlled
scenari os

* Provide clear governance policies for subdomain certificate
aut hority

4. Cross-CA Validation Reuse

The persistent nature of validation records raises concerns about
potential reuse across different Certificate Authorities. Wile the
i ssuer -domai n- name paraneter is designed to prevent such reuse,

i npl ementations MJUST carefully validate that the issuer-domai n-nane
in the DNS record matches the CA's disclosed |ssuer Donmin Name.

5. Record Tanpering and Integrity

DNS records are generally not authenticated end-to-end, making them
potentially vulnerable to tanpering. CAs SHOULD i npl enent additiona
integrity checks where possible and consider the overall security
posture of the DNS infrastructure when relying on persistent

val i dation records

Additionally, CAs MJIST protect their issuer-domain-nane with robust
security neasures. Using DNSSEC is a recommended nechanismfor this
purpose. An attacker who conpromi ses the DNS for a CA' s issuer-
domai n-name coul d di srupt validation or potentially inpersonate the
CAin certain scenarios. Wiile this is a systemic DNS security risk
that extends beyond this specification, it is anplified by any
mechanismthat relies on DNS for identity.

6. Issuer Dommin Nanme Normalization and Limts

The issuer-domai n-nanmes field requires domain names to be provided in
a normalized form (|l owercase A-1abels, no trailing dot) to prevent
errors and security issues arising fromcase-sensitivity differences
or Uni code honograph attacks. By requiring a canonica
representation, servers and clients can performsinple byte-for-byte
conparisons, ensuring interoperability and deterninistic validation
The order of names in the array has no significance
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The server-side limt on the nunber of issuer domain nanes provided
in a single challenge (e.g., 10) helps nitigate denial -of -service
vectors where a client mght be forced to perform an excessive nunber
of DNS queries or a server m ght be burdened by validating against a
| arge set of donains.

7.7. DNS Security Measures

To enhance the security and integrity of the validation process, CAs
and clients should consider inplenmenting advanced DNS security
neasures.

7.7.1. DNSSEC

DNS Security Extensions (DNSSEC) provide cryptographic authentication
of DNS data. This is a critical security nmeasure that ensures the
validation records retrieved by a CA are authentic and have not been
tanmpered with.

For CAs operating within the public WebPKI, the use of DNSSEC is a
vital best practice for ensuring the integrity of domain validation
For private or closed PKI environnents, DNSSEC is strongly
recomended but nmay not be required, depending on the trust nodel and
risk profile of the specific deploynent.

7.7.2. Milti-Perspective Validation

Mul ti-Perspective |ssuance Corroboration (MPIC) is a technique to
val i date donmain control fromnultiple network vantage points. This
is acritical defense against |ocalized network attacks, such as BGP
hi j acki ng and DNS spoofing, which could otherwise lead to certificate
m s-i ssuance.

For CAs subject to requirenents |like the CA/ Browser Forum Baseline
Requirenents, MPIC is essential for robust domain validation
However, for private PKI systens where the network topology is well-
known and such localized attacks are not part of the threat nodel,
MPI C may be consi dered opti onal

7.8. Validation Data Reuse and TTL Handli ng

This validation method is explicitly designed for persistence and
reuse. The period for which a CAmay rely on validation data is its
Val idation Data Reuse Period (as defined in Section 2). However, if
the DNS TXT record’s Time-to-Live (TTL) is shorter than this period,
the CA MUST treat the record’s TTL as the effective validation data
reuse period for that specific validation
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CAs MAY reuse validation data obtained through this nethod for the
duration of their validation data reuse period, subject to the TTL
constraints described in this section. The persistUntil paraneter
i ndi cates when the DNS validation record should no | onger be
considered valid for new validation attenpts. |f a persistuUnti
paraneter is present in the DNS TXT record, the CA MJUST NOT
successfully complete a validation attenpt after the date and tine
specified in that paraneter. This restriction does not preclude
reuse of data that has already been vali dated.

9. persistUntil Paranmeter Considerations

The persistUntil parameter provides domain owners with direct contro
over the validity period of their validation records. CAs and
clients should be aware of the follow ng considerations:

*  Donmmi n owners should set expiration dates for validation records
that bal ance security and operational needs. To avoid unexpected
validation failures during certificate renewal, donmain owners are
advi sed to:

- Align persistUntil values with certificate lifetinmes or planned
mai nt enance intervals

- Mnitor or set reninders for persistUntil expirations

- Document persistUntil practices in certificate nanagenent
pr ocedur es

- Automate updates to validation records with new persistuUnti
val ues during certificate renewal workfl ows

* CAs MIST properly parse and interpret the integer tinestanp val ue
as a UNI X ti nestanp (the nunber of seconds since
1970- 01- 01T0OO: 00: 00Z ignoring | eap seconds) and apply the
expiration correctly.

* CAs MJST reject or consider expired any validation record where
the current tinme exceeds the persistUntil tinmestanp.

10. Revocation and Invalidation of Persistent Authorizations

The persistent nature of dns-persist-01 authorizations nmeans that a
valid DNS TXT record can grant control for an extended period,
potentially even if the domain owner’s intent changes or if the
associ ated ACME account key is conpromised. Therefore, explicit
mechani sns for revoking or invalidating these persistent

aut hori zations are critical
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The primary nethod for an Applicant to invalidate a dns-persist-01
aut hori zation for a domain is to *renmove the correspondi ng DNS TXT
record* fromthe Authorization Domain Name. After the record is

renoved, new validation attenpts for the domain will fail. This
behavi or represents a deliberate design trade-off: any existing
aut hori zation obtained via this nethod will remain valid until it

expires as per the CA's Validation Data Reuse Period. This
persi stence underscores the inmportance of protecting the ACME account
key.

For situations requiring i nedi ate revocation of issuance capability,
such as a suspected account key conpronise, the prinmary and nost

ef fective mechanismis to *deactivate the ACME account* as specified
in [ RFC8555], Section 7.5.2. Deactivating the account imrediately
and irrevocably prevents it from being used for any further
certificate issuance

ACME dients SHOULD provide clear mechani sms for users to:
* Renove the _validation-persist DNS TXT record.

* NMbnitor the presence and content of their _validation-persist
records to ensure they accurately reflect desired authorization

Certificate Authorities (CAs) inplenenting this nmethod MJST:

* During a validation attenpt, fail the validation if the
corresponding DNS TXT record is no |longer present or if its
content does not neet the requirenents of this specification
(e.g., incorrect issuer-domain-nane, missing accounturi, altered

policy).

* Reject new validation attenpts when the current tine exceeds the
timestanp specified in a persistUntil paraneter, even if the DNS
TXT record remai ns present and woul d ot herwi se satisfy all other
val i dation requirenents

* Ensure their internal systenms are capable of efficiently handling
the validation failure when DNS records are renoved or becone
i nvalid.

Wil e this nethod provides a persistent signal of control, the
fundanmental ACME aut horization object (as defined in [ RFC8555])
remai ns subject to its ow lifecycle, including expiration. A
persistent DNS record allows for repeated authorizations, but each
aut hori zati on object issued by the CAwill have a defined validity
period, after which it expires unless renewed.
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8. | ANA Consi derati ons
8.1. ACME Validation Methods Registry

I ANA is requested to register the following entry in the "ACVE
Val i dation Methods" registry:

* *label *: dns-persist-01

* *|dentifier Type*: dns

* *ACMVE*: Y

* *Reference*: This docunent
9. Inplenentation Considerations
9.1. DNS Record Size Considerations

The RDATA of the TXT record, which contains the issue-value, may
becone | arge, particularly if the accounturi is long. Wile the
total size of a TXT record’ s RDATA can be up to 65,535 octets, it
must be formatted as a sequence of one or nore character-strings,
where each string is linmted to 255 octets in |ength.

*CA I npl ementation Guidelines:* - CAs SHOULD endeavor to keep the
accounturi values they generate reasonably concise to mnimze the
final record size

*Client Inplenmentation Guidelines:* - Cients MIST properly handl e
the creation of TXT records where the RDATA exceeds 255 octets. As
specified in [ RFC1035], Section 3.3, clients MJST split the RDATA
into multiple, concatenated, quote-enclosed strings, each no nore
than 255 octets. For exanpl e:

~~~ dns _validation-persist.exanple.com [IN TXT ("first-part-of-
| ong-string..." " ...second-part-of-long-string") ~~~

Failure to correctly format | ong RDATA values may result in
validation failures

9.1.1. Donain Nane Nornalization Al gorithm
Thi s section provides a non-normative algorithmfor domai n nane
normal i zation to pronote interoperability. Both clients and servers

SHOULD fol l ow a consistent nornmalization process to ensure that
domai n nanes are handl ed uniformy
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The recomended nornalization process consists of the foll ow ng four
steps, applied in order:

1. *Case-folding*: Apply Unicode-aware, |ocal e-independent case-
folding to the entire donmain nane string to convert it to
| ower case

2. *Unicode Normalization*: Normalize the string to Unicode
Nor mal i zati on Form C (NFC).

3.  *Punycode Conversion*: Convert each | abel of the domain name to
its A-label (Punycode) representation as specified in [ RFC5890].

4. *Trailing Dot Renmpval *: Renove any trailing dot fromthe fina
string.

For exanple, a domain name |ike EXAMPLE.com is nornalized as
follows: 1. After case-folding: exanple.com 2. After NFC
nornmal i zati on: exanple.com 3. After Punycode conversion
exanple.com 4. After renoving trailing dot: examnple.com

An internationalized domain nane |ike 7 3 7 ;% CODE- exanpl e.com is
normalized as follows: 1. After case-folding: 7 < nicode-exanple.com
2. After NFC nornualization: 7 ¥ nicode-exanple.com 3. After Punycode
conversi on: Xxn--nicode-exanpl e-9jb.com 4. After renoving trailing
dot: xn--ni code-exanpl e-9jb. com

9.2. CA Inplenentation Quidelines

Certificate Authorities inplenenting this validation nmethod should
consi der:

* Establishing clear policies for Issuer Dormain Name di sclosure in
Certificate Policies and Certification Practice Statenents

* Devel opi ng procedures for handling validation record TTL
vari ations

* Creating account security nonitoring and incident response
pr ocedur es

* Providing clear docunentation for clients on proper record
construction
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9.2.1. Error Handling

VWhen i npl erenting the "dns-persist-01" validation nethod, Certificate
Aut horities SHOULD return appropriate ACVME error codes to provide
cl ear feedback on validation failures. Specifically:

* CAs SHOULD return a malforned error (as defined in [ RFC8555]) when
the TXT record has invalid syntax, such as duplicate paraneters,
invalid timestanp format in the persistUntil paraneter, m ssing
mandat ory accounturi paraneter, or other syntactic violations of
the record format specified in this docunent.

* CAs SHOULD return an unauthorized error (as defined in [ RFC8555])
when validation fails due to authorization issues, including:

- The accounturi paraneter in the DNS TXT record does not match
the URI of the ACME account neking the request

- The persistuntil tinestanp has expired, indicating that the
validation record is no | onger considered valid for new
validation attenpts

- The issuer-domai n-nanme in the DNS TXT record does not match any
of the values provided in the issuer-domain-nanes array of the
chal | enge obj ect

Note that these error codes apply to validation attenpts on specific
chall enges. In the case of Just-in-Time Validation (see

Section 4.2), when a CA finds a pre-existing DNS TXT record that does
not neet validation requirenments, the CA proceeds with the standard
aut hori zation flow by issuing a new pending chall enge rather than
returning an error.

These error codes help ACVE clients distinguish between different
types of validation failures and take appropriate corrective actions.

9.3. dient Inplenentation Guidelines
ACME clients inplenmenting this validation nethod shoul d consider
* | nplenmenting secure DNS record managenent practices

* Providing clear user interfaces for nmanagi ng persistent validation
records

* | nplenmenting validation record nonitoring and al erting

* Designing appropriate error handling for validation failures
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* Considering the security inplications of persistent records in
their threat nodels
9.4. DNS Provider Considerations
DNS provi ders supporting this validation nmethod shoul d consi der

* I mplenenting appropriate access controls for validation record
managenent

* Providing audit |ogging for validation record changes
* Supporting reasonable TTL values for validation records

* Considering dedicated interfaces or APlIs for ACME validation
record nmanagenent

10. Exanpl es
10.1. Basic Validation Exanple (FQN Only)

For validation of "exanple.con’ by a CA using "authority. exanple" as
its Issuer Domain Nane, where the validation should only apply to
"exanpl e. coni':

1. CA provides challenge object with a list of valid Issuer Domain
Nanes:

"type": "dns-persist-01",

"url": "https://ca. exanpl e/ acne/ aut hz/ 1234/ 0",

"status": "pending",

"i ssuer-domai n-nanes": ["authority.exanple", "ca.exanple.net"]

2. dient chooses one of the provided |Issuer Domai n Nanes (e.g.,
"authority. exanpl e") and provisions a DNS TXT record (note the
absence of a policy paraneter for scope):

_validation-persist.exanple.com IN TXT ("authority.exanple;"
" accounturi=https://ca. exanpl e/ acct/123")

3. CA validates the record through DNS queries. This validation is
sufficient only for "exanple.con.
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10.

10.

10.

2

Wl dcard Validati on Exanpl e

For validation of "*.exanple.cont (which also validates "exanple.cont
and specific subdonains |ike "ww. exanple.com') by a CA using
"authority.exanple" as its |Issuer Domain Nane:

1.

2

3.

3.

The CA provides a challenge object simlar to the basic exanple,
contai ni ng an i ssuer-domai n-nanes array.

Client chooses one of the provided | ssuer Domain Nanes (e.g.,
"authority. exanple") and provisions a DNS TXT record at the base
domain’ s Authorization Dormai n Name, including policy=wldcard:

_validation-persist.exanple.com IN TXT ("authority.exanple;"
" accounturi=https://ca. exanpl e/ acct/123;"
" policy=wildcard")

CA validates the record through DNS queries. This validation
aut hori zes certificates for "exanple.con, "*.exanple.cont, and
speci fic subdomains |ike "ww. exanpl e. cont'.

Val i dation Exanple with persistUnti

For validation of "exanple.com' with an explicit expiration date:

1.

2

3.

4.

The CA provides a challenge object simlar to the basic exanple,
contai ning an i ssuer-domai n-nanes array.

Client chooses one of the provided | ssuer Domain Nanes (e.g.,
"authority. exanpl e") and provisions a DNS TXT record incl uding
persistUntil:

_validation-persist.exanple.com IN TXT ("authority.exanmple;"
" accounturi=https://ca. exanpl e/ acct/123;"
" persistUntil=1721952000")

CA validates the record. This validation is sufficient only for
"exanpl e.com and will not be considered valid after the
specified timestanp (2024-07-26T00: 00: 00Z) .

Wl dcard Validation Exanple with persistuUnti

For validation of "*.exanple.conl with an explicit expiration date:

1.

The CA provides a challenge object simlar to the basic exanple,
contai ning an issuer-donmai n-nanmes array.
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2.

3.

11.

11. 1.

Cient chooses one of the provided |Issuer Domain Nanes (e.g.,
"authority. exanpl e") and provisions a DNS TXT record incl uding
policy=wildcard and persistUntil:
_validation-persist.exanple.com IN TXT ("authority.exanple;"
" accounturi=https://ca. exanpl e/acct/123;"
" policy=wildcard;"
" persistUntil=1721952000")

CA validates the record. This validation authorizes certificates
for "exanple.conm', "*.exanple.coni, and specific subdonai ns, but
will not be considered valid after the specified tinmestanp
(2024- 07- 26T00: 00: 00Z) .
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