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Abst ract

Thi s docunent proposes a post-quantum cryptography (PQC) strategy for
Domai n Nane System Security (DNSSEC) that includes two types of

al gorithms: one or nore conservatively designed algorithns that are
unlikely ever to need to be replaced, and one or nore | ow i npact
drop-in algorithms that are used the sanme way as a traditional
signature algorithm The conservatively designed al gorithms can be
used in a node of operation that mtigates the operational inpact of
a large signature size. The conbination provides both the routine
performance of the lowinpact algorithmand a resilient fallback to
the conservatively designed choice. The draft outlines the strategy,
provi des reconmmendations for future testing and depl oyment, and

hi ghl i ghts operational considerations in adopting PQC for DNSSEC.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 19 April 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

2. I nt roduction

DNSSEC [ RFC4034] [ RFC4035] [ RFC9364] provides data origin

aut hentication for DNS resource records. Current algorithns, such as
RSASHA256 (8) and ECDSA (13), are vulnerable to cryptanalytically
capabl e quantum conputers. Wile "harvest now decrypt later" is not
a concern for DNSSEC, as it is for some other protocols such as TLS,
"trust now forge later" is a concern for DNSSEC. Ensuring that
signatures are valid and secure frominception until expiration is
critical. This conbined with the fact that standards bodies like the
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National Institute of Standards and Technol ogy (NI ST) are deprecating
support for classical algorithns ensures that migration to post-
quant um crypt ography (PQC) is necessary. Unfortunately, mgration
with the |arge signature sizes introduce operational risks.

This draft proposes a strategy depl oying:

* One or nore conservatively designed PQC algorithmin a node
mtigating |arge signature sizes

* One or nore | owinpact drop-in PQC al gorithm anal ogous to
tradi ti onal DNSSEC si gnat ures

Thi s dual -al gorithm approach ensures routine perfornmance and
resilient fallback during PQC transition

This draft is intended as a contribution to ongoing al gorithm updates
and the algorithmlifecycle per drafts [I-D.ietf-dnsop-rfc8624-bis]
and[ | - D. crocker - dnsop-dnssec-al gorithmlifecycl e]

3. Post - Quant um DNSSEC Chal | enges
3.1. Operational Constraints

DNS primarily runs over UDP, with packet sizes limted to a naxi mum

of ~1232 bytes. Traditional signatures (e.g., RSASHA256, ECDSA) fit

within this limt. PQC signatures (M-DSA: 2420-4627 bytes, SLH DSA
7856- 49856 bytes) exceed it, risking excessive TCP fallback, |atency,
and resol ver performance degradation [ Sury2025].

3.2. Deploynent Cycles
DNSSEC upgr ades occur over years. Novel PQC algorithms may face
uncertain adoption timelines, requiring fallback nechani sns. Sone
algorithms (e.g., SQsign) inpose verification overhead, slow ng
response tinmes [ Sury2025].

4. Proposed PQC Algorithm Diversity Strategy
DNSSEC shoul d depl oy two types of PQC signature al gorithns:
Currently standardi zed post-quantum secure algorithns that provide
crypt ographi c confidence and resilient fallback. Exanples: SLH DSA

in Merkle Tree Ladder (MrL) node [I-D. harvey-cfrg-mtl-node],
Fal con[ FALCON], XMSS[ RFC8391], LMS[ RFC8554].

Sheth, et al. Expires 19 April 2026 [ Page 3]



I nternet-Draft PQC Strategy for DNSSEC Cct ober 2025

4.

New al gorithns such as the ones that remain under N ST onranp

eval uati on or under consideration by other standards bodies. These
provi de routine performance with m nimal operational inpact. They

may | everage newer but |ess well-established mathenmatical concepts.
Exanmpl es: MAYQ MAYQ, SNOVA[ SNOVA] .

1. Mode of Operation

MIL node signs a Merkle tree |adder rather than individual DNS

responses, anortizing signature size across nultiple responses

[ Fregl y2023]. |In DNSSEC, this reduces operational inpact while
mai ntai ni ng security[l-D.fregly-dnsop-slh-dsa-ntl-dnssec].

Al ternati ves and Consi derati ons

* Conservative candi dates: SLH DSA, M.- DSA (possibly conbined with
traditional algorithnms), Falcon, XMSS, LMS.

* Lowinmpact candi dates: New al gorithns such as the ones that renain
under NI ST onranp eval uation or under consideration by other
st andar ds bodi es.

* Use of nodes of operation (like MIL node) to nmitigate |arge
signature sizes.

Recomended Next Steps

* Conduct hackathons testing multiple algorithms in BIND, NSD, and
Cor eDNS (see current progress in Section 7).

* Measure latency, fallback rates, and resilience under adversari al
conditions, including KeyTrap-style attacks [HeBrig2024].

* Research counterneasures agai nst denial -of-service risks for MIL
node.

Current Community Efforts

Several efforts are underway to inplenent, test, and discuss PQC
al gorithms in DNSSEC.

* | ETF PQC DNSSEC Side Meeting - https://wki.ietf.org/en/group/pg-
dnssec

* | ETF 123 Hackat hon - PQC DNSSEC | npl enent ati on [ HACAKTHON- 123]

* | ETF 122 Hackathon - PQC for DNSSEC - New Kids on the Bl ock
[ HACAKTHON- 122- NEW

* | ETF 122 Hackathon - PQC DNSSEC Metrics with MIL Mbde
[ HACAKTHON- 122- MTL]
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8.

10.

10.

| ANA Consi der ati ons

Thi s docunent nakes no requests of I ANA. Future work may include
regi stration of new DNSSEC al gorithm codes for PQC al gorithns.

Security Considerations

The depl oyment of PQC al gorithns strengthens DNSSEC agai nst quant um
attacks but introduces operational risks. Proper testing, fallback
mechani sns, and node-of - operati on consi derations are essential to
avoi d new vul nerabilities.

Conti nued community participation in PQC DNSSEC research, in
particul ar around | owinpact drop-in algorithnms, is essential to
standari zi ng secure PQC DNSSEC sol utions. Additional considerations
wi Il be described based on continued anal ysis and feedback.
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