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Abstract

Overlay routing is essential during the enterprise networks’
evolution fromthe interconnection anong nultiple on-prenise branch
sites to nore advanced ones, such as the interconnection to nulti-
clouds. This docunment anal yzes the technical requirenents and

chal  enges of overlay routing for SD-WAN in these scenari os.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Routing Area Wrking
G oup Wrking Goup mailing list (rtgmg@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/rtgwg/.

Source for this draft and an issue tracker can be found at
https://github. conml Vvat ri x1900/ draft-rt gwg- overl ay-routi ng-
requi renent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction
SD-WAN is currently widely used in the basic scenarios of one-hop
i nterconnecti on between enterprise on-prem ses sites of branches,
canmpuses, and even DCs. Wth nulti-cloud adoption, workloads are
migrating to be hosted on clouds. It is necessary for SD-WAN to
i nterconnect multiple on-prenises sites and multiple cloud sites
seam essly with the overlay routing technol ogy.
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As the core network technol ogy, overlay routing faces a series of new
chal  enges during its evolution, such as flexible overlay topol ogy
formati on and auto-provision, global interconnection anong nulti-
regions via multi-1SP networks, and the SLA aware routing across

mul tiple overlay segnents. Also, it is necessary to investigate how
SD- WAN can be seam essly integrated with the virtual network of

mul tiple clouds.

2. Term nol ogy

*  SD-WAN: Software Defined Wde Area Network. |In this document,
"SD-WAN' refers to the policy-driven transporting of |IP packets
over multiple different underlay networks to get better WAN
bandwi dt h managenent, visibility, and control

* Site: Enterprise sites across different geo regions, where people
or workl oad host, such as branches, canpuses, or even cl ouds.

* Edge: The border devices of the SD-WAN site, which could be
physi cal or virtual CPEs.

* TN Transport Network, the underlay connectivity network which
correspond to different ISP network between SD-WAN sites.

* TNP: Transport Network Port, the wan port of the Edge which
connects to TN.

*  Virtual Tunnel: The I P tunnel between two TNPs of two different
edges fromdifferent sites.

2.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119] [ RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Virtual tunnel auto-discovery and provision requirenent

As the basis of the SD-WAN overlay network, virtual tunnels between
edges shoul d be established before the client routes exchange
packets. The virtual tunnels, such as |IPSec tunnels, establishnent
bet ween edges require extensive information exchange, such as public
keys, tunnel endpoints properties, etc., which can significantly
delay client route packet forwarding if they are not established
ahead of tine. A virtual tunnel is a point-to-point forwarding

rel ationship between two SD-WAN Edges across a given or multiple

Sheng, et al. Expi res 15 Novenber 2025 [ Page 3]



I nternet-Draft Overlay Routing for SD-WAN May 2025

underlay | SP networks that provide a well-defined set of transport
characteristics (e.g., delay, security, bandw dth, etc.

+o-m - - + +o-m - - +
| Edge | | Edge |
Foommo- + Foommo- +
/ | \ / | \
/ | \ | \
/ | X | \
/ | [\ | \

/ | / \ | \
Fooomo- + Foommo- + Foommo- + Fooomo- +
| Edge | | Edge | | Edge | | Edge |
Fom e e - - + Fom e e - - + Fom e e - - + Fom e e - - +

Figure 1: Hub spoke topol ogy
S +
to------ |  Edge [--------- +
| R e |
| | |
- + | - +
| Edge |------- Fommmm e | Edge
Fommme - + | Fommme - +
I I I
I I I
| Fom e - -+ |
e | Edge |--------- +
O +
Figure 2: Full mesh topol ogy
+ommm - + +ommm - +
| Edge | | Edge |
Foommo- + Foommo- +
\ /
\ /
Fom e e - - + Fom e e - - +
| Edge |--------- | Edge |
+o-m - - + +o-m - - +
/ \

/ \

S + S +
| Edge | | Edge |
+ommm - + +ommm - +

Fi gure 3: Layered topol ogy
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Different enterprises often have different connectivity topol ogies
wi t h hundreds and thousands of tunnels, as shown in Figure 1,

Figure 2 and Figure 3. For the efficiency and sinplicity of the O&M
it is highly expected to discover and establish the virtual tunnels
bet ween sites automatically instead of manually configuring the
overlay tunnels one by one.

[1-D.ietf-idr-sdwan-edge-di scovery] has designed an efficient

mechani smto exchange the informati on of each endpoint of the overlay
tunnel by BGP protocol, by which edges could check and decide to
establish the tunnel or not automatically. Wile this mechanism
works fine in reality, it can be further inmproved. For exanple, it
is much nore expected to carry nore information to reflect the

topol ogy intent (Full Mesh, P2MP, P2P) in BGP

4. Topol ogy-aware routing with nmulti-hop overlay network requirenent

There are many differences in the control plane between the
traditional L3 VPN network and the SD-WAN overlay network. As per
L3VPN network, | GP protocol (OSPF or 1SIS) is deployed on each
physical |ink between routers and is responsible for discovering the
underl ay network topol ogy and cal culating the routing of the BGP

next hops (often | oopbackO of PEs), while BGP is deployed to advertise

and cal cul ate the VPN routes based on the IGP output. In the SD WAN
overlay network, it is difficult and a not good choice to run |IGP
directly on the tunnels between edges because it will bring rmuch nore

resource consunption. p2p tunnels, such as GRE or VXLAN, need to be
configured using a virtual interface to run the | GP protocol

Fl oodi ng of the | GP nessage coul d cause resource waste in the contro
pl ane.

For the SD-WAN overlay network, it is reconmended to use BGP to

di scover the overlay topology and cal cul ate the best overlay path,
which is also responsible for advertising and cal culating the VPN
routes.

5. SLA-aware routing across multiple overlay segnents requirenent

After a nulti-hop SD-WAN overlay network is established, such as the
one shown in Figure 4 below, stitching together the overlay tunnels
across the Edgel- Edge2- Edge5- Edge6 for the client traffic between
Edgel and Edge6 m ght provide better SLA than buil ding other overlay
tunnel s between Edgel and Edge6, such as Edgel- Edge2- Edge4- Edge6,
etc. Importing traffic engineering based routing in overlay network
can provide nore determ nistic end-to-end QoS SLA for application
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Figure 4: Exanple of SLA aware routing

Different application flows have different SLA requirenents. For
exanple, voice is sensitive to latency and jitter, while video
requires a | ow packet loss forwarding path. It is necessary to
provi de sone degree of TE function to neet the requirenents of
different types of applications, which is a new challenge for the SD
WAN overl ay networks. Naturally, the centralized SD-WAN control |l er
MUST col | ect SLA (|l atency, packet |oss, and bandw dth) information of
the tunnels and the overall topology to calculate the segnment |ist
satisfying the requirenent raised by the application. Further, the
data plane that can carry the overlay tunnel list needs to be
carefully designed with the consideration of efficiency and
productivity.

6. Seanless integration with virtual networks of multiple clouds
requi r enent

As nore and nore enterprises mgrate their workloads to multiple
clouds, it is highly expected to establish a high-quality

i nterconnection between the enterprise’s on-prem se sites and the
cloud sites with qualified O&M specification

It has been widely adopted to create vCPEs on the clouds as cloud
edge to bring a uniform experience and O&M net hod for access to the
clouds. There are al so obstacles discovered. For exanple, howto
integrate the multi VPN or nmulti-tenants to the virtual network of
different clouds. And for the sake of reliability, at least two
VCPEs need to be created for each cloud site. And it is often
recomrended to depl oy VRRP between the two vCPEs, which need to run
the VRRP control plane over multicast packets. For the reason of
security, many cloud service providers closed the native IP multicast
services for the tenants. So sonme new HA features need to be

consi dered in such scenari os.
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10.

10.

10.

Al so, different cloud service provider inplenments different charge
rule for the resources of the conmpute, network, etc. 1t needs to be
finely scrutinized to devel op the nost econom cal network sol ution
for SD-WAN in cl oud networKks.

Overlay multicast over nulticast-free underlay networks requirenent

As nore and nore enterprise applications are running across SD WAN
overlay networks, multicast traffic is also energing. Different from
traditional nulticast VPN networks, SD-WAN overlay networks are based
on multiple underlay |ISP networks, such as internet, 5G MPLS, etc
whi ch do not support nulticast. How to inplenent a multicast overlay
network on top of the nulticast-free underlay is challenging.
Enhancenment to the existing SD-WAN routing protocol needs to be nade.

Security Considerations
TBD
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