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Abstract

The docunent describes the control plane enhancenent for nulti-
segment SD-WAN to exchange the associ ated GWinformati on between
edges.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this document takes place on the Inter-Domain Routing
Wirking Goup mailing list (idr@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/idr/.

Source for this draft and an issue tracker can be found at
https://github. com Vat ri x1900/ dr af t - sheng-i dr - gw- exchange-i n- sd- wan.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 18 Novenber 2025.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[1-D.draft-dnk-rtgwg-nul ti segnent - sdwan] descri bes how enterprises

| everage O oud Providers’ backbone infrastructure to interconnect
their branch offices. As illustrated in Figure 1, CPE-1 and CPE-2
establish connections to their respective Coud Gateways (GN in
distinct regions. CPE-1 and CPE-2 naintain the pairw se | Psec
Security Associations (SAs). The |IPsec encrypted traffic from CPE-1
to CPE-2 is encapsul ated by the GENEVE header [RFC8926], with the
outer destination address being the GM.

[1-D.draft-dnk-rtgwg-nul ti segnent -sdwan] specifies a set of sub-TLVs
to convey information about the GA associated with the destination
branches, such as GM for CPE-2, along with additional attributes.
To acconplish this, CPE-1 nust be aware of the associated GW
addresses of their peers. This document proposes a BGP extension
buil di ng upon [I-D.draft-ietf-idr-sdwan-edge-di scovery], enabling a
CPE to advertise its directly connected GWaddress to ot her CPEs.
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Figure 1: Milti-segnment SD WAN
2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all

capital s, as shown here.

The foll owi ng acronyns and terns are used in this docunent:

* Coud DC. Of-Prenises Data Center, managed by 3rd party, that
hosts applications, services, and workl oad for different
organi zati ons or tenants.

* CPE: Custoner (Edge) Prem ses Equi pnent.

* OnPrem On Prem ses data centers and branch offices.

* RR Route Reflector.

*  SD-WAN: Software Defined Wde Area Network. |In this document,
“SD-WAN” refers to a policy-driven transporting of |P packets over
mul ti pl e underlay networks for better WAN bandw dth managenent,
visibility, and control.

* VPN Virtual Private Network.
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3. Extension to SD-WAN Underl ay UPDATE for Associated G

The Client Routes Update is the sanme as described in Section 5 of
[I-D.draft-ietf-idr-sdwan-edge-di scovery].

3.1. NLRI SD-WAN SAFI Route Type For GW
Adding a new attribute (Associ ated- Gateway Sub-TLV) to the SD WAN-

Hybrid Tunnel Encoding which is included in the SD-WAN SAFI (=74)
Under| ay Tunnel Update:

o e e oo +
| Rout e Type | 2 octet
Fom e e e oo +
| Length | 2 Cctet
o e e e e oo oo +

| Type Specific |
~ Value (Variable) ~

NLRI Route-Type = 2: For advertising the detailed properties of the
transit gateways for the edge. The SD-WAN NLRI Route-Type =2 has the
fol l owi ng encodi ng:

o e e e e a e oo m +
| Route Type =2 | 2 octet
oo o - +

| Length | 2 Cctet
o e e oo +

| SD- WAN Col or | 4 octets

o e e e e a e oo m +

| SD-WAN-Node-ID | 4 or 16 octets
oo o - +

SD- WAN- Col or: To represent a group of tunnels that correlate with the
Col or - Ext ended- comunity included in a client route UPDATE. When
mul ti pl e SD-WAN edges can reach a client route co-located at one
site, the SD-WAN- Col or can represent a group of tunnels term nated
at those SD-WAN edges co-located at the site, which effectively
represents the site.

SD- WAN Node I D: The node’s | Pv4 or | Pv6 address.
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3.2. Associated GW Sub-TLV

The Associ ated GW Sub-TLV, within the SD-WAN-Hybrid Tunnel TLV (code
poi nt 25), carries the associated GWaddress(es) with which the SD
WAN edge i s associ at ed.

The following is the structure of the associated GW Sub-TLV:

01234567890123456789012345678901

B T i T o o o S e i i S S
Type=TBD | | ength | Priority |

B T T T S T T s

Associ ated GW Addr Fam |y | Address

- H- - -t Ho - - - - -+ +-+-+-+ (vari abl e)

Associ at ed GWN Addr ess
i T T e e s o i o R S S e T T (BIE TR SR e

+— 0l +— +— +

I
+
I
+

Priority (1-255) indicate the preference of the GW The higher the
val ue, the nore preference is the GN

Priority = O represents that the connection exists but request C oud
Backbone not to choose the GWif possible.

4. Manageability Considerations
Ef fecti ve managenent of SD-WAN edge nodes and the exchange of
associ ated cloud gateway information are critical aspects in ensuring
a robust and scal abl e SD-WAN depl oynent.
5. Security Considerations
Thi s docunent does not introduce any new security considerations.

6. | ANA Consi derations

Need | ANA to assign a new Sub-TLV Type under the SD-WAN- Hybrid Tunnel
TLV.

*  SD-WAN Associ at ed GW Sub- TLV.

7. Normative References
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