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Abst ract

Thi s docunent extends BGP to advertise the SaaS path performance
metrics fromthe gateway sites to branch sites. The user can access
SaaS applications through the DIA (Direct Internet Access) |ink at
the branch site or through the DIAlink at the gateway site, or use
the DIAlink of a gateway site for redundancy. This approach wll

i mprove the SaaS access experience for end-users.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Inter-Domain Routing
Wirking Goup mailing list (idr@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/idr/.

Source for this draft and an issue tracker can be found at
https://github. com VMvatri x1900/dr aft-sheng-i dr-adverti si ng-saas- pat h-
per f or mance.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Wth the continuous cloudification of enterprise IT architectures and
wi despread use of public clouds, nore and nore enterprises are
turning their infrastructures (such as enterprise data centers) to
cloudification, abandoning traditional closed IT architectures and
usi ng open network architectures. To further achieve this goal,
enterprises’ mssion-critical applications, such as office,
producti on ERP systens, and sal es systens, are migrated to the cloud.
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In this case, enterprises increasingly rely on software as a service
(SaaS) provided by application service providers and prefer to access
m ssion-critical applications fromthe cloud over the Internet.

Accessing SaaS applications |ike Sal esForce, SharePoint, Dropbox and
O fice 365 over congested public networks can be unreliable and sl ow,
due to heavy traffic, packet loss, and fluctuating | atencies.
Application slowness results in poor end-user experience.

Thi s docunent provides a way to inprove the SaaS access experience.
As shown in the Figure 1, user can access SaaS applications through
the DIA (Direct Internet Access) link at the branch site or through
the DIAlink at the gateway site. The GM at the gateway site
normal |y have stronger capabilities and will provide SaaS access
services for branch sites. The CPE at the branch site need to choose
the best path for each SaaS application. The performance of the path
bet ween gat eway and SaaS application needs to be advertised to CPE
Thi s docunent extends BGP to advertise the SaaS path performance
metrics.

( I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\)

( SaaS Apps )
( +----+ +----t - +)
( 1Appl| |App2| |App3| )
( +----+ +----t H----+)

( I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\I\)

I I
- I
| C | )
10 | )--
+o-m-- (--+Internet/MPLS )
/ -0 | )--"
/ ! \)
/ ----\
+ I e e +
DA | Link \ | -] -+ |
| S \--| G2 | |
| / SD-WAN Tunnel \ +----- + |
/ |\ Hub Site|
+----+ +-|/-+ SD-WAN Tunnel | \----- + |
| User|--|CPEL|----------------- | GAL | |
Fo-oo b oo+ | +----- + |
Branch Site Fom - +

Figure 1: SaaS Application Path Performance Optim zati on Scenario
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2. Term nol ogy

In addition to terns defined in [I-D.ietf-idr-sdwan-edge-di scovery],
this docunment uses follow ng terns:

* DIA Direct Internet Access
* FQN: Fully Qualified Domai n Name
* QS: Quality of Service
* SaaS: Sof tware-as-a-Service
2.1. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Dynamically Select the Best Path

This section uses the scenario shown in Figure 1 as an exanple to
descri be how to inplement the SaaS Path Optimization sol ution.

Both the Branch and GNrouters initiate periodic probes to target
SaaS applications. The GNrouters advertise the probe result to the
Branch routers. The followi ng figure shows the SaaS Pat h Performance
Metrics table on the CPEL. Note that in this example, CPEl1l, GAM, and
G have multiple paths for accessing Appl, 2 paths are listed for
each device. The access to App2 and App3 is simlar, only one entry
is listed for the purpose of sinplifying the description.
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I g o S S L U +
| Name| I D] Path | Path Qut Intf |O QS|Status| L | D| J | B |F_QS
| | | 1ndex| (# Renote) | | (N |
B e S +----- +o-m - - R T S Y +
| Applj10] 111 | GE0/0/1.1 | 75 | Good | 1]150| 40|B01| 75
e oo - S Foommo- T +
| Appl| 10| 112 | GE 0/0/1.1 | 80 | Good | 1]160| 40|B01] 80
B o m e e e oo - Fomm - - Fom e e - - LI S S +
| Appl] 10| 113 |# GM-SystemIP| 85 | Good | 0] 100 40|B11|] 83
B e S +----- +o-m - - R T S Y +
| Appl] 10| 114 |# GM-System|IP| 8 | Good | 0]100] 40|B12| 81 |
e S S Foommo- T +
| App1| 10| 115 |# GMA-System | P| 90 | Best | 0] 80| 20|B13] 82 |
B o m e e e oo - Fomm - - Fom e e - - LI S S +
| Appl| 10| 116 |# GAR-System I P| 90 | Best | O] 80| 20|B14| 88
B e S +----- +o-m - - R T S Y +
| App2] 20| 102 | GE0/0/1.1 | 40 |Issue | 5]/180|101]|B02| 40
e oo - S Foommo- T +
| App2| 20| 121 |# GM-System|IP| 80 | Good | 1]100| 70|B21] 75
B o m e e e oo - Fomm - - Fom e e - - LI S S +
| App2]| 20| 122 |# GA-System I P| 60 | Acct | 3|160] 80| B22] 55 |
B e S +----- +o-m - - R T S Y +
| App3]30] 103 | GE0/0/1.1 | 90 | Best | 0] 58] 20|B03|] 90
e oo - S Foommo- T +
| App3| 30] 131 |# GM-System|IP| 80 | Good | O] 65| 30|/B31] 78
B o m e e e oo - Fomm - - Fom e e - - LI S S +
| App3]| 30| 132 |# GAR-System I P| 75 | Acct | 2|130] 90|B32] 72 |
B e S +----- +o-m - - R T S Y +
L: Loss D: Del ay

J: Jditter B: Bandwi dth

Acct: Acceptable O QS: Oiginal QS

F QS: Final QS

Figure 2: CPEl's SaaS Path Perfermance Metrics Tabl e

Upon receiving the QoS score fromthe GWNrouter, CPEL will cal cul ates
the Final QoS score based on the SD-WAN tunnel status and and the
recei ved QoS score. Wen a user of CPEl accesses a SaaS
applications, CPEl determ nes the best perform ng path toward the
SaaS application based on the Final QS score (F_QoS)

For exanple If Appl is the target SaaS Application, select the SaaS
path that passes through G2 with the Path Index 116 because it has
the highest score: 88. |If App2 is the target SaaS Application,

sel ect the SaaS path that passes through GM with the Path Index |21
because it has the highest score: 75. |If App3 is the target SaaS
application, select the local SaaS path with the Path | ndex |03
because it has the highest score: 90.
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4., The SaaS Path Performance Route

The BGP SD-WAN NLRI as defined in [I-D.ietf-idr-sdwan-edge-di scovery]
is shown bel ow

S +
| Route Type (2 octets) |
o +
| Length (2 octets) |
oo e e e e e e e e e oo - oo +

Fi gure 3: BGP SD-WAN NLRI
Wher e:

* Route (NLRI) Type: 2 octet value to define the encoding of the
rest of the SD-WAN NLRI.

* Length: 2 octets of length expressed in bits as defined in
[ RFCA760] .

Thi s docunent defines an additional route type to be used for the
adverti senent of the SaaS Path Performance Metrics between different
enterprise sites:

* NLRI Route Type: 2

* Name: SaaS Path Performance Route

4.1. The SaaS Path Perfornmance Route Encoding
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R +

| Route Type = 2 | 2 octets

o e e e +

| Length | 2 octets

T +

| Site ID | 4 octets

I +

| APP ID | 4 octets

o e e e +

| APP Req | 1 octet

+

| Path Index Type | 1 octet

+

| Path Index Value | 3 or 4 or 16 octets

o e e e +

| SDWAN- Node- I D | 4 or 16 octets

+

Fi gure 4: SaaS Path Performance Route

Wher e:

Sheng,

Rout e Type: 2, SaaS Path Perfornmance Route

Length: 2 octets of length expressed in bits as defined in
[ RFC4760] .

Site ID: 4 octets, Asite IDis a unique identifier of an
enterprise site in the SD-WAN net wor k.

APP I D: 4 octets, SaaS Application ID, a unique Application IDto
identify different applications. Application nmay be depl oyed
using different IP address in different area. Thus an IDis
needed to identify the application

APP Req: 1 octet, Application requirenent to indicate the
application requirenent of the path quality. For exanple, an rea
time video conferencing application requires higher quality than a
background fil e backup application. The val ue includes:

- Type = 1. default;

- Type 2: Medium
- Type = 3: High;

Pat h I ndex Type: Indicates the type of the path index.
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* Path Index Value: a Path Index Type specific Val ue:

- Type 1, the Path Index Value is a 4-byte |local index val ue,
which is used to identify an outbound interface for accessing
SaaS applications.

- Type 2, the Path Index Value is a 3-byte MPLS | abel, which is
used to identify an outbound interface for accessing the SaaS
appl i cati on.

- Type 3, The Path Index Value is a 16-byte SRv6 SID, which is
used to identify an outbound interface for accessing a SaaS
application, and its Endpoi nt Behavior is End. DT2SaaSPat h:
Decapsul ate SRv6 packet, then send the packet to the target
SaaS application fromthe outbound interface indicated by the
SRv6 SI D

*  SD-WAN Node ID: The node’s | Pv4 or |Pv6 address.
4.2. The SaaS Path Performance Metrics Encodi ng
The Metadata Path Attribute has been as defined in [I-D.ietf-idr-5g-
edge-service-netadata]. This docunent introduces sone additiona
Sub-TLVs to encode the SaaS Path Perfornmance Metrics and SaaS
Application I nformation.
Anot her option is to use the above Sub-TLVs in the Tunne
Encapsul ation Attribute [RFC9012]. |In this option, the tunnel type
"SaaS Application Path Performance" is added.
4.2.1. The SaaS Path Del ay Sub-TLV format
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Del ay Sub-Type = TBD1 | Length |
I S i o T s S S S e s s T
| Del ay |
il s ST I S S I S T T S
Figure 5: SaaS Path Del ay Sub-TLV
Wher e:
* Delay Sub-Type: TBD by | ANA

* Length: 2 octets, the total nunber of octets of the value field.
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* Delay: 2 octets, this field indicates the packet transm ssion
delay, in mlliseconds.

4.2.2. The SaaS Path Loss Sub-TLV for mat

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Loss Sub-Type = TBD2 | Lengt h |
B i s T T i i o S o T Ji I
| Loss |
R e e

Figure 6: SaaS Path Loss Sub-TLV
VWher e:

* Loss Sub-Type: TBD by | ANA

* Length: 2 octets, the total nunber of octets of the value field.

* Loss: 1 octet, this field indicates the packet loss rate (% .
4.2.3. The SaaS Path Jitter Sub-TLV format

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Jitter Sub-Type = TBD3 | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Jitter |

i S i S
Figure 7: SaaS Path Jitter Sub-TLV
Wher e:
* Jitter Sub-Type: TBD by | ANA
* Length: 2 octets, the total number of octets of the value field.

* Jitter: 2 octets, this field indicates the jitter on the SaaS
Path. Range: 1 through 1000 nilliseconds

4.2.4. The SaaS Path Bandw dth Sub-TLV for nat
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01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Bandwi dth Sub-Type = TBD4 | Length |
B T S i T s i i e e SEI S
| Bandwi dt h |
i e R i e i i i e i i St S N e S
Figure 8: SaaS Path Bandw dth Sub- TLV

Wher e:

*  Bandwi dth Sub- Type: TBD by | ANA

* Length: 2 octets, the total number of octets of the value field.

*  Bandwi dth: 4 octets, this field indicates the bandwi dth of the
SaaS Pat h.

4.2.5. The SaaS Path Status Sub-TLV format

01234567890123456789012345678901
e i S T S S T T S i S S S S

| St atus Sub- Type = TBD5 | Length |
I S i o T s S S S e s s T
| St at us |

i S S S S o
Figure 9: SaaS Path Status Sub-TLV
VWher e:
* Status Sub-Type: TBD by | ANA
* Length: 2 octets, the total nunber of octets of the value field.

* Status: 1 octet, Network assessnent, there are 6 |levels as
f ol | ows:

- 100: Best

- 80: Good, Meets reconmendations
- 60: Acceptable

- 40: Users may experience issues

- 20: Users may conplain
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4.

4.

4.

Sheng,

2.

- 0: Network problens

6. The SaaS Path QoS Sub-TLV f or mat
01234567890123456789012345678901
I S i o T s S S S e s s T
| QS Sub- Type = TBD6 | Length |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| QS |
i ok It S S R R

Figure 10: SaaS Path QS Sub-TLV
Wher e:

*

2.

QS Sub-Type: TBD by | ANA
Length: 2 octets, the total nunber of octets of the value field.
Q@S: 1 octet, Quality of Service, 1-100, with 1 being the worst,

and 100 being the best. The QoS value is cal cul ated based on the
val ues of Loss, Jitter, Delay, and Status.

7. The SaaS Application Nanme Sub-TLV fornmat
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| SaaS AppNane Sub- Type = TBD7 | Length |
i i i T i I S i e s o o i i
| Application Name (1-n Cctets) |
B i s T T i i o S o T Ji I

Figure 11: Saas Application Nane Sub-TLV
Wher e:

*

*

*

2.

8.

SaaS AppNane Sub- Type: TBD by | ANA
Length: 2 octets, the total nunber of octets of the value field.

Application Name: The nane of the application represented as a
string, such as Sal esforce, Dropbox, Ofice 365, and so on.

The SaaS Application Donmai n Nanme Sub-TLV for mat
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012345678901234567890123456789¢01

R i T I e S e T S I T e sl e s ks SEIE I S S I SR S S
| AppDomai nNane Sub- Type = TBD8 | Length

T o R it ol o T R e S e i s ks st (IE B TR i i SR i TR o
| Application Domai n Nane (Vari able)

R i T I e S e T S I T e sl e s ks SEIE I S S I SR S S

Figure 12: SaaS Application Donmai n Nanme Sub-TLV

Wher e:

*

AppDomai nNane Sub- Type: TBD by | ANA
Length: 2 octets, the total nunmber of octets of the value field.

Application Domai n Nane: The domain name of the application
represented as a string, such as www. sal esforce.com

www. bai du. com www. i ana. org, www. dr opbox. com www. ni crosoft. com
and so on.

5. Security Considerations

TBD.

6. | ANA Consi der ations

TBD.
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