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Abst r act

Thi s docunment proposes a method for ASPA verification in the Presence
of Regionalized AS-Rel ati onshi ps.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ RFC6811] defines a nmethod for verifying the origin of BGP prefixes,
whi ch can resolve the nobst conmon source AS hijacking. Autononous
System Provi der Authorization (ASPA)
[I-D.ietf-sidrops-aspa-verification] is a nethodology to validate the
entire AS path. ASPA verification procedures use a shared signed

dat abase of customer-to-provider relationships using a new RPKI

obj ect - Autonomous System Provider Authorization (ASPA). This

met hod relies heavily on the accuracy of the shared signed database
of customer-to-provider relationships.

Currently, two ASes nay have different relationships at different
i nterconnection points. For exanple:
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Figure 1: Hybrid Relationship Case 1

Case 1) ASl1 is AS2's customer in Europe, but AS1 and AS2 establish
P2P rel ationships in Asia;

Eur ope
/ Cust oner Provider \
/ \
AS3- - + +- - AS4

\ /
\ Provider Customer/

Figure 2: Hybrid Relationship Case 2

Case 2) AS3 is AS4’s custoner in Europe, on the contrary, AS4 is
AS3’ s customer in Asia;

There are sone other exanples, not fully listed in this draft.

For case 1, AS1 signs one record ASPA (ASl1, AFl, [AS2, ...]) per
[1-D.ietf-sidrops-aspa-verification].

Shen, et al. Expi res 3 Septenber 2026 [ Page 3]



I nternet-Draft Regi onal i zed AS- Rel ati onshi ps March 2026

Eur ope
S +
/ Cust oner Provider \
Route P1 / \
Oigin AS1l .. AS1--+ +--AS2-- ... Check Point
---> \ /[ ---->
\ Peer Peer/
Fom e e e oo - +
Asi a
E—

Fi gure 3: Problematic Use Case

As shown in Figure 3, the main processing steps per
[I-D.ietf-sidrops-aspa-verification] are as foll ows:

1) Check Point receives the Route P1, AS-Path: AS2 (via Asia Link)
AS1 ... AS11;

2) Check Point uses ASPA (ASl, AFl, [AS2, ...]) to validate AS-Pair
(AS1 AS2) Per the AS PATH verification procedure defined in
[I-D.ietf-sidrops-aspa-verification], it will return the result
"Valid".
Actually here should return the result "Invalid", not the result
"Val id", because the AS-Rel ationship between AS1 and AS2 in Asia is
P2P, not C2P.
Thi s problem ari ses because of the existence of regionalized AS
Rel ati onships. This docunment proposes a nethod for ASPA verification
in the Presence of Regionalized AS-Rel ati onshi ps.

2. Definitions and Acronyns
* ASPA: Aut ononmpus System Provi der Authorization
* C2P: Custoner to Provider
* OV: Oigin Validation
* P2C. Provider to Customer
*  P2P: Peer to Peer
* RP: Relying Party

* RPKI: Resource Public Key Infrastructure
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3.

Regi onal i zed AS- Rel ati onshi ps

Thi s section discusses how to obtain regionalized AS-Rel ati onshi ps on
routers.

Option 1: Add a Region ID field to ASPA Obj ect

Each organi zati on hol ds an AS nunber reports its C2P busi ness
relationship information to the RIR where it is |located. The key
informati on reported: the custoner’s AS nunber, the custoner’s

provi der AS nunber list (one or nore), the region identifier, the
region identifier is newy added by the present draft, and identifies
the customer’s business relationship with the one or nore of its
Providers in the same region is CP. Each R R maintains C2P busi ness
relationship information |ike maintaining ROA related information,
when the region identifier is enpty, it indicates that the business
rel ati onshi p between the Custoner and the one or nore of its
Providers in all regions is C2P

RP (Relying Party) obtains all the C2P business rel ationship
informati on fromeach RIR, and generates the ASPA Validati on Dat abase
entries.

RFC8210[ RFC8210] RPKI - Router Protocol extension supports the ability
to carry region identifier when delivering the ASPA Validation

Dat abase to routers, and delivers the enhanced ASPA Vali dation

Dat abase from RP to routers

Option 2: Local Managenent of the enhanced C2P busi ness rel ationships
Local ly, by analyzing the global Internet routing table and various
Internet public data, a regionalized C2P business rel ational database
is sorted out.
Option 3: TBD
By processing as above, ASl signs one record ASPA (AS1, AFl, [AS2,

.1, Europe).

Qper ati ons

Once we get the Regionalized AS-Rel ati onshi ps, the main processing
steps in section 1 (Figure 3) will be changed as foll ows:

1) Check Point receives the Route P1, AS-Path: AS2 (via Asia Link)
AS1 ... AS11;
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9

1.

2) Check Point uses ASPA (ASl1, AFl, [AS2, ...], Europe) to validate
AS-Pair (AS1 AS2) Per the AS PATH verification procedure
[1-D.ietf-sidrops-aspa-verification], because the ASPA record
contains region identifier information, further confirm which region
the [AS1 AS2] connection is in (we can use various tools such as
TraceRoute etc. This needs to be described in detail in next
revision.), if we get the region identifier information of the latter
is different fromthe ASPA records (In current case, what we get is
Asia, not Europe), then the ASPA verification will return the result
"I'nvalid".

From t he above processing results, we can see that the sol ution
proposed in this draft has worked and sol ved the probl em described in
the second section.

I ANA Consi derations

No | ANA actions are required for this docunent.

Security Considerations

Thi s docunent does not change the security properties of RPKI and
ASPA.

Contributors
The foll owi ng people made significant contributions to this docunent:
TBD
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