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Abst ract

As the Internet transitions toward post-quantum cryptography (PQC)
many TLS servers will continue supporting traditional certificates to
mai ntain conpatibility with egacy clients. However, this

coexi stence introduces a significant vulnerability: an undetected
rol I back attack, where a nalicious actor strips the PQC or Conposite
certificate and forces the use of a traditional certificate once
quant um capabl e adversaries exi st.

To defend against this, this docunent defines a TLS extension that
allows a client to cache a server’s declared comm tnent to present
PQC or conposite certificates for a specified duration. On
subsequent connections, clients enforce that cached conmitnment and
reject traditional-only certificates that conflict with it. This
mechani sm inspired by HITP Strict Transport Security (HSTS) but
operating at the TLS | ayer provides PQC downgrade protection w thout
requiring changes to certificate authority (CA) infrastructure.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://yaronf.github.io/draft-sheffer-tls-pqc-continuity/draft-
sheffer-tls-pqc-continuity.htm. Status information for this
docunent nmay be found at https://datatracker.ietf.org/doc/draft-
sheffer-tls-pqgc-continuity/.

Source for this draft and an issue tracker can be found at
https://github. com yaronf/draft-sheffer-tls-pgc-continuity.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 22 April 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

The migration to post-quantum cryptography (PQC) will be gradual.
Servers will likely host both traditional and PQC (or comnposite)
certificates to maintain conpatibility: legacy clients can stil
connect, while updated ones benefit from PQC authentication. The
size of the legacy client base often drives the decision to keep
traditional certificates. Relevant PQC work incl udes
[I-Dietf-lanmps-dilithiumcertificates] (M-DSA),
[1-D.ietf-lanmps-x509-sl hdsa] (SLH DSA), and
[1-D.ietf-lanps-pg-conposite-sigs] (conposites). Not only nust

| egacy clients be supported by servers for years, new clients that
support PQC are also incented to accept traditional certificates, to
retain connectivity to | egacy servers.

Once a cryptographically rel evant quantum conputer (CRQC) energes
publicly, traditional certificates beconme insecure and nust be
revoked, regardless of |egacy disruption. However, a CRQC nay renain
undi scl osed, allowi ng attackers to exploit classical algorithms
secretly. In such cases, adversaries could strip PQC or conposite
certificates, present only traditional ones, and conduct MtM
attacks. Relying parties therefore need nmechani sns to detect when
servers claimng PQC support revert to traditional credentials only.

To prevent such downgrade attacks, this document defines a TLS

ext ensi on that enables the TLS client to cache an indication that the
server is able to present a (Conposite or pure) PQcertificate, for
sonme duration of tine, e.g. one year. As a result:

* dients reconnecting to an already known server within the
validity period are protected fromrollback to classic
certificates.

* A client begins enforcing the server’s PQC commtnent only after
it has successfully connected to the legitimte server at |east
once (i.e., a connection not intercepted by a MTM. Earlier
connections that are intercepted or downgraded do not prevent the
client fromgaining protection once it |ater observes a PQC
commitnent froma legitimte server

The explicitly conmuni cated caching time allows clients to inplenent
a caching policy with no risk of sudden breakage, and all ows servers
to revert to traditional certificates if they ever see the need to do
so.

This extension is nodel ed on HSTS [ RFC6797], but whereas HSTS is at
the HTTP | ayer, the extension is inplenented at the TLS | ayer
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On the open Wb, we expect this extension to be used mainly for
caching the fact that a server is presenting a PQC or conposite
certificate. However, in other use cases such as service-to-service
traffic, it would often nake sense to use it for both clients and
servers.

An alternative approach to downgrade attacks, described in

[1-D. reddy-I anps-x509-pqg-comrit], uses specially marked certificates
to denote the server’s long-termcomritnment to use PQC al gorithns.
See Appendix A for a conparison between the two approaches.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. The pg_cert _avail abl e Ext ensi on

The foll owi ng section defines a TLS extension that describes a TLS
peer’'s commtnment to present PQC credentials.

3. 1. Ext ension Definition

This is a TLS extension, as per sec. 4.2 of [RFC8446]. The extension
type for pg_cert_available is TBD by 1ANA. It MAY appear in the
ClientHell o (CH) nessage, CertificateRequest (CR) nessage and in
Certificate (CT) nessages sent by either client or server

A supporting client MIJST include this extension inits CientHello
message, with no extension data.

If the client indicates support, the server MAY include the extension
inits Certificate nessage. For symetry, the server MAY al so send
an enpty pg_cert_avail able extension in the CertificateRequest to

i ndi cate support for this mechanism A client MJST NOT incl ude
pg_cert_available in its Certificate nmessage unl ess the server has
first included the extension in a CertificateRequest nessage.

The extension data when sent in the Certificate nessage is:
struct {

Si gnat ur eScheme si gnature_al gorithm
uint32 algorithmvalidity period;
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This extension follows the format of TLS 1.3 Certificate nmessage
extensions as defined in Sec. 4.4.2 of [RFC8446].

Note on term nol ogy: Since the extension may be used by either client
or server, the term"sender" is used for the peer that sent the
extension in its Certificate nmessage and "recipient" for the other
peer.

The signature_algorithmin this extension MIST be the signature
algorithmthat the sender’s end-entity certificate is associated
with. SignatureSchene is defined by [ RFC8446].

The algorithmvalidity_period field is the time duration, in seconds,
that the sender comrits to continue to present a certificate that
enabl es this signature schene. The time duration is neasured
starting with the TLS handshake and is unrelated to any particul ar
certificate or its lifecycle. A value of zero indicates no post-
handshake conmitnent.

3.2. Algorithm Sel ection

If one of the peers holds unexpired cached information for the other
peer:

* The peer SHOULD include the cached algorithmin the
signature_al gorithnms extension of its ClientHello (or
CertificateRequest for servers), and MJST NOT include | egacy (non-
PQC) al gorithns.

* |t MAY include other PQ signature algorithns, according to | oca
pol i cy.

As a result, the handshake would fail if a rollback attack is
att enpt ed.

3.3. Recipi ent Behavi or
A recipient that supports this extension MJST behave as foll ows:

1. If the recipient holds no cached information for the sender, and
the sender includes a non-enpty extension

* The recipient SHOULD cache the provided information after the
handshake is conpleted successfully and after the extension's
data has been val i dat ed.

* The recipient MAY choose to cache the signature algorithmfor
a shorter period than specified.

Sheffer & Reddy Expires 22 April 2026 [ Page 5]



I nternet-Draft PQC Continuity Cct ober 2025

2. If the recipient holds unexpired cached information for the
sender, and receives a returned extension fromthe sender:

* The recipient should validate the signature_algorithmrelative
to the certificate being presented and SHOULD extend its cache
period if the received tine value would expire later than its
current cache expiry.

* |t SHOULD NOT accept an algorithmvalidity value if it would
decrease its existing value (within a few seconds’ tol erance).

* |t SHOULD replace its cached signature algorithmfor the
sender by a different PQ algorithmif such is sent in the
extension, and in this case, it SHOULD use the validity tine
as-is.

3. If the recipient holds unexpired cached information for the
sender, and receives no returned extension fromthe sender, the
reci pi ent SHOULD NOT nodify its cache.

// OPEN | SSUE: do we discuss how the cache is indexed? Service
/1 identity per RFC 95257

3.4. Sender Behavi or

1. A TLS client or server that receives an indication that its peer
supports this extension SHOULD send this extension in the
Certificate nessage, provided a PQ sighature algorithmis used

2. The sender MJST keep track of the time duration it has comitted
to, and use a PQ certificate to authenticate itself for that
entire duration. The sender MAY change its certificates and may
switch between PQ signature algorithns at will, provided the peer
i ndi cates acceptance of these al gorithns.

This obligation is anal ogous to maintaining HSTS continuity: once a
commitnent is nade, the sender MJST avoid reverting to cl assica
certificates until expiry of algorithmuvalidity.

3.5. (Operational Considerations

Thi s extension establishes a (potentially) |ong-term comm tnent of
the sender to support PQ signature algorithms. As such, we recomend
that deployers first experinment with short validity periods (e.g. one
day), and only when satisfied that peers popul ate and depopul ate
their cache correctly, they can nove to a |onger duration. |In the
case of HSTS, lifetimes are commonly set to one year
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4. Security Considerations
TODO Security
5. | ANA Consi derati ons

IANA i s requested to assign a new value fromthe “TLS ExtensionType

Val ues”
B Sl s e, el sl e el
| Value | Extension Nane | TLS 1.3 | Recommended | Reference |
B ool e e s el e ey s
| TBD | pg_cert_available | CH CR CT | Y | This |
| | | | document |
+------- I I I R F--- - - - F-- - - - - - F--- - - - +
Table 1

6. Document Hi story
RFC Editor: please renove before publication.
6.1. draft-sheffer-tls-pqc-continuity-00
Initial version.
Acknowl edgnent s
TODO acknow edge.
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Appendi x A.  Conparison with the Certificate-Based Sol ution

This section is a conparison with an anal ogous sol ution

[1-D. reddy-I anps-x509-pg-commit] for the sanme roll back problem one
that signals server continuity using certificates rather than the TLS
connection itself.

* The certificate-based solution does not change the TLS handshake,

whi ch potentially makes adoption easier. However, changes to the
Web Public Key Infrastructure would al so affect adoption.
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* The certificate-based solution is independent of TLS and thus can
be used by other protocols.

* (Qperationally, it may be harder to manage the “conmitment” through
certificates vs. TLS configuration. For exanple, in the HSTS
space, it is comon to experinment first with very short durations,
e.g. 1 day, before nmoving to a |longer commitnent. This could have
a significant effect on real-life adoption.

* The revocation checking aspect of the certificate-based solution
relies upon other mechanisns (e.g. CRLs, OCSP) to al so be signed
wi th PQC/ Conposite. Those other RFCs and inplenentations are
likely to take even longer to naterialize.
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