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I nt roduction

Qpenl D Connect Core 1.0 [Openl D. Core] defines an identity |ayer
on top of QAuth 2.0 [RFC6749] that enables Clients to verify the
identity of End-Users. The core specification nodels identity
around hunman subj ects: natural persons who authenticate via user
agents (typically web browsers) and consent to the rel ease of
identity claims to Relying Parties.

The energence of autononpbus software agents -- prograns that act
on behal f of users or organisations to performtasks, execute
transactions, and interact with services w thout continuous human
supervision -- creates a requirenent for machi ne-readable identity
that existing Openl D Connect clains do not address.

Specifically, current limtations include:

0o The "sub" claimidentifies an End-User, not the autononous
agent acting on their behalf. Wen multiple agents operate
under the sanme user account, there is no standard mechani sm
to distinguish between them

0o There is no standard claimto express the trust posture of
an agent. Relying Parties cannot nake graduated access
control decisions based on an agent’s behavi oural history



or verification |evel

o0 There is no standard claimto express what actions an agent
is authorised to perform distinct from OQAuth scopes which
express what resources the client application nmay access.

o There is no mechanismfor Relying Parties to determ ne
whet her an agent or its controlling entity has been screened
agai nst sanctions lists, a requirenent in regul ated financial
services

Thi s specification addresses these gaps by defining a profile of
Openl D Connect that introduces agent-specific clainms carried
within standard I D Tokens. The profile is designed with the
foll owi ng principles:

1. Backward conpatibility: Al defined clains are additional
Exi sting Openl D Connect depl oynents that do not recognise
agent clainms will ignore them per Section 5.1 of
[ Openl D. Core], which states that Cains not understood MJST
be i gnored.

2. Separation of concerns: The "sub" claimcontinues to
identify the End-User or organisational entity. The
"agent _id" claimidentifies the specific agent instance.
The "agent _owner" claimlinks the agent to its controlling
subj ect .

3. Gaduated trust: The trust nodel supports five levels (LO
through L4) that map to progressively w der sets of
permtted actions, enabling Relying Parties to inplenent
proportionate access controls.

4. Regulatory alignment: Cdains for sanctions screening status
and spend linits enable conpliance with Anti-Mney
Laundering (AM.) regulations in jurisdictions that require
entity screening before financial transactions.

This specification is inforned by work on agent paynent trust
frameworks [|-D.sharif-agent-paynent-trust], security guidance
for Model Context Protocol deploynments

[1-D. sharif-ncps-secure-nctp], and emerging requirenents for
aut ononous agent identity in financial services.

Requi renents Notation and Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOWENDED', "NOT RECOMVENDED',
"MAY", and "OPTIONAL" in this docunment are to be interpreted as
described in BCP 14 [ RFC2119] [ RFC8174] when, and only when,
they appear in all capitals, as shown here.

In the following text, all references to "Section" w thout a
docunent identifier refer to sections within this specification

Ter mi nol ogy

This specification uses the terms "Access Token", "Authorization
Code", "Authorization Endpoint", "Authorization Server",
"Cient", "Cient Authentication", "Client ldentifier", "Gant
Type", "ID Token", "Refresh Token", "Resource Server", "Response
Type", and "Token Endpoint" defined by QAuth 2.0 [RFC6749], the
terns "Caini, "CaimType", "Cains Provider", "ID Token",

"Issuer", and "Relying Party (RP)" defined by Qpenl D Connect
Core 1.0 [OpenI D. Core], and the terns "JSON Wb Token (JWI)",
"Cl ai m Nane", "C aimValue", "Header", "Payload", and



4.

1.

"Si gnature” defined by JSON Web Token (JWI) [RFC7519].
This specification also defines the follow ng terns:

Agent
An aut onomous software programthat acts on behalf of a user
or organisation to performtasks, execute transactions, or
interact with services. An Agent operates with a degree of
aut onony and MAY nake decisions within the boundaries of its
aut hori sed capabilities.

Agent ldentity Provider (Agent |dP)
An Openl D Provider (OP) that issues |ID Tokens containing the
agent clains defined in this specification. An Agent |1dP MAY
be the sane entity as the user’s Openl D Provi der or MAY be a
separate service specialising in agent identity.

Agent Owner
The End-User or organisation that deployed and controls the
Agent. The Agent Omner is identified by the "agent owner"
claimand is responsible for the Agent’'s actions.

Trust Score
A numerical representation of an Agent’s behavi oural
trustworthi ness, expressed as an integer in the range
[0, 100]. Trust Scores are conputed by the Agent |dP based
on criteria including transaction history, attestation
strength, and conpliance screening results.

Trust Level
A graduated classification of an Agent’s trust posture,
expressed as one of five levels (LO through L4). Trust
Level s determ ne the naxi mum scope of actions an Agent is
permitted to performat a given Relying Party.

Agent ldentity d ains

This section defines the clains that represent agent identity
within an Openl D Connect | D Token. These clains are carried in
the I D Token payl oad al ongsi de standard Openl D Connect cl ai ns.
Al clains defined in this section use the "agent_ " prefix to
avoid collision with existing Openl D Connect clainms and to
enable Relying Parties to identify agent-specific assertions
unanbi guousl y.

The following table sunmari ses the agent clains:

o e e e e e e e e m o TS TS +
| Adaim | Type | Required |
o m e e e e e iee i S S +
| agent_id | string | REQUI RED |
| agent_nane | string | OPTIONAL |
| agent_owner | string | REQUI RED |
| agent_trust_score | integer | OPTIONAL |
| agent_trust_|evel | string | OPTI ONAL |
| agent capabilities | array | OPTI ONAL |
| agent _sanctions_status | string | OPTI ONAL |
| agent_spend_limt | integer | OPTIONAL |
| agent_attestation_nethod | string | OPTI ONAL |
| agent_created_at | integer | OPTIONAL |
oo e e e e e e e e oo - - TS TS +

Table 1. Agent ldentity C ains

agent _id



Claim Nane: agent _id

ClaimDescription: A globally unique identifier for the Agent.
ClaimType: String

Requi renment Level: REQUI RED

The val ue MJUST be a non-enpty string of no nore than 255
characters. The value MJUST be unique within the namespace of
the issuing Agent IdP. To achi eve gl obal uni queness across

I dPs, inplementations SHOULD use one of the follow ng formats:

0 A UUDV4 as defined in [ RFC4122], e.g.,
"550e8400- e29b- 41d4- a716- 446655440000"

0 A URN using a domai n-scoped identifier, e.g.,
"urn: exanpl e. com agent : paynent - bot - 001"

0 A dommin-qualified identifier using the dot-separated
convention, e.g., "paynent-bot.exanple.cont

The Agent |1dP MUST NOT reuse an "agent _id" value for a different
agent instance. Once assigned, an "agent_id" MJST remain stable
for the lifetime of the agent.

Exanpl e:

"agent _id": "payment-bot.cybersecai.co. uk"

4.2. agent_nane
Clai m Name: agent _name
Claim Description: A human-readabl e di splay name for the Agent.
Claim Type: String
Requi renment Level: OPTI ONAL
The val ue MJUST be a non-enpty string of no nore than 128
characters when present. The value is intended for display
purposes in admnistrative interfaces and audit |logs. Relying
Parties MUST NOT use the "agent_nane" for identification or
access control decisions; the "agent id" claimMJST be used for
that purpose.
Exanpl e:

"agent _nane": "Paynment Processing Agent"
4.3. agent_owner

Cl ai m Name: agent _owner

ClaimDescription: The subject identifier of the entity that
depl oyed and controls the Agent.

ClaimType: String
Requi renment Level: REQUI RED
The val ue MJUST be the "sub" claimvalue of the Agent Omer as

i ssued by the same Agent IdP, or a URI that resolves to the
owner’s identity record at the Agent IdP. This establishes a



verifiable chain of accountability fromthe Agent to its
controlling entity.

When the Agent 1dP is the sane Openl D Provider that issued the
owner’s identity, the value MJST be identical to the "sub"
claimin the owner’s own | D Token

When the Agent IdP is a separate service, the value SHOULD be
a URI of the form

https://{owner-idp}/.well-known/openid-configuration
#sub={val ue}

Relying Parties MJST verify that the "agent _owner" val ue
corresponds to a valid, active subject at the referenced
identity provider before granting access to protected resources.
Exanpl e:
"agent _owner": "user 2f KOxLnBnP7qR8s"
4.4. agent_trust_score

Cl ai m Name: agent _trust_score

ClaimDescription: A nunerical trust score representing the
Agent’ s behavi oural trustworthiness.

Claim Type: Integer
Requi renment Level: OPTI ONAL

The val ue MJUST be an integer in the range [0, 100] i nclusive.
A value of 0 indicates no established trust. A value of 100
i ndi cates the highest level of trust.

The net hodol ogy for conputing trust scores is not defined by
this specification and is at the discretion of the Agent |dP
However, the Agent |dP SHOULD docunent its trust score

conmput ation nmet hodology in its Openl D Provider netadata or in
a referenced policy docunent.

Factors that MAY influence the trust score include:

o Duration and consistency of agent operation

0 Transaction conpletion rate and di spute history
0 Strength of the attestation nmethod used

0 Sanctions screening result

o Conmpliance with rate limts and usage policies
Exanpl e:

"agent _trust_score": 72
4.5. agent_trust_Ievel
Claim Nane: agent _trust | eve

ClaimDescription: A graduated trust classification for the
Agent .

Claim Type: String
Requi renent Level: OPTI ONAL

The val ue MJUST be one of the follow ng enunmerated strings:



| "LO" | Unverified | No identity verification
| | | perfornmed. Agent MAY only access
| | | public resources.

| "L1" | Basic | APl key or shared secret
| | | attestation. Agent MAY perform
| | | read operations.

| Certificate or JW-based

| attestation. Agent MAY perform
| wite operations wthin defined
| Timts.

| Chall enge-response attestation

| with cryptographic proof. Agent

| MAY perform financial transactions
| within spend linmts.

| "L4"™ | Hi gh Assurance | Multi-factor attestation including
| | | hardware-bound keys. Agent MAY
| | | perform hi gh-val ue transacti ons.

Tabl e 2: Agent Trust Levels
When both "agent _trust_score" and "agent _trust_|evel" are
present, the "agent _trust_|evel" MJST be consistent with the
"agent _trust_score". The follow ng mappi ng defines the m ni mum
trust score for each |evel

LO: score < 20

L1: 20 <= score < 40
L2: 40 <= score < 60
L3: 60 <= score < 80

L4: score >= 80

If the values are inconsistent, the Relying Party MJST reject
t he token.

Exanpl e:
"agent trust level": "L3"
4.6. agent_capabilities
Claim Nane: agent _capabilities

Clai m Description: The set of actions the Agent is authorised
to perform

Claim Type: JSON array of strings

Requi renent Level: OPTI ONAL

Each el enent of the array MJUST be a non-enpty string that
identifies a specific capability. Capability identifiers
SHOULD use the dot-separated hierarchical nam ng convention

{donmai n}. {resource}. {action}

Relying Parties MJUST treat the "agent _capabilities" claimas
the maxi num set of actions the Agent is authorised to perform



A Relying Party MAY further restrict the effective capabilities
based on its own policies, the Agent’s trust |evel, or other
contextual factors.

The "agent _capabilities" claimis distinct fromQAuth 2.0
scopes. Scopes define what resources the client application
may access at the authorisation server |level. Agent
capabilities define what actions the specific Agent instance
is permtted to performat the application |evel

Exanpl e:
"agent _capabilities": [
"paynents.transfer.initiate",

"paynent s. bal ance. read",
"reporting.transactions. export"

]

4.7. agent_sanctions_status
Clai m Name: agent _sanctions_status

ClaimDescription: The result of sanctions screening performnmed
on the Agent and/or its owner.

Claim Type: String
Requi renent Level: OPTI ONAL

The val ue MJUST be one of the follow ng enunerated strings:

| "CLEAR" | The Agent and its owner have been screened
| | against applicable sanctions |lists and no
| | matches were found.

S ot o e e e e e e e e e e e e e e e e e e e mm— oo oo
| "HT" | The screening process identified a potential

| | match agai nst one or nobre sanctions |ists.

| | The Agent MJUST NOT be permitted to perform

| | financial transactions until the match is

| | resol ved.

S ot o e e e e e e e e e e e e e e e e e e e mm— oo oo
| "NOT_SCREENED' | No sanctions screeni ng has been perforned.
o a o e

Tabl e 3: Sanctions Status Val ues

When the value is "H T", the Agent |dP SHOULD i ncl ude
additional context in a separate clains source or via a
User | nfo endpoi nt response. This specification does not define
the format of additional sanctions screening details.

The Agent 1dP MJUST record the date and time of the npbst recent
screening. Relying Parties operating in regulated environnents
SHOULD verify that the screening was perfornmed within a
timeframe acceptable to their conpliance policies (see
Section 8.4).
Exanpl e:

"agent _sanctions_status": "CLEAR'

4.8. agent_spend_lint



Cl ai m Name: agent _spend_limt

ClaimDescription: The nmaxi numtransaction anount the Agent is
authorised to initiate in a single transaction.

Claim Type: Integer
Requi renent Level: OPTI ONAL
The val ue MJUST be a non-negative integer representing the anount
in mnor currency units (e.g., pence for GBP, cents for USD).
A value of 0 indicates that the Agent is not authorised to
initiate financial transactions.
The currency is not encoded in this claim The applicable
currency MJST be determ ned fromcontext, such as the Relying
Party’'s configuration or an associated claimin the I D Token.
If the currency is anmbiguous, the Relying Party MJST reject
financial transaction requests.
Exampl e (representing GBP 250. 00):

"agent _spend_limt": 25000

4.9. agent_attestation_nethod

Claim Nanme: agent_attestation_nethod

ClaimDescription: The method by which the Agent’s identity
was verified by the Agent |dP

Claim Type: String
Requi renent Level: OPTI ONAL

The val ue MJUST be one of the follow ng enunerated strings:

o e e e e e oo oo oo mm e e e e e e e e e e e e e e m e e m i m— oo oo
| Val ue | Description

oo o m o e oo
| "challenge_response"” | ldentity verified via a cryptographic

| | chal |l enge-response protocol (see

| | Section 6.2).

o e e e e e oo oo oo mm e e e e e e e e e e e e e e m e e m i m— oo oo

| Identity verified via a valid X 509
| certificate presented during TLS

| client authentication or at the

| application |ayer.

T oo e m e e e e e e e e e e e e e e e e e ma o -
| "jwt" | ldentity verified via a signed JWI

| | presented as a client assertion per

| | [RFC7523].

Fom e Fom o e e oiaooo-
| "api _key" | Identity verified via a pre-shared

| | APl key.

o e e e e e oo oo oo mm e e e e e e e e e e e e e e m e e m i m— oo oo

Table 4: Attestation Method Val ues

The attestation method informs Relying Parties of the strength
of the identity verification. Relying Parties SHOULD require
"chal | enge_response" or "certificate" attestation for agents
perform ng high-value or sensitive operations.

Exanpl e:



"agent _attestati on_nethod": "challenge_response”
4.10. agent _created_at
Claim Name: agent _created_at

ClaimDescription: The time at which the Agent was created or
registered with the Agent 1dP

Claim Type: Integer
Requi rement Level: OPTI ONAL

The val ue MUST be a NunericDate as defined in Section 2 of
[ RFC7519], representing the nunber of seconds from
1970-01-01T0O0: 00: 00Z UTC to the agent creation tine.

Rel ying Parties MAY use this claimin conjunction with the
trust score to assess whether a newy created agent with an
unexpectedly high trust score warrants additional scrutiny.

Exanpl e (representing 2026-01-15T09: 30: 002) :
"agent _created_at": 1768561800
5. Agent |D Token

The Agent | D Token is a standard Openl D Connect |D Token
[ Openl D. Core] Section 2 that includes the agent clains defined
in Section 4 of this specification

The Agent | D Token MUST conformto all requirements of an ID
Token as defined in Section 2 of [OQpenlD.Core]. |In particular

0 The token MJUST be a JW [RFC7519] signed using JW5 [ RFC7515].

o The "iss" claim MJST contain the Issuer ldentifier of the
Agent | dP

0 The "sub" claimMJIST contain a subject identifier. Wen the
Agent acts on behal f of a user, the "sub" claim SHOULD
contain the user’s subject identifier. Wen the Agent acts
on behal f of an organisation w thout a specific user context,
the "sub" claimSHOULD contain an organi sational identifier

0 The "aud" claim MJST contain the client_id of the Relying
Party.

o The "iat" and "exp" clains MJIST be present.

o0 The token MJUST contain at mnimumthe "agent id" and
"agent _owner" clains defined in this specification

The following is a non-normative exanple of an Agent | D Token
payl oad:

{
"iss": "https://idp.exanple.coni,
"sub": "org_8kP2m\5xQ@",
"aud": "client_rp_paynments_001",
"exp": 1768565400,
"iat": 1768561800,
"nonce": "n-0S6_WA2M ",
"agent i d": "paynment-bot.exanple.coni,
"agent _nane": "Payment Processing Agent",
"agent _owner": "org_8kP2m5xQ",



"agent _trust_score": 72,

"agent _trust _level": "L3",

"agent _capabilities": [
"paynents.transfer.initiate",
"paynent s. bal ance. read",
"reporting.transactions. export"

]

"agent _sanctions_status": "CLEAR',
"agent _spend_limt": 25000,
"agent _attestation_nethod": "chall enge_response”,
"agent _created_at": 1768561800
}
The following is the correspondi ng JOSE Header
{
"al g": "RS256",
"typ": "Jwr,
"kid": "2026-03-key-01"
}

Agent clainms MAY al so be returned fromthe Userlnfo Endpoint
as defined in Section 5.3 of [OpenlD. Core]. When agent clains
are requested via the Userlnfo Endpoint, the sanme clai m nanes
and senmantics defined in Section 4 apply.

When an Agent |dP supports agent clains, it SHOULD advertise
this capability in its Openl D Provider Metadata

[ Openl D. Di scovery] by including the follow ng nmetadata

par aret er :

"agent _cl ai ns_supported": true

The Agent | dP SHOULD al so list the supported agent clains in
the "cl ai ms_supported" netadata paraneter:

"cl ai ms_supported": [
"sub",
"name",
"emai |l ",
"agent _i d",
"agent _nane",
"agent _owner",
"agent _trust_score",
"agent _trust _level",
"agent _capabilities",
"agent _sanctions_status",
"agent _spend_limt",
"agent _attestation_nethod",
"agent created_at"

]

6. Agent Authentication Flow

This section defines how an Agent |dP issues tokens for Agents
and how Agents authenticate to Relying Parties.

6.1. Token Issuance via Cient Credentials

Agent authentication uses the QAuth 2.0 Cient Credentials
grant type [RFC6749] Section 4.4, extended with agent claim
paraneters

The Agent or its controlling software sends a token request to
the Agent 1dP's Token Endpoint. The request MJST include the
foll owi ng paraneters:
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grant _type
REQUI RED. Val ue MUST be "client _credential s".

client_id
REQUI RED. The client identifier issued to the Agent or its
controlling application by the Agent |dP

client_secret or client_assertion
REQUI RED. Cient authentication as defined in Section 2.3
of [RFC6749] or Section 2.2 of [RFC7523].

scope
OPTI ONAL. The requested scope. To request agent clains in
the resulting token, the scope MJST include "openid" and
SHOULD i ncl ude "agent _identity".

agent _id
REQUI RED. The identifier of the Agent for which the token
i s being requested.

The following is a non-normative exanple of a token request:

POST /token HTTP/ 1.1
Host: i dp. exanpl e. com
Cont ent - Type: application/ x-ww-form url encoded

grant _type=client _credentials

&client _id=agent_controller_001

&client _secret=s3cr3t

&scope=openi d¥20agent _i denti t y¥20paynent s. transfer
&agent _i d=paynent - bot . exanpl e. com

If the request is valid and the client is authorised to request
tokens for the specified agent, the Agent |dP responds with a
token response as defined in Section 4.4.3 of [RFC6749], with
the addition of an "id_token" paraneter containing the Agent

I D Token:

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control : no-store

{
"access_token": "eyJhbGci O JSUzl INi | sl nR5cCl 61 nFOK. . . ",
"token_type": "Bearer",
"expires_in": 3600,
"id_token": "eyJhbCGci G JSUzI 1Ni | sl nR5cCl 61 kpXVCl's. . ."
}

The Agent |1dP MUST verify the foll owi ng before issuing the
t oken:

1. The client is authenticated and authorised to request
tokens for the specified "agent_id".

2. The specified Agent exists and is in an active state.

3. The Agent’s trust score, trust level, and sanctions status
are current.

4. The requested scopes are within the Agent’s authorised
capabilities.

2. Chal |l enge- Response Extension



For hi gh-assurance agent verification (trust level L3 and
above), this specification defines a challenge-response
extension that provides cryptographic proof of agent identity.

The flow consists of two exchanges:
Step 1: Chal | enge Request
The Agent requests a challenge fromthe Agent |dP

POST /agent/chal | enge HTTP/ 1.1
Host: i dp. exanpl e. com
Cont ent - Type: application/json

{
"agent i d": "paynent-bot.exanple.coni,
"client_id": "agent_controller_001"

}

The Agent |1dP responds with a chall enge:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

"chal | enge": "dBjftJeZ4CVP- mB92K27uhbUJUlplr wWWLgFWFOE] Xk",
"chal l enge_id": "ch_9xK2mN5pQrr S",
"expires_in": 300

}

The "chal | enge" val ue MJST be a cryptographically random string
of at |east 32 bytes, Base64url-encoded without padding. The
Agent |1 dP MJUST store the chall enge and associate it with the
specified "agent _id" and "client_id". The challenge MJST
expire after the nunber of seconds indicated by "expires_in",
whi ch MUST NOT exceed 600 seconds.

Step 2: Chal |l enge Response

The Agent signs the challenge using its private key and subnits
the response as part of the token request:

POST /token HTTP/ 1.1
Host: i dp. exanpl e. com
Cont ent - Type: application/ x-wwform url encoded

grant _type=client_credentials

&client _id=agent_controller_001

&client _assertion_type=urn%3Ai et f ¥8Apar ans%3Aoaut h%BA
client-assertion-type%3A wt-bearer

&client _assertion=eyJhbCGci O JFUzI 1Ni | sl nR5¢cCl 61 kpXVCJ9. .

&scope=openi d¥%20agent i dentity

&agent _i d=paynent - bot . exanpl e. com

&chal | enge_i d=ch_9xK2m\5pQr7r S

&chal | enge_r esponse=MEUCI QDf 1. . .

The "chal | enge_response” val ue MJUST be the digital signature of
the "chal | enge" val ue, conputed using the Agent’s private key
and encoded as Base64url without padding.

The Agent |1dP MUST verify:
1. The "challenge_id" corresponds to a valid, unexpired

chal  enge issued to the specified "agent _id" and
"client_id".



2. The "chall enge_response” is a valid signature of the
original challenge value, verified using the Agent’'s
regi stered public key.

3. The chall enge has not been previously used (one-tinme use).
Upon successful verification, the Agent |1dP issues a token
with "agent attestation_nethod" set to "chall enge response"
and "agent trust level" of at least "L3".

The following is a non-normative exanple of the signed
chal  enge JW payl oad (used in client_assertion):

{
"iss": "agent _controller_001",
"sub": "paynent-bot.exanpl e.coni,
"aud": "https://idp.exanpl e.conitoken",
"jti": "ch_9xK2m\5pQrr S*,
"chal | enge":
"dBj ft JeZ4CVP- nB92K27uhbUJUlplr wWLgFWFOE] Xk",
"iat": 1768561800,
"exp": 1768562100
}

6.3. Trust Level Requirenents per Scope

Rel ying Parties SHOULD define mininumtrust |evel requirenents
for each action scope they support. The follow ng table
provi des a non-normative exanpl e of scope-to-trust-I|eve

mappi ngs:
o e e e e e e e e e TS o e e e e oo
| Scope | Mn | Mn Attestation

| Trust | Met hod
| | Level |
o e e e e e e e e m e e Fomm oo - o e e e e oo oo
| data.public.read | LO | any
o e e e e e e e e e TS o e e e e oo
| data.private.read | L1 | api _key
o e e e e e e e i e S o e e oo s
| data.private.wite | L2 | jw
o e e e e e e e e m e e Fomm oo - o e e e e oo oo
| paynents.transfer.initiate | L3 | chall enge_

| | response
o e e e e e e eee e S o e e o s
| paynents.high value.initiate | L4 | certificate
o m e e e e e i e S o e e e oo

Table 5: Scope to Trust Level Mapping

When an Agent presents a token with a trust |evel below the

m nimum required for the requested action, the Relying Party
MUST reject the request with an HTTP 403 response and SHOULD
include an error response body indicating the required trust
| evel

HTTP/ 1.1 403 For bi dden
Cont ent - Type: application/json

{

"error”: "insufficient _trust |evel",

"error_description": "This action requires
agent _trust level L3 or above. The presented
token contains trust |evel L1.",

"required_trust_level": "L3",

"current _trust _level": "L1"



}

7. Agent Token Validation

This section defines how Relying Parties validate Agent ID
Tokens.

7.1. Standard Validation

Rel ying Parties MJST performall validation steps defined in
Section 3.1.3.7 of [OpenlD. Core] for |ID Token validation. In
addition, the foll owi ng agent-specific validation steps MJST be
per f or med:

1. Verify that the "agent _id" claimis present and is a
non-enpty string of no nore than 255 characters.

2. Verify that the "agent_owner" claimis present and is a
non-enpty string.

3. If the "agent trust _score" claimis present, verify that
it is an integer in the range [0, 100].

4. If the "agent trust _level" claimis present, verify that
it is one of the values defined in Table 2

5. If both "agent trust _score" and "agent trust |level" are
present, verify that they are consistent per the mapping
defined in Section 4.5. |If they are inconsistent, the

t oken MJST be rej ected.

6. If the "agent capabilities" claimis present, verify that
it is a JSON array of non-enpty strings.

7. If the "agent _sanctions_status" claimis present, verify
that it is one of the values defined in Table 3.

8. If the "agent _spend limt" claimis present, verify that
it is a non-negative integer.

9. If the "agent _attestation_nethod" claimis present, verify
that it is one of the values defined in Table 4.
10. If the "agent _created at" claimis present, verify that
it is avalid NumericDate and that it is not in the
future.
If any of the above validation steps fail, the Relying Party
MJST reject the token and MJUST NOT grant access to protected
resources

7.2. Trust Score Threshol ds

Relying Parties that inplenent graduated access controls based
on trust scores SHOULD define threshold val ues for each
category of protected resource. The following is a

non- nornative exanpl e of threshol d-based access control | ogic:

function eval uat eAccess(token, requestedAction) {
/1l Reject if sanctions status is HT
if (token.agent_sanctions_status === "H T") {
return { allowed: false, reason: "sanctions_hit" };

}

/1 Determine required trust score for the action
const thresholds = {



"read": 20,

"wite": 40,
"transfer": 60,
"adm n": 80

b

const requiredScore =
t hr eshol ds[ request edActi on. cat egory] ;
i f (requiredScore === undefined) {
return {
al  owed: fal se,
reason: "unknown_action"

3
}
if ((token.agent trust _score || 0) < requiredScore) {
return {
al l owed: false,
reason: "insufficient _trust_score",
required: requiredScore,
actual : token.agent trust _score || O
b
}
return { allowed: true };

}

Relying Parties SHOULD | og all access decisions, including the
agent _id, requested action, trust score, and decision outconeg,
for audit purposes.

7.3. Sanctions Status Enforcement

Relying Parties operating in regulated financial services
jurisdictions MJST enforce sanctions status as foll ows:

1. If the "agent_sanctions_status" claimis "HT", the
Relying Party MJST deny all financial transaction requests
fromthe Agent. The Relying Party MAY pernmt non-fi nanci al
read-only access at its discretion

2. If the "agent_sanctions_status" claimis "NOI_SCREENED'
and the Relying Party requires sanctions screening, the
Rel ying Party MJST deny financial transaction requests and
SHOULD return an error indicating that screening is
required:

HTTP/ 1.1 403 For bi dden
Cont ent - Type: application/json

{
"error": "sanctions_screening required",
"error_description": "Agent sanctions screening
has not been performed. Financial transactions
require a CLEAR sanctions status.”
}
3. If the "agent_sanctions_status" claimis absent, the

Relying Party MJUST treat it as equivalent to
"NOT_SCREENED' when sanctions screening is required by
regul ati on or policy.

8. Security Considerations

8.1. Agent |npersonation



An attacker who obtains an Agent’s client credentials can
request tokens on behalf of the Agent. To mitigate this risk

0 Agent IdPs SHOULD require chall enge-response attestation
(Section 6.2) for Agents operating at trust |evel L3 or
above.

0 Agent private keys used for chall enge-response SHOULD be
stored in hardware security nodul es (HSMs) or trusted
execution environments (TEES).

0 Agent IdPs SHOULD inpl ement anonmaly detection to identify
token requests from unexpected network | ocations or at
unusual times.

0 Relying Parties SHOULD i npl ement request-Ievel anonaly
detection in addition to token validation

8.2. Trust Score Mnipul ation

Trust scores are asserted by the Agent 1dP and are only as
reliable as the 1dP's conputation methodol ogy and integrity.

0 Relying Parties MJST NOT accept trust scores from Agent
IdPs that they have not explicitly trusted.

0 Agent IdPs MUST protect trust score conputation systens
fromtanpering. Trust score updates SHOULD require
mul ti-party authorisation for changes exceedi ng a defined
threshold (e.g., an increase of nore than 20 points in a
singl e update).

0 Agent IdPs SHOULD inplenent rate linmting on trust score
increases to prevent rapid escal ati on attacks.

0 Relying Parties MAY inplement their own supplementary trust
scoring that combines the Agent IdP's score with locally
observed agent behavi our

8.3. Token Repl ay

Agent | D Tokens are bearer tokens and are susceptible to
replay attacks if intercepted.

0 Agent |ID Tokens SHOULD have short expiration tinmes. An
expiration time ("exp") of no nore than 3600 seconds after
i ssuance ("iat") is RECOMVENDED for general use. For
financial transactions, an expiration tinme of no nore than
300 seconds i s RECOMVENDED.

0 Relying Parties SHOULD i npl enent token binding or sender-
constrai ned tokens as defined in [ RFC9449] (DPoP) to
prevent token replay by parties other than the intended
agent .

0 When the nonce claimis present, Relying Parties MJST
verify that the nonce has not been previously used within
the token's validity period.

8.4. Sanctions Screening Freshness

Sanctions lists are updated periodically. A sanctions

screening result that was valid at the time of screening may

become stale.

0 Agent IdPs SHOULD re-screen Agents and their owners at



regular intervals. A re-screening interval of no nore
than 24 hours is RECOVMENDED for Agents performng
financial transactions.

0 Agent IdPs SHOULD include a "screened_at" claim
(NurericDate) in the I D Token or nake it available via
the UserlInfo Endpoint, indicating when the npbst recent
screeni ng was perforned.

0 Relying Parties in regulated environnments SHOULD rej ect
tokens where the sanctions screening is older than their
compliance policy permts. A maximum stal eness of 24
hours i s RECOVMMENDED for PSD2-regul ated servi ces.

9. Privacy Considerations
9.1. Agent ldentity as Pl

When an Agent acts on behalf of a specific End-User, the
conbi nation of "agent id" and "agent _owner" can constitute
Personally ldentifiable Information (PIl) as defined in
appl i cabl e data protection regulations, including the UK GDPR
and EU GDPR

0 Agent IdPs MJUST process agent identity data in accordance
with applicable data protection regul ations.

o When an Agent acts on behal f of a natural person, the
Agent Omner MJST have provided informed consent for the
Agent 1dP to disclose their subject identifier in the
"agent _owner" claim

0 Relying Parties MJUST NOT retain agent identity clains
beyond the period necessary for the purpose for which
they were collected, subject to regulatory retention
requirenents

0 Agent 1dPs SHOULD support pairw se subject identifiers as
defined in Section 8 of [OpenlD. Core] for the
"agent _owner" claimto limt cross-Relying Party
correlation of Agent Oaners

9. 2. M ni mal Di scl osure

Agent 1dPs and Relying Parties SHOULD i npl enment the principle
of m nimal disclosure:

0 Agent IdPs SHOULD i ssue tokens containing only the agent
clains requested by the Relying Party and necessary for
the intended transaction

0 Relying Parties SHOULD request only the agent clains
necessary for their access control decisions.

o The "agent _trust_score" claimprovides finer-grained
informati on than "agent trust level". Wen the Relying
Party’s access control decisions are based solely on trust
| evel s, the "agent trust _score" SHOULD be omitted to
reduce information disclosure.

o The "agent _capabilities"” claimSHOULD be filtered to
include only capabilities relevant to the Relying Party,
rat her than the conplete set of the Agent’s capabilities.

10. | ANA Consi der ati ons
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1. dains Registration

This specification registers the following clainms in the | ANA
"JSON Web Token C ai ns" registry established by [ RFC7519]:

Cl ai m Name: agent _id

Cl aim Description: Unique identifier for an autononous
sof t war e agent

Change Controller: |ESG

Speci fication Docunment(s): Section 4.1 of this specification

Cl ai m Name: agent _nane

Cl ai m Description: Human-readabl e di spl ay name for an agent
Change Controller: |ESG

Speci fication Docunment(s): Section 4.2 of this specification

Cl ai m Name: agent _owner

Claim Description: Subject identifier of the entity
controlling the agent

Change Controller: |ESG

Speci fication Docunment(s): Section 4.3 of this specification

Cl ai m Nanme: agent _trust_score

Claim Description: Numerical trust score for agent behavioural
trustworthi ness

Change Controller: |ESG

Speci fication Docunment(s): Section 4.4 of this specification

Cl ai m Name: agent _trust_|evel

ClaimDescription: Gaduated trust classification for an agent
Change Controller: |ESG

Speci fication Docunment(s): Section 4.5 of this specification

Cl ai m Name: agent capabilities

Cl ai m Description: Set of actions an agent is authorised to
perform

Change Controller: |ESG

Speci fication Docunment(s): Section 4.6 of this specification

Cl ai m Nanme: agent _sanctions_stat us

Cl ai m Description: Result of sanctions screening on an agent
or its owner

Change Controller: |ESG

Speci fication Docunment(s): Section 4.7 of this specification

Cl ai m Nanme: agent_spend_ limt

Cl ai m Description: Mxi mum single transacti on anmount for an
agent in mnor currency units

Change Controller: |ESG

Speci fication Docunment(s): Section 4.8 of this specification

Clai m Nanme: agent _attestation_nethod

Clai m Description: Method used to verify agent identity
Change Controller: |ESG

Speci fication Docunment (s): Section 4.9 of this specification

Cl ai m Nanme: agent _created_at
ClaimDescription: Unix timestanp of agent creation or
regi stration
Change Controller: |ESG
Speci fication Docunment (s): Section 4.10 of this specification

2. QAuth Dynamic Client Registration Metadata Registration

This specification registers the followi ng client netadata
paraneter in the ANA "OQAuth Dynami c Cient Registration
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Met adat a" registry:

Client Metadata Nanme: agent cl ai ns_supported

Client Metadata Description: Bool ean indicating whether the
Qpenl D Provi der supports issuing agent identity clains

Change Controller: |ESG

Speci fication Docunent(s): Section 5 of this specification
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