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Abst ract

Thi s docunent specifies MCPS (MCP Secure), a cryptographic
security layer for the Mddel Context Protocol (MCP). MCPS adds
agent identity verification, per-nmessage signing, tool definition
integrity, and replay protection to MCP conmuni cati ons w t hout
nmodi fyi ng the core protocol

MCPS operates as an envel ope around existing JSON-RPC nessages.

It introduces four primtives: (1) Agent Passports for
cryptographic identity bound to a specific origin, (2) signed
message envel opes for integrity and non-repudiation, (3) too
definition signatures covering the full tool object for detecting
poi soni ng and tanpering, and (4) nonce-plus-tinestanp repl ay
protection with transcript binding to prevent downgrade attacks.

The design is fully backward-conpatible. MCPS-unaware clients
and servers continue to function normally. MCPS-aware endpoints
progressively negotiate security capabilities through trust

| evels LO (no verification) through L4 (full rutual

aut hentication with revocati on checking).

Al'l cryptographic operations use ECDSA P-256 (N ST FI PS 186-5).
Si gnatures use | EEE P1363 fixed-1ength r||s encodi ng per

RFC 7518 Section 3.4 with low S nornalization to prevent
signature nalleability. Canonical serialization uses JSON
Canoni cal i zati on Scheme (JCS) per RFC 8785. The Trust Authority
component is self-hostable with no external service dependency.
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I nt roduction

The Model Context Protocol (MCP) defines a standard interface for
connecting Al agents to external tools and data sources. MCP uses
JSON-RPC 2.0 as its nmessage format and supports nultiple transport
mechani sms i ncl udi ng standard i nput/output (stdio), HITP with
Server-Sent Events (SSE), and WebSocket .

Wil e MCP provides a robust framework for agent-tool interaction,
the current specification |acks cryptographi c guarantees for three
critical security properties: identity, integrity, and too
authenticity.

.1. The Probl em
MCP in its current formhas no built-in nechanismfor

ldentity: There is no way for an MCP client or server to
cryptographically verify the identity of its counterpart and
bind that identity to a specific origin. A malicious actor
can inpersonate a legitimte MCP server, serving nodified too
definitions or intercepting sensitive data.

Integrity: JSON-RPC nessages between client and server are
unsigned. There is no way for a recipient to verify that a
message has not been tanpered with in transit, or to prove
after the fact that a particular nmessage was sent by a
particular party (non-repudi ation).

Tool Authenticity: Tool definitions (nane, description, input
schema) are served unsigned. A conpromi sed or malicious server
can nodify tool descriptions to inject instructions into agent
pronpts (tool poisoning), or silently change tool behavi or
bet ween sessi ons.

These are not theoretical concerns:

0 41%of MCP servers have zero authentication (TapAuth research
scanni ng 518 production MCP servers).

0 An independent scan of 39 Al agent frameworks agai nst the OMNSP
Top 10 for Agentic Applications found that 13 frameworks had
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no MCP security controls, 17 had partial controls, and only 9
i mpl ement ed adequat e protections.

0 Tool poisoning attacks via description injection have been
denonstrated in research contexts, where nodified too
descriptions cause agents to execute uni ntended acti ons.

2. Scope and Limtations

Thi s docunment addresses identity, integrity, and replay
protection. It does NOT address:

Tool Safety Analysis: Signing a tool proves WHO authored it
(provenance), not that the tool is safe to execute. A
mal i ci ous server operator can sign their own poi soned too
definitions with a valid signature. Tool safety analysis
(detecting malicious descriptions, sandboxi ng execution) is a
separate concern that conplements this work.

Aut hori zation: This docunent does not replace QAut h-based access
control. It provides a cryptographic identity layer that
oper at es al ongsi de aut hori zation

Confidentiality: Message encryption is out of scope.
MCP- over - HTTP al ready provi des transport-level confidentiality
via TLS

1.3. Relationship to Existing MCP Authori zation

1.

Exi sting MCP authorization work (QAuth 2.1-based) addresses
session-level authentication, establishing that a client is
aut horized to connect to a server. This is necessary but not
sufficient.

MCPS addresses a different |ayer: nessage-level and artifact-I|eve
crypt ographi ¢ guarantees. The distinction is anal ogous to:

| Session auth | QAut h bearer | Existing MCP auth |
| Transport | TLS | Existing (transport) |
| Message integrity| HITP Signatures | MCPS |
| Artifact signing | Code signing | MCPS |
| Agent identity | dient certs | MCPS |

Not e: MCP-over-HTTP al ready uses TLS for transport security.
MCPS operates at the application |ayer above TLS, providing
per-nmessage non-repudi ation and artifact integrity that TLS does
not offer (TLS term nates at the connection, not the nessage).

MCPS conpl ements exi sting QAut h-based authorization. A server MAY
require both QAuth credentials (for access control) and MCPS
signatures (for integrity and non-repudi ation).

4. Relationship to DPoP (RFC 9449)

DPoP (Denonstrating Proof-of-Possession) [ RFC9449] provi des proof

that the presenter of an QAuth access token possesses a particul ar
key. MCPS s message signing serves a simlar proof-of-possession
function but extends beyond QAuth token bi ndi ng:

1. Per-nessage signing (not per-session): Every JSON RPC nessage
is individually signed, enabling non-repudiation of specific
tool calls and responses.



2. Tool definition signing: DPoP does not address artifact
integrity.

3. Trust level negotiation: DPoP does not define progressive
trust tiers.

I npl enent ati ons MAY conpose MCPS with DPoP. Specifically, the
Agent Passport’s public key MAY be the sane key used in DPoP
proofs, providing a unified identity across both OAuth

aut hori zati on and nessage-level integrity.

.5. Design Coals
The design of MCPS is guided by the foll owi ng goals:

1. Backward conpatibility: Non-MCPS endpoi nts MJST continue to
function without nodification

2. Transport independence: MCPS MUST work over any MCP transport
(stdio, HITP SSE, WebSocket).

3. Progressive adoption: Organizations MJIST be able to adopt
MCPS increnental ly through trust |evels.

4. Sel f-sovereignty: No dependency on any centralized service
MUST be required.

5. Standards alignnment: Cryptographic operations MJST use
established NI ST and | ETF st andards.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED',
"MAY", and "OPTIONAL" in this docunment are to be interpreted as
described in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

The following terms are used throughout this docunent:

Agent: A software entity that communi cates over MCP, acting as
either a client or server.

Agent Passport: A signed credential binding an ECDSA P-256 public
key to an agent identity and a specific origin, issued by a
Trust Authority or self-signed.

Trust Authority (TA): A service that issues, manages, and
optionally revokes Agent Passports. Analogous to a Certificate
Authority in the TLS/ PKI ecosystem

Trust Level: An integer (0-4) indicating the degree of
cryptographic verification applied to an MCPS connecti on

Si gned Envel ope: A JSON object wapping a JSONRPC nessage with
an MCPS header containing a cryptographic signature, nonce, and
ti mest anp.

Tool Signature: An ECDSA signature over a tool definition
bi nding the tool’s name, description, and i nput schema to its
aut hor .

Canoni cal Serialization: JSON Canonicalization Scheme (JCS) per
RFC 8785, used as the deterministic input to all signing
operati ons.
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Tool Hash: The SHA-256 digest of the JCS-canonicalized tool
si gni ng obj ect (including name, description, input schema, and
aut hor origin), used for efficient change detection.

Pin Store: A persistent mapping from (server_origin, tool _nane)
tuples to tool hashes, maintained by clients for detecting
tool definition changes.

Nonce Store: A data structure naintaining previously observed
nonce val ues for replay detection.

Transcript Binding: A signed hash of the capability negotiation
exchange, using ECDSA signatures (asymmetric), used to detect
downgrade attacks. Note: Previous drafts used the term
"Transcript MAC'; this has been corrected because MCPS uses
asymetric signhatures, not symetric MACs.

Prot ocol Overvi ew
Architecture

MCPS operates as a security |ayer between the application |ogic

and the MCP transport. The architecture consists of four

conponent s:

1. Agent Passports: Cryptographic identity credentials bound to
an origin.

2. Message Signing: Per-nessage ECDSA signatures in an envel ope.
3. Tool Signing: Signatures over conplete tool definitions.

4. Trust Authority: Passport issuance, chain validation, and
revocati on.

The followi ng diagramillustrates the nessage flow

o e e eeeea oo + o e e eeeea oo +
| MCP d i ent | | MCP Server |
I I I I
| Fom e e e oo - + | | Fom e e e oo - + |
| | Application | | | | Application | |
| +------- AR, + | | +------- AR, + |
I I I I I I
| +------- V------- + | | +------- V------- + |
| | MCPS Layer | | <----- > | | MCPS Layer | |
| | (sign/verify) | | | | (sign/verify) | |
| +------- S + | | +------- S + |
I I I I I I
| oo Voo + | | oo Voo + |
| | MCP Transport | | | | MCP Transport | |
[ + | [ + |
o e e e e oo oo + o e e e e oo oo +

Envel ope Model

MCPS wr aps exi sting JSON-RPC nessages in a signed envel ope rather
than nodi fying the JSON-RPC schema. The MCPS header is added as
a top-level "nctps" field alongside the standard JSON- RPC fi el ds.
Non- MCPS i npl ement ati ons ignore the "ncps" field per standard
JSON- RPC behavi or.

Thi s approach follows the precedent of HTTP Signatures [ RFC9421],
whi ch add signatures al ongsi de existing HITP headers rather than
modi fyi ng the HTTP nmessage format.



3.3. Trust Levels

MCPS defines five trust levels for progressive security adoption

B S, o m e e e - e
| Level | Nanme | Requirements

E M e
| LO | None | No MCPS verification. Equivalent to

| | | current MCP behavior. Self-signed

| | | passports.

B S, o m e e e - e
| L1 | Signed | Messages are signed. Passport signed

| | | by ANY Trust Authority.

Fomm o - Fom e o m e e e e e e e e e e e e e e mee—ooon
| L2 | Verified | Messages are signed. Passport signed

| | | by a TA whose root key is in the
| | | verifier's trust store.

| L3 | Strict | L2 plus tool definition signatures
| | | MUST be present and valid. TA has
| | | verified origin ownership.

| L4 | Full | L3 plus nutual authentication and
| | | real-time revocation checking. TA has
| | | perforned security audit.

Servers SHOULD declare their mininmumrequired trust |evel during
capability negotiation (Section 9). dients connecting at a trust
| evel bel ow the server mnimum MJUST be rejected with error code

- 33009 (MCPS_TRUST_LEVEL_| NSUFFI Cl ENT) .

3.4. Trust Level Assignnent Rules

Trust levels are NOT self-asserted by passport holders. They are
constrai ned by the issuance process:

1. Self-signed passports are ALWAYS LO, regardl ess of any
"trust level" field value. Inplenentations MJST cap
sel f-si gned passports at LO.

2. L1-L2 require the passport to be signed by a Trust Authority
whose public key can be verified through the issuer chain
(Section 8.3).

3. L3 additionally requires the TA to have verified that the
passport holder controls the "origin" URl (e.g., via HITP-01
chal  enge, DNS-01 chal | enge, or documented nanua
verification).

4. L4 additionally requires the TA to have perforned a security
audit of the agent and to provide real-time revocation
checking (Section 8.7).

An i npl enentation receiving a passport claimng L4 but signed by
an unknown TA MUST treat it as LO.

3.5. Cryptographic Primtives
Al'l MCPS cryptographic operations use the follow ng al gorithns:

Key Algorithm ECDSA with the P-256 curve (NI ST FIPS 186-5
[ FI PS186-5], determ nistic signatures per [RFC6979]).

Hash Al gorithm SHA-256 (NI ST FIPS 180-4).



Signature Format: | EEE P1363 fixed-length r||s encodi ng
(exactly 64 bytes for P-256), per [RFC7518] Section 3.4.
Al'l signatures MJUST use | ow S nornualization (see
Section 3.7).

Si gnature Encoding: Base64 without paddi ng [ RFC4648].
Key Format: JSON Wb Key (JWK) [ RFC7517].

Canoni cal Serialization: JSON Canonicalization Scheme (JCS)
[ RFC8785] .

Why JCS (RFC 8785): Canonical JSON serialization is critical for
cross-inpl enentation signature verification. Different
| anguage runtinmes produce different byte representations for
the sane | ogi cal JSON value (e.g., Node.js
JSON. stringify({a:1.0}) produces {"a":1} while Python’s
json.dunps({a:1.0}) produces {"a": 1.0}). RFC 8785 defines a
determnistic serialization that guarantees identical bytes
across all inplenentations.

The choi ce of P-256 provides 128-bit security strength, broad
pl atf orm support (Web Crypto APlI, QpenSSL, Java KeyStore), and
hardware security nodule (HSM conpatibility. FIPS 186-5 is
referenced (not the superseded FIPS 186-4).

Not e: RFC 6979 specifies determninistic ECDSA nonce generation.
| mpl enent ati ons using HSMs that enploy internal random nunber
generation for nonce generation are conpliant provided the HSM
generates nonces with sufficient entropy per FIPS 186-5

I npl enent ati ons MAY support additional algorithns in future
versions via algorithmnegotiation in the "ncps" capability.

.6. Signature Format Details

Si gnatures use the | EEE P1363 fixed-length format: the 32-byte

bi g- endi an encodi ng of r concatenated with the 32-byte big-endi an
encoding of s, for a total of exactly 64 bytes. This format is
unanbi guous (unlike variabl e-1 ength DER encodi ng) and nandat ed by
RFC 7518 Section 3.4 for JWN JWS5 conpatibility.

DER encodi ng produces variabl e-length signatures (typically 70-72
bytes for P-256). | EEE P1363 produces fixed-Ilength signatures
(exactly 64 bytes for P-256). Fixed-length format:

1. Eimnates anbiguity in signhature parsing across
i mpl ement ati ons.

2. Is required by RFC 7518 Section 3.4 (JWA) and wi dely
support ed.

3. Sinplifies cross-platforminteroperability (no DER parsing
needed) .

.7. LowS Nornalization

G ven a valid ECDSA signature (r, s), the signature (r, n-s) is
also valid for the same nessage and key. This malleability can
be exploited to bypass nonce-based replay detection if the nonce
store keys on full nessage bytes rather than the nonce string.
To elimnate this attack

1. Al signatures MJST satisfy s <= n/2, where n is the order



of the P-256 curve

2. |If the raw ECDSA signing operation produces s > n/2, the
signer MJST replace s with n - s before encoding.

3. Verifiers SHOULD normalize incom ng signatures (replace s
with n- sif s >n/2) before verification for
interoperability with inplenmentations that do not perform
| ow S nornmalization on signing

The P-256 curve order n is:

n = OxFFFFFFFFO0000000FFFFFFFFFFFFFFFFBCE6FAADA7 179E84
F3BICAC2FC632551

The half-order n/2 is:

n/ 2 = Ox7FFFFFFF800000007FFFFFFFFFFFFFFFDE737D56D38BCF42
79DCE5617E3192A8

Nonce stores MJUST key on the nonce string value, NOT on ful
message bytes, to prevent signature malleability from bypassing
replay detection (see Section 7.3).

4. Agent Passports

An Agent Passport is a signed credential that binds an ECDSA
P-256 key pair to an agent identity and a specific origin.

4.1. Passport Structure

A passport is represented as a JSON object with the foll ow ng
top-1evel structure:

{
"ncps_version': "1.0",
"passport”: {
"id": "ap_<uuid-v4>",
"agent _nane": "<string>",
"agent _version": "<string (semver)>",
"issuer": "<string>",
"origin": "<string (URI)>",
"issued_at": "<string (1SO 8601 UTC)>",
"expires_at": "<string (ISO 8601 UTC)>",
"public_key": {
"kty": "EC',
"crv": "P-256",
"x": "<string (base64url)>",
"y": "<string (base64url)>"
H
"capabilities": ["<string>"],
"trust _level": O,
"issuer_chain": [
"<string (base64-encoded JSON)>"
1,
"key rotation": {
"previous_key hash": "<string (hex SHA-256)>",
"rotated at": "<string (ISO 8601 UTC)>"
}
},
"signature": "<string (base64, |EEE P1363)>"
}

4.2. Passport Fields

The following fields are defined for Agent Passports:



ncps_version: REQUI RED. String. The MCPS protocol version.
MUST be "1.0" for this specification.

passport.id: REQU RED. String. A unique identifier for this
passport. MJST begin with the prefix "ap_" followed by a
UU D v4 val ue.

passport.agent _nane: REQUI RED. String. A hunan-readabl e nane
for the agent.

passport.agent_version: REQUI RED. String. The semantic version
[ SEMVER] of the agent software.

passport.issuer: REQURED. String. An identifier for the Trust
Authority that issued this passport. For self-signed passports,
this MUST be the string "self".

passport.origin: REQURED. String. The authorized origin URI
this passport is bound to (e.g.,
"https://api.exanple.com443"). Verifiers MJIST reject
passports presented to a different origin. See Section 4.4.

passport.issued_at: REQU RED. String. The issuance tinestanp
in |SO 8601 UTC format (e.g., "2026-03-13T12: 00: 00Z").

passport.expires_at: REQU RED. String. The expiry tinestanp
in | SO 8601 UTC format.

passport. public_key: REQU RED. Object. The agent’s public key
in JWK format. See Section 4.7 for requirenents.

passport.capabilities: OPTIONAL. Array of strings. A list of
capability identifiers granted to this agent by the Trust
Aut hority. Maximum 64 entries (see Section 4.3).

passport.trust_level: OPTIONAL. Integer (0-4). The trust |evel
assigned by the issuing Trust Authority. Default value is O.
See Section 3.4 for assignnment rules.

passport.issuer_chain: OPTIONAL. Array of strings. Chain of
base64- encoded JSON i nternediate Trust Authority passports.
Each entry is a conplete signed intermedi ate TA passport.
Maxi mum depth: 5 entries (see Section 4.3).
See Section 8.3 for format and verification.

passport.key rotation: OPTIONAL. Object. Key rotation netadata
for conprom se recovery. See Section 4.5.

signature: REQU RED. String. A base64-encoded | EEE P1363
ECDSA signature (exactly 64 bytes before encodi ng) conputed
over the JCS-canonicalized (RFC 8785) "passport" object,
with lowS normalization (Section 3.7). For Trust Authority-
i ssued passports, this signature is produced using the Trust
Authority’s private key. For self-signed passports, this
signature is produced using the agent’s own private key.

Passport Size Linits

To prevent denial -of -service via oversized passports, the
following limts are defined:

MAX_PASSPORT _BYTES: 8192. The maxinum size in bytes of a
JCS-canoni cal i zed passport. | nplenentations MIST reject
passports exceeding this limt with error code -33013
( MCPS_PASSPORT_TOO LARGE) .



MAX | SSUER CHAI N DEPTH: 5. The maxi mum nunber of entries in
the "issuer_chain" array. |nplenentations MJST reject
passports with chains exceeding this depth with error code
-33014 (MCPS_CHAI N _TOO DEEP)

MAX _CAPABI LI TIES: 64. The maxi mum nunber of entries in the
"capabilities" array.

I mpl enent ati ons MUST enforce all three limts during passport
val i dati on.

Oigin Binding

The "origin" field binds a passport to a specific server URI.
Thi s prevents passport reuse across donains:

1. \When a server presents a passport, the client MJST verify
that the passport’s "origin" matches the URI it connected to.

2. Wen a client presents a passport, the server MJST verify
that the passport’s "origin" matches its own published URI.

3. Oigin conparison MIST use schene + authority (host + port)
per RFC 6454 [ RFC6454].

This prevents an attacker fromobtaining a valid passport for
their own server and presenting it when inpersonating a different
server.

If origin verification fails, the inplenentation MIST reject the
passport with error code -33011 (MCPS ORI G N_M SVATCH)

Key Rotation and Conprom se Recovery

Passports support key rotation for both routine rotation and
conprom se recovery:

Routine Rotation: An agent generates a new key pair, requests a
new passport fromthe Trust Authority, and the old passport is
revoked after confirmation that the new passport is in active
use.

Conprom se Recovery: \When a key is suspected conprom sed, the
agent generates a new key pair and includes a "key rotation"
field linking to the previous key via its SHA-256 hash. This
enabl es Trust Authorities to verify the rotation request and
revoke all passports associated with the conprom sed key.

The "key_rotation" object contains:

previous_key_hash: REQU RED (within key_rotation). String.
SHA- 256 hash (hex-encoded) of the PEM encoded previous
public key.

rotated at: REQU RED (within key rotation). String. 1SO 8601
UTC tinmestanp indicating when the rotation occurred.

Trust Authorities SHOULD revoke the ol d passport upon issuing a
new one with "key rotation". Inplenmentations SHOULD support a
configurabl e grace period where both old and new passports are
accepted to allow rolling depl oynents.

Passport Lifecycle

The lifecycle of an Agent Passport consists of the follow ng



st ages:

Generation: The agent generates an ECDSA P-256 key pair |ocally.
The private key MJST be stored securely and MJST NOT be
transmtted.

| ssuance: The agent submits its public key and requested origin
to a Trust Authority. The Trust Authority validates the
agent’s ownership of the origin (e.g., via HITP chall enge,
DNS TXT record, or mamnual verification), assigns capabilities
and a trust level, and signs the passport with the Trust
Authority’'s private key.

Self-Signing: An agent MAY self-sign its passport. Self-signed
passports are ALWAYS Trust Level LO regardless of any
"trust level" field value. Inplenmentations MJST enforce this.
Sel f-signed passports MJST set the "issuer" field to "self".

Verification: A receiving party verifies the passport signature
agai nst the Trust Authority’'s public key (for TA-issued
passports) or against the agent’s own public key enbedded in
the passport (for self-signed passports). For self-signed
passports, the trust level is capped at LO.

Expiry: Passports MJST be rejected after the "expires_at"”
timestanp. |nplenmentations SHOULD all ow a configurable clock
skew tol erance. The default clock skew tol erance SHOULD be
60 seconds.

Key Rotation: An agent rotates its key by generating a new key
pair and requesting a new passport fromthe Trust Authority.
For conprom se recovery, the "key rotation" field (Section 4.5)
Iinks the new passport to the old key. The old passport
continues to be valid until its "expires_at" or unti
explicitly revoked.

Revocation: Trust Authorities MAY publish revocation information
for passports they have issued. See Section 8.7.

4.7. JVK Key Requiremnents

The "public_key" field of an Agent Passport MJST conformto the
foll owi ng requirements:

o0 The "kty" field MIST be "EC'.

o The "crv" field MUST be "P-256"

o The "x" and "y" fields MJST contain the base64url - encoded
coordi nates of the public key point on the P-256 curve, without
paddi ng.

o The "d" (private key) paranmeter MJST NOT be present.

o Inplenmentati ons MIST validate that the public key point lies on
the P-256 curve before using it for signature verification

5. Message Signing
Every JSON- RPC nessage exchanged between MCPS-aware endpoints is
wrapped in a signed envel ope. The envel ope adds an "nctps" field
to the top | evel of the JSON-RPC nessage.

5.1. Envel ope Structure

A signed nmessage envel ope has the follow ng structure:
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"mcps”: {
"version": "1.0",
"passport _id": "ap_<uuid>",
"timestamp": "<string (1SO 8601 UTC)>",
"nonce": "<string (hex, 16 random bytes)>",
"signature": "<string (base64, |EEE P1363)>"
}
"jsonrpc": "2.0",
"met hod": "<string>",
"paranms": { ... },
"id': 1

}

The "ntps" field contains the followi ng sub-fields:

version: REQU RED. String. The MCPS protocol version. MJST
be "1.0".

passport _id: REQU RED. String. The identifier of the Agent
Passport used to sign this nmessage.

timestanp: REQUI RED. String. The current UTC tine in | SO 8601
format at which the nmessage was signed.

nonce: REQU RED. String. A hex-encoded string of 16
cryptographically random bytes, unique to this nessage,
used for replay protection.

signature: REQU RED. String. A base64-encoded | EEE P1363

ECDSA signature (exactly 64 bytes before encoding, with

| ow S nornmalization) over the signing payl oad (see

Section 5.2).

Si gni ng Process

To sign a JSON- RPC nessage, an MCPS inpl enmentati on MUST perform
the following steps in order:

1. Construct the JSON-RPC nessage without the "ntps" field.

2. Cenerate 16 cryptographically random bytes, hex-encode them
as the nonce.

3. Record the current UTC tinmestanp in | SO 8601 fornat.
4. Conpute the nmessage hash:
message_hash = hex( SHA- 256( JCS( JSON- RPC nessage) ) )

where JCS is the RFC 8785 canonicalization of the conplete
JSON- RPC nessage (w thout the "ntps" field).

5. Construct the signing payl oad by JCS-canonicalizing [ RFC3785]
the follow ng JSON object:

{
"message_hash": "<hex SHA-256>",
"nonce": "<nonce>",
"passport_id": "<passport_id>",
"timestamp": "<tinestanp>"

}

The keys in this object are sorted |exicographically per
RFC 8785. The "nessage_hash" value is the hexadeci mal -



encoded SHA- 256 hash of the JCS-canonicalized JSON- RPC
nmessage.

6. Sign the UTF-8 encodi ng of the JCS-canonicalized signing
payl oad usi ng ECDSA P-256 with the agent’s private key per
[ RFC6979] (determnministic signature generation), producing
an | EEE P1363 signature with | ow S normalization
(Section 3.7).

7. Base64-encode the 64-byte | EEE P1363 signature without
paddi ng per [ RFC4648].

8. Attach the "ntps" object to the JSON- RPC nessage.

Desi gn note: The signing payl oad uses "nessage hash" (the

SHA- 256 hash of the JCS-canonicalized message) rather than
enbedding the JCS string directly. Earlier drafts used

"j sonrpc_nessage: JCS(nessage)" in the signing payload, nesting
one JCS string inside another JCS object. This creates
fragility: the inner JCS string nust be JSON escaped when
enbedded in the outer object, and different JSON |ibraries handl e
this escaping differently. Using a hash elimnates this
anbiguity, is nore robust, and is nore efficient.

.3. TLS Channel Binding
I mpl enent ati ons MAY include a TLS channel binding token (per

[ RFC9266], tls-exporter type) in the signing payload to bind MCPS
signatures to the TLS session

{
"channel _bi nding": "<base64 tls-exporter binding>",
"message_hash": "<hex SHA-256>",
"nonce": "<nonce>",
"passport _id": "<passport _id>",
"timestanp": "<tinestanp>"
}

When present, the verifier MJST verify that the "channel _bindi ng"
val ue matches the tls-exporter binding of the current TLS session
This prevents relay attacks where a man-in-the-nmiddle with a valid
TLS certificate for a different domain forwards signed nmessages
between the legitimte client and server

The "channel _binding" field is OPTIONAL. When absent, the signing
payl oad uses the four-field format defined in Section 5. 2.

.4. Verification Process

To verify a signed nessage, an MCPS inpl enmentati on MJUST perform
the followi ng steps in order:

1. Extract the "ncps" field fromthe recei ved nessage.

2. Verify that all required "ncps" sub-fields are present.

3. Verify that the "tinmestamp" is within the acceptabl e w ndow
(see Section 7.2). |If the tinmestanp is outside the w ndow,
reject the message with error code -33006

4. \Verify that the "nonce" has not been previously observed (see
Section 7.1). If the nonce is a duplicate, reject the
message with error code -33005.

5. Look up the Agent Passport by "passport_id". Verify that the
passport is valid, has not expired, is bound to the correct



origin (Section 4.4), and (for L4) has not been revoked. |If
the passport format is invalid, reject with error code
-33001. If expired, reject with -33002. |If revoked, reject
with -33003. If origin mismatches, reject with -33011.

6. Determine the effective trust level using the rules in
Section 3.4. |If the effective trust level is belowthe
server’'s mnimum reject with -33009

7. Reconstruct the signing payl oad: compute the nessage hash
fromthe received JSON RPC nessage (with the "nctps" field
renoved), conbine with received nonce, passport_id, and
timestanp. |f "channel _binding" is present, include it.

8. JCS-canonicalize the reconstructed signing payl oad.

9. Verify the | EEE P1363 ECDSA si gnature agai nst the public key
fromthe Agent Passport. Nornalize s to |lowS before
verification (Section 3.7). |If verification fails, reject
with error code -33004.

10. Store the nonce (keyed on the nonce string) in the nonce
store to prevent future replay.

If any step fails, the nessage MJST be rejected with the
appropriate error code defined in Section 10.

5.5. Canonical Serialization (RFC 8785)

Al'l MCPS signing operations use the JSON Canonicalization Scheme
(JCS) defined in RFC 8785 [RFC8785] for determnistic
serialization. This ensures that inplenentations in different
programm ng | anguages produce identical byte sequences for the
same | ogi cal JSON val ue.

Key JCS requirenents rel evant to MCPS:

1. bject keys MIST be sorted | exicographically by their Unicode
code poi nt val ues.

2. No extraneous whitespace (spaces, tabs, new ines) SHALL be
present between tokens.

3. String values MJST use the shortest possible JSON escape
sequences.

4. Nunbers MJST be serialized according to ECMAScri pt numnber
serialization: no unnecessary |eading zeros, no trailing
deci mal zeros, integer-valued floats serialized as integers
(1.0 becones 1).

5. Negative zero (-0) MJST be serialized as O.
I mpl enenters MUST test their JCS inplenmentation agai nst the
RFC 8785 test vectors to ensure cross-platformconpatibility.
In particular, nunber serialization differences between
JavaScri pt and Python runtines are a compn source of
interoperability failures.

6. Tool Definition Signing

Tool definitions MAY be signed by their author to prevent
poi soni ng attacks and to detect unauthorized nodifications.

6.1. Signed Tool Structure



A signed tool definition has the follow ng structure:

{
"tool": {
"name": "read file",
"description": "Read contents of a file at the
gi ven path",
"i nput Schema": {
"type": "object",
"properties": {
"path": {
"type": "string",
"description": "File path to read"
}
},
"required": ["path"]
}
}
"tool _signature": {
"aut hor _passport_id": "ap_<uuid>",
"author _origin": "https://author.exanple.coni,
"signed _at": "<string (1SO 8601 UTC)>",
"signature": "<string (base64, |EEE P1363)>",
"tool _hash": "<string (hex-encoded SHA-256)>"
}
}

The "tool signature" field contains:

aut hor _passport _id: REQU RED. String. The passport identifier
of the tool author

author _origin: OPTIONAL. String. The origin URH of the tool
author. \When present, enables tool-server origin binding
(see Section 6.2).

signed_at: REQU RED. String. [1SO 8601 UTC tinmestanp of when
the tool definition was signed.

signature: REQUI RED. String. Base64-encoded | EEE P1363 ECDSA
signature (with low S normalization) over the JCS
canoni cal i zed tool signing object (see Section 6.3).

tool _hash: REQU RED. String. Hexadeci mal-encoded SHA- 256
di gest of the JCS-canonicalized tool signing object. This
enabl es efficient change detection w thout re-verifying the
full signature.

6.2. Author Oigin Binding

The "author_origin" field in the tool signature binds the signed
tool to a specific serving origin. This prevents tool relaying
attacks where a validly signed tool is served from an unauthorized
server.

When "author _origin" is present in the tool signature:

1. dients SHOULD verify that the "author_origin" matches the
origin of the server currently serving the tool

2. If the origin does not match, the client SHOULD al ert the
user or reject the tool according to its configured policy.

When "author _origin" is null or absent, origin binding is not
enforced. This supports cases where a tool author intentionally
distributes tools for use on third-party servers.



6.3. Signing Process
To sign a tool definition:

1. Construct the signing object:

{
"author _origin": "<author’'s origin URl or null>",
"description": "<tool description>",
"input Schema": { ... },
"nanme": "<tool name>"
}

Not e: The signing object keys are ordered | exicographically
per RFC 8785 conventi ons.

2. JCS-canoni calize [RFC8785] the signing object.

3. Conpute the SHA-256 hash of the JCS-canonicalized output.
Record this as the "tool hash" field (hex-encoded).

4. Sign the JCS-canonicalized output with the tool author’s
private key using ECDSA P-256, producing an | EEE P1363
signature with I ow S normalization (Section 3.7)

I nportant: The hash covers the entire signing object, including
the "description" field. This is critical because tool poisoning
attacks primarily target the description field (injecting
instructions into agent pronpts), not the inputSchema. A hash
covering only the schema woul d not detect description-based

poi soni ng attacks.

6.4. Verification and Pinning

Clients SHOULD maintain a persistent pin store mapping
(server_origin, tool_nane) tuples to the | ast known tool _hash
val ue. On each connection

1. Verify the tool signature against the author’s Agent Passport
public key.

2. Verify the author’s passport is bound to the correct origin
(Section 4.4).

3. If "author _origin" is present in the tool signature, verify
it mitches the origin of the server serving the too
(Section 6.2).

4. Conpare the received "tool hash" against the pinned val ue
in the |ocal pin store.

5. If no pinned val ue exists, store the current tool_hash
(trust on first use).

6. |If the hash has changed since the |ast pinned val ue, the
client MJUST take action according to its configured policy
(see Section 6.5).
6.5. Rug Pull Detection
When a tool’s tool hash changes between sessions, a "rug pull"
may have occurred: the tool’s nane, description, or schema has
been nodified without the user’s know edge.

I mpl enent ati ons MJST support at | east one of the follow ng



policies for handling tool hash changes:

Alert: Notify the user that the tool definition has changed and
request confirmation before proceeding.

Reject: Reject the tool and return error code -33008.

Accept: Accept the new definition and update the pin store.
This policy is NOT RECOMVENDED for Trust Levels L3 and L4.

The default policy SHOULD be "alert" for Trust Levels L1 and L2,
and "reject” for Trust Levels L3 and LA4.

7. Replay Protection

MCPS uses a dual mechanismfor replay protection conbining nonce
uni queness with timestanp w ndow ng.

7.1. Nonce Requirenents

Each si gned nmessage MJUST include a nonce in the "ntps" header
The nonce MJST be generated as 16 cryptographically random bytes,
hex- encoded (produci ng a 32-character hexadeci mal string).

Reci pi ents MJST maintain a nonce store and MJST reject any
message whose nonce has been previously observed. A duplicate
nonce MJUST result in error code -33005.

7.2. Timestanp W ndow

Messages with timestanps ol der than the configurable tinestanp
wi ndow MUST be rejected with error code -33006. The default
ti mestanp wi ndow is 300 seconds (5 m nutes).

I mpl ement ati ons SHOULD al |l ow the tinmestanp wi ndow to be
configured. The minimumpermtted timestanp wi ndow is 30 seconds.
The maxi mum permtted timestanp wi ndow is 3600 seconds (1 hour).

I mpl enent ati ons SHOULD al | ow a configurable clock skew tol erance
to account for inprecise systemclocks. The default clock skew
tol erance is 60 seconds. The effective acceptance wi ndow is
therefore (tinmestanp_w ndow + cl ock_skew t ol erance).

7.3. Nonce Store Requirenents

I mpl ement ati ons MUST store nonces for at |east the duration of
the tinmestanp wi ndow plus the clock skew tol erance

Nonce stores MJST key on the nonce string value, NOT on ful
message bytes. This is critical for preventing ECDSA signature
mal | eability from bypassing replay detection: given a valid
signature (r, s), the signature (r, n-s) is also valid for the
same nmessage, producing different nmessage bytes but containing
the sane nonce. Keying on the nonce string ensures that both
the original and the nalleable variant are detected as repl ays.

I mpl enent ati ons SHOULD peri odi cal |y garbage-col | ect nonces whose
associ ated timestanps fall outside the acceptance w ndow.

The nonce store MAY be inplenmented as:
0 An in-nenory data structure for single-process deploynents.

0 A shared data store (e.g., Redis, database table) for
di stributed depl oynments.
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o A Bloomfilter for nenory-constrai ned environnents, accepting
a configurable false-positive rate (which results in
| egiti mate nessages being incorrectly rejected as repl ays).
Trust Authority
A Trust Authority (TA) is a service that issues and manages Agent
Passports. The TA role is analogous to a Certificate Authority
in the TLS/ PKI ecosystem
Sel f - Host i ng

Any organi zati on MAY operate its own Trust Authority. A Trust
Authority is defined by:

1. An ECDSA P-256 key pair (the TA s signing key).

2. A public key distribution mechanism (see Section 8.2).

3. For L3+ passports: a docunented origin verification process.
4. For L4 passports: a revocation endpoint and audit process.
There is no requirenent to use any specific Trust Authority
service. |Inplementations MJST support configuring one or nore
custom TA public keys as trust anchors.

Public Key Distribution

Trust Authority public keys MAY be distributed via any of the
fol |l owi ng mechani sns:

0 An HTTPS endpoint serving the TA's public key in JW fornmat.
0 A JW Set endpoint conformng to [ RFC7517].

0o Static configuration in the client or server application

| mpl enent ati ons MJUST support at | east one of these nechani sns.
HTTPS- based di stributi on SHOULD use TLS with certificate

val i dati on.

| ssuer Chains

Trust del egation follows X 509-style chains:

1. Aroot TA signs internmedi ate TA passports

2. Internediate TAs sign agent passports

3. Verifiers walk the chain fromagent passport to a root key
in their configured trust store.

4. 1f no chain leads to a trusted root, the passport MJST be
treated as LO.

The "issuer_chain" field in the passport contains a chain of
base64- encoded JSON i nternediate Trust Authority passports,
ordered fromthe agent’s i medi ate issuer to the root. Each
entry is a conplete signed internediate TA passport. The chain
MUST NOT exceed MAX | SSUER CHAI N DEPTH (5) entries.

| ssuer Chain Entry Format

Each entry in the "issuer_chain" array is a base64-encoded JSON
string representing a conplete signed internediate Trust Authority



passport. Wen decoded from base64, each entry contains:

{

"mcps_version": "1.0",
"passport _id": "ap_<internediate-uuid>",
"agent": {
"name": "Internediate TA Nane",
"version": "1.0.0",
"capabilities": []
},
"public_key": {
"kty": "EC',
"crv': "P-256",
"x": "<base64url >",
"y": "<base64ur| >"
},
"origin": "https://internmedi ate-ta. exanpl e.cont,
"trust _level": 2,

"issued at": "<ISO 8601 UTC>",

"expires_at": "<|SO 8601 UTC",

"issuer": "<parent-ta-id>",

"issuer_chain": [],

"signature": "<base64, |EEE P1363>"
}

The internedi ate passport contains its own signature, public key,
and issuer fields. The "signature" is produced by the parent TA
(the TA that issued this intermediate), and the "public_key" is
the internediate TA's own key which was used to sign the next
passport down the chain.

.5. Chain Verification A gorithm

Verifiers MJST inplenent the following algorithmto validate an
i ssuer chain:

1. Let P be the agent passport to verify.

2. Check that the length of P.issuer_chain does not exceed
MAX | SSUER CHAI N DEPTH (5). If it does, reject with error
code -33014 (MCPS_CHAI N_TOO_DEEP)

3. If P.issuer is directly present in the verifier’s trust
store, verify P.signature against that TA's public key.

If verification succeeds, the chain is valid. Done.

4. |If P.issuer_chain is enpty or absent, treat the passport
as LO. Done.

5. Set i = 0 (index into issuer_chain).

6. Decode issuer_chain[i] from base64, parse as JSON
Let I1C = the decoded internedi ate passport.

7. Verify P.signature against |IC public_key (the internediate
TA's public key). |If verification fails, treat the
passport as LO.

8. Verify that IC has not expired (check IC expires_at).

9. If ICissuer isinthe verifier's trust store, verify
I C.signature against the trust store’'s public key for that
issuer. |If verification succeeds, the chain is valid.
Done.

10. If i+1 < length of issuer_chain, set P =1C, increnent i,



and go to step 6.

11. If the chain is exhausted w thout reaching a trusted root,
treat the passport as LO.

At each step, signature verification MJUST use | EEE P1363 f or mat
with low S normalization (Section 3.7).

.6. Milti-TA Depl oynents

I mpl enent ati ons SHOULD support nultiple Trust Authorities
si mul t aneousl y:

1. The trust store MAY contain public keys fromnultiple TAs.

2. Wen verifying an issuer chain, the verifier checks each
configured TAin the trust store for a matching issuer
identifier.

3.  Wen checking revocation, inplenentations SHOULD try each
configured TA that could have issued the passport until a
reachabl e one responds.

4. Cross-TA trust (where TA-A trusts passports issued by TA-B)
is established explicitly by including TA-B' s signing key
in TA-A's trust store. There is no inplicit cross-TA trust.

5. Inplenentati ons MUST NOT assunme any trust rel ationship
between TAs unl ess explicitly configured.

L 7. Revocati on

Trust Authorities providing L4 passports MJIST publish signed
revocation information using one or both of the follow ng
mechani sns:

.7.1. Revocation List (CRL-style)

An HTTP GET endpoint returning a signed JSON object:

"revoked": ["ap_<uuid>", "ap_<uuid>"],
"updated_at": "<string (ISO 8601 UTC)>",
"signature": "<string (base64, |EEE P1363)>"

}

The "revoked" array contains the passport identifiers of al
revoked passports. The "updated_at" field indicates when the
list was |last nodified.

The "signature" field MJUST contain a base64-encoded | EEE P1363
ECDSA signature (with low S nornalization) computed over the
JCS- canoni cal i zed JSON obj ect containing only the "revoked" and
"updated_at" fields. This signature MJST be produced by the

i ssuing Trust Authority’s private key.

Clients SHOULD cache the revocation list and refresh it
periodically. The refresh interval SHOULD be configurable with
a default of 300 seconds.

.7.2. Per-Passport Status Check (OCSP-style)

An HTTP GET endpoint at the path "/{passport _id}/status"
returning a signed JSON object:

{



"passport_id": "ap_<uuid>",

"status": "<string>",

"checked at": "<string (ISO 8601 UTC)>",
"signature": "<string (base64, |EEE P1363)>"

}
The "status" field MJUST be one of:
o "active" - The passport is valid and has not been revoked.
0 "revoked" - The passport has been revoked by the Trust
Aut hority.
0 "expired" - The passport has passed its "expires_at" tinmestanp.
0 "unknown" - The passport identifier is not recognized by this

Trust Authority.

The "signature"” field MJST contain a base64-encoded | EEE P1363
ECDSA signature (with low S nornalization) conputed over the
JCS- canoni cal i zed JSON obj ect containing only the "passport _id",
"status", and "checked at" fields. This signature MJST be
produced by the issuing Trust Authority’s private key.

Revocati on responses MJST be signed by the issuing Trust
Authority. Unsigned revocation responses MJST be rejected.

8.8. Revocation Endpoint Discovery

The revocati on endpoint URL MJUST NOT be supplied by the party
being verified. Instead:

1. The revocation endpoint is discovered fromthe Trust
Aut hority’s published nmetadata (JWK Set docunent or
wel | - known endpoi nt).

2. Aternatively, the verifier configures the revocation endpoint
out - of -band when adding the TAto its trust store.

This prevents an attacker fromdirecting revocation checks to a
server they control, which could return fraudul ent "active"
responses for revoked passports.

8.9. Revocation Failure Policy

If the revocation endpoint is unreachable, inplenmentations MJST
behave as foll ows:

For Trust Level L4: |Inplenentations MIST fail-closed (reject
the passport). Revocation checking is mandatory at L4;
proceeding without it violates the L4 guarantee.

For L1-L3 with optional revocation configured: |If a deploynent
enabl es optional revocation checking at L1-L3 and the endpoint
i s unreachable, inplementations MJST fail-closed (reject the
passport). If the operator wants fail-open behavior, they
SHOULD di sabl e revocati on checking rather than relying on
silent fall back.

For L1-L3 without revocation configured: Revocation checking is
ski pped entirely (default for L1-L3).

I mpl enent ati ons SHOULD cache the | ast successful revocation
response and apply a configurabl e maxi mum cache age (default:
300 seconds). A valid cached response MAY be used when the
endpoint is tenporarily unreachable, provided the cache has not



expired.
9. Capability Negotiation

MCPS capabilities are negotiated during the MCP "initialize"
handshake, using the standard MCP capability extensi on nechani sm

9.1. Version Negotiation

The "ntps" capability includes a "version" field for protoco
versi on negotiation. |nplenentations MJST support version
negoti ati on:

1. The client announces its supported MCPS version(s) in the
"ncps.version" field. The value MAY be a single version
string (e.g., "1.0") or an array of version strings
(e.g., ["2.0", "2.0"]) for forward conpatibility.

2. The server responds with the highest nutually supported
version in its "ncps.version" field (always a single string).

3. If no nmutually supported version exists, the server MJST
reject the connection with error code -33015
(MCPS_VERSI ON_M SMATCH) .

4. After version negotiation, all subsequent MCPS operations
MUST use the negotiated version

Thi s mechani sm enabl es forward conpatibility as new MCPS pr ot ocol
versions are introduced.

9.2. dient Announcemnent

An MCPS- capabl e client announces its support by including an
"ncps" object within the "capabilities" field of the "initialize"
request :

{
"jsonrpc": "2.0",
"met hod": "initialize",
"parans": {
"protocol Version": "2025-03-26",
"capabilities": {

"nmcps':
"version": "1.0",
"trust _level": 2,
"passport": { ... }
I
"clientlInfo": {
"name": "ny-agent"
"version": "1.0.0"
}
"id" 1

The "ntps" capability object contains:

version: REQU RED. The MCPS protocol version(s) supported.
String or array of strings.

trust level: REQU RED. The maxi numtrust |evel the client
supports.

passport: REQU RED. The client’s Agent Passport.



9.3. Server Response

An MCPS- capabl e server responds with its own MCPS capabilities:

{
"jsonrpc": "2.0",
"result": {
"protocol Version": "2025-03-26",
"capabilities": {
"nmecpst:
"version": "1.0",
"mn_trust_level": 2,
"passport": { ... }
}
},
"serverlnfo": {
"name": "secure-server",
"version": "2.0.0"
}
}
"id": 1
}

The server’s "ntps" capability object contains:

version: REQU RED. The negotiated MCPS protocol version
(single string).

mn_trust_level: REQURED. The mnimumtrust |evel required
for connections to this server

passport: REQU RED. The server’s Agent Passport.

Note: The server’s capability response MJUST NOT include a
revocation_endpoint field. Revocation endpoints are discovered
via Trust Authority metadata (Section 8.8), not supplied by the
party being verified.

9.4. Negotiation Failure

If the client’s trust level is belowthe server’s
"mn_trust_level", the server MIST reject the connection with
JSON- RPC error code -33009 (MCPS_TRUST_LEVEL_I| NSUFFI Cl ENT) .

If the MCPS versions are inconpatible (no nutual version), the
server MJST reject the connection with error code -33015
(MCPS_VERSI ON_M SMATCH) .

If the server does not include an "ntps" capability inits
response, the client MJST operate w thout MCPS verification
(Trust Level LO) or disconnect, depending on its configured
m nimumtrust |evel requirenent.

9.5. Transcript Binding (Anti-Downgrade)

After capability negotiation, both parties MJST exchange a
transcript binding to confirmthey agree on the negoti ated
security paranmeters. This prevents an active attacker from
stripping the "ncps" capability during the handshake (downgrade
attack) .

Not e: This mechani sm uses ECDSA signatures (asynmetric), not
MAC (symetric). Previous drafts used the term"transcript MAC'
this has been corrected to "transcript binding" for accuracy.
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Transcript scope: The transcript covers the "paranms" field from
the client’s initialize request and the "result" field fromthe
server’'s initialize response -- NOT the full JSONRPC envel ope
(which includes the jsonrpc version string, method nanme, and
message id that are not security-rel evant).

The procedure is as foll ows:
1. Both parties conpute:

transcript_hash = SHA-256(
JCS(client_initialize_parans) |
JCS(server_initialize_result)

)

where "||" denotes byte concatenation, and JCS is the

RFC 8785 canonicalization. "client_initialize paranms" is the
val ue of the "paranms" field fromthe client’s initialize
request. "server_initialize_result” is the value of the
"result" field fromthe server’s initialize response

2. Each party signs the transcript_hash with their private key
usi ng ECDSA P-256, producing an | EEE P1363 sighature with
| ow S normalization (Section 3.7).

3. The signed transcript is exchanged as the first signed
message after the "initialize" handshake, using the nethod
"mcps/transcript_verify":

{
"nmecpst:
"version": "1.0",
"passport _id": "ap_<uuid>",
"timestamp": "<ISO 8601 UTC",
"nonce": "<hex, 16 random bytes>",
"signature": "<base64, |EEE P1363>"
}
"jsonrpc": "2.0",
"met hod": "ntps/transcript_verify",
"parans": {
"transcript_hash": "<hex SHA-256>",
"transcript_signature": "<base64, |EEE P1363>"
"id": 2
}

4. Each party verifies the other’s transcript binding by:
a. Recomputing the transcript_hash fromtheir own records.
b. Verifying the received transcript_hash matches.
c. Verifying the transcript_signature agai nst the other
party’s passport public key.

5. If the transcript bindings do not match, the connection MJST
be termnated with error code -33012
( MCPS_TRANSCRI PT_M SMATCH) .

Thi s nmechani smis anal ogous to the TLS Fi ni shed nessage, which
prevents downgrade attacks by binding both parties to the sane
vi ew of the negotiated paraneters

Error Codes

MCPS defines the followi ng JSONRPC error codes in the -33xxx
range, avoiding collision with JSON-RPC s reserved

i mpl ement ati on-defi ned range (-32000 to -32099). Each error has
both a nunmeric code and a string code for programmatic handli ng:



| -33001 | MCPS-001] MCPS_I NVALI D_PASSPORT |
| | | Passport format invalid. |

| -33002 | MCPS-002| MCPS_PASSPORT_EXPI RED |
| I | Passport has expired. |

| -33003 | MCPS-003| MCPS_PASSPORT_REVOKED |
| | | Passport has been revoked. |

| -33004 | MCPS-004| MCPS_I NVALI D_SI GNATURE |
| I | Message signature |
| | | verification failed. |

E - - e~ +
| -33005 | MCPS-005| MCPS_REPLAY_DETECTED |
| | | Duplicate nonce detected. |
E R S —— oo e e e e e e e e oo oo +

| -33006 | MCPS-006|] MCPS TI MESTAMP_EXPI RED |
| | | Message tinmestanp outside |
| | | acceptabl e w ndow. |

| -33007 | MCPS-007| MCPS_AUTHORI TY_UNREACHABLE |
| | | Trust Authority unreachabl e |
| | | (fail-closed). |

| -33008 | MCPS-008| MCPS_TOOL_I| NTEGRI TY_FAI LED |
| | | Tool definition signature |
| | | invalid or hash changed. |

| -33009 | MCPS-009|] MCPS_TRUST LEVEL | NSUFFI Cl ENT |
| | | Cient trust level below |
| I | server mininum |

| -33010 | MCPS-010|] MCPS_RATE LI M TED |
I | | Rate limt exceeded. |

| -33011 | MCPS-011] MCPS_ORI G N_M SMATCH |
| | | Passport origin does not |
| | | match server URI. |

| MCPS-012] MCPS_TRANSCRI PT_M SMATCH |
| | Transcript binding |
| | verification failed |
| | (downgrade detected). |

| -33013 | MCPS-013| MCPS_PASSPORT_TOO LARGE |
| | | Passport exceeds nmaxi mum |
| | | size (8192 bytes). |

| -33014 | MCPS-014| MCPS _CHAI N _TOO DEEP |
| | | I'ssuer chain exceeds |
| | | maxi mum depth (5). |

| -33015 | MCPS-015| MCPS_VERSI ON_M SMATCH
| | | No nutually supported MCPS |
| | | version. |

Error responses MJST include the standard JSON-RPC error format
with a "data" object providing additional context:

{

"jsonrpc": "2.0",
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"error": {
"code": -33004,
"message": "MCPS | NVALI D_SI GNATURE",

"data": {
"string_code": "MCPS-004",
"passport_id": "ap_<uuid>",
"reason": "Signature does not match nmessage
content™
}
}
"id':r 1

}
The "data" object SHOULD i ncl ude:

string_code: The MCPS string code (e.g., "MCPS-004") for
programmatic error handling across inplenmentations that nmay
use different nuneric error code conventions.

passport _id: The passport identifier associated with the error,
i f applicable.

reason: A human-readabl e description of the failure cause.
Desi gn note: The -33xxx range is used because JSON-RPC 2.0
reserves error codes -32000 to -32099 for "inplenentation-defined
server errors." The previous draft (01) incorrectly placed MCPS
error codes in the -32001 to -32009 range, which collides with
this reserved range. The -33xxx range is outside all JSON RPC
reserved ranges, providing a clean nanespace for MCPS errors
Security Considerations
1. Threat Mbdel

MCPS def ends agai nst the follow ng threats:

o e e e e e e e oo - oo e e e e e e e e e oo - oo +
| Threat | Mtigation |
o e e e e e e eie oo n S +
| Server inpersonation | Origin-bound passports (Sec 4.4)

o m e e e e e e e maaaoo- o +
| Message tanpering | Per-message signatures (Sec 5) |
o e e e e e e e oo - oo e e e e e e e e e oo - oo +

| Tool description poisoning| Full-tool-object hashing |
| | including description (Sec 6) |

Fom e meemeeeeeeeccieeaaaaaa T T T ey +
| Replay attacks | Nonce + timestanp (Sec 7) |
o e e e e e o e e e e e e e e e e e e e o m o +
| Signature nalleability | LowS nornalization (Sec 3.7) |
O O +
| Capability downgrade | Transcript binding (Sec 9.5) |
T T T +
| Revocation bypass | Signed revocation responses, |
| | fail-closed default (Sec 8.7-8.9)

o e e e e e e e oo o e e e e e e e e e e e e oo oo +
| Trust level inflation | I'ssuer chain validation, |
| | self-signed capped at LO (Sec 3.4)]|
Fom e meemeeeeeeeccieeaaaaaa T T T ey +
| Oversized passport DoS | Size limts (Sec 4.3) |
o e e e e e o e e e e e e e e e e e e e o m o +
| Tool relaying | Author origin binding (Sec 6.2)
e O +
| Agent key conprom se | Key rotation with |

| | previous_key hash (Sec 4.5) |



| TLS relay (M TM | Optional channel binding |

| | (Sec 5.3) |
e e e e e e e eaea oo n o m e e e e e e e e mee oo s +
MCPS does NOT def end agai nst
o e e e e e o e e e e e e e e e e e e e o m o +
| Threat | Wy Not |
e e e e e e e eaea oo n o m e e e e e e e e mee oo s +
| Malicious tool authored | Provenance proves WHO, not safety.|
| by legitimte server | See Section 11. 2. |
Tt o e e e e e e e e e e mmmemao - +
| Conproni sed Trust | Same as X. 509: TA conpromise is |
| Authority | catastrophic. Mtigated by key |
| | rotation, multiple TAs (Sec 8.6). |
o e e e e e e eie oo n S +
| Conproni sed agent key | Agent nust protect its key. HSM |

| | recommended for L4. Key rotation |
| | provides recovery (Sec 4.5). |

11.2. Provenance vs Safety

MCPS provi des provenance (WHO aut hored a tool or sent a message),
not safety analysis. A malicious server operator can sign their
own poi soned tool definitions with a valid MCPS signature.

Tool safety analysis -- detecting malicious descriptions,
sandboxi ng execution, and input validation -- is a separate
concern that complenents MCPS. | npl ementati ons SHOULD NOT
treat a valid MCPS signature as evidence that a tool is safe
to execute.

11.3. Trust Authority Conprom se

If a Trust Authority’s signing key is conprom sed, an attacker
can issue fraudul ent Agent Passports. To mitigate this risk:

0 Trust Authority private keys SHOULD be stored in hardware
security nodul es (HSMs) or equival ent tanper-resistant
har dwar e.

0 Trust Authorities SHOULD inpl ement key rotation procedures
wi th docunment ed key cerenpbny practices.

0 Trust Authorities MJST publish revocation lists pronptly upon
det ecting key conproni se.

o dients SHOULD support pinning Trust Authority public keys to
det ect unaut hori zed key changes.

0 Deployments SHOULD configure nultiple TAs (Section 8.6) to
reduce single-point-of-failure risk.

This is the sane risk nodel as X 509 Certificate Authority
conprom se. Mtigations are well-understood fromthe TLS/ PKI
ecosystem

11. 4. Nonce Store Exhaustion
An attacker could flood a server with nmessages containing unique
nonces to exhaust the nonce store’s nenory. |nplenentations
MUST mitigate this by:

0 Garbage-coll ecting nonces whose associ ated tinestanps have
fallen outside the acceptance w ndow.
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0 Inplenmenting rate limting on incom ng nessages.

0 Setting a maxi num nonce store size with a | east-recently-used
eviction policy as a |last resort.

5. Cock Skew Attacks

An attacker with the ability to nani pul ate system cl ocks on
either the sender or receiver could bypass tinestanp validation
M tigations include:

o |Inplenmentations at Trust Level L3 and above SHOULD require
NTP synchroni zati on or equivalent tine source.

0 The configurable clock skew tolerance limts the exploitable
wi ndow.

o The nonce mechani sm provi des a secondary protection |ayer
i ndependent of tinestanps.

6. AlgorithmAgility

Thi s specificati on nandates ECDSA P-256 as the sole algorithm
Future versions of MCPS MAY introduce al gorithm negotiation to
support additional curves or signature schenes via the version
negoti ati on nechani smdefined in Section 9.1

| mpl enent ati ons SHOULD be desi gned to accommodate future al gorithm
changes by parameterizing the signature al gorithmrather than
har d- codi ng P- 256.

If algorithmnegotiation is introduced in future versions, the
"ncps" header MUST include an "alg" field indicating the

al gorithm used, and both parties MJST agree on a conmon al gorithm
during capability negotiation.

7. Privacy Considerations

Agent Passports contain an agent nanme, origin, and public key.
The origin reveals the server the agent is authorized to
communi cate w th.

Passport identifiers are pseudonynous (UU D-based). They do not
reveal the agent operator’s identity wi thout Trust Authority
cooper at i on.

Si gned nessages enabl e non-repudiation: it is possible to prove
cryptographically that a specific agent sent a specific nessage.
This property may conflict with privacy requirenents in certain
jurisdictions. Operators SHOULD consider data retention policies
for signed nessage | ogs.

I mpl enent ati ons SHOULD NOT i ncl ude sensitive or personally
identifiable information in the "agent_nane" or "capabilities”
fields of Agent Passports.

8. Non-Repudiation Inplications

Because MCPS signatures are produced using |long-lived agent keys,
si gned messages provide strong non-repudi ation properties. This
means that a signed nessage can be presented as evidence that a
particul ar agent sent a particular nessage at a particular tine.

Oper at ors depl oyi ng MCPS SHOULD be aware that signed nmessage | ogs
may have legal inplications, particularly in regulated industries.
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Message retention and di sposal
part of MCPS depl oynent pl anni ng.

| ANA Consi der ati ons

1. MCPS Error Code Registry

Thi s docunent

policies SHOULD be established as

requests ANA to create a newregistry titled

"MCPS Error Codes" with the following initial entries:
S S o S +
| Code | String | Name | Reference |
Fomm oo S R o e e e e e e e e e e aa o - R +
| -33001 | MCPS-001| MCPS_| NVALI D_PASSPORT | [this doc]|
| -33002 | MCPS-002] MCPS_PASSPORT_EXPI RED | [this doc]|
| -33003 | MCPS-003|] MCPS_PASSPORT_REVCKED | [this doc]]|
| -33004 | MCPS-004] MCPS_I NVALI D_SI GNATURE | [this doc]]|
| -33005 | MCPS-005] MCPS REPLAY _DETECTED | [this doc]|
| -33006 | MCPS-006|] MCPS_TI MESTAMP_EXPI RED | [this doc]|
| -33007 | MCPS-007| MCPS_AUTHORI TY_UNREACHABLE | [this doc]|
| -33008 | MCPS-008] MCPS_TOOL_I| NTEGRI TY_FAI LED | [this doc]|
| -33009 | MCPS-009] MCPS_TRUST_LEVEL_I NSUFFI CIENT | [this doc]|
| -33010 | MCPS-010] MCPS_RATE LI M TED | [this doc]]|
| -33011 | MCPS-011] MCPS ORI G N_M SMVATCH | [this doc]|
| -33012 | MCPS-012| MCPS_TRANSCRI PT_M SMATCH | [this doc]|
| -33013 | MCPS-013| MCPS_PASSPORT_TOO LARCE | [this doc]|
| -33014 | MCPS-014| MCPS_CHAI N_TOO DEEP | [this doc]|
| -33015 | MCPS-015| MCPS_VERSI ON_M SMATCH | [this doc]|
S S o m e S +

New entries in this registry require Standards Action [ RFC8126].
2. MCPS Trust Level Registry

Thi s docunent requests IANA to create a newregistry titled
"MCPS Trust Levels" with the following initial entries:

AR, TS +o-m - - o e e e e e e e e e e e e oo oo +
| Level | Nane | Ref | Description |
Fomm o - S Fomm o - S +
| O | None | [td] | No MCPS verification |
| 1 | Signed | [td] | Signed, any TA |
| 2 | Verified | [td] | Signed, recognized TA required |
| 3 | Strict | [td] | L2 + tool sigs + origin verified |
| 4 | Full | [td] | L3 + nmutual auth + revocation |
Fomm o - S Fomm o - S +

[td] = [this docunent]

New entries in this registry require Specification Required
[ RFC8126] .

3. MCPS Capability ldentifier
Thi s docunent registers the capability identifier "ncps" for use
within the MCP capabilities negotiation franmework.
using this capability identifier MJUST conformto the negotiation
procedures defined in Section 9 of this docunent.
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Appendi x A.  Exanpl e Protocol Exchange
Thi s appendi x provides a conpl ete exanpl e of an MCPS-secured MCP
session, illustrating capability negotiation, transcript binding
verification, and signed tool invocation

A.1. Capability Negotiation

Client sends initialize request with MCPS capability:

{
"jsonrpc": "2.0",
"method": "initialize",
"parans": {
"protocol Version": "2025-03-26",
"capabilities": {
"nmecpst:
"version": "1.0",
"trust _level": 2,
"passport": {
"nmcps_version": "1.0",
"passport": {
"id":
"ap_550e8400- e29b- 41d4- a716- 446655440000",
"agent _nane": "research-agent”
"agent _version": "1.2.0",
"issuer": "ta.exanple.cont,
"origin": "https://api.exanple.cont,
"issued_at": "2026-03-01T00: 00: 00Z",
"expires_at": "2026-09-01T00: 00: 002",
"public_key": {
"kty": "EC',
"crv": "P-256",
"x": "f83QI3D2xF1Bg8vub9t LelgHMzV76€8T
us9uPHvRVEU",
"y": "X_FEZRU9NB6HLN_ t ue659LNpXWspCy St
i kYj KI W 5a0"
"capabilities": [
"tools/call",
"tools/list”
1,
"trust _level": 2,
"issuer_chain": []
},
"signature": "MEUCI QC. .. base64..."
}
}
},
"clientlnfo": {
"name": "research-agent"
"version": "1.2.0"
}
1
"id': 1
}
Server responds with its MCPS capabilities and passport:
{
"jsonrpc": "2.0",
"result": {

"protocol Version": "2025-03-26",
"capabilities": {



"nmecpst:

"version": "1.0",
"mn_trust _level": 2,
"passport": {
"mcps_version": "1.0",
"passport": {
"id":
"ap_660f 9511-f 30c- 52e5- b827-557766551111",
"agent _nane": "file-server",
"agent _version": "2.0.0",
"issuer": "ta.exanple.cont,

"origin": "https://api.exanple.cont,
"issued_at": "2026-02-15T00: 00: 00Z",
"expires_at": "2026-08-15T00: 00: 00Z",
"public_key": {
"kty": "EC',
"crv': "P-256",
"x": "2ygLnmBsl Rf 6M oN_- D2bLMWy_10eCMei
- YLAbFYNPFE" ,
y": "4PUCD5BNz GM AnvM MVHRWZ3XwGBJj BO
NJEWPHLJDj g*

"capabilities": ["tools/call"],
"trust _level": 2,
"issuer_chain": []

b,
"signature": "MEQCI Ao. .. baseb64..."
}
}
b,
"serverlnfo": {
"nanme": "file-server",
"version": "2.0.0"
}
b,
"id" 1

}

A.2. Transcript Binding Verification

Both parties exchange transcript bindings after initialize.

The transcript hash is conmputed over the "params" field of the
client’s initialize request and the "result" field of the
server’'s initialize response (NOT the full JSON-RPC envel opes):

{
"nmcpst: {
"version": "1.0",
"passport _id":
"ap_550e8400- e29b- 41d4- a716- 446655440000",
"timestamp": "2026-03-13T14: 29: 557",
"nonce":
"b2c3d4e5f 6a748b90c1d2e3f 4a5b6c7d",
"signature": "MEQCI Bx...base64..."
}
"jsonrpc": "2.0",
"met hod": "ntps/transcript_verify",
"parans": {

"transcript_hash":
"alb2c3. .. 64-char-hex-sha256...",
"transcript_signature":
"MEUCI QK. . . base64..."

"id': 2



A.3. Signed Tool Call
Client invokes a tool with MCPS signature:
{
"nmecpst:
"version": "1.0",
"passport _id":

"ap_550e8400- e29b- 41d4- a716- 446655440000",
"timestamp": "2026-03-13T14: 30: 002",
"nonce":

"alb2c3d4e5f 647a89b0c1d2e3f 4a5b6c”,
"signature”: "MEUCI QDr...base64..."

1
"jsonrpc": "2.0",
"met hod": "tools/call",
"parans": {
"nane": "read file",
"arguments": {
"path": "/etc/hostnane"
}
1
"id"': 3
}
Appendi x B. OWASP Ri sk Mappi ng

The following table maps MCPS features to risks identified

by the

OMSP Top 10 for Agentic Applications (2026) and the OMSP MCP

Top 10:

| I'nadequate Agent ldentity

| (ASI02)

o e e e e e e e e e e e e e e e e e e e e m =
| I nadequate Tool Validation

| (ASI03)

o e e e e e e e e e e e e e e e e e — ==
| Del egated Trust Boundaries

| (ASI 04)

o e e e e e e e e e e e e e e e e e e e e m =
| Tool Poisoning (MCP03)
e
| Server |npersonation
S
| Message Tanpering
e
| Replay Attacks

o e e e e e e e e e e e e e e e e e e e ==

o e e e e e e e e e e e e e e e e e e — ==
| I'nsufficient Authorization
| (MCPO7)
o e e e e e e e e e e e e e e e e e e e ==
Appendi x C. Design Rationale

C 1

Ori gi n-bound Agent Passports
with issuer chain validation
Full tool definition signing
wi th description coverage
Trust |evels enforce mni num
security per connection
Signed tool definitions with
pi nned tool hash detection
Ori gi n-bound passport - based
mut ual aut hentication

Per - message ECDSA si gnat ures
with JCS canonicali zation

Transcri pt bindi ng
(Section 9.5)

Trust level gating with
capability lists

Wiy a Separate Envel ope (Not Mdifyi ng JSON RPC)

MCPS wr aps exi sting JSON-RPC nessages rather than nodifying the



protocol schema. This ensures backward compatibility, transport
i ndependence, and conposability with existing QAuth authorization
and DPoP

C.2. Wy ECDSA P-256 (Not Ed25519 or RSA)

P-256 is mandated by FIPS 186-5, required for governnent and
enterprise conpliance, and supported by Wb Crypto API. Ed25519
has superior performance but |acks FIPS certification. RSA key
sizes create larger signatures.

C.3. Wy | EEE P1363 (Not DER)

DER encodi ng produces variabl e-length signatures (typically 70-72
bytes for P-256). |EEE P1363 produces fixed-Ilength signatures
(exactly 64 bytes for P-256). Fixed-length format elimnates
parsing anbiguity, is required by RFC 7518 Section 3.4, and
simplifies cross-platforminteroperability.

C. 4. Wiy nmessage_hash (Not Nested JCS)

Earlier drafts used "jsonrpc_nessage: JCS(nessage)" in the
signi ng payl oad, nesting one JCS string inside another JCS
object. This creates fragility: the inner JCS string nust be
JSON- escaped when enbedded in the outer object, and different
JSON libraries handle this escaping differently. Using
"message_hash: SHA-256(JCS(nessage))"” elimnates this anmbiguity,
is nore robust, and is nore efficient.

C. 5. Wiy -33xxx Error Codes (Not -32xxx)

JSON-RPC 2.0 reserves error codes -32000 to -32099 for

"inmpl enent ati on-defined server errors." Using this range for
MCPS- speci fi ¢ codes would risk collisions with other JSON RPC
extensions. The -33xxx range is outside all reserved ranges,
provi ding a cl ean nanespace for MCPS errors

C.6. Wiy a Lightweight Passport Format (Not Raw X 509)

Agent Passports serve a similar role to X 509 certificates but
use a JSON-native format because: (1) MCP is JSON-RPC, so JSON
credentials avoid ASN. 1/ DER conpl exity; (2) the chain nodel is
simpler than X. 509 path validation; (3) JSONis famliar to the
MCP devel oper ecosystem

However, the passport nodel deliberately borrows proven concepts
from X 509: issuer chains, validity periods, key usage
constraints, and revocation checking. |nplenmentations MAY bridge
to X. 509 by enbedding a certificate reference in the passport.

C. 7. Wy Not JWS (RFC 7515) for Message Signing

The per-message envel ope is conparable in size to JWs conpact
serialization (~280 bytes vs ~200 bytes for JW5). The primary
motivation for a purpose-built envelope is explicitness: the
"ncps" field contains exactly the fields needed for MCP
verification (passport_id, nonce, tinmestanp) w thout requiring
i npl ementers to parse JWS headers and map themto MCP semantics

An alternative formulation using JW5 as the signing container
is viable and could be explored if the community prefers
st andards conposition over a purpose-built format.

C. 8. Wiy Self-Hostable Trust Authority

A centralized TA would create a single point of failure. The



sel f-host abl e desi gn ensures no vendor |ock-in, air-gapped
depl oynent support, regulatory conpliance, and resilience.

Appendi x D. Changes fromdraft-sharif-ncps-secure-ncp-01
This section sumrmari zes the changes fromversion 01 to version 02:
CRI TI CAL changes:

o Specified | EEE P1363 signature format (r||s concatenation,
exactly 64 bytes for P-256) per RFC 7518 Section 3.4.
Explicitly prohibits DER encoding. Added |ow S normalization
requirenent (s <= n/2) with the P-256 curve order constant.
(Section 3.6, Section 3.7)

0 Added ECDSA mal | eability defense: |ow S nornalization prevents
(r, n-s) frombeing accepted as valid alternative. Nonce
stores MJST key on nonce string, not full message bytes.
(Section 3.7, Section 7.3)

o Defined issuer chain entry format: each entry is a base64-
encoded JSON i nternedi ate TA passport with its own signature,
public_key, and issuer fields. Added step-by-step chain
verification algorithm Max depth: 5.

(Section 8.4, Section 8.5)

0 Changed error code range from -32001..-32009 (which collides
with JSON-RPC reserved range -32000..-32099) to
-33001..-33015. Added string codes MCPS-001 through MCPS-015.
(Section 10)

H GH changes:

0 Renamed "Transcript MAC' to "Transcript Binding" throughout.
MCPS uses ECDSA signatures (asymretric), not MAC (symmetric).
(Section 2, Section 9.5)

0 Added version negotiation mechanismduring initialize.
Client may announce single version or array of versions.
Server responds with highest nutual version or -33015 error.
(Section 9.1)

0 Added passport size limts: MAX PASSPORT_BYTES = 8192,
MAX_| SSUER_CHAI N_DEPTH = 5, MAX_CAPABI LI TIES = 64. Added
correspondi ng error codes -33013 and -33014.

(Section 4.3)

o Changed signing payl oad from"jsonrpc_message: JCS(nsg)"
to "message_hash: SHA-256(JCS(nsg))" to avoid doubl e-
canonicalization fragility.

(Section 5.2)

0 Added optional TLS channel binding field (RFC 9266
tls-exporter) to signing payl oad.
(Section 5.3)

0 Added nulti-TA depl oynent support with docunmented cross-TA
trust nodel .
(Section 8.6)

0 Added key rotation field with previ ous_key_hash and
rotated_at for agent key conprom se recovery.
(Section 4.5)

o Cdarified transcript hash boundary: covers "parans" (client)
and "result" (server), NOT full JSONRPC envel ope.



(Section 9.5)

0 Added author _origin to tool signing payload for tool-server
origin binding.
(Section 6.1, Section 6.2)

o0 Updated all references fromFIPS 186-4 to FIPS 186-5.
Added note on RFC 6979 vs HSM conpatibility with FIPS 186-5
nonce generati on.
(Section 3.5)

Addi ti onal changes:

o0 Added RFC 7518 and RFC 9266 to normati ve references.

0 Updated reference inplenentation test counts: Node.js 75
tests, Python 53 tests.

0 Added six new error codes: MCPS AUTHORI TY_UNREACHABLE (-33007),
MCPS_RATE_LI M TED (-33010), MCPS_ORI G N_M SWVATCH (-33011),
MCPS_PASSPORT_TOO_LARGE (-33013), MCPS_CHAI N_TOO_DEEP
(-33014), MCPS_VERSI ON_M SMATCH (-33015).
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