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Abstract

Thi s docunent defines an application profile of the Agent Trust
Transport Protocol (ATTP) [draft-sharif-attp-agent-trust-transport]
for use in Industrial Control Systens (ICS), Supervisory Contro

and Data Acquisition (SCADA) environments, and |Internet of Things
(1oT) deploynents. It specifies how ATTP mandat ory message si gning,
agent identity passports, and trust-gated access control apply to

i ndustrial protocols including Mdbus/ TCP, OPC UA, MJIT, and CoAP

The profile addresses the absence of per-nmessage authentication in
| egacy industrial protocols, which has been exploited in nunerous
critical infrastructure attacks. It defines a gateway architecture
that enabl es ATTP protection for |egacy devices w thout firmware
nmodi fication, maps ATTP trust levels to | EC 62443 Security Levels,
and specifies real-time revocati on nechani sns suitable for
safety-critical environnents.
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I ntroduction

I ndustrial Control Systems (ICS) and Supervisory Control and Data
Acqui sition (SCADA) systems increasingly incorporate autonomus Al
agents for predictive maintenance, |oad bal anci ng, anomaly detection,
and process optim sation. These agents comunicate with

Pr ogrammabl e Logic Controllers (PLCs), Renote Terminal Units (RTUs),
Human- Machine I nterfaces (HMs), and other field devices using
protocol s that were desi gned decades before autononous software
agent s exi sted.

The core industrial protocols -- Mdbus (1979), DNP3 (1990), and

OPC UA (2008) -- lack mandatory per-nmessage authentication.

Modbus/ TCP has no aut henti cati on mechani sm what soever. DNP3 Secure
Aut hentication (SA) is an optional extension that is rarely depl oyed.
OPC UA supports signing but inplenentations frequently disable it

for performance reasons. MJIT, widely used in 0T, has optional

TLS but no per-nessage signing.

Thi s absence of nessage-|evel authentication has been exploited in
every major |ICS attack:

0 Stuxnet (2010): Injected fake commands to centrifuge PLCs via
unsi gned Profinet/ OPC nessages.

o Bl ackEnergy/ Ukrai ne (2015): Sent unsigned SCADA commands to
di sconnect power substations, causing w despread bl ackouts.

o TRITOVTRI SIS (2017): Inpersonated a Triconex safety controller
by sendi ng unsi gned comands to the Safety Instrunented System

o0 O dsmar Water Treatnent (2021): Attacker accessed HM renotely
and sent unsigned conmands to increase sodi um hydroxide to
danger ous | evel s.

0 Colonial Pipeline (2021): Conprom sed VPN with no device
identity verification led to ransomware depl oynent on OT
net wor ks.

0 | OCONTROL (2025): Iranian APT targeting US and Israeli critical
infrastructure 10T and OT systens, exploiting the absence of
devi ce authentication.

The Agent Trust Transport Protocol (ATTP)
[draft-sharif-attp-agent-trust-transport] provides mandatory ECDSA
P- 256 message signing, cryptographic agent identity via passports,



and trust-gated access control (LO-L4). This docunent defines how
ATTP applies to industrial environnents, addressing the unique
requi renents of safety-critical systens, |egacy device
conpatibility, real-tine constraints, and regul atory conpliance
with | EC 62443, NI ST SP 800-82, and the EU NI S2 Directi ve.

Scope
This profile covers:
0 ATTP signing for Mdbus/ TCP, OPC UA, MJIT, and CoAP protocols
o0 Gateway architecture for |egacy device protection
0 Trust level mapping to | EC 62443 Security Levels (SL 1-4)
o Safety Integrity Level (SIL) integration per |EC 61508
0 Real-time revocation for safety-critical environnents
0 Audit trail requirenents for regul atory conpliance
This profile does not cover serial Mdbus (RS-485), fieldbus
protocol s (PROFI BUS, Foundation Fieldbus), or wireless industria
protocols (Wrel essHART, | SA100.11a), though the gateway
architecture may be extended to these in future work.
Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in

all capitals, as shown here.

ATTP: Agent Trust Transport Protocol, as defined in
[draft-sharif-attp-agent-trust-transport].

Agent Passport: A signed JSON structure containing the agent
identity, trust level, capabilities, owner, and public key.

ATTP Gateway: A network appliance or software process that
intercepts industrial protocol traffic and applies ATTP signing
and verification on behalf of |egacy devices.

Field Device: A PLC, RTU, |ED, sensor, actuator, or other
physi cal device in an industrial control system

Safety-Critical Comrand: Any command that, if executed
incorrectly, could cause physical harm environnental danmage,
or equi prent destruction.

SIL: Safety Integrity Level, as defined in I EC 61508, ranging
fromSIL 1 (lowest) to SIL 4 (highest).

Thr eat Model

This section defines the threat nodel specific to Al agents
operating in industrial control environments.

Threat Actors

Tl - Nation-State APT: Advanced persistent threat groups targeting
critical infrastructure. Capabilities include zero-day exploits,
supply chain conmprom se, and | ong-duration persistence.

Exanpl es: Sandwor m (Russia), APT33 (Ilran), Volt Typhoon (China).



3.

T2 - Hacktivist: ldeologically notivated actors targeting
i ndustrial systens for disruption. Capabilities include
expl oitation of exposed HMs and known vul nerabilities.
Exanpl es: Z-Pentest, Cyber Av3ngers, Dark Engine.

T3 - Insider Threat: Authorised personnel with |legitimte access
who m suse their access or whose credentials are conprom sed.

T4 - Conprom sed Al Agent: An autononobus agent that has been
subverted through pronpt injection, nodel poisoning, supply
chain attack, or credential theft.

T5 - Rogue Agent: An unauthorised agent that gains network access
to the industrial environnment through misconfiguration, VPN
conprom se, or |ateral novenent.

2. Attack Vectors

AV1 - Command Injection: Sending unsigned conmands to PLCs, RTUs,
or actuators. Wthout per-nessage authentication, any network
entity can issue control commands. ATTP prevents this by
requiring a valid signature on every conmand

AV2 - Device Inpersonation: An attacker inpersonates a legitimte
controller, HM, or agent by sending nessages that appear to
originate froma trusted source. ATTP agent passports bind
cryptographic identity to each device, preventing inpersonation

AV3 - Conmmand Repl ay: Capturing and replaying a valid comand at
a later time. In industrial systens, a replayed "open val ve"
command can cause physical damage. ATTP nonces and tinmestanps
prevent replay.

AV4 - Man-in-the-Mddle: Intercepting and nodifying comrands in
transit. Even with TLS, a conprom sed proxy or gateway can
modi fy decrypted traffic. ATTP per-nessage signing provides
end-to-end integrity independent of transport encryption

AV5 - Trust Escalation: A lowprivilege agent attenpts to execute
safety-critical commands. ATTP trust levels (LO-L4) ensure
that only agents with sufficient verification can execute
hi gh-i mpact commands.

AV6 - Mass Revocation Failure: A conprom sed agent continues
operating because revocation propagation is too slow. TLS
Certificate Revocation Lists (CRLs) can take hours to
propagate. ATTP specifies real-time revocation suitable for
safety-critical environments (Section 8).

3.3. Assets Under Threat

4.

Physi cal processes (valve positions, punp speeds, tenperatures)
Saf ety instrumented systens (energency shutdown, fire/gas)
Firmvare and configuration of field devices

Sensor data integrity (tenperature, pressure, flow rates)

Hi storian and audit log integrity

Human safety

OO0OO0O00o

Architecture
The ATTP-1CS architecture supports two depl oynent nodel s:
1. Native ATTP Devices

New devi ces with sufficient conputational resources (ARM Cortex- M
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or higher, ESP32, Raspberry Pi, industrial gateways) inplenent
ATTP natively. These devices

0 Cenerate ECDSA P-256 keypairs on first boot

o Carry an agent passport signed by the facility Certificate
Aut hority (CA)

0 Sign every outgoing nmessage

o Verify every incom ng nessage

0 Reject unsigned or insufficiently trusted nessages

M ni mum har dwar e requirenments:

32-bit processor, 160 MHz or higher

256 KB RAM

Har dwar e crypt ographi c accel erator (recommended, not required)
WFi, Ethernet, or cellular connectivity

O o0Oo0oo

Not e: ECDSA P-256 signing has been denmponstrated on ESP32-C3
RI SC-V mcrocontrollers ($3 unit cost, hardware-accel erated)
with signing |atency under 10ns.
2. Gateway-Protected Legacy Devices

Exi sting PLCs, RTUs, and field devices that cannot be nodified
are protected by an ATTP Gat eway:

ATTP- Prot ect ed Zone

- +
I I
Legacy PLC ---[Mdbus/ TCP]---> ATTP ATTP <---[ATTP/HTTP] --- Al Agent
Gat eway Gat eway (with passport)
I (veritfy) I
I I
- +

The ATTP Gat eway:

Term nates the industrial protocol (Mdbus/ TCP, OPC UA, etc.)
Verifies the ATTP signature and passport on incom ng conmands
Checks trust |evel against the command’s required m ni mum

If verified, forwards the command to the | egacy device

Signs the response fromthe | egacy device before forwarding
Logs every transaction to the audit trai

OO0OO0OO0OO0OO0o

The gateway acts on behal f of the | egacy device, which does not
need firmvare changes. This is analogous to a TLS term nation
proxy, but operating at the application nessage |ayer rather than
the transport | ayer.

3. Network Architecture

The recommended depl oynent foll ows the Purdue Enterprise Reference
Architecture (PERA) nodel

Level 4 (Enterprise): ATTP-enabled Al agents with L3/L4 passports
Level 3.5 (DMZ): ATTP Gateways (signing and verification)
Level 3 (Operations): Historians, MES (ATTP-signed data feeds)
Level 2 (Control): SCADA, DCS (gat eway- prot ect ed)

Level 1 (Field): PLCs, RTUs (gateway-protected)

Level 0 (Process): Sensors, actuators (physical)

ATTP Gateways sit at Level 3.5, the Denilitarised Zone between
the enterprise network and the control network. Al traffic
crossing this boundary MJST be ATTP-si gned.

I ndustrial Protocol Profiles
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Modbus/ TCP Profil e

Modbus/ TCP [ RFC 793] carries no authentication. Function codes
(read coils, wite registers, etc.) are accepted fromany TCP
client. The ATTP Mddbus profile waps Mdbus Application Data
Units (ADUs) in ATTP envel opes:

ATTP- Mbdbus Message:

{
"attp_version": "1.0",
"protocol": "nodbus-tcp",
"agent _passport": { ... },
"payl oad": {
"transaction_id": 1,
"unit _id": 1,
"function_code": 6,
"regi ster_address": 100,
"register_value": 500
1
"signature": "<ECDSA-P256-si gnature>",
"nonce": "<uni que-nonce>",
"timestanp": 1711900000
}

The ATTP Gateway i ntercepts Mddbus/ TCP on port 502, verifies the
ATTP envel ope, and if valid, translates back to native Mdbus/ TCP
for the | egacy PLC.

Trust requirenments for Mddbus function codes:

Read operations (FC 1-4): Mnimumtrust L1

Wite single register (FC 5-6): Mnimumtrust L2

Wite nultiple registers (FC 15-16): Mnimumtrust L3

Di agnostics and device identification (FC 8, 17): M ninum L3
Encapsul ated interface transport (FC 43): M ni mum L4

OO0Oo0Oo0oo

OPC UA Profile

OPC UA supports nessage-level signing via its native security
nmodel , but inplenmentations frequently disable it. The ATTP OPC
UA profil e adds ATTP signing as an additional |ayer:

0 ATTP signatures are carried in the OPC UA nessage header as
ext ensi on objects

0 The ATTP agent passport is presented during the OPC UA
Cr eat eSessi on handshake

0 Trust levels are mapped to OPC UA user roles

0 ATTP revocation is checked before session activation

For inplenentations that already use OPC UA signing, ATTP provides
the agent identity layer (passports, trust |evels) that OPC UA
| acks.

MJTT Profile

MJTT [ RFC 9431] is the dominant |0oT nessaging protocol. MJIT v5
supports user properties in nmessage headers, which carry ATTP
met adat a:

MJITT Publish with ATTP:
Topi c: factory/line-3/tenperature
Payl oad: {"value": 72.4, "unit": "celsius"}
User Properties:
X- ATTP- Ver si on: 1.0
X- ATTP- Si gnat ure: <ECDSA- P256- si gnat ur e- of - payl oad>



X- ATTP- Agent - I D.  sensor-agent-1ine3-tenpOl
X- ATTP- Trust : L2

X- ATTP- Nonce: <uni que- nonce>

X- ATTP-Ti nest anp: 1711900000

The MJIT broker or a subscribing ATTP Gateway verifies signatures
bef ore processing or forwarding nmessages.

Trust requirenents for MJIT operations:

Subscribe to sensor data topics: Mnimumtrust L1
Publ i sh sensor readings: Mninmmtrust L2

Publ i sh setpoint changes: Mnimumtrust L3

Publish to safety-critical topics: Mninmumtrust L4
Broker administration ($SYS topics): Mninumtrust L4

Oo0Oo0oo0oo

5.4. CoAP Profile

The Constrai ned Application Protocol (CoAP) [RFC 7252] is used
in resource-constrained |oT devices. ATTP netadata is carried
i n CoAP options:

Option 65001: ATTP-Si gnature (opaque, variable |ength)
Option 65003: ATTP-Agent-I1D (string)

Opti on 65005: ATTP-Trust-Level (uint, 0-4)

Opti on 65007: ATTP-Nonce (opaque, 16 bytes)

Opti on 65009: ATTP-Ti mestanp (uint)

Oo0Oo0oo0oo

For devices too constrained for ECDSA P-256 (8-bit
m crocontrollers with less than 32 KB RAM), the ATTP Gat eway
model (Section 4.2) MJIST be used.

6. Trust Level Mapping

ATTP trust levels (LO-L4) map to established industrial security
f ramewor ks:

| ATTP | Description | I EC 62443 SL | Typical ICS Use |

| | Unverified | Below SL 1 | Bl ocked at gateway |
| | Self-Signed | SL 1 | Read-only sensors |
| L2 | Verified Device | SL 2 | Standard telenetry |
| | Og-Certified | SL 3 | Wite operations |
| | Har dwar e- Bound | SL 4 | Safety-critical |

The mapping to | EC 62443 Security Levels ensures that ATTP
depl oynents align with existing industrial cybersecurity
certification requirenents.

NI ST SP 800- 82 mappi ng:

L1: Aligns with NI ST SP 800-82 "Monitoring" access
L2: Aligns with NI ST SP 800-82 "QOperator" access

L3: Aligns with NI ST SP 800-82 "Engi neer" access

L4: Aligns with NI ST SP 800-82 "Adninistrator" access

O O0OO0Oo

7. Gateway Specification
7.1. Functional Requirements
An ATTP-1CS Gat eway MJST:

0 Term nate one or nore industrial protocols (Mdbus/TCP, OPC UA,
MJTT, CoAP)
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o Verify ATTP signatures on all incom ng nmessages
o Verify agent passports against a local or renpte trust store
o Enforce minimumtrust |evels per command type (Section 5)
0 Reject unsigned messages with no fallback to insecure node
o Sign all outgoing responses on behal f of |egacy devices
o Mintain an audit log of all transactions (Section 10)
0 Support real-time revocati on checks (Section 8)
0 Operate with maxi num added | atency of 5nms per nessage
Per f or mance Requi renents

I ndustrial control systenms have strict timng requirements. The
ATTP Gateway MJUST neet:

Signing |latency: less than 2ns (with hardware accel eration)
Verification latency: less than 2ns (w th hardware accel erati on)

Total added | atency: |ess than 5ns per nessage
Thr oughput : ni ni mum 10, 000 nessages per second
Avail ability: 99.999% (five nines)

OO0Oo0o0oo

These requirenents are achi evable with ECDSA P-256 hardware

accel eration avail abl e on nodern ARM processors (Cortex-A53 and

above) and FPGA-based industrial platfornmns.
Fai | - Saf e Behavi our

In the event of gateway failure:

0 The gateway MUST fail closed (block all traffic)
0 A redundant gateway MJST take over within 100ns
o Safety-critical systems MJST have a hardware bypass that
requi res physical key activation (not software-controll ed)
o0 All bypass activations MJST be |logged to a separate audit trai

Revocati on and Enmergency Override
Real - Ti me Revocati on

TLS Certificate Revocation Lists (CRLs) can take hours to
propagate, which is unacceptable for safety-critical systens.
ATTP-1CS specifies real-tinme revocati on:

Revocati on messages are signed by the facility CA
Revocation propagates to all gateways within 1 second

Gat eways maintain a |ocal revocation cache

Revoked agents are i medi ately bl ocked at all gateways
Revocation is irrevocabl e (a new passport mnust be issued)

Oo0oo0oo0oo

Revocati on message format:

{

"type": "revocation",
"agent _id": "<agent-id-to-revoke>",
"reason": "conproni sed| deconm ssi oned| policy_violation",
"effective": "<ISO 8601-tinmestanp>",
"issuer": "<facility-CA-id>",
"signature": "<CA-ECDSA-si gnhat ure>"
}

Emer gency Override

For safety-critical energencies where an authorised agent’s
passport has been incorrectly revoked or has expired:

o Energency override requires physical presence (hardware token

or bionetric) at the gateway
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0 Override creates a tenporary L4 passport valid for a nmaximum
of 60 m nutes

o Al actions during override are | ogged with enhanced detai

0 Override events trigger imediate alerts to all registered
security personnel

0 Override cannot be activated renotely

Safety Integrity Level Integration

For systens requiring functional safety certification per
| EC 61508 / | EC 61511:

o SIL 1: ATTP trust L2 minimumfor all safety function inputs

0 SIL 2: ATTP trust L3 mninmum dual -signature verification

o SIL 3: ATTP trust L4 m ni mum hardware-bound keys, dua
gateway verification

0o SIL 4: ATTP trust L4, hardware-bound keys, triple nodul ar
redundancy on gateway verification, formal verification of
signing inplenmentation

The ATTP signing inplenentation used in SIL 3 and SIL 4
envi ronnments SHOULD be fornmally verified and certified to the
appropriate Conmmon Criteria Evaluation Assurance Level (EAL).

Audit Trail Requirenents

Al'l ATTP-1CS depl oynents MJST maintain audit trails conpliant
with the ATTP Audit Trail fornat
[draft-sharif-agent-audit-trail]:

o Every signed command MUST be | ogged with: agent ID, trust
| evel, tinmestanp, nonce, comuand details, signature, and
verification result

0 Audit records MJIST be hash-chai ned for tanper evidence

0 Audit logs MIST be retained for mninmum 3 years (| EC 62443)
or as required by sector-specific regulation

0 Audit |ogs MIST support export to SIEM systens via syslog
(RFC 5424) or structured JSON (JSONL)

Regul at ory mappi ng:

0 EUNS2 Directive: Article 21 (risk managenent), Article 23
(incident reporting)

0 |EC 62443-3-3: SR 6.1 (audit |log accessibility), SR 6.2
(conti nuous nonitoring)

0o N ST SP 800-82: Section 6.2.6 (audit and accountability)

o EU Al Act: Article 12 (record-keeping), Article 14 (human
oversi ght)

Depl oynent Consi derati ons
1. Mgration Strategy

Depl oyi ng ATTP in existing industrial environnments requires a
phased approach:

Phase 1 - Mnitor: Deploy ATTP Gateways in passive node. Log
all unsigned traffic without blocking. Identify all agents
and conmuni cation patterns.

Phase 2 - Warn: Enable ATTP verification. Log violations but
al | ow unsigned traffic through with warnings. |ssue passports
to known agents.

Phase 3 - Enforce: Block unsigned traffic. Al agents nust
present valid passports. Legacy devices protected by gateways.
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Phase 4 - Harden: Increase minimumtrust |evels. Enable
safety-critical trust requirenments. Deploy hardware-bound
keys for LA4.

Each phase should run for a mni mum of 30 days before advancing
to the next phase.

2. Key Managenent

o Facility CA: Cenerates and signs agent passports. MJST be
stored in a Hardware Security Mdule (HSM.

0 Gateway keys: Generated on the gateway. SHOULD use hardware
key storage (TPM 2.0 or secure enclave).

0 Agent keys: Generated on the agent device. Hardware key
st orage RECOMMENDED for L3+, REQUI RED for L4.

0 Key rotation: Mnimmannually for L1-L2, quarterly for L3,
mont hly for L4.

Wor ked Exanpl es

Thi s section provides conpl ete worked exanpl es denonstrating
ATTP-1CS in realistic industrial scenarios.

1. Exanple 1: Al Agent Adjusts Boiler Tenperature

Scenario: An Al predictive maintenance agent detects that boiler
pressure is rising above optinmal paraneters and needs to reduce
the burner setpoint from850C to 780C via a Mdbus wite command.

Step 1: Agent constructs the command payl oad:

{
"protocol": "nodbus-tcp",
"unit_id": 3,
"function_code": 6,
"regi ster_address": 40001,
"register_value": 780,
"context": {
"reason": "pressure_above_threshol d",
"current_pressure_psi": 142.7,
"target _pressure_psi": 125.0,
"nmodel _confidence": 0.94
}
}
Step 2: Agent signs the payload with its ECDSA P-256 private key:
Hash: SHA- 256( payl oad) = a7c3f8e2..
Si gnature: MEYCI QC7xL8B8KN2pRvT... (72 bytes, DER-encoded)

Step 3: Agent constructs the full ATTP-1CS nessage:

{

"attp_version": "1.0",
"attp_profile": "ics-nmodbus",
"agent passport": {
"agent i d": "pred-naint-agent-boiler-3",
"owner": "ACME Manufacturing Ltd",
"trust _level": 3,
"capabilities": ["read_sensors", "wite_setpoints"],
"issued_by": "acne-facility-ca",

"issued_at": "2026-03-15T10: 00: 00Z",
"expires_at": "2026-06-15T10: 00: 002",
"public_key": "MkwEwYHKoZI zj OCAQY. .. "



"payload": { ... },

"signature": "MEYCl QC7xL8KkN2pRvT...",
"al gorithni: "ES256",

"nonce": "a8f 3c7e2d1b94f 60",
"timestanp": 1711900000

}

Step 4: ATTP Gateway receives the nessage and perforns:
4a. Parse ATTP envel ope [0. 1ns]
4b. Check attp_version is "1.0" [ 0. 01ns]
4c. Check attp_profile is "ics-nodbus” [ 0. 01ns]
4d. Verify agent_passport signature (CA key) [ 0. 8ns]
4e. Check passport not expired [ 0. 01ns]
4f . Check passport not revoked (local cache) [ 0. 05n8]
4g. Check trust level >= 3 (wite operation) [ 0. 01ns]
4h. Check nonce not seen before [ 0. 05n8]
4i . Check timestanp wthin 30-second w ndow [ 0. 01ns]

4j . Verify payl oad signature (agent public key) [0.8ns]
4k. Check agent has "wite_setpoints" capability [0.01lns]
41 . Validate register value is within safe range [0.01lns]

Tot al : [ 1. 87ms]

Step 5: Gateway translates to native Mddbus/ TCP

Transaction I D: 0x0001

Prot ocol |D: 0x0000 ( Modbus)

Lengt h: 0x0006

Unit | D 0x03

Functi on Code: 0x06 (Wite Single Register)
Regi ster Addr: 0x9C41 (40001)

Regi ster Val ue: 0x030C (780)

Step 6: Gateway sends native Mddbus to the PLC, receives
response, signs the response, and returns to the agent:

{

"attp_version": "1.0",
"status": "verified_and _executed",
"gateway_id": "gw boiler-zone-3",

"original _nonce": "a8f3c7e2d1b94f 60",
"nodbus_response": {
"function_code": 6,
"regi ster_address": 40001,
"register_value": 780
},
"gateway_si gnature": "MEUCI QDnR7vK...",
"timestanp": 1711900002

}

Step 7: Gateway | ogs the conplete transaction to the audit trail

{

"audit_version": "1.0",

"sequence": 847293,

"previous_hash": "ed4a2c8f1...",

"event": "command_execut ed",

"agent i d": "pred-nmaint-agent-boiler-3",
"trust_level": 3,

"command": "nodbus_wite register”,

"target": "plc-boiler-3:40001",
"val ue": 780,

"previous_val ue": 850,
"verification result": "pass",
"verification_tinme_ns": 1.87,
"gateway_id": "gw boiler-zone-3",



"timestanp": "2026-03-31T14: 26: 402",
“hash": "b7dle3f5..."

}
12. 2. Exanple 2: Rogue Agent Bl ocked at Gateway

Scenario: A conprom sed agent attenpts to open a safety relief
val ve by sending a Mbdbus wite command. The agent has trust
| evel L1 (self-signed) but the val ve command requires L4.

Agent sends:

{

"attp_version": "1.0",
"attp_profile": "ics-nmodbus",
"agent passport": {

"agent _i d": "unknown-agent-x",

"trust _level": 1,

"issued_by": "self",

}

ayl oad": {
"function_code": 5,
"coil _address": 1024,
"coil _value": 65280

}1
"signature": "MEQCI AX9...",

}

Gat eway response:

{

"attp_version": "1.0",

"status": "rejected",

"reason": "insufficient _trust |evel",
"required_trust": 4,

"presented trust": 1,

"comand": "write_coil",
"target": "safety-val ve-1024",
"safety _classification": "SIL-3",
"gateway_id": "gw safety-zone-1",
"timestanp": 1711900100,
"gateway_signature": "MEUCI QD..."

}

Gateway audit log entry:

{

"event": "command_rejected",
"severity": "critical",
"agent i d": "unknown-agent-x",
"trust_level": 1,
"required_trust": 4,
"command”: "write_coil:1024",
"reason": "insufficient _trust |evel",
"safety classification": "SIL-3",
"alert_triggered": true,
"alert_recipients": ["security-ops", "plant-manager"],
"timestanp": "2026-03-31T14: 28: 202"

}

The gateway i mmediately triggers a security alert because a
| ow-trust agent attenpted a safety-critical conmand.

12.3. Exanple 3: MJIT Sensor Network with ATTP



Scenario: A factory floor has 200 tenperature sensors publishing
readings via MJIT. An Al agent subscribes to aggregate data and
detect anomalies. Al MJIT nessages carry ATTP signatures.

Sensor publishes (MJIT v5):

Topi c: factory/ zone-2/tenp/ sensor - 147
QS 1
Payl oad: {"value": 74.2, "unit": "celsius", "ts": 1711900200}
User Properties:
X- ATTP- Ver si on: 1.0
X- ATTP- Profil e: ics-mtt
X- ATTP- Agent - | D t enp- sensor - 147
X- ATTP-Trust : 2
X- ATTP- Si gnat ur e: MEYCl QDK. .. (base64)
X- ATTP- Nonce: c4e8a2f 1b7d39605
X- ATTP- Ti nest anp: 1711900200
X- ATTP- Passport : eyJhzZ2VudF9pZzCl ... (base64-encoded passport)

MJTT broker with ATTP plugin verifies:

Decode X- ATTP-Passport from base64

Verify passport signature against facility CA public key

Check passport.trust_level >= 2 (publish to sensor topics)

Verify X-ATTP-Si gnat ure agai nst payl oad using passport public key
Check X-ATTP-Nonce uni queness (dedup cache, 60-second w ndow)
Check X-ATTP-Tinestanp within 30 seconds of broker tine

If all pass: deliver to subscribers

If any fail: drop nessage, log violation, alert

NGO hwbE

Al agent subscribes with its own L3 passport:

Topi c: factory/ zone-2/tenp/ #
User Properties:
X- ATTP- Agent - | D anomal y- det ect or - zone2
X- ATTP- Trust : 3
X- ATTP- Passport : eyJhz2VudF9pzCl ... (L3 passport)

The broker verifies the subscriber’s trust |evel before allow ng
the subscription. An L1 agent attenpting to subscribe to
setpoint topics (requiring L3) would be rejected.

.4. Exanple 4: Energency Revocation

Scenario: The security team detects that pred-naint-agent-boiler-3
has been conprom sed. They issue an i medi ate revocation

Revocati on broadcast (signed by facility CA)

{
"type": "revocation",
"version": "1.0",
"agent _id": "pred-maint-agent-boiler-3",
"reason": "conpronised",
"evi dence": "anomal ous_command_pattern_detected",
"ef fective": "2026-03-31T14: 30: 002",
"issuer": "acnme-facility-ca",
"broadcast _id": "rev-2026-0331-001",
"signature": "MEUC QD2xK..."

}

Propagation tineline:

T+0ms: Security operator issues revocation comrand
T+50ns: Facility CA signs revocati on nessage
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T+100ns: Revocati on broadcast to all gateways (rulticast)

T+200ns: Gat eway gw- boil er-zone-3 receives revocation
T+210ns: Gat eway verifies CA signature on revocation

T+220ns: Gat eway adds agent to |ocal revocation cache
T+230ns: Gateway drops any in-flight comuands fromthis agent
T+5001ms: Al gateways in facility have received revocation

T+1000ns: Revocation confirmed across all zones
Any subsequent command from pred-nmint-agent-boiler-3 is
imediately rejected at every gateway wi thout signature
verification (revocation cache check is faster).

Crypt ographi ¢ Specifications
1. Signature Al gorithm
Al ATTP-1CS inpl enentati ons MJUST support:
o ECDSA with NI ST P-256 (secp256rl) and SHA-256 (ES256)
| mpl enent ati ons SHOULD al so support:

0 ECDSA with NI ST P-384 (secp384r1) and SHA-384 (ES384)
for environnents requiring higher security margins

I mpl enent ati ons MAY support:

0 EdDSA with Ed25519 for environments where performance
is critical and P-256 hardware accel eration is unavail abl e

Future revisions of this specification will define profiles for
post - quantum si gnature al gorithns (M.- DSA, SLH DSA) as they
are standardi sed by NI ST.

2. Signature Encoding

Si gnatures MJST be encoded in DER format (as specified in
SEC 1, Section 4.1.3) and then base64-encoded for transport
in JSON and MQJIT user properties.

For CoAP, signatures are carried as raw DER bytes in the
CoAP option val ue (no base64 encodi ng).

3. Key Ceneration

Agent keys MUST be generated using a cryptographically secure
random nunber generator (CSPRNG seeded with at |east 256 bits
of entropy.

For constrai ned devi ces:

0 ESP32: Use hardware RNG via nbedtls_entropy func

0 ARM Cortex-M Use TRNG peripheral if avail able

0 Linux-based: Use /dev/urandom or getrandon(?2)

Private keys MUST NOT be transmtted over any network

Private keys MUST NOT be logged in audit trails.

Private keys MJUST NOT be included in agent passports.

4. Passport Format

The ATTP-1CS agent passport extends the base ATTP passport
with | CS-specific fields:

{

"version": "1.0",
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}

]

}

profile": "ics",

agent _id": "pred-naint-agent-boiler-3",
agent _type": "predictive_naintenance",
owner": "ACME Manufacturing Ltd",
facility": "acne-coventry-plant-2",
trust level": 3,

i ec62443_sl": 3,
capabilities": [
"read_sensors",
"write_setpoints",
"read_al arns"

Il omed_zones": ["zone-2", "zone-3"],
al | oned_protocol s": ["nobdbus-tcp", "mgtt"],
max_wite rate": 10,
safety cl earance": "non-safety",

i ssued_by": "acne-facility-ca",

i ssued_at": "2026-03-15T10: 00: 00Z",
expires_at": "2026-06-15T10: 00: 00Z",

public_key": {

"kty": "EC',

"crv": "P-256",

"x": "f83QU3D2xF1Bg8vub9t LelgHW VV76e8TusQuPHVRVEU',
"y": "x_FEzZRu9nB6HLN t ue659LNpXWbpCy Sti kYj KI W 5a0"

3

i ssuer_signature": "MEYCIQC. .."

| CS-specific passport fields:

(0]

facility: ldentifier of the physical facility where the agent
operates. Gateways SHOULD reject passports from ot her
facilities.

i ec62443_sl: | EC 62443 Security Level (1-4) corresponding to
the agent’s trust |evel

al | oned_zones: List of Purdue nodel zones the agent may
communi cate with.

al | oned_protocol s: List of industrial protocols the agent is
aut hori sed to use.

max_wite rate: Maximumwite commands per mnute. Gateways
MUST enforce this rate limt.

safety_cl earance: "non-safety", "sil-1", "sil-2", "sil-3",
or "sil-4". Determ nes which safety-classified comands the
agent may issue.

Conf or mance Requirenents

This section defines conformance |evels for ATTP-1CS
i mpl ement ati ons.

1.

Gat eway Conf or mance

An ATTP-1CS Gateway cl ai mi ng confornmance MJST:

Level 1 (Basic):

OO0OO0OO0OO0OO0o

Support at |east one industrial protocol profile (Section 5)
Verify ECDSA P-256 signatures

Verify agent passports

Enforce trust |evel mninmuns per command type

Rej ect unsi gned nessages (no insecure fallback)

CGenerate audit log entries for all transactions
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o]
o]
o]
o]
o]
o]
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z

OO0OO0OO0OO0OO0OO0OOo

1.

Achi eve | ess than 5ns added | atency per nessage

evel 2 (Standard):

Al Level 1 requirenents

Support at least two industrial protocol profiles
Support real-tine revocation (Section 8)

Support passport rate limting (max_wite_rate)
Support zone-based access control (allowed zones)
Hash- chai ned audit | ogs

Sysl og export (RFC 5424)

evel 3 (Safety):

Al'l Level 2 requirenents

Dual -gateway verification for SIL 2+ conmands

Har dwar e key storage (TPM 2.0 or equival ent)

Har dwar e cryptographi c accel erati on

Redundant gateway fail over within 100mns

Emer gency override support (Section 8.2)

Formal verification of signing inplenentation (SIL 3+)
Achi eve | ess than 2ns added | atency per nessage

Agent Conf or mance
ATTP-1 CS Agent cl ai mi ng conformance MJST:

Gener ate ECDSA P-256 keypairs using a CSPRNG

Si gn every out goi hg nessage

Carry a valid, unexpired passport

I nclude a uni que nonce in every nmessage

Include a timestanp within 30 seconds of current tinme
Not cache or reuse nonces

Store private keys securely (hardware storage for L3+)
Respond to revocation by ceasing all operations

Sect or - Speci fi ¢ Qui dance

Energy and Power Gid

Power grid deploynents face additional requirenents:

(]

2

NERC CI P compliance: Al ATTP audit |logs map to NERC Cl P- 007
(System Security Managenent) and Cl P-005 (El ectronic Security
Peri nmeter)

Real -tinme constraints: Power grid protection relays require
sub-nillisecond response. ATTP Gateways for protection
systens MJUST use hardware accel eration and pre-verified
passport caches

I sl andi ng support: During grid islanding events, gateways
MJUST continue operating with locally cached revocation lists
even if connectivity to the facility CAis |ost

Smart nmeter integration: Smart meters publishing consunption
data via MJIT SHOULD use L1 passports (self-signed). Meters
recei ving di sconnect conmands MUST verify L4 passports

Wat er and Wast ewat er

Wat er treatnent depl oynents:

(]

Cheni cal dosing comrands (chlorine, fluoride, NaCH) MJST
require mninmumtrust L4 with safety cl earance "sil-2" or

hi gher

SCADA conmands to punping stations MJST require mninum L3
Sensor readings fromwater quality nmonitors SHOULD carry L2
passports to prevent data poisoning attacks

The A dsmar water treatment attack (2021) woul d have been
prevented by ATTP: the attacker’s unsigned HM conmands



woul d have been rejected at the gateway
15.3. Gl and Gas
G|l and gas depl oynents:

o0 Pipeline pressure setpoint changes MJST require L4 with
safety clearance "sil-3"

o Energency Shutdown (ESD) conmands MJST require L4 passports
wi th dual -gateway verification

0 Gas detection sensor readings MIUST carry L2+ passports to
prevent false negative attacks

0 Renote well head nonitoring agents SHOULD use L2 passports
with satellite-tolerant tinmestanp wi ndows (60 seconds
i nstead of 30 seconds for |atency conpensati on)

15.4. Manufacturing
Manuf act uri ng depl oynents:

0 Robot armcontrol commands MUST require L3+ with
safety clearance appropriate to the robot’'s safety zone

0 Quality inspection Al agents SHOULD carry L2 passports

o Predictive naintenance agents witing setpoint adjustnents
MUST carry L3 passports with "wite_setpoints"” capability

o0 Tool changeover commands SHOULD require L3 with
"reconfigure_tooling" capability

15.5. Healthcare and | oMI
I nternet of Medical Things depl oynents:

0 Drug infusion punp dosage commands MUST require L4 with
safety clearance "sil-3" and dual - gateway verification

o Patient nonitoring sensor data MJST carry L2+ passports

o Buil di ng managenment commands (HVAC i n operating theatres)
MJST require L3

o0 HI PAA audit trail requirenments are net by ATTP-1CS audit
|l ogs with 6-year retention

15.6. Transportation

&

il, aviation, and maritinme depl oynents:

0 Signalling system commands MJST require L4 with
safety clearance "sil-4"

o Train control nessages MJST use dual - gateway verification
wi t h geographic diversity

o Maritine vessel nonitoring sensors SHOULD carry L2 passports
with extended tinestanp wi ndows (120 seconds for satellite
connectivity)

0 Aviation ground support equi pnent MJST require L3+ for
any commands affecting aircraft systens

16. Conparison with Existing Approaches
16.1. TLS

TLS provides transport-layer encryption and server authentication
but does not provide:

o0 Per-message signing (decrypted nessages can be nodified by
proxi es, gateways, and | oggi ng systens)

0 Agent identity (TLS authenticates the connection, not the
specific software agent using it)

0 Trust levels (TLS is binary: authenticated or not)
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o Command-| evel access contro
0 Tanper-evident audit trails

ATTP-1CS operates above TLS. Both SHOULD be used toget her
2. DNP3 Secure Authentication

DNP3 SA provides chal | enge-response authentication but:

Is specific to DNP3 (does not cover Mdbus, MJIT, OPC UA)
Uses HMAC- SHA- 256 (synmetric keys, no non-repudiation)
Has no trust levels or graduated access contro

Has no revocati on nechani sm
Is rarely deployed in practice

OoO0Oo0oo0oo

ATTP-1 CS provi des asymretric signatures (non-repudiation),
trust |levels, revocation, and works across all industrial
pr ot ocol s.

3. OPC UA Security
OPC UA has a conprehensive security nodel but:

Signing is frequently disabled for perfornmance

Does not extend to non- OPC UA protocols

Has no concept of agent identity or trust |evels
Certificate managenent is conplex and often nmi sconfigured
Has no real -time revocation nechani sm

Oo0oooo

ATTP-1CS conpl emrents OPC UA by addi ng agent identity, trust
| evel s, and a sinpler passport-based key nmanagenent nodel .

Security Considerations
This entire docunment addresses security. Key residual risks:

0 Side-channel attacks on ECDSA inplenmentation: Mtigated by
requiring constant-tine inplenentations for SIL 3+

0 Gateway conpronise: Mtigated by dual -gateway verification
for SIL 2+ and hardware attestation

o Denial of service via signature verification flood: Mtigated
by rate linmting at the gateway and hardware accel eration

0 Supply chain conprom se of agent firmwvare: Mtigated by
requiring signed firmvare updates and attestation of agent
software integrity at passport issuance.

o Time synchronisation attacks: Mtigated by requiring NTP
aut hentication (NTS, RFC 8915) and rejecting tinmestanps
out si de the configured w ndow.

0 Gateway key extraction via physical access: Mtigated by
requiring TPM 2.0 or equival ent hardware key storage for
Level 2+ conformance.

0 Quantum conputing: ECDSA P-256 is not quantumresistant.
Future revisions will define post-quantum signature profiles
(M.-DSA / CRYSTALS-Dilithium) per N ST FIPS 204.

o0 Insider threat with valid L4 passport: Mtigated by
behavi oural anonaly detection (command rate, target patterns)
and nandat ory dual -authorisation for safety-critical comuands
in SIL 3+ environnents.

| ANA Consi derati ons
Thi s docunent requests the followi ng | ANA registrations:
0 CoAP Option Nunbers: 65001 (ATTP-Signature), 65003

(ATTP- Agent-1D), 65005 (ATTP-Trust-Level), 65007
(ATTP- Nonce), 65009 (ATTP-Ti nestanp)



(Section 5.4)

o MJIT User Property Nanes: X-ATTP-Version, X-ATTP-Signature,
X- ATTP- Agent -1 D, X- ATTP-Trust, X-ATTP-Nonce,
X- ATTP-Ti nest anp, X-ATTP-Profile, X-ATTP-Passport
(Section 5.3)

0 ATTP-ICS Profile Registry: ics-nmodbus, ics-opcua, ics-mgtt,
i cs-coap (Section 5)
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