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Abst ract

Thi s docunent specifies ATTP (Agent Trust Transport Protocol),
a synchronous request-response protocol for communication

bet ween aut ononmous Al agents and web APl servers. ATTP
operates as an application-layer protocol over HITP, adding
mandat ory cryptographic identity verification, per-nessage
signing, trust-gated access control, and tanper-evident audit
trail generation to every agent-server interaction

ATTP defines five protocol -l ayer headers for requests

( X- Agent - Trust, X-Agent-Signature, X-Agent-Nonce,

X- Agent - Ti mest anp, X-ATTP-Version) and three for responses
(X-Server-Si gnature, X-Server-Nonce, X-Server-Ti nmestanp)

that carry an Agent Passport (JW-based identity credential),
ECDSA P-256 digital signatures, cryptographic nonces, and

ti mestanps. Server mddleware verifies all cryptographic
properties before application code executes.

ATTP has no insecure node. Every request MJST carry a valid
Agent Passport. Every request body MJST be signed. Every
response body MJST be signed. Every interaction MJST be
recorded in a hash-chained audit trail. The protocol defines
a URL schene (attp://) and is fully backward-conpatible with
exi sting HITP infrastructure.

ATTP is the synchronous counterpart to the Agent Transport
Protocol (ATP). ATP handl es asynchronous store-and-forward
agent delivery; ATTP handles real-time request-response AP
conmmuni cation. Both share the same identity nodel, trust
framework, and cryptographic primtives.
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1. The Problem

The Hypertext Transfer Protocol (HTTP) [RFC9110] was desi ghed
in 1991 for human users operating web browsers to request and
recei ve hypertext docunments from servers. HITP provides no
built-in mechanismfor caller identity verification, no

per - nessage signing, no trust-level evaluation, and no audit
trail generation. Over three decades, security was
progressively bolted on: TLS [ RFC8446] for transport
encryption (1995), HTTP Authentication [RFC7235] for basic
credentials (1999), QAuth 2.0 [ RFC6749] for del egated

aut hori zation (2012), and DPoP [ RFC9449] for proof-of-
possessi on (2023).

This | ayered approach created a protocol stack where security
is optional, fragmented, and human-centric. HITP has both
insecure (http://) and secure (https://) variants. QAuth
assunes a human who can interact with browser-based consent
flows. TLS protects the transport channel but not the
application-layer nessage -- once a request passes through a
TLS-term nating proxy, CDN, or |oad bal ancer, the nessage

is decrypted and forwarded in plaintext within the server’s
infrastructure

Aut ononobus Al agents are now the fastest-grow ng consumers
of web APIs. Industry projections indicate that agent-
initiated APl calls will exceed human-initiated APl calls
by 2028. These agents cannot participate in browser-based
QAut h consent flows, do not have browser sessions, and
requi re machi ne-to-machine identity credentials rather than
human- del egat ed access tokens.

There exists a need for a synchronous request-response
protocol purpose-built for autononobus Al agents that mandates
cryptographic identity verification, signs every nmessage at
the application | ayer, evaluates trust at the protocol |ayer,
generates audit trails automatically, and operates over

exi sting HITP infrastructure.

2. Design CGoals
ATTP is designed with the foll owi ng goal s:

o Mandatory security: no insecure node, no optional signing,
Nno anonynpus access.

o Bidirectional signing: both request and response are signed
at the application |ayer.

0 Trust-gated access: protocol -layer trust evaluation before
application code executes.

0 Automatic audit: every interaction recorded in a tanper-
evi dent hash-chained trail
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1.3.

0 Backward conpatibility: ATTP nessages are valid HITP
messages that traverse existing infrastructure.

o Mnimal integration: single middl eware registration line
in existing web frameworks.

0 Federated identity: no central authority required for
Agent Passport issuance or key discovery.

Rel ati onship to ATP

ATTP is the synchronous counterpart to the Agent Transport
Protocol (ATP) [draft-sharif-agent-transport-protocol]. The
rel ati onship can be summari zed as:

o ATP is to ATTP as SMIP is to HITP

0 ATP handl es asynchronous, store-and-forward agent delivery
(anal ogous to enmnil).

0 ATTP handl es synchronous, real-tinme request-response AP
communi cati on (anal ogous to phone calls).

Both protocols share the sanme identity nodel (Agent
Passports), the sane trust |evel framework (LO through L4),
the sane cryptographic primtives (ECDSA P-256), and the
same design phil osophy (mandatory security, no insecure
mode). They differ in delivery semantics: ATP uses a

dedi cat ed session protocol with DNS-based routing via Agent
eXchange (AX) records, while ATTP runs over existing HITP
infrastructure

An agent operating in a conplex environment mi ght use both
protocols: ATTP to call web APIs for real-tine data retrieva
and transaction processing, and ATP to transnit itself to a
different runtime for continued execution

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED',

"NOT RECOMMVENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals,
as shown here.

Agent: An autonompus software entity that makes independent
deci si ons about which APIs to call and operates w thout
direct hunman interaction for each request.

Agent Passport: A JW-structured credential signed with
ECDSA P-256 that binds an agent’'s identity, trust |evel,
capabilities, and public key into a single verifiable
credenti al .

ATTP Agent: The client-side conmponent within an aut ononous
agent that constructs ATTP-conpliant requests, including
signi ng the request body and attaching the Agent Passport.

ATTP M ddl eware: The server-side conponent that intercepts
i ncom ng requests, perforns all ATTP verification steps
(passport verification, trust evaluation, signature
verification, replay protection), and either forwards
verified requests to application code or rejects them



ATTP Server: A web APl server configured with ATTP
m ddl eware that enforces ATTP protocol requirenents.

Trust Level: A hierarchical classification (LO through L4)
reflecting the cryptographic verification strength of an
agent’s identity and nmessage integrity. Trust levels are
asserted by the passport issuer and signed into the Agent
Passport.

Passport Issuer: An entity that verifies agent identities,
assigns trust levels, and issues signed Agent Passports.
Any entity MAY operate as a passport issuer (federated
nmodel ) .

Nonce: A cryptographically random val ue (m ni num 128 bits,
hex- encoded) included in each request to prevent replay
att acks.

JVKS: JSON Web Key Set, a docunent containing one or nore
public keys used for signature verification, as defined
in [ RFC7517] .

Canoni cal JSON: JSON serialized according to JSON
Canoni cal i zati on Scheme (JCS) [ RFC8785], providing
determnistic byte-level representation for signing.

Hash Chain: A sequence of records where each record
contai ns a SHA-256 hash of the previous record, making
the sequence tanper-evident.

3. Pr ot ocol Overvi ew
3.1. Architecture

ATTP operates as an application-layer protocol over HTTP
ATTP nessages are standard HTTP nessages with additiona
headers and body-1evel signing. ATTP does not define a new
transport mechanism it |everages existing HITP transport
infrastructure (TCP connections, TLS encryption, HITP/ 1.1

or HTTP/ 2 or HTTP/ 3 fram ng) while adding mandatory security
properties at the application |ayer.

The architecture conprises three conponents:

0 ATTP Agent: constructs signed requests with Agent Passport
and transmts them over HTTPS

0 ATTP M ddl eware: server-side interceptor that verifies al
crypt ographic properties before forwarding to application
code.

0 Application Code: the APl endpoint handl er that processes
verified requests, unaware of ATTP verification details.

Every request carries an Agent Passport and a nessage
signature. Every response is signed by the server. The
m ddl eware enforces these requirenents; application code
receives only verified requests.

3.2. Mandatory Security

ATTP has no insecure node. The follow ng properties are
non- opti onal protocol requirenents:

o Every request MJST carry a valid Agent Passport.
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o Every request body MJST be signed by the agent.
0 Every response body MJST be signed by the server
0 Every interaction MJST be recorded in the audit trail

0 Trust level MJIST be eval uated before application code
execut es.

There is no anonynous node, no unsigned node, and no bypass
mechani sm  Unli ke HTTP, which has both http:// (insecure)
and https:// (secure), ATTP has only attp:// which inherently
i nplies mandatory cryptographic signing, identity
verification, and trust evaluation.

3. URL Schene

ATTP defines the URL schenme attp:// to distinguish agent-
to-server requests from conventional HITP requests. An ATTP
URL takes the form

attp://hostnane[: port]/ path[?query]
Exanpl e:
attp://api.exanpl e.com vl/ charges

The attp:// schene signals that: (a) the request originates
froman autononous agent; (b) ATTP security requirenments are
mandat ory; and (c) the server MJIST process the request
through ATTP m ddl ewar e.

At the transport |level, ATTP requests are transmtted over
HTTPS. The attp:// schene is resolved to an HTTPS connecti on
by the ATTP agent conponent. The default port is 8443.

ATTP Headers
1. Request Headers
ATTP defines five mandatory request headers

X-Agent-Trust: Contains the agent’s Agent Passport, a
JWI-structured credential signed with ECDSA P-256. The
passport carries identity clains including subject,

i ssuer, trust level, capabilities, public key, and
expiration.

Format : Base64url - encoded JWI (header. payl oad. si gnat ur e)

Exanpl e:
X- Agent - Trust: eyJhbGci O JFUzI 1IN | sl nR5¢cCl 61 kpX
VCl sl nt pZCl 61 nRhLW | eSOWMVDET f Q eyJzdW i O JhZz2
VudClhbHBoYSOWVDEI LCIpc3M G JOcnVzdCsl eGRt cG
x| LmNvbSI sl nRydXNOX2xI dm/sl j oi TDI i LCII eHAI G E
3NDVz MDAWMVDBY. MEUCI QDX .

X- Agent - Si gnature: Contains the Base64url-encoded ECDSA
P- 256 signature over the request body. For JSON bodies,
the signature is conputed over the JCS-canonicalized
[ RFC8785] form For non-JSON bodies, the signature is
conputed over the raw bytes. For bodil ess requests (GET,
HEAD), the signature covers a canonical string conprising
met hod, path, nonce, and tinestanp.

Encodi ng: | EEE P1363 fixed-length r||s format per



[ RFC7518] Section 3.4, with low S normalization
Format: Base64url string

X- Agent - Nonce: Contains a cryptographically random nonce,
hex- encoded, with a mni mum of 128 bits of entropy
(32 hex characters). The nonce MJST be uni que per
request.

Format: Hex-encoded string, mninmm 32 characters

Exanpl e:
X- Agent - Nonce: alb2c3d4e5f 6a7b8c9d0elf 2a3b4c5d6

X- Agent - Ti nestanp: Contains an | SO 8601 tinestanp [ RFC3339]
recording the nonment the agent signed the request.

Format: 1SO 8601 / RFC 3339 tinestanp

Exanpl e:
X- Agent - Ti nest anp: 2026- 03-29T14: 30: 00. 000Z

X- ATTP-Version: Contains the ATTP protocol version string.
Format: Maj or.M nor version string

Exanpl e:
X- ATTP-Version: 1.0

4.2. Response Headers
ATTP defines three nandatory response headers:

X-Server-Si gnature: Contains the Base64url-encoded ECDSA
P- 256 signature over the response body, conputed by the
server using its private key. The agent verifies this
signature using the server’s public key obtained from
t he JVKS endpoi nt.

X-Server-Nonce: Contains a cryptographically random nonce
generated by the server, hex-encoded, nininmm 128 bhits.

X-Server-Ti nestanp: Contains an | SO 8601 ti mestanp
recording the nonent the server signed the response.

5. Request Lifecycle

The ATTP request lifecycle conprises eleven steps. Each
step is mandatory and MJST NOT be skipped or deferred.

Step 1: Request Construction

The ATTP agent constructs the request payl oad (HTTP
request body) containing the data to be sent. The
payl oad MAY be JSON, form data, binary, or any content
type supported by HTTP.

Step 2: Request Body Signing

The ATTP agent conputes a digital signature over the
request body using its ECDSA P-256 private key. For
JSON payl oads, the canonical formis conputed using JCS
[ RFC8785]: keys sorted | exicographically, no extraneous
whi t espace, UTF-8 encoding. For non-JSON payl oads, the
raw byte sequence is signed. The signature uses |EEE
P1363 fixed-length r||s encoding with | ow S



normal i zation. The resulting signature is Base64url -
encoded.

For bodil ess requests (CET, HEAD, DELETE wi thout body),
the agent signs a canonical string:

METHOD + "\ n" + PATH + "\n" + NONCE + "\n" + TI MESTAWP
Step 3: Agent Passport Attachnent

The ATTP agent attaches its Agent Passport in the

X- Agent - Trust header. The passport is a JW containing
the agent’s identity clainms, signed by the passport

i ssuer.

Step 4: Nonce and Ti nestanp Generation

The ATTP agent generates a cryptographically random nonce
(m nimum 128 bits, hex-encoded) and an |1SO 8601 ti mestanp.
The nonce is placed in X-Agent-Nonce; the tinmestanp in

X- Agent - Ti nestanp. Both values are included in the signed
content (Step 2) to bind the signhature to a specific
moment and prevent repl ay.

Step 5: Request Transm ssion
The ATTP agent transmits the HTTP request to the server’s
URL with all ATTP headers (X-Agent-Trust,
X- Agent - Si gnat ure, X-Agent-Nonce, X-Agent-Ti mestanp,
X- ATTP- Ver si on) al ongsi de standard HTTP headers. The
request is transmtted over HITPS
Step 6: Server M ddl eware Interception
The ATTP middl eware intercepts the incomng request before
it reaches the application’s route handler. The
m ddl eware checks for X-ATTP-Version to determne if the
request is an ATTP request. |f absent, behavior is
confi gurabl e:
o Strict node: reject (ATTP-only server).
0 Perm ssive node: pass through as regular HTTP
o Upgrade node: respond with protocol upgrade suggestion
Step 7: Agent Passport Verification
The mi ddl eware extracts the Agent Passport from
X- Agent - Trust, decodes the JWI, and verifies its ECDSA
P- 256 signature against the issuer’'s public key. The
nm ddl eware verifies:
0 The passport has not expired.
0 The passport’s issuer is in the server’'s trusted list.
0 The passport’s clains are internally consistent.

The issuer’s public key is resolved via the issuer’s JVWKS
endpoint or a locally cached copy.

Step 8: Trust Level Evaluation

The ni ddl eware extracts the agent’s trust level fromthe
verified passport and conpares it against the m ninum
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trust level required by the target endpoint. |If the
agent’s trust level is belowthe mninum the m ddl eware
rejects the request with HTTP 403 and a structured error
response (see Section 6.3).

Step 9: Request Signature Verification

The middl eware extracts the signature from
X-Agent - Signature and verifies it against the request
body using the agent’s public key fromthe passport.
The ni ddl eware al so verifies:

o The nonce has not been previously used.

o0 The tinestanp is within the acceptabl e w ndow.

If verification fails, the request is rejected.
Step 10: Response Signing

After application code generates a response, the

m ddl eware intercepts the outgoing response. The

m ddl ewar e conput es an ECDSA P- 256 signature over the
response body using the server’s private key, generates
a server nonce and tinmestanp, and attaches:

X-Server-Si gnature, X-Server-Nonce, X-Server-Ti nmestanp.

Step 11: Audit Trail Recording

The ni ddl eware records the conplete request-response pair
in the tanper-evident audit trail. The audit record
includes the agent’s identity, trust level, request and
response hashes, signatures, and a hash pointer to the
previ ous record.

Trust - Gated Access Contro

ATTP enforces trust-|evel -based access control at the
protocol |ayer, before application code executes. This is
fundanmentally different fromapplication-layer authorization
(such as QAuth scope checking): ATTP trust evaluation occurs
in protocol m ddl eware and rejects untrusted requests before
they consunme application resources.

Trust levels reflect the cryptographic verification strength
of the agent’'s identity, not the pernissions granted. Trust
answers "how confident is the server in the agent’s identity
and nessage integrity?" while perni ssions answer "what is
the agent allowed to do?" ATTP addresses the former; the
application | ayer addresses the latter.

Trust Level Definitions

ATTP defines five hierarchically ordered trust |evels,
derived fromthe MCPS trust |evel franmework
[draft-sharif-ntps-secure-ncp]:

LO (No Verification): The agent has presented a passport
but the issuer cannot be verified, or the agent has no
established history. LO is the floor; ATTP does not
permt passportless requests.

L1 (ldentity Verified): The agent’'s passport is signed by
a trusted issuer that has verified the agent’s identity.

L2 (Signed Messages): The agent’s passport is verified and
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the request is signed with a valid ECDSA P-256 signature.
L2 is the baseline for nost APl operations.

L3 (Full Verification with Revocation Checking): Passport
verified, request signed, and revocation checking
performed agai nst the issuer’s revocati on endpoint.
Appropriate for sensitive operations such as financia
transacti ons.

L4 (Mutual Authentication with Hardware-Backed Keys):
Al L3 requirenents plus attestation that the agent’s
private key resides in a hardware security nodul e (HSM
or secure enclave. Appropriate for critica
infrastructure operations.
2. Per-Endpoint Trust Declaration
Each APl endpoint declares its minimumtrust |evel as part
of its configuration, not its application code. The ATTP
m ddl eware reads the declared m ni nrum and conpares it
agai nst the agent’'s trust |level (where LO=0, L1=1, L2=2,
L3=3, L4=4).
Exanpl es:
0 Public product catal ogue: L1 m ninmum
0 Standard APl operations: L2 mininmm
0 Paynent processing: L3 mininum
o Critical infrastructure: L4 m nimm
3. Rejection Semantics
When the agent’s trust level is below the endpoint’s

m ni num the m ddl eware MJUST respond with HTTP 403 For bi dden
and the follow ng JSON body:

{
"error": "insufficient_trust_|evel",
"required_level ": "L3",
"agent | evel ": "L1",
"message": "Agent trust |evel insufficient”
}

This rejection occurs at the protocol layer. Application
code is never invoked for insufficient-trust requests.

Per - Message Si gni ng

ATTP mandat es per-nmessage signing for both requests and
responses, providing bidirectional application-Ilayer nmessage
integrity. This is a distinguishing property: HITP does not
si gn nmessages, TLS signs only the transport channel, and
nost APl authentication schenes sign only the request. ATTP
signs both directions.

1. Request Signing

The agent conputes an ECDSA P-256 signature over the
canoni cal i zed request body, the nonce, and the tinestanp.
The signature binds the nessage content to the agent’s
identity (via its private key) and to a specific point in
time (via nonce and tinestanp).



If any byte of the request body is nodified after signing
-- by a proxy, CDN, APl gateway, or any other internediary
-- the signature verification at the server will fail

The signing input for JSON request bodies:

JCS(request _body) + "\n" + nonce + "\n" + tinestanp
The signing input for non-JSON request bodies:
raw_bytes(request_body) + "\n" + nonce + "\n" + tinmestanp

Al'l signatures use ECDSA P-256 with | EEE P1363 r||s encodi ng
and low S nornalization per [ RFC7518] Section 3.4

7.2. Response Signing

The server conputes an ECDSA P-256 signature over the
response body using the server’s private key. The agent
verifies this signature using the server’s public key
obtai ned fromthe JWKS endpoint (Section 9).

Bi di rectional signing provides end-to-end integrity from
agent to server and from server to agent, regardl ess of
intermediaries in the network path.

7.3. Canonical JSON
For JSON payl oads, ATTP uses JSON Canonicalization Schene
(JCS) as specified in [RFC8785] to produce determnistic
byte-level representations for signing:

0 Object keys sorted | exicographically by Unicode code
poi nt .

0 No extraneous whitespace.
o UTF-8 encoding.
0 Nunber serialization per ECMAScript rul es.
JCS ensures that semantically identical JSON docunents
produce identical byte sequences, preventing signature
verification failures caused by formatting differences.
7.4. Signature Verification
Verification MIST fail-closed: any verification error MJST
result in request rejection. The m ddl eware MJST NOT f al
back to unsigned processing.
ECDSA P-256 was selected for its conbination of 128-bit
equi val ent security strength, performance, conpact key size
(suitable for HTTP headers), and ubiquity (supported by al
maj or cryptographic libraries, HSMs, and cl oud KMS
services).
8. Agent Passport
The Agent Passport is the cornerstone of ATTP identity
verification. Every ATTP request MJST carry a valid Agent
Passport. There is no anonynous node and no bypass.
8.1. Passport Structure

The passport is a JW [ RFC7519] conprising three sections:



Header: Specifies the signing algorithm (ES256 for ECDSA

P-256) and the key identifier (kid) of the issuer’s
signi ng key.

Payl oad: Contains identity clainms (see Section 8.2).

Signature: Conputed by the issuer over the header and

8. 2.

payl oad using the issuer’s ECDSA P-256 private key.

Mandat ory Fi el ds

The Agent Passport payl oad MJUST cont ai n:

sub (Subject): The agent’s unique identifier

Exanpl e: "agent - al pha- 001"

iss (lssuer): The identity provider that issued the

passport.
Exampl e: "trust. exanpl e. conf

iat (lssued At): Unix tinestanp of passport issuance.

exp (Expiration): Unix timestanp of passport expiration

trust_level: One of "LO", "L1", "L2", "L3", "L4".

capabilities: Array of capability strings the agent

possesses.
Example: ["read", "wite", "paynent"]

The passport payl oad SHOULD cont ai n:

owner: The individual or organization that owns the agent.

agent _type: Cassification: "autononous",

"sem - aut ononpbus”, or "supervised"

pub_key: The agent’s ECDSA P-256 public key in JWK fornmat

[ RFC7517] or a URI reference to the key.

origin: The domain from which the agent operates, for

8. 3.

ori gi n binding.

Verification Procedure

The ATTP mi ddl eware MJST verify the Agent Passport through
the foll ow ng steps:

1.

Decode the JWI and extract header, payl oad, and
si gnature.

Extract the issuer (iss) claimand resolve the issuer’s
public key via the issuer’s JWKS endpoint or a locally
cached copy.

Verify the JW signature agai nst the header and payl oad
using the issuer’s public key.

Verify that the current tinme is between iat and exp.

Verify that the issuer is in the server’'s |ist of
trusted issuers.

Optionally performorigin binding verification: confirm
that the agent’s declared origin matches the network



origin of the request.

7. For L3 and L4 trust levels, performrevocati on checking
by querying the issuer’s revocation endpoint.

If any step fails, the m ddl eware MJST reject the request
with HTTP 401 and an appropriate error code.

8.4. Relationship to MCPS Agent Passports

ATTP uses the Agent Passport fornmat defined in MCPS
[draft-sharif-ncps-secure-ncp] Section 4, extended with
HTTP-specific clains for transport context. MCPS defines
how to issue, sign, and verify passports; ATTP defines
when and where these operations occur within the HTTP
request-response |ifecycle.

9. Key Discovery
9.1. JVWKS Endpoint
ATTP servers MJST publish their public keys at:
/. wel | - known/ agent -t rust - keys
Thi s endpoi nt serves a JSON Wb Key Set (JVKS) docunent
[ RFC7517] containing one or nore ECDSA P-256 public keys
used for response signing.
The JWKS docunent contains JWK objects wth:
o kty: "EC'" (Elliptic Curve)
o crv: "P-256"
0 X, y: public key coordinates, Base64url -encoded
0 kid: key identifier for key selection
0 use: "sig" (signing)
o alg: "ES256" (ECDSA P-256)
Exanpl e JVWKS docunent :
"keys": [{
"kty": "EC',
"crv': "P-256",
"kid": "server-key-001",
"use": "sig",
"al g": "ES256",

X" ;f83CU3E2xF1898vub9tLelgkmtv76e8Tus9uPHvRVEUZ
"y": "x_FEzZRu9nB6HLN t ue659LNpXWbpCy Sti kYj KI W 5a0"

}H
}

The wel | -known path foll ows [ RFC8615] conventions. The
pat h "agent-trust-keys" avoids collision with other
wel | - known endpoi nts such as /.well-known/jwks.json

9.2. Key Caching
Agents SHOULD cache the JWKS docunent to avoid fetching

it on every request. The HTTP Cache-Control header on the
JVKS response indicates the cache duration. A typica
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cache duration is one hour.

Agents MJST refresh the cached JWKS docunent if they
encounter a response signed with a key identifier (kid)
not present in their cached document.

3. Key Rotation

Key rotation is supported through the JWKS endpoint. Wen
a server rotates its signing key:

1. Publish both old and new keys in the JWKS docunent.
2. Begin signing responses with the new key.
3. After a transition period, renove the old key.

This allows agents with cached old keys to continue
verifying responses during the transition.

Repl ay Protection
1. Nonce Requirenents

Each ATTP request MJUST carry a uni que nonce in the

X- Agent - Nonce header. The nonce MJST be cryptographically
randomwi th a mni mum of 128 bits of entropy, hex-encoded
to a 32-character string. The nonce is included in the
signed content, binding it cryptographically to the request.

An attacker who captures a valid ATTP request cannot nodify
the nonce without invalidating the signature.

2. Tinmestanp W ndow

The X- Agent - Ti nest anp header MJST contain an | SO 8601
timestanp [ RFC3339]. The server MJST reject requests whose
timestanp is outside the acceptabl e w ndow.

The default windowis plus or mnus 300 seconds (5 m nutes)
fromthe server’s current time. Servers MAY configure a

di fferent wi ndow but MJUST NOT exceed plus or mnus 600
seconds.

The tinestanp wi ndow bounds replay vulnerability: even if
an attacker captures a request, they have at nobst the

wi ndow duration to attenpt replay, and the nonce cache
prevents even that.

3. Nonce Store Requirenents

The server MJST nmaintain a nonce store that records all
nonces received within the tinmestanp validity w ndow

0 On receipt: check if nonce exists in store. |If yes,
reject as replay (HTTP 409). |If no, add to store.

0 Nonce entries MJST be expired after the timestanp w ndow
cl oses, boundi ng nenory requiremnments.

o For multi-instance deployments, the nonce store MJST be
shared across instances (e.g., Redis).

The conbi nati on of nonce uni queness and tinestanp w ndow
provi des robust replay protection with bounded resource
consunpt i on.



11. Audit Trail
11.1. Automatic Recording
The ATTP mi ddl eware MJST record every request-response pair
in a tanper-evident audit trail. This recording is
automatic; application code MJUST NOT need to inplenent
| ogging for ATTP interactions.
Each audit record contai ns:
0 Record identifier (UU D v4) [RFC9562]
0 Agent identifier (fromverified passport)
0 Agent trust |eve
0 Agent owner (from passport)
0 Request tinestanp
0 HTTP nmethod and request path
0 SHA-256 hash of request body
0 Request signature (from X-Agent-Si gnat ure)
0 Response status code
0 SHA-256 hash of response body
0 Response signature (from X-Server-Si gnat ure)
0 Processing duration (mlliseconds)

0 Hash pointer to previous audit record

The body itself is not stored (to avoid retaining sensitive
payl oads); the SHA-256 hash enables later verification

11. 2. Hash- Chai ned Records

Each audit record contains a SHA-256 hash of the previous
record’ s serialized content, creating a hash chain per
[draft-sharif-agent-audit-trail]. The first record has a
nul | hash pointer.

This hash chain is tanper-evident: if any record is

nmodi fied, deleted, or inserted, the chain breaks and

tanmpering is detectable by any party that verifies it.
11.3. Export Fornmats

ATTP audit trails MJST support export in the follow ng
formats:

JSONL: One JSON object per line, suitable for |og
aggregation systens and stream ng processors.

Sysl og: RFC 5424 structured data format, suitable for
enterprise SIEMintegration

12. URL Schene

12.1. Schene Definition
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ATTP defines the URI schene "attp" for identifying
resources accessible via the Agent Trust Transport Protocol

The schene is registered per [RFC7595].
Schene synt ax:

attp-URl = "attp://" authority path-abenpty
[ "?" query ] [ "#" fragnent ]

The "attp" scheme inplies:

o Mandatory Agent Passport verification

o Mandatory per-nessage signing (both directions)

0 Mandatory trust-Ilevel evaluation

o0 Mandatory audit trail recording

0 Transport over HTTPS (TLS required)

There is no insecure counterpart. Unlike HTTP (http://
vs https://), the attp:// scheme inherently inplies ful
security.

2. Default Port

The default port for ATTP is 8443. This port is selected
to avoid conflict with the standard HTTPS port (443) while

remaining within the conmon range for secure services

When the port is onmitted fromthe URI, the ATTP agent
conmponent MJST connect to port 8443.

3. URl Format
attp://host[:port]/path[?query]
Exanpl es:
attp://api.exanpl e.com vl/ charges
attp://api.exanpl e.com 9443/ v1l/ users?limt=10
attp://trust.internal.corp/agents/register
Backward Conmpatibility
1. HITP Infrastructure
ATTP nessages are standard HTTP nessages. Al ATTP-
specific information is carried in HITP headers and in the
cryptographic rel ati onshi p between headers and body. No
modi fications to HTTP fram ng, body encoding, or transport
semantics are required

Exi sting infrastructure forwards ATTP transparently:

0 Load bal ancers (HAProxy, NG NX, AWS ALB) forward al
headers includi ng X-Agent-* headers.

0 CDNs (Coudflare, Fastly, Akamai) cache and forward
ATTP responses, preserving X-Server-* headers.

0 Reverse proxies and APl gateways forward ATTP traffic.



0 WAFs inspect ATTP as standard HITP traffic with
addi ti onal headers avail abl e for custom rul es.

0 Mnitoring tools capture ATTP as standard HTTP with
ATTP headers avail able for agent-specific analysis.

ATTP' s per-nessage signing provides security that survives
transit through TLS-terminating internediaries. Wen a
request passes through a TLS-term nating | oad bal ancer,
the ATTP signature renmains verifiable at the backend
server, confirm ng the body was not nodified in transit.

13.2. Upgrade Path

Servers transitioning fromHTTPS to ATTP can operate in
t hree nodes

Strict: Reject all non-ATTP requests (HITP 426 Upgrade
Requi r ed) .

Perm ssive: Accept both ATTP and standard HTTP requests,
appl ying ATTP verification only when ATTP headers are
present.

Upgrade: Accept standard HITP requests but include an
Upgr ade header in responses suggesting ATTP

Non- ATTP servers that receive requests with X-Agent-*
headers will ignore the unknown headers and process the
request as standard HTTP. This enabl es gradual adoption

14. Error Handling
ATTP defines specific error responses for protocol-I|eve
failures, using standard HTTP status codes with structured
JSON error bodies. Al error responses are machi ne-
readabl e for autononous agent consunption

400 Bad Request - nissing_attp_headers:

{
"error": "mssing_attp_headers",
"m ssing_headers”: ["X-Agent-Trust",
" X- Agent - Si gnat ure"]
}

Renedi al action: agent adds m ssing headers.

401 Unaut hori zed - invalid_passport:

"error": "invalid_passport",

"reason": "expired"
Reasons: "signature_invalid", "expired",
"issuer_untrusted", "nmalforned".

Renedi al action: obtain new passport fromi ssuer

401 Unaut hori zed - invalid_signature:
{ o
"error": "invalid_signature",
"reason": "signature_m smatch"

}



Reasons: "signature_m smatch”, "key_m smatch",
"canonicalization_error".

403 Forbidden - insufficient trust |evel
{ _ o
"error”: "insufficient _trust |evel",
"required_level": "L3",
"agent |evel": "L1"
}

Renedi al action: request higher trust level or find
al ternative endpoint.

408 Request Tineout - tinestanp_expired:

{
"error": "timestanp_expired"

}

I ndi cates cl ock skew or del ayed request.
409 Conflict - nonce_reuse:

"error": "nonce_reuse"

}

I ndi cates potential replay attack. No additiona
detail to avoid information | eakage.

426 Upgrade Required - attp_required:

{

"error": "attp_required",

"upgrade": "ATTP/1.0",

"docunentation": "https://exanple.conm attp”
}

Server operates in strict node; ATTP headers required
15. Security Considerations

Mandatory security nodel: ATTP elinmnates the "forgot to
enabl e TLS" class of vulnerabilities. There is no
i nsecure node, no optional signing, and no configuration
that disables security. Every protocol interaction
requires identity, signing, and audit.

Trust evaluation at protocol layer: Trust-gated access
prevents application-layer bypasses. An application
vul nerability cannot bypass trust eval uation because
trust is enforced in protocol m ddl eware before
application code executes.

Bi di rectional signing: Response signing prevents response
tanmpering by internediaries. Unlike TLS, which protects
only the transport channel, ATTP signatures survive
transit through TLS-term nating proxies, CDNs, and | oad
bal ancers.

Repl ay protection: The conbination of unique nonce and
bounded ti mestanp w ndow prevents replay attacks with
bounded resource consunption for the nonce store.

Privacy: Agent identity is visible to the server by design.
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This is intentional for audit and accountability

pur poses. Servers MJST protect agent identity data per
applicable privacy regulations. Agents operating in
privacy-sensitive contexts SHOULD use pseudonynous
identifiers in their passports.

Cl ock skew. The tinmestanp wi ndow (default 300 seconds)
acconmodat es reasonable clock drift. Agents and servers
SHOULD synchroni ze cl ocks via NTP [ RFC5905].

Key compromise: |If an agent’s private key is conprom sed,
the passport issuer SHOULD revoke the agent’s passport.
Servers performng L3+ verification will detect the
revocation. Key rotation procedures are specified in
Section 9. 3.

Algorithmagility: The X-ATTP-Version header enabl es
future protocol versions to introduce post-quantum
signature algorithms w thout breaking backward
conpatibility with existing depl oynents.

Nonce store exhaustion: Attackers may attenpt to exhaust
the nonce store by sending | arge vol unes of unique
nonces. The tinestanp wi ndow bounds the store’s nenory
requirenents. Servers SHOULD i nplenent rate limting
on ATTP requests.

I ANA Consi derations
1. ATTP URI Schere Registration

Thi s docunent requests registration of the "attp" URI
schene per [ RFC7595]:

Schene name: attp
St at us: Per manent

Applications/protocols that use this schene: Agent Trust
Transport Protocol (ATTP)

Contact: R Sharif (contact@gentsign.dev)
Change Controller: |ESG

Ref erences: This docunent

2. Port Nunber Registration

Thi s docunent requests registration of a TCP port nunber
for ATTP:

Service Nane: attp

Transport Protocol: TCP

Assignee: R Sharif (contact@gentsign.dev)
Contact: R Sharif (contact @gentsign. dev)
Description: Agent Trust Transport Protoco
Ref erence: This docunent

Port Nunber: 8443
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3. ATTP Header Field Registration

Thi s docunent requests registration of the followi ng HTTP
header fields in the "Hypertext Transfer Protocol (HTTP)
Fi el d Nane Registry" maintai ned by | ANA:

| Header Field Name | Status | Reference |

doc
doc

st andard
st andard

| X-Agent-Trust | | S |
| X-Agent-Signature | | S |
| X-Agent - Nonce | standard | s doc |
| X-Agent-Ti mestanp | standard | s doc |
| X- ATTP-Versi on | standard | this doc |
| X-Server-Signature | standard | s doc |
| X-Server-Nonce | standard | s doc |
| X-Server-Tinestanp | standard | s doc |
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ix A. Exampl e ATTP Exchange

following is a conplete ATTP request-response exchange
a paynment processing endpoint.

. Request

PCST /vl/charges HTTP/ 1.1

Host: api.exanpl e.com

Cont ent - Type: application/json

X- ATTP-Version: 1.0

X-Agent - Trust: eyJhbGci O JFUzI 1IN | sl nR5cCl 61 kpXVCl s
I mt pzCl 61 nRhLW | eSOWMDEI f Q eyJzdW i O JwyXl t ZWs0
LW vdCOWVDEI LCIpc3M G JOcnVzdCsl eGRt cGx| LmNvbSI
s| m hdCl 6 MIcx MIrc WiVDAWMOW ZXhw | ox Nz Ex Nz g2 NDAW_CJ
0cnVzdF9szXZl bCl 61 kwzl i wi Y2FWYW pbd 0aWzl j pbl n
JI YWQ LCI3cm 0ZSI sl nBheWLl bn@ XSwi b3duzXl i G JBY2
11 I ENvenAi LCIhZ2VudF90eXBlI | j oi YXVOb25vbW1cyJo.
MEUCI QDxR2s. . . signature. ..

X- Agent - Si gnat ure: MEUCI QCvK7n. .. si gnat ur e- over - body

X- Agent - Nonce: alb2c3d4e5f 6a7b8c9d0elf 2a3b4c5d6

X- Agent - Ti nest anp: 2026- 03-29T14: 30: 00. 0002

{"anount ": 5000, "currency": "usd", "description":"Wdget"}
Decoded Agent Passport Payl oad
{
"sub": "paynent-bot-001",
"iss": "trust.exanple.cont,
"iat": 1711700000,
"exp": 1711786400,
"trust_level": "L3",
"capabilities": ["read", "wite", "paynent"],
"owner": "Acnme Corp",
"agent _type": "autononous",
"pub_key": {
"kty": "EC',
"crv": "P-256",
"x": "f83QU3D2xF1Bg8vub9tLe...",
"y": "Xx_FEzRu9nB86HLN t ue659L..."
},
"origin": "agents.acne.conf
}
Response

HTTP/ 1.1 200 XK

Cont ent - Type: application/json

X- Server-Si gnature: MEQCI FhN. .. server-signature...
X- Server-Nonce: fle2d3c4b5a6f7e8d9c0bla2f 3e4d5c6
X- Server - Ti nest anp: 2026- 03-29T14: 30: 00. 150z

{"id":"ch_abc123", "anmount ": 5000, "currency": "usd",



"status":"succeeded"}

PASS (uni que)

A 4. Mddl eware Verification Sequence
1. Extract X-ATTP-Version: "1.0" - PASS
2. Decode X-Agent-Trust JWI
3. Fetch issuer JVKS: trust.exanple.com
/. wel | - known/ agent -t rust - keys
4. Verify passport signhature - PASS
5. Check passport expiration - PASS (not expired)
6. Check issuer trust - PASS (trusted)
7. Extract trust level: L3
8. Endpoint /vl/charges requires: L3
9. Trust check: L3 >= L3 - PASS
10. Verify X-Agent-Signature agai nst body - PASS
11. Check X- Agent-Nonce not in store -
12. Check X-Agent-Tinestanp wi thin wi ndow - PASS
13. Forward to application handl er
14. Sign response body with server key
15. Record audit trail entry (hash-chai ned)
Appendi x B. Conparison with HTTP/ QAut h

The foll owi ng table maps HITP
ATTP equi val ent s.

and QAuth features to their

e e e e e e e eaea oo n e e e e e e e eaea oo n
| HTTP/ QAut h | ATTP Equi val ent

o e e e e e e e e e e oo - o e e e e e e e e e e oo -
| URL Schene |

| http:// (insecure) | (no equival ent, no

| https:// (secure) | insecure node)

| | attp:// (mandatory

| | security)

o e e e e e e e e e e oo - o e e e e e e e e e e oo -
| Identity |

| QAuth Bearer token | Agent Passport (JW with

| (del egated human aut h) | trust level, signed by

| | issuer, mandatory)

o e e e e e e eie oo n o e e e e e e eie oo n
| Request Integrity |

| None (HTTP) | X-Agent-Sighature (ECDSA

| TLS (transport only) | P-256 over body, survives|
| | TLS term nation)

e e e e e e e eaea oo n e e e e e e e eaea oo n
| Response Integrity |

| None (HTTP) | X-Server-Signature (ECDSA |
| TLS (transport only) | P-256 over response)

o e e e e e o e e e e e
| Access Control |

| OQAuth scopes | Trust levels (LO-L4) at

| (application |ayer) | protocol |ayer before

| | app code executes
Tt Tt
| Replay Protection |

| None (HTTP) | X-Agent-Nonce + tinestanp
| CSRF tokens (web only) | (cryptographically bound
| | to signature)

o e e e e e e e e e e oo - o e e e e e e e e e e oo -
| Audit |

| Application-layer |ogs | Automatic hash-chai ned

| (devel oper-inplemented) | audit trail (protoco

| | layer, no dev effort)

o e e e e e e eie oo n o e e e e e e eie oo n

Key Di scovery |
QAut h . wel | - known/ openi d |

/. wel | - known/ agent -t r ust



| -configuration | -keys (JVKS, RFC 7517) |

o e e e e e e e oo o e e e e e e e oo +
| Signing Al gorithm | |
| Varies (RS256, ES256, | ECDSA P-256 only (ES256, |
| HS256, etc.) | ITEEE P1363, lowS norn) |

| Security Model |
| Optional (http vs https) | Mandatory (no insecure |
| Configurable (QAuth) | rnode, no bypass) |

Appendi x C. Server M ddl eware |Inplenmentation Quide

Thi s appendi x provi des gui dance for inplenmenting ATTP
m ddl eware in common web franeworks.

C.1. Express.js (Node.js)
const attp = require(’ attp-m ddl eware’);

/1 dobal: all endpoints require L2 m ninum
app. use(attp({
privat eKey: process. env. ATTP_PRI VATE_KEY,
keyld: 'server-key-001",
trustedl ssuers: [’'trust.exanple.coni],
m nTrust: 'L2",
nonceStore: 'redis://local host: 6379

1)

/1 Per-endpoint: payment requires L3
app. post (' /v1l/ charges’
attp({ mnTrust: 'L3 }),
async (req, res) => {
/1 req.agent.id = "paynent-bot-001"
/1 req.agent.trustlLevel = "L3"
/'l req.agent.owner = "Acne Corp"
const charge = await processPayment (req. body);
res.json(charge);
/1 Response auto-signed by m ddl eware
/1 Audit record auto-generated
}
)

C. 2. FastAPlI (Python)
fromattp i nport ATTPM ddl ewar e

app = Fast API ()

app. add_m ddl ewar e( ATTPM ddl ewar e,
private_key=os. environ["ATTP_PRI VATE_KEY"],
key id="server-key-001",
trusted issuers=["trust.exanple.conl],
mn_trust="1L2",
nonce_store="redis://|ocal host: 6379"

)

@pp. post ("/vl/ charges")
async def create charge(request: Request):
agent = request. state. agent
# agent.id, agent.trust_|evel, agent.owner
return {"id": "ch_abcl123", "status": "succeeded"}

C. 3. JVKS Endpoi nt Setup

The ni ddl eware MJST automatically serve the JVKS
endpoi nt at /.well-known/agent-trust-keys. The



endpoi nt returns:

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control : public, nax-age=3600

"keys": [{
"kty": "EC',
"crv': "P-256",
"kid": "server-key-001",

"use": "sig",

"al g": "ES256",

"x": "<Base64ur| x-coordi nate>",
"y": "<Base64url y-coordinate>"

}H
}

C. 4. C(Operating Mdes
The mi ddl eware supports three operating nodes:

Strict: Reject non-ATTP requests with HTTP 426. Use
for ATTP-only servers.

Perm ssive: Accept both ATTP and regular HTTP. Apply
verification only when ATTP headers present. Use
during mgration.

Upgrade: Accept all requests but suggest ATTP in
responses via Upgrade header. Use for gradual
adopt i on.

C.5. Nonce Store Configuration

Single instance: In-menory store (default).

Multi-instance: Redis or equivalent distributed cache.
Requi red when running behind a | oad bal ancer.

I nterface:

has(nonce: string): bool ean
add(nonce: string, ttl: nunber): void
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