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Abst ract

Aut ononous artificial intelligence (Al) agents are increasingly
performng actions on the Internet that require verifiable identity:
financial transactions, regulated data access, tool invocations,

and inter-agent coordination. Traditional Public Key Infrastructure
(PKI') based on X. 509 certificates was designed for human-operated

clients and long-lived servers. It lacks primtives for graduated
trust scoring, capability constraints, delegation chains, node
provenance, and the epheneral |ifecycles characteristic of Al
agents.

Thi s docunent defines Agent Public Key Infrastructure (APKI), a
certificate-based identity and trust system for autonompus Al
agents. APKI extends X 509v3 with five agent-specific extensions,
defines the agent:// URI schene for agent identification, specifies
Agent Transparency Logs nodelled on Certificate Transparency

(RFC 9162), and provides nmechani sns for cross-organi zational trust
federation. APKI is designed to be conmpatible with existing PK
depl oynents, SPIFFE workl oad identity, and the | ETF W MSE wor ki ng
group’ s specifications.
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1. Introduction
1.1. The Agent ldentity Problem

Large | anguage nodel s (LLMs) and rel ated machi ne | earni ng systens
have enabl ed t he depl oynent of autononbus software agents that
operate with mni mal human supervi sion. These agents initiate
financial transactions, query regul ated databases, invoke externa
tools via protocols such as the Mdel Context Protocol (MCP), and
coordinate with other agents in nulti-agent workflows.

As of early 2026, the MCP ecosystem al one conprises over 97 million
SDK downl oads and 13,000 registered servers. According to the H D
G obal PKI Survey (March 2026), 16% of enterprises are already
issuing digital certificates to Al agents, and 34%cite Al agent
certificates as a top PKI trend.



Despite this rapid adoption, no standard exists for agent-specific
certificate-based identity. Agents currently authenticate using
mechani snms desi gned for human users (QAuth 2.0 bearer tokens, AP
keys) or generic workl oads (SPI FFE SVIDs). These mechani sms | ack
the semantics required for agent trust decisions: graduated trust

| evel s, capability constraints, del egation chains, and node
provenance.

Thi s docunent defines Agent Public Key Infrastructure (APKI), a
certificate-based systemthat provides verifiable identity and
graduated trust for autononmous Al agents.

1.2. Wy Traditional PKI Is Insufficient

Traditional PKI based on X 509 certificates [RFC5280] exhibits
the follow ng deficiencies when applied to Al agents:

Tenporal M smatch: X 509 certificates have validity periods of
days to years. Al agents may be created, execute a task, and
termnate within mlliseconds. Long-lived certificates create
unnecessarily wide vulnerability wi ndows for epheneral entities.

Binary Trust: A certificate is either valid or revoked. Agents
require graduated trust: a newy created agent from an unknown
provi der shoul d receive |ower trust than an established agent
with a verified track record.

No Capabilities: Certificates assert identity but do not constrain
actions. Agents need capabilities bound to their identity: which
tools they may invoke, what spend limts apply, what data they
may access.

No Del egation: Wen a human del egates authority to an agent that
spawns sub-agents, X. 509 provides no mechanismto represent this
del egation chain with capability attenuation

No Provenance: Certificates do not attest which Al nodel executes
within an agent, what version it runs, or what framework hosts
it.

Revocation Latency: CRLs refresh on hourly or daily intervals.

For agents executing thousands of actions per mnute, revocation
| at ency neasured in hours is unacceptabl e.

No Transparency: Certificate Transparency [RFC9162] covers TLS

certificates but no equivalent exists for agent identity.
1.3. Design Goals

APKI is designed with the follow ng goal s:

1. Gaduated trust enbedded in certificates, not external systens

2. Short-lived certificates (mnutes, not years) as the default

3. Capability constraints bound to agent identity

4. Cryptographi c del egation chains with nmonotonic attenuation

5. Transparency logs for agent certificate issuance

6. Conpatibility with existing PKI, SPIFFE, and W MSE



7. Post-quantum al gorithm readi ness

8. Sub-second revocation capability

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

Agent: An autononpus software entity, typically powered by a
| anguage nodel, that perforns actions on the Internet with
m ni mal human supervi si on

Agent Certificate: An X 509v3 digital certificate issued to an
agent, containing the agent’s public key, an agent URI in the
Subj ect Alternative Nanme, and one or nore APKI-specific
ext ensi ons.

Agent CA: A Certificate Authority within the APKI hierarchy that
i ssues Agent Certificates. An Agent CAis typically an
Organi zational Internediate CA

Agent Root CA: The trust anchor of an APKI depl oynent. Qperates
offline and issues certificates only to Organizationa
I nternedi ate CAs.

Agent URI: A Uniform Resource lIdentifier followi ng the agent://
schene that uniquely identifies an agent within a trust domain.

Trust Score: A nunerical value between 0 and 100 incl usive that
represents an agent’s current trust level. Enbedded in the
Agent Trust Score certificate extension

Trust Tier: A classification derived fromthe trust score
UNTRUSTED (0-19), RESTRICTED (20-39), STANDARD (40-59),
ELEVATED (60-79), FULL (80-100).

Trust Decay: The mechani sm by which an agent’s trust score
decreases over tine in the absence of positive behavioura
si gnal s.

Capability Constraint: A binding between an agent’s identity and
specific pernmitted operations, including tool URIs, spend limts,
rate limts, and scope descriptors.

Del egation Chain: A cryptographically |inked sequence of agent
certificates representing authority del egation froma hunman
princi pal through one or nore agents.

Monotoni ¢ Attenuation: The invariant that each delegation in a
chain MUST narrow (never expand) the del egated capabilities.

Agent Transparency Log: An append-only Merkle hash tree that
records agent certificate issuance, enabling nonitoring for
unaut hori zed agent registrations.

Signed Agent Tinestanp (SAT): A signed data structure returned
by an Agent Transparency Log upon certificate subni ssion,
anal ogous to the Signed Certificate Timestanp (SCT) in
Certificate Transparency.

Behavi oural Attestation: Evidence that an agent’s decl ared



capabilities have been verified by a specified nethod.

Model Provenance: |Information about the Al nodel powering an
agent, including nodel fanmily, version, and hosting framework.

Federation: The mechani sm by whi ch organi zati ons exchange trust
bundl es to enabl e cross-organi zati onal agent interactions.

Trust Bundle: A set of CA certificates representing the trust
anchors for an APKI trust dommin, distributed for federation.
3. Architecture Overview
3.1. Component Hierarchy

The APKI system conprises the foll ow ng conmponents:

o e e e e oo oo +
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| Transparency | | Federation |

| Log 1 | | Service
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Agent Root CA: The trust anchor for the entire hierarchy. It

operates offline with private key material in a Hardware
Security Module (HSM. Issues certificates only to
Organi zational Internediate CAs. Validity period: 10-20
years.

Organi zational Internediate CA: Each organi zati on operating Al
agents depl oys one or nore Internediate CAs. These are onli ne,
aut omat ed systens that issue short-lived agent certificates.
Validity period: 1-5 years.

Agent End-Entity Certificates: Short-lived certificates issued
to individual agents. Default validity: 1 hour. Configurable
range: 5 minutes to 24 hours.

Agent Transparency Logs: [|ndependent append-only Merkle trees
recordi ng agent certificate issuance.

Federation Service: Distributes and consunes trust bundl es for
cross-organi zati onal agent interactions.
3.2. Trust Mbdel

APKI replaces the binary valid/revoked trust nodel of traditional
PKI with a graduated trust nodel:

1. Every agent certificate contains a trust score (0-100)



2. Trust scores decay over tinme without positive signals
3. Relying parties enforce mnimmtrust score threshol ds
4. Certificate re-issuance occurs when scores change materially

5. Trust decay serves as soft revocation -- agents that cease
positive operations gradually |ose access

Thi s nodel is analogous to a credit score for financial
transactions: the score reflects accunul ated evi dence about the
agent’s trustworthiness, not nerely the validity of a credenti al
4. Agent URI Schene
4.1. Syntax

The agent URI schene identifies agents within APKI certificates:

agent-uri = "agent://" trust-domain "/" org "/" type "/" instance
trust-donmai n = dns- nane

org = 1*( ALPHA/ DGET / "-" [ " ")

type = 1*( ALPHA/ DGET / "-" [ "_ ")

i nstance = 1*( ALPHA/ DGET / "-" [ "_" )

The trust-donmain component MJST be a valid DNS nane identifying
the organi zational trust boundary. The org conmponent identifies
the operating entity. The type conponent identifies the agent’s
functional classification. The instance conponent uniquely
identifies the specific agent instance.

4.2. Exanpl es
agent://cybersecai . co. uk/ paynent s/ paynent - bot / alb2c3d4
agent : // bank. exanpl e. conf kyc/ veri ficati on-agent/ e5f 6g7h8
agent : //cl oud. exanpl e. or g/ dat a/ pi pel i ne-agent /i 9j 0k1ll 2

4.3. Placenent in X.509 Certificates

The agent URI MUST be placed in the X 509 Subject Alternative
Nane (SAN) extension as a uniformnmResourceldentifier, as defined
in Section 4.2.1.6 of [RFC5280]. This follows the same pattern
establi shed by SPIFFE for workload identity (spiffe:// URIs in
SANS) .

I mpl enent ati ons MUST support agent:// URIs in the SAN

| mpl enent ati ons SHOULD al so support spiffe:// URIs in the sane
certificate for environments that use both APKI and SPI FFE

5. Agent Certificate Profile

5.1. Base Certificate Fields

An APKI agent certificate is a standard X 509v3 certificate
[ RFC5280] with the following field requirenents

Version: MJST be v3 (value 2).

Serial Number: MJST be a unique positive integer assigned by the
i ssuing CA, as per [RFC5280] Section 4.1.2.2.



Signature Algorithm MJST be one of: ecdsa-w th-SHA256 (for
P- 256 keys), Ed25519, or M.- DSA-65 (when post-quantum profiles
are standardi zed).

I ssuer: The distingui shed name of the Organizational Internediate
CA.

Validity: The notBefore and notAfter fields. The validity period
SHOULD be between 5 minutes and 24 hours. The RECOVMENDED
default is 1 hour.

Subject: MAY be enpty. Agent identity is carried in the SAN

Subj ect Public Key Info: The agent’s public key. MJST be one of:
EC P-256, Ed25519, or M.- DSA- 65.

Extensi ons: MJST include SubjectAlternativeNanme with the agent
URI. MJST include at |east one APKI extension. SHOULD include
all five APKI extensions for maxi muminteroperability.

5.2. Agent Trust Scor e Extension

The Agent Trust Score extension enbeds a graduated trust score
within the certificate.

O D: id-pe-agent Trust Score (TBD)
Criticality: MJST be marked non-critical

ASN. 1 Definition:

Agent Trust Score ::= SEQUENCE ({
score | NTEGER (0. .100),
trustTier ENUMERATED ({
unt rusted (0),
restricted (1),
st andard (2),
el evat ed (3),
full (4)
H
decayRat e | NTEGER (0. .100),
| ast Updat ed Gener al i zedTi ne,

conput at i onMet hod UTF8Stri ng OPTI ONAL
}

The score field contains the agent’s current trust score. The
trustTier field contains the tier classification derived fromthe
score. The decayRate field specifies the nunber of trust points
| ost per hour in the absence of positive signals. The

| ast Updated field records when the score was |ast conmputed. The
conput ati onMethod field optionally identifies the scoring

al gorithm

Relying parties MJST verify that the trust score neets their
m ni mum t hreshol d before granting access. A relying party
requiring ELEVATED trust MUST reject certificates with scores
bel ow 60.

5.3. Agent Capabilities Extension

The Agent Capabilities extension binds specific operationa
capabilities to the agent’s identity.



O D id-pe-agentCapabilities (TBD)
Criticality: SHOULD be nmarked non-critical.

ASN. 1 Definition:

Agent Capabilities ::= SEQUENCE {
capabilities SEQUENCE OF Capability
}
Capability ::= SEQUENCE {
tool Uri | A5Stri ng,
scope UTF8Stri ng,
spendLi m t SpendConstrai nt OPTI ONAL,
rateLimt Rat eConst rai nt OPTI ONAL
}
SpendConstraint ::= SEQUENCE {
maxPer Transacti on | NTEGER OPTI ONAL,
maxPer Peri od | NTEGER OPTI ONAL,
peri odSeconds | NTEGER OPTI ONAL,
currency Printabl eString
}
Rat eConstrai nt ::= SEQUENCE {
maxRequest s | NTEGER,
peri odSeconds | NTEGER
}

The toolUri field identifies a permtted tool or APl endpoint.
The scope field describes the operational scope. The spendLimt
field constrains nonetary operations. Mnetary values are
expressed in mnor currency units (e.g., pence, cents). The
rateLimt field constrains invocation frequency.

.4. Agent Del egati on Extension

The Agent Del egati on extensi on encodes the del egati on chain from
a human principal through one or nore agents.

O D: id-pe-agentDel egation (TBD)
Criticality: SHOULD be nmarked non-critical.

ASN. 1 Definition:

Agent Del egati on ::= SEQUENCE {
par ent Cer t Hash OCTET STRING (Sl ZE(32)),
del egati onDept h | NTEGER (0. . 255),
maxDel egati onDepth | NTEGER (0. . 255),
attenuati onRul es Att enuati onRul es,
humanPri nci pal UTF8St ri ng OPTI ONAL

}

Attenuati onRul es ::= SEQUENCE {
capabilitiesSubset BOOLEAN DEFAULT TRUE,
maxTr ust Scor e I NTEGER (0..100) OPTI ONAL,
maxSpendLi m t | NTEGER OPTI ONAL,
scopeNar r owi ng UTF8St ri ng OPTI ONAL

}

The parent CertHash field MUST contain the SHA-256 hash of the
parent agent’'s DER-encoded certificate, creating a cryptographic
bi nding. The del egati onDepth field records the current position
in the chain (0 for agents directly del egated by humans). The



maxDel egati onDepth field sets the upper bound. The RECOVMVENDED
maxi mum del egation depth is 5.

The fundanmental invariant is nonotonic attenuation: a child
agent’s capabilities MJST be a strict subset of its parent’s
capabilities. The issuing CA MJST enforce this invariant at
certificate issuance time. A child agent MJST NOT have a hi gher
trust score, greater spend limt, or broader scope than its
parent .

. 5. Agent Provenance Extension

The Agent Provenance extension attests the conputational provenance
of the agent.

O D: id-pe-agent Provenance (TBD)
Criticality: MJST be marked non-critical.

ASN. 1 Definition:

Agent Provenance ::= SEQUENCE ({
nmodel Fam |y UTF8Stri ng,
nmodel Ver si on UTF8Stri ng,
f ramewor k UTF8Stri ng,
organi zationld UTF8Stri ng,
bui | dHash OCTET STRING (SI ZE(32)) OPTI ONAL,
attest Evidence OCTET STRI NG OPTI ONAL
}
The nodel Fam |y field identifies the Al nodel fanmly (e.g.,
"claude", "gpt", "gemni"). The nodel Version field identifies
the specific version. The framework field identifies the hosting
franmework (e.g., "langchain", "crewai", "nctp-sdk"). The

organi zationld field identifies the operating organization. The
bui l dHash field optionally contains the SHA-256 hash of the
agent’s source code or binary.

.6. Agent Behavi oural Attestati on Extension

The Agent Behavi oural Attestati on extension |inks decl ared
capabilities to verifiable attestation evidence.

O D: id-pe-agentBehavi oural Attestati on (TBD)
Criticality: MJST be marked non-critical.

ASN. 1 Definition:

Agent Behavi oural Attestation ::= SEQUENCE {
decl aredCapabi l i ti esHash OCTET STRI NG (S| ZE(32)),
attestati onMet hod ENUMERATED ({
sel f Decl ar ed (0),
caVerified (1),
thirdParty (2),

har dwar eBound (3)
}1
attestorldentity UTF8String OPTI ONAL,
attestationTi ne Cener al i zedTi ne,
evi dencelri | A5String OPTI ONAL

}

Attestation methods provide increasing | evels of assurance:
sel f-decl ared provides mnimal assurance; CA-verified indicates



the issuing CA tested the agent; third-party indicates an
i ndependent auditor verified capabilities; hardware-bound
i ndi cates capabilities are enforced by a trusted execution
envi ronnent .

6. Trust Score Semantics

6.1. Trust Tiers

Trust scores map to five tiers

| | UNTRUSTED | No access |
| | RESTRI CTED| Read-only, sandboxed |
| 40-59 | STANDARD | Normal operations wthin scope
| | ELEVATED | Sensitive operations, regulated |
| | FULL | Financial, production, audited

Rel ying parties MJST define their mininmnumrequired trust tier
An agent certificate with a trust score bel ow the nmi ni mum MJST
be rejected.

6.2. Trust Decay
Trust scores decay over time wthout positive behavioural signals.
The decay rate is specified in the Agent Trust Score extension as
poi nts | ost per hour
The decay formula is:

current _score = max(0, |last_score - (decay_rate * hours_el apsed))

Where hours_el apsed is calculated fromthe | astUpdated tinestanp
in the Agent Trust Score extension to the current tine.

A typical decay rate of 2 points per hour neans an agent with
an initial score of 80 reaches STANDARD t hreshold (60) after 10
hours and RESTRI CTED t hreshol d (40) after 20 hours without
positive interaction.

Rel ying parties SHOULD conpute the decayed score when eval uating
certificates, not rely solely on the score at issuance time.

6.3. Trust Updates

Rel ying parties report agent behaviour to the Trust Score
Conput ati on Engi ne at the issuing CA

Successful operation: +0.5 to +2 points
Fai | ed operati on: -1 to -5 points
Policy violation: -10 to -25 points
Anonal ous behavi our: -5 to -20 points
Security incident: i medi ate reset to O

The reporting protocol is out of scope for this document and
will be defined in a conpani on specification

6.4. Re-issuance Triggers
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When the trust score changes by nore than a configurable
threshol d (RECOMVENDED default: 10 points), the CA SHOULD i ssue
a replacenent certificate with the updated score. The previous
certificate remains valid until natural expiry.

When the trust score falls below a configurabl e nininmm
( RECOMMVENDED def aul t: 20), the CA SHOULD revoke the certificate.

Agent Certificate Lifecycle
Enr ol | ment

Agent enrollnent follows an ACME-1i ke [RFC8555] pattern adapted
for attestation-based validation

1. The agent generates an ECDSA P-256 or Ed25519 key pair.

2. The agent constructs a Certificate Signing Request (CSR)
per [ RFC2986] containing the desired agent URl and
attestation evidence (nobdel provenance, franework identity,
organi zati onal bi nding).

3. The agent subnits the CSRto its Organizational CA via a
TLS- prot ect ed channel

4. The CA verifies attestation evidence against its policies.

5. The Trust Score Conputation Engine calculates the initia
score based on: attestation strength (0-30 points),
organi zation reputation (0-20 points), nodel provenance
(0-15 points), code attestation (0-15 points), and
hi storical data (0-20 points).

6. The CA constructs the X 509v3 certificate with APK
ext ensi ons popul at ed.

7. The CA submits the certificate to at | east one Agent
Transparency Log.

8. The log returns a Signed Agent Tinmestanp (SAT).

9. The SAT is enbedded in the certificate and delivered to
t he agent.

ssuance

The CA MJST verify the follow ng before issuance:

1. The agent URI trust-donmain matches the CA's authority
2. Attestation evidence is valid per the CA's policies

3. If a delegation extension is present, the parent certificate
is valid and the nonotonic attenuation invariant holds

4. The certificate has been subnmitted to at | east one
Transparency Log and a valid SAT has been received
Renewal

Aut omat ed renewal SHOULD occur at 50% of the validity period.
At renewal :



1. The agent presents its current certificate and fresh
attestation evidence

2. The CA recalculates the trust score incorporating all
behavi oural signals received since |ast issuance

3. Anewcertificate is issued with the updated trust score

4. The new certificate is subnmitted to Transparency Logs

7.4. Revocation
APKI provides three conpl enentary revocati on nmechani sns:

Natural Expiry: Agent certificates have short validity periods
(default 1 hour). A conpromised certificate expires naturally,
limting exposure. This is the primary mechani sm

Certificate Revocation Lists: The CA publishes CRLs with a
refresh interval of 60 seconds or less. CRLs include
cascade-revoked certificates from del egati on chains.

OCSP: The CA provi des OCSP responders with sub-second response
times. QOCSP stapling is supported.

Trust Decay: Serves as soft revocation. An agent that ceases
operations sees its score decay bel ow t hreshol ds, |osing access
wi t hout explicit revocation.

8. Agent Transparency Logs
8.1. Log Structure

Agent Transparency Logs are append-only Merkle hash trees
followi ng the architecture of Certificate Transparency [ RFC9162]
applied to agent certificates.

Each leaf in the Merkle tree is the SHA-256 hash of a subnitted
agent certificate (DER-encoded). The |og operator periodically
signs the tree head (Signed Tree Head, STH), enabling clients to
verify |l og consistency and conpl et eness.

Log operators MJST be i ndependent of the CA hierarchy. Miltiple
i ndependent | ogs SHOULD be operated to prevent single points of
trust.

8.2. Signed Agent Ti nestanps

When a CA subnmits a certificate to a log, the log returns a
Si gned Agent Ti nestanp (SAT) conpri sing:

SAT :: = SEQUENCE {
ver si on | NTEGER
| ogld OCTET STRING (Sl ZE(32)),
ti mest anp | NTEGER
cert Hash OCTET STRING (Sl ZE(32)),
si gnature OCTET STRI NG

}

The logld is the SHA-256 hash of the log’'s public key. The
timestanp is mlliseconds since the Unix epoch. The certHash

is the SHA- 256 hash of the submitted certificate. The signature
is computed over all preceding fields using the log's private
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CAs MUST enbed at |east one SAT in the issued certificate via
a SCTLi st-1i ke extension, anal ogous to [ RFC6962] Section 3. 3.
Moni t ori ng

Organi zati ons SHOULD nonitor Agent Transparency Logs for:

1. Certificates issued within their trust domain wthout
aut hori zati on

2. Agents claimng organizational affiliation w thout proper
del egati on

3. Anomal ous patterns such as bulk registration from unknown CAs

4. Agents with trust scores exceedi ng organi zati onal policy

Del egati on Chai ns

Monot oni ¢ Attenuation |nvariant
The fundanental invariant of APKI del egation is nonotonic
attenuation: at each |level of delegation, the child agent’s
authority MUST NOT exceed the parent’s. Specifically:
1. The child s capability set MJUST be a subset of the parent’s
2. The child s trust score MJUST NOT exceed the parent’s
3. The child s spend limts MJST NOT exceed the parent’s

4. The child s scope MJST be equal to or narrower than the
parent’s

5. The child s del egati on depth MJST be parent’s depth plus one
The issuing CA MJST enforce this invariant. Relying parties
SHOULD verify it by wal king the del egati on chai n.

Del egati on | ssuance

When parent Agent A requests delegation to child Agent B

1. Agent A presents its certificate and the requested child
capabilities to the CA

2. The CA verifies Agent A's certificate is valid and its trust
score neets a m ni mum del egation threshol d.

3. The CA verifies the requested child capabilities satisfy the
nmonot oni ¢ attenuation invariant.

4. The CA verifies the del egation depth would not exceed
maxDel egat i onDept h.

5. The CA issues Agent B's certificate with the AgentDel egation
ext ension contai ning Agent A's certificate hash

Cascade Revocation
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When a parent agent’s certificate is revoked, all descendant
certificates in the del egation chain MIST be automatically
revoked. The CA naintains a delegation tree index and traverses
it upon revocation. OCSP responses for descendant certificates
MUST i mredi ately return "revoked" status.

Federati on
1. Trust Bundl e Exchange
Organi zations publish APKI trust bundles at a well-known URI:

https://{trust-domai n}/.well-known/apki-trust-bundl e

A trust bundle is a JSON docunent contai ning:

{
"trust_domain": "cybersecai.co. uk",
"version": 1,
"issued_at": "2026-04-10T12: 00: 00Z",
"expires_at": "2026-04-11T12: 00: 00Z",
"ca_certificates": |
"<base64- encoded DER certificate>"
I,
"m ni rumtrust_score": 40,
"supported _al gorithns": ["ES256", "Ed25519"]
}

Trust bundl es MUST be served over HITPS. Trust bundl es SHOULD
be refreshed at least daily. This format is conpatible with
SPI FFE trust bundl e federation.

2. Federation Verification

VWhen Organi zation A receives a request froman agent certified
by Organi zation B's CA

1. Oganization Aretrieves Oganization B's trust bundle
(cached with configurable TTL).

2. Organization A verifies the agent’s certificate chain against
Organi zation B's trust bundle.

3. Oganization A checks the agent’s trust score against its
m ni mum threshold for federated agents.

4. 1f all checks pass, access is granted per Organization A's
federation policies.

3. Trust Score Mapping

Organi zati ons MAY define trust score mapping functions to

transl ate between different scoring criteria. For exanple,
Organi zation A nay consider Organization B s agents to be

10 points less trustworthy due to | ower attestation requirenents.

The mapping function is applied after retrieving the certificate

trust score and before conparing against the [ocal m ninum
t hr eshol d.

Security Considerations
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1. Threat Model

This section defines the threat nodel for APKI. The analysis
foll ows the met hodol ogy of [RFC3552] and considers adversaries
at multiple layers of the APKI architecture.

1.1. Attacker Capabilities
APKI considers the follow ng attacker classes:

Net wor k Attacker (Dol ev-Yao): An attacker who can observe,
intercept, nodify, and inject nessages on any network path.
This is the standard Internet threat nodel. APKI mtigates
this through TLS for all conmmuni cations and cryptographic
signatures on all certificates, tinmestanps, and trust bundl es.

Conprom sed Agent: An agent whose private key has been
extracted or whose runtime has been conpromised (e.g., via
pronpt injection, nodel manipul ation, or host conpronise).
APKI mitigates this through short-lived certificates, trust
decay, and cascade revocation

Mal i ci ous Operator: An organi zation that operates agents with
the intent to deceive relying parties about the agents
capabilities, trust level, or provenance. APKI mtigates
this through Transparency Logs, third-party attestation, and
federated trust with m ni num score threshol ds.

Conpromi sed CA:  An Organizational Internediate CA whose private
key has been conprom sed, enabling issuance of arbitrary agent
certificates. APKI mtigates this through Transparency Logs
(detection), Root CA revocation (response), and multi-Iog
consi stency checks (prevention of silent ms-issuance).

I nsider Attacker: A human with legitimte access to the CA or
Trust Score Conputation Engi ne who abuses their position to
inflate scores, issue unauthorized certificates, or suppress
revocations. APKI mtigates this through separation of
duties (CA operator vs. score conputation), Transparency Log
audit trails, and the requirement for nultiple independent
| og operators.

1.2. Assets Under Protection
The foll owing assets are protected by APKI:

Agent ldentity: The binding between an agent’s public key and
its agent URI. Conprom se enabl es inpersonation

Trust Score Integrity: The accuracy of trust scores enbedded
in certificates. Manipulation enables privilege escal ation

Del egation Chain Integrity: The correctness of parent-child
rel ati onshi ps and the nonotonic attenuation invariant.
Conpr om se enabl es unaut hori zed capability expansion

Capability Constraints: The binding between an agent’s identity
and its permtted operations. Bypass enabl es unauthorized
actions (financial transactions, data access, tool invocation).

Transparency Log Integrity: The append-only property of |ogs
and the conpl eteness of log entries. Conproni se enabl es
undet ected m s-i ssuance.

Model Provenance: The accuracy of clains about which Al nopdel
powers an agent. Falsification enables conpliance violations
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in regul ated industries.
1.3. Qut of Scope
The following threats are explicitly out of scope for APKI:

1. Comprom se of the offline Root CA (assumed to be physically
secured in an air-gapped HSM environnent)

2. MVulnerabilities in the underlying Al nodel (pronpt injection,
j ail breaking, hallucination) -- APKI provides identity and
trust, not nodel safety

3. Side-channel attacks on cryptographic inplenentations
4. Conpronise of all Transparency Log operators sinultaneously

5. Quantum conputing attacks on classical algorithns (addressed
by post-quantum mi gration path in Section 11.3)

2. Threat Analysis
2.1. T1: Trust Score Inflation

Threat: An attacker fabricates positive behavioural signals to
inflate an agent’s trust score, causing the CA to issue
certificates with artificially high scores.

Impact: HIGH An agent with an inflated score gains access to
operations requiring ELEVATED or FULL trust (financia
transactions, regul ated data, production environments).

Li kel i hood: MODERATE. Requires the ability to submt
aut henti cat ed behavioural signals to the Trust Score
Conput ati on Engi ne.

M tigations:

- Behavioural signals MJST be authenticated using the
reporting relying party’s credentials

- The Trust Score Computation Engine MJST rate-limt signa
accept ance (RECOMVENDED: maxi mum 10 signal s per agent per
hour fromany single relying party)

- Anonaly detection SHOULD fl ag sudden score increases
(e.g., nore than 20 points in 24 hours)

- Trust scores SHOULD i ncorporate nultiple i ndependent signa
sources; no single relying party should be able to nove a
score by nore than 15 points

- Historical signal patterns SHOULD be comnpared agai nst
popul ati on basel i nes

2.2. T2: Trust Score Ganming via Decay Reset

Threat: An attacker allows an agent’'s score to decay, then
generates a burst of positive signals to obtain a fresh
certificate with a higher-than-warranted score

I npact: MODERATE. The reset score is bounded by the CA' s
conmput ation al gorithm and cannot exceed the maxi numiniti al
score for the agent’s attestation |evel

M tigations:
- The CA MJUST NOT issue a certificate with a score higher
than the agent’s historical peak minus any penalty history
- Decay history MIUST be naintai ned across certificate
renewal s
- The decay rate SHOULD increase for agents with a history
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of rapid score fluctuations
2.3. T3: Delegation Chain Privilege Escal ation

Threat: An attacker creates a del egation chain that bypasses
the monotonic attenuation invariant, resulting in a child
agent with broader capabilities than its parent.

Inmpact: CRITICAL. The child agent could execute operations
(e.g., financial transactions, data exfiltration) that the
parent was not authorized to del egate.

Li kel i hood: LOWIif the CA correctly inplenments attenuation
checks. Higher if the CA has inplenentation bugs.

M ti gations:

- The CA MJST verify the nonotonic attenuation invariant
before issuing any del egated certificate

- Relying parties SHOULD i ndependently verify the invariant
by wal ki ng the del egation chain (checking each parent
certificate's capabilities are a superset of the child's)

- The del egation depth MJUST be checked agai nst
maxDel egati onDept h at issuance

- Inplementati ons MUST treat attenuation verification
failures as CRITICAL errors and refuse issuance

2.4. T4: Rogue Certificate |Issuance

Threat: A conpromi sed O ganizational Intermediate CA issues
agent certificates with fabricated trust scores, false
capabilities, or spoofed agent URIs

Inmpact: CRITICAL within the conpromi sed trust domain. Agents
with fraudul ent certificates could inpersonate |egitinmate
agents, execute unauthorized operations, and evade detection.

Li kel i hood: LOW (requires CA key conprom se or insider attack).

M ti gations:

- Al certificates MIST be subnitted to at |east one
Transparency Log before issuance; certificates wthout
valid SATs MUST be rejected by relying parties

- Organi zati ons MJST nonitor Transparency Logs for
certificates issued within their trust domain

- The Root CA MJST mamintain the ability to revoke any
Intermediate CA certificate within 60 seconds

- Cross-l1og consistency checks (gossip protocols) SHOULD
detect split-view attacks where a rogue CA subnits
different certificates to different |ogs

- Relying parties SHOULD require SATs fromat |east two
i ndependent | ogs for ELEVATED and FULL trust operations

2.5. T5: Transparency Log Manipul ation

Threat: An attacker conprom ses a Transparency Log operator
and inserts, nodifies, or suppresses |log entries.

Impact: H GH  Enabl es undetected rogue certificate i ssuance
(T4) or conceal nent of conprom sed agents.

Li kel i hood: LOWif multiple independent |ogs are required.

M ti gations:
- Log operators MJST sign tree heads at regular intervals
( RECOMMVENDED: every 60 seconds)
- Mnitors MIST verify | og consistency by requesting
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i nclusion proofs and consi stency proofs

- Relying parties SHOULD accept SATs only from | ogs that
have been independently audited within the last 24 hours

- A mninumof two independent |ogs operated by different
entities in different jurisdictions is RECOWENDED

- Log operators SHOULD i npl emrent append-only storage with
hardware wite-once guarantees where avail abl e

2.6. T6: Agent |npersonation via Key Theft

Threat: An attacker extracts an agent’'s private key and uses
it to inpersonate the agent during the certificate's validity
peri od.

Inmpact: H GH The attacker can perform any operation the
legitimate agent is authorized for

Li kel i hood: MODERATE for software-stored keys. LOWfor
HSM bound keys.

M ti gations:

- Short-lived certificates (default 1 hour) linmit the
wi ndow of exposure

- HSM bound keys (PKCS#11, TPM cloud KMS) prevent key
extraction; inplenentations SHOULD default to HSM st orage
for agents with ELEVATED or FULL trust

- Trust decay reduces the value of stolen credentials over
time even within the validity period

- Chal l enge-response protocols at the application |ayer
provi de additional proof-of-possession beyond certificate
present ati on

- Relying parties MAY require DPoP (Denonstration of
Pr oof - of - Possessi on) for high-val ue operations

2.7. T7: Trust Dommin Spoofing

Threat: An attacker registers a trust domain simlar to a
| egitimate organi zation (e.g., cybersecai.co.uk vs.
cybersec-ai.co.uk) and issues agent certificates that
appear to belong to the legitinmate organization

Impact: HGH Relying parties may trust spoofed agents,
| eading to data exposure or financial |oss.

Li kel i hood: MODERATE. Requires registering a simlar domain
and establishing an APKI CA, but does not require
conmprom sing any legitimate infrastructure

M tigations:

- Trust bundl es MUST be exchanged via pre-configured,
aut henti cated channel s (not auto-di scovered)

- Federation agreenents MJST be established out-of-band
with identity verification of the counterparty

- Relying parties MJUST NOT accept agent certificates from
trust domains not present in their configured trust bundle
set

- Transparency Log nonitors SHOULD al ert on new trust
domai ns that are typographically simlar to existing
nmoni t ored domai ns

2.8. T8: Capability Constraint Bypass

Threat: An agent or its operator attenpts to invoke operations
beyond those specified in the Agent Capabilities extension,
hopi ng that the relying party does not enforce capability
checks.



Impact: H GH Unauthorized financial transactions, data
access, or tool invocations.

Li kelihood: HGHif relying parties treat capability checking
as optional

M ti gations:

11.2.09.

Rel ying parties MJST verify the Agent Capabilities
extension before granting access to any protected resource
The tool Uri in the capability MJUST natch the resource
bei ng accessed; w | dcard matchi ng MJST NOT be used

Spend limts MJST be enforced by the relying party
(paynent processor, APl gateway) independently of the
agent’s self-reported spending

Rate limts MJUST be enforced server-side using the
certificate's rate constraint val ues

I mpl enentati ons MJUST fail closed: if the AgentCapabilities
extension is absent or unparseable, access MJST be denied

T9: Model Provenance Fal sification

Threat: An operator falsifies the Agent Provenance extension,
claiming an agent uses an approved nodel (e.g., O aude) when
it actually uses an unapproved or fine-tuned nodel

I npact: MODERATE to HIGH in regul ated industries where nodel
approval is required for conpliance.

Li kel i hood: MODERATE. Sel f-decl ared provenance is trivially
falsifiable. CA-verified provenance is harder to fake.

M ti gations:

11. 2. 10.

Rel ying parties requiring high assurance MJST require
attestati onMet hod of caVerified (1) or higher

CAs providing caVerified attestati on MJST verify node
provenance through technical means (APl introspection,
nodel fingerprinting, or franmework-|evel attestation)
Third-party attestation (2) SHOULD be required for

regul ated use cases (financial services, healthcare)
Har dwar e- bound attestation (3) using TEE attestation
reports provides the highest assurance and SHOULD be
used where avail abl e

Bui |l d hashes in the Agent Provenance extension SHOULD be
verified agai nst a known-good build registry naintained
by the nodel provider

T10: Cascade Revocation Evasion

Threat: A child agent detects that its parent is about to be
revoked and races to perform unauthorized operations before
the cascade revocation propagates.

I mpact: MODERATE. Limited by the speed of cascade propagation
and the short validity period of certificates.

Li kel i hood: LOW Requires the child agent to have advance
know edge of the parent’s revocation

M tigations:

Cascade revocation MJST propagate to OCSP responders
within 1 second of the parent’s revocation

CRLs MJST be updated within 60 seconds

Rel yi ng parties perform ng high-value operations SHOULD
performreal -ti me OCSP checks rather than relying on
cached CRL data
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- The del egation tree i ndex maintained by the CA MIST be
updated atomically with the parent’s revocation

3. Post-Quantum Consi derati ons

APKI certificates MJST support mgration to post-quantum
al gorithnms as standardized by NIST. The followi ng mgration
path i s RECOMVENDED

Phase 1 (Current): ECDSA P-256 and Ed25519 as primary
al gorithms.

Phase 2 (Transition): Conposite signatures conbining a
cl assical algorithm (ECDSA P-256 or Ed25519) with a
post - quantum al gorithm (M.- DSA-65) in the same certificate.
Both signatures MUST be valid for the certificate to be
accept ed.

Phase 3 (Post-Quantum): M.-DSA-65 or SLH DSA as standal one
al gorithms once classical algorithns are deprecated.

| mpl enent ati ons MJST support algorithmagility in all protoco
messages to enable migration without infrastructure replacenent.
The Signature Algorithmfield in agent certificates MJST be
checked by relying parties against a locally configured |ist of
acceptabl e al gorithns.

4. Privacy Considerations

Agent URI's may reveal organizational structure, agent types,
and depl oyment topol ogy. The follow ng privacy neasures are
RECOMVENDED:

1. Organizations SHOULD use opaque instance identifiers rather
than sequential or predictable val ues

2. The type conponent of agent URIs SHOULD use generic
functional nanes rather than nanes that reveal business
| ogi c

3. Transparency Log entries are public; organizations MJST
consi der that agent registrations, capabilities, and trust
scores in Transparency Logs are observabl e by any party

4. Trust score values in certificates may reveal information
about an agent’s operational history; organizations
operating in sensitive contexts SHOULD eval uat e whet her
this information | eakage is acceptable

5. Federation trust bundles reveal the existence of
i nter-organi zational relationships; organizations SHOULD
consi der whet her publishing trust bundles at well-known
URI s exposes sensitive partnership information

5. Denial of Service Considerations
The foll owi ng conponents are susceptible to denial of service:

Transparency Logs: Volunetric attacks agai nst | og submi ssion
endpoi nts can prevent certificate issuance. Log operators
MUST i nmpl enent rate limting, geographic distribution, and
DDoS mtigation.

OCSP Responders: Overwhel mi ng OCSP responders can prevent
revocation checking. OCSP stapling SHOULD be used to reduce
responder load. Relying parties MJST define a fail-closed
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policy when OCSP is unreachabl e.

Trust Score Conputation Engine: Flooding the engine with
behavi oural signals can cause score instability. The engine
MUST i npl ement per-source rate liniting and signal
aut henti cati on.

Federation Endpoints: Trust bundl e endpoints may be targeted
to prevent cross-organi zational trust establishnent. Trust
bundl es SHOULD be cached with configurable TTLs and served
from CDN infrastructure.

I ANA Consi derations

Thi s docunent requests the followi ng | ANA registrations:

1. URI Schere Registration

Schene nane: agent

Status: Pernmanent

Applications/protocols: Agent Public Key Infrastructure (APKI)

Contact: |ETF

Change controller: |ETF

Ref erence: This docunment, Section 4

2. SM Security for PKIX Certificate Extension O Ds

The following O Ds are requested under
id-pe (1.3.6.1.5.5.7.1):

i d- pe-agent Trust Score (TBD1)
i d- pe-agent Capabilities (TBDR2)
i d- pe-agent Del egati on (TBD3)
i d- pe- agent Provenance (TBD4)

i d- pe- agent Behavi oural Attestati on (TBD5)

3. Well-Known URI Registration

URI suffix: apki-trust-bundle

Change controller: |ETF

Speci fication docunent: This docunment, Section 10.1

Rel ated i nfornation: None
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Appendi x A ASN. 1 Modul e

APKI - 2026
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- apki -2026(TBD) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

| MPORTS
Ext ensi ons
FROM PKI X1Explicit88
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms(5) pkix(7)
i d-nod(0) id-pkixl-explicit(18) }

-- OD Arc for APKI Extensions

i d- pe-agent Trust Score OBJECT | DENTIFIER :: =
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) pe(l) TBDLl }

i d- pe-agent Capabilities OBJECT I DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) pe(1l) TBD2 }

i d- pe-agent Del egati on OBJECT | DENTI FIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) pe(l) TBD3 }

i d- pe-agent Provenance OBJECT | DENTIFIER :: =
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) pe(l) TBD4 }

i d- pe-agent Behavi oural Attestati on OBJECT | DENTIFIER :: =

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) pe(1l) TBD5 }

-- Agent Trust Score Extension

Agent Trust Score ::= SEQUENCE {
score | NTEGER (0. .100),
trustTier ENUMERATED {
unt rust ed (0),
restricted (1),
st andard (2),
el evat ed (3),
full (4)
H
decayRat e I NTEGER (0. .100),
| ast Updat ed Gener al i zedTi e,
conput at i onMet hod UTF8Stri ng OPTI ONAL
}
-- Agent Capabilities Extension
Agent Capabi lities ::= SEQUENCE {
capabilities SEQUENCE OF Capability
}

Capabi lity ::= SEQUENCE {



tool Uri | A5Stri ng,

scope UTF8Stri ng,
spendLi m t SpendConstrai nt OPTI ONAL,
rateLimt Rat eConst rai nt OPTI ONAL

}

SpendConstraint ::= SEQUENCE {
maxPer Transaction | NTEGER OPTI ONAL,
maxPer Peri od | NTEGER OPTI ONAL,
peri odSeconds | NTEGER OPTI ONAL,
currency PrintableString

}

Rat eConstrai nt ::= SEQUENCE {
maxRequest s I NTECER,
peri odSeconds | NTEGER

}

-- Agent Del egati on Extension

Agent Del egation ::= SEQUENCE ({
par ent Cert Hash OCTET STRI NG (SI ZE(32)),
del egati onDept h I NTEGER (0. . 255),
maxDel egati onDepth | NTEGER (0. . 255),
attenuati onRul es Att enuati onRul es,
humanPr i nci pal UTF8St ri ng OPTI ONAL

}

At t enuati onRul es ::= SEQUENCE {
capabilitiesSubset BOOLEAN DEFAULT TRUE,
maxTr ust Scor e I NTEGER (0..100) OPTI ONAL,
maxSpendLi m t | NTEGER OPTI ONAL,
scopeNar r owi ng UTF8St ri ng OPTI ONAL

}

-- Agent Provenance Extension

Agent Provenance ::= SEQUENCE {
nmodel Fam |y UTF8Stri ng,
nmodel Ver si on UTF8Stri ng,

f r amewor k UTF8Stri ng,

organi zationld UTF8Stri ng,

bui | dHash OCTET STRI NG (SI ZE(32)) OPTI ONAL,
attest Evidence OCTET STRI NG OPTI ONAL

}

-- Agent Behavi oural Attestati on Extension

Agent Behavi oural Attestation ::= SEQUENCE {
decl aredCapabi l i ti esHash OCTET STRI NG (S| ZE(32)),
attestati onMet hod ENUMERATED ({

sel f Decl ar ed (0),
caVerified (1),
thirdParty (2),
har dwar eBound (3)
b
attestorldentity UTF8String OPTI ONAL,
attestationTi nme Gener al i zedTi e,
evi dencelri | A5String OPTI ONAL
}

-- Signed Agent Ti mestanp



Si gnedAgent Ti mest anp :: = SEQUENCE {

}
END

version | NTEGER,

l ogl d OCTET STRING (Sl ZE(32)),

timestanp | NTECER,

cert Hash OCTET STRING (Sl ZE(32)),
signature OCTET STRI NG

Appendi x B. Exanple Agent Certificate

The

following is a conceptual representation of an APKI agent

certificate (actual DER encoding onmtted for readability):

Certificate:

Version: 3
Serial Nunber: 7a:3b:c4:d5:e6:f7:08:19
Signature Algorithm ecdsa-w th-SHA256
| ssuer: CN=Cyber SecAl Org CA, O=Cyber SecAl Ltd, C=GB
Validity:
Not Before: Apr 10 12:00:00 2026 UTC
Not After: Apr 10 13:00:00 2026 UTC
Subj ect: (enpty)
Subj ect Public Key Info:
Al gorithm EC (P-256)
Public Key: 04:al:b2:c3:...
X509v3 Ext ensions:
Subj ect Alternative Nane:
URI : agent://cybersecai.co. uk/ paynments/bot/alb2c3
Agent Tr ust Scor e:
Score: 75
Ti er: ELEVATED
Decay Rate: 2 points/hour
Last Updated: Apr 10 12:00: 00 2026 UTC
Agent Capabi liti es:
Tool : ntp://stripe.com charges/create
Scope: paynents
Max Per Transaction: 100000 (GBP 1000. 00)
Max Per Period: 500000 (GBP 5000. 00/ day)
Rate: 60 requests/ 3600 seconds
Tool : ntp://sanctions. agent pass. co. uk/ screen
Scope: anl -screening
Rate: 120 requests/ 3600 seconds
Agent Del egati on:
Parent Cert Hash: sha256: 8f 4e2d. ..
Del egation Depth: 1
Max Del egation Depth: 3
Attenuation: capabilities-subset=TRUE
Hurmman Principal: raza.sharif @ybersecai. co. uk
Agent Pr ovenance:
Model : cl aude / opus-4-6
Framewor k: ncp- sdk
Organi zation: Cyber SecAl Ltd
Bui | d Hash: sha256: 3c7b9a. ..
Agent Behavi our al Att est ati on:
Capabi lities Hash: sha256:5d1e8f. ..
Met hod: caVerified
Attestor: CyberSecAl O g CA
Time: Apr 10 11:55:00 2026 UTC
Si gned Agent Ti nest anps:
Log: Cyber SecAl - ATL-01
Tinme: Apr 10 11:59:58 2026 UTC
Si gnature: 30:45:02:21:...



Signature Algorithm ecdsa-w th-SHA256
Si gnature Val ue: 30:46:02: 21: ..

Appendi x C. Conparison with Existing Systens

o e e e e oo oo R, R R R R R +
| Feature | X 509 | SPIFFE] WMSE| QAuth | DID | APKI |
S D S S S S S +
| Cert-based | Yes | Yes | No | No | No | Yes

| Trust scoring | No | No | No | No | No | Yes

| Capabilities | No | No | No | Scope | VC | Yes |
| Del egation | Proxy | No | No | Chain | No | Yes

| Provenance | No | No | No | No | No | Yes |

| Transparency | CT | No | No | No | No | ATL |

| Short-Ilived | Rare | Yes | NNA | Yes | NA | Yes |

| Agent-specific | No | No | No | No | No | Yes |

| Federation | Coss | Yes | Yes | No | Yes | Yes

o e e e e oo oo R, R R R R R +

APKI is the first systemto conbine certificate-based identity
with graduated trust scoring, capability constraints, del egation
chai ns, nodel provenance, and transparency |oggi ng specifically
desi gned for autononous Al agents.

Aut hor’ s Addr ess

Raza Shari f
Cyber SecAl Ltd
London

Uni ted Ki ngdom

Emai | : raza.sharif @ut| ook.com
URI : https://cybersecai. co. uk



