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Abstract

Thi s docunent defines a cryptographic attestation franmework for
the conplete lifecycle of artificial intelligence nodels, from
traini ng data provenance through nodel weight signing,
quantization verification, deploynent attestation, and per-

i nference output signing. The framework creates an unbroken
chai n of cryptographic evidence binding each inference output to
the specific nodel version, training data, and depl oynent
configuration that produced it.

The framework uses ECDSA P-256 digital signatures, SHA-256

hash functions, Merkle trees for corpus attestation, and JSON
Web Key Sets (JVKS) for key discovery. It addresses docunented
threats including nodel distillation attacks, quantization

poi soni ng, training data manipul ati on, silent nodel degradation,
and i nference output tanpering.

Thi s specification conplenents the Agent Trust Transport Protoco
(ATTP) [draft-sharif-attp-agent-trust-transport], MCPS nessage
signing [draft-sharif-ncps-secure-ncp], and the Agent Audit

Trail format [draft-sharif-agent-audit-trail] to provide end-to-
end cryptographic verification fromdata ingestion to consuner
delivery.
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1. I nt roduction

Artificial intelligence nodels traverse a conplex lifecycle from
training data collection through nodel training, optional fine-
tuni ng, quantization, deployment, and inference serving. At each
stage, the nodel or its outputs may be tanmpered with, substituted,
or m srepresented.

Current security neasures address individual stages in isolation

0 Sigstore (OpenSSF) signs nodel files at rest but does not
cover inference outputs or training data provenance.

0 CycloneDX and SPDX docunent nodel |ineage as netadata but
provi de no cryptographic verification

0 TLS protects nodel downloads in transit but not against
nmodi fication after TLS term nation.

0 No production system provi des per-inference output signing
that binds outputs to specific nodel versions and training
dat a.

Thi s specification defines a unified cryptographic attestation
framework that creates an unbroken chain fromtraining data to
i nference output. Each stage produces a signed attestation that
ref erences the previous stage, enabling end-to-end verification

The framework is notivated by docunented incidents:

o Industrial-scale nodel distillation: Three Al | aboratories
created 24, 000+ fraudul ent accounts and conducted 16 mllion+
exchanges to extract capabilities froma frontier nodel
(February 2026).

0 Quantization poisoning: Research denonstrated 88. 7% success
rate for adversarial weight injection in quantized nodel s
that pass all standard security checks (2025).

0 Training data poisoning: Only approxi mately 250 poi soned
docunents can conproni se LLMs across all nodel and dat aset
sizes (2025).



0 Supply chain conpronise: A conpronised PyPl package with 97
mllion nmonthly downl oads intercepted Al service credentials
(March 2026).

o Silent nodel degradation: APl providers substituting |ower-
capability nodels without notification to consumners.

1.1. Scope

Thi

s specification covers:
o Cryptographic attestation of training data corpora

o Digital signing of nbodel weights (full-precision and
quant i zed)

0 Deploynent attestation binding signing keys to specific
nodel instances

o0 Per-inference output signing with nodel provenance netadata
o Verification procedures for consumers
o Key managenent |ifecycle

Thi s specification does not cover nodel watermarking,
fingerprinting, or behavioural verification nethods, which
operate at a different |ayer.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

Training Data Attestation: A signed Merkle tree root covering
t he SHA-256 hashes of all docunments in a training corpus.

Model Weight Signature: An ECDSA P-256 signature over the
SHA- 256 hash of nodel weight tensors.

Quanti zation Attestation: A signed record binding a quantized
nmodel to the full-precision nodel fromwhich it was derived,
i ncludi ng per-1layer error bounds.

Depl oyment Attestation: A signed record binding an inference
signing key to a specific nodel deploynment, including nodel
i dentity, weight hash, and hardware attestation.

Inference Signature: An ECDSA P-256 signature over an inference
out put, bound to nodel identity netadata and a verifiable
ti mest anp.

Attestation Chain: The ordered sequence of attestations from
training data through inference output, where each attestation
ref erences the hash of the previous attestation.

3. Threat Mbdel
3.1. Threats to Training Data

TDL - Data Poisoning: Adversary inserts nalicious docunments
into the training corpus to nmani pul ate nodel behavi our.



Research denonstrates that approxi mately 250 poi soned
docunents are sufficient to conprom se nodels of any size

TD2 - Unlicensed Data: Training corpus includes copyrighted
material w thout authorisation. Miltiple lawsuits with
darmages exceeding $4 billion are pending as of March 2026

TD3 - Data Provenance Falsification: Provider clains training
data neets certain quality or licensing criteria wthout
crypt ographi ¢ proof.

3.2. Threats to Mbdel Wights

MAL - Weight Theft: Adversary exfiltrates nodel weights for
unaut hori sed use or conpetitive advantage. The first
crimnal conviction for Al-related econom ¢ espi onage
occurred in January 2026

MA2 - Wi ght Tanpering: Adversary nodifies nodel weights to
i nsert backdoors or degrade perfornmance

MAB - Silent Substitution: Provider silently replaces a high-
capability nodel with a | ower-capability nodel to reduce
serving costs.

3.3. Threats to Quantization

Q1 - Quantization Poisoning: Adversary produces a nalicious
quantized nodel that appears benign in full precision but
contai ns adversarial behaviour in the quantized
representation. Denonstrated at 88. 7% success rate.

Q2 - Quantization M srepresentation: A quantized nodel is
falsely claimed to be derived froma specific full-precision
nodel .

3.4. Threats to Inference

IF1 - Qutput Tanpering: Internediary nodifies inference outputs
after generation and before delivery to the consuner.

IF2 - Qutput Replay: Adversary replays a previously generated
output for a different query.

I F3 - Model I|npersonation: Adversary serves outputs froma
di fferent nodel (including distilled copies) while claimng
they are fromthe original nodel.

IF4 - Timestanp Falsification: Provider backdates or
postdates inference tinmestanps.

4. Attestation Chain Architecture
The attestation chain creates a |linked sequence of signed records:
| Training Data |

| Attestation |
| (Merkl e Root) |

Fomm e - o - Fomm oo - +
|
v
T S +
| Mbdel Weight |
| Signhature |
I I

(refs training)
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| Quantization | (optional)
| Attestation
| (refs full nodel) |

S SRR TS +
I
v
Fommmaa - I +
| Depl oynent |

| Attestation
| (refs nodel +key) |

| I'nference |
| Signature |
| (refs depl oynent)

Each attestation contains:
o0 A reference (hash) to the previous attestation in the chain
0 Stage-specific nmetadata
0 An ECDSA P-256 signature over the attestation content
o Atinmestanp
Verification proceeds by wal king the chain from any point back
to the training data attestation, verifying each signature and
hash reference
Training Data Attestation
Cor pus Hashi ng
Each docunment in the training corpus is hashed individually:
docunent _hash = SHA- 256( docunent byt es)
Docunent hashes are assenbled into a Merkle tree. The tree
is constructed with SHA-256 as the hash function, using the
met hod specified in RFC 6962 Section 2.1 (certificate
transparency Merkle tree).
Attestation Format
"attestation_type": "training_data",
"version": "1.0",
"corpus_id": "gpt4-train-2026-ql",
"merkle_root": "<SHA-256 Merkle root>",
"docunent _count": 15000000,
"total _tokens": 1200000000000,

"license_attestation": {
"all _licensed": true,

"l'i cense_types": ["CC-BY-4.0", "Apache-2.0", "public-domain"],

"audit _date": "2026-03-01T00: 00: 00Z"
} i)
"poi son_screening": {
"method": "statistical _outlier_detection",



"screening_date": "2026-03-01T00: 00: 00Z",
"docunents _flagged": O
} i)
"timestamp": "2026-03-15T10: 00: 00Z",
"issuer": "training-pipeline-ca",
"signature": "<ECDSA-P256-si gnat ure>"
}

5.3. Inclusion Proofs

For any individual docunent, the provider can generate a Merkle
i nclusion proof denonstrating that the docunent was part of the
attested corpus, without revealing the entire corpus. This
enabl es sel ective disclosure for audit and | egal purposes.

6. Model Weight Signing
6.1. Weight Hashing
For nodels small enough to hash in their entirety:

wei ght _hash = SHA-256(concat enati on of all weight tensors
i n canoni cal order)

For | arge nodel s where single-hash conputation is inpractical,
a per-layer Merkle tree is constructed:

| ayer _hash[i] = SHA-256(wei ght_tensor[i])
wei ght _nmerkl e_root = Merkl eRoot (| ayer _hash[0..N])

6.2. Signing Format

"attestation_type": "nodel weights",
"version": "1.0",
"nodel _id": "gpt-4-turbo-2026-03-31",
"nmodel _version": "2026.03. 31",
"wei ght _hash": "<SHA-256 or Merkl e root>",
"hash_net hod": "nmerkle_per |ayer",
"l ayer _count": 96,
"paramet er _count": 1800000000000,
"architecture": "transforner_decoder",
"training_attestation_hash": "<SHA-256 of training attestation>",
"training_run_id": "run-2026-ql-final",
"timestanmp": "2026-03-20T00: 00: 00Z",
"issuer": "nodel -signing-ca"
"signature": "<ECDSA-P256-si gnature>"

}

The training attestation_hash field links this attestation to
the training data attestation, creating the second link in
t he chain.

7. Quantization Verification

7.1. Quantization Attestation

When a nodel is quantized (e.g., to GAUF, AWQ, or GPTQ fornmat),
the quanti zation process produces an attestation

{
"attestation_type": "quantization",
"version": "1.0",
"source_nodel id": "gpt-4-turbo-2026-03-31",
"source_wei ght _hash": "<SHA-256 of full-precision weights>",

"source_wei ght _signature": "<signature from Section 6>",



. 2.

"quanti zati on_net hod": "gguf-q4_k ni,
"quanti zed _hash": "<SHA-256 of quantized fil e>",
"layer_manifest": [
{
"layer": "attention.O.weight",
"source_hash": "<SHA-256>",
"quanti zed_hash": "<SHA-256>",
"max_absol ute_error": 0.0012,
"mean_squared_error": 0.00003

}

del _wei ght _attestation_hash": "<SHA-256 of weight attestation>",
"quantization_tool": "I|lama.cpp-b4567",
"quanti zation_tool hash": "<SHA-256 of quantization tool binary>",
"timestamp": "2026-03-25T00: 00: 00Z",
"issuer": "quantization-ca",
"signature": "<ECDSA-P256-si gnature>"

]

Error Bounds

The | ayer_nmanifest includes per-layer error nmetrics between the
full-precision and quanti zed weights. Verifiers can check that
error bounds are within acceptable tol erances. Abnornally high
errors on specific layers may indicate adversarial nodification
during quanti zati on.

I mpl ement ati ons SHOULD define maxi num acceptabl e error threshol ds
per quantization nethod. Quantized nodel s exceeding these
t hreshol ds SHOULD be rej ect ed.

Depl oynment Attestation
When a nodel is deployed to an inference endpoint, the depl oynent

process generates a signed attestation binding the inference
signing key to the specific nodel

{
"attestation_type": "deploynent",
"version": "1.0",
"depl oynment _i d": "depl oy- gpt 4t - us- east- 001",
"nodel _id": "gpt-4-turbo-2026-03-31",
"wei ght _hash": "<SHA-256 of depl oyed wei ghts>",
"wei ght _attestation_hash": "<SHA-256 of weight or quant attestation>",
"inference_key id": "nodel -gpt4t-2026-03-31-001",
"inference_public_key": {
"kty": "EC',
"crv': "P-256",
"x": "<base64url >",
"y": "<base64ur| >"
}
"hardware_attestation": {
"platform': "nvidia-hl00-confidential",
"attestation_quote": "<base64>"
}
"jwks_endpoint": "https://api.provider.con.well-known/ nodel -keys",
"depl oynment _tinestanp": "2026-03-31T00: 00: 00Z",
"issuer": "depl oynent-ca",
"signature": "<ECDSA-P256-si gnature>"
}
The inference_public_key is the key that will sign all inference

outputs fromthis deploynent. Publishing it via JWS enabl es
consuners to verify outputs wthout contacting the provider
directly.
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I nference Qutput Signing
1. Signing Process
For each inference request, the inference engine:
1. Generates the output (text, emnbeddi ngs, structured data)

2. Constructs the signature payl oad:

{
"out put _hash": "<SHA-256 of raw output bytes>",
"model _id": "gpt-4-turbo-2026-03-31",
"nmodel _version": "2026.03. 31",
"wei ght _hash": "<SHA-256 of depl oyed wei ghts>",
"depl oynment i d": "depl oy-gpt 4t - us-east-001",
"key_id": "nodel - gpt4t-2026-03-31-001",
"timestanp": 1711900000,
"nonce": "<uni que- per-request>",
"request hash": "<SHA-256 of input pronpt>",
"sequence_nunber": 847293

}

3. Signs the payload with the depl oynment’s ECDSA P-256
private key.

4. Attaches the signature as HTTP headers:

X-1nference-Signature: <base64-DER-encoded signature>
X-1nference-Key-1D: nodel - gpt 4t -2026- 03- 31- 001
X-1nference-Mddel -1D: gpt-4-turbo-2026-03-31

X-1 nf erence- Wi ght - Hash: sha256: a7c¢3f 8e2. .
X-1nference-Ti nestanp: 1711900000

X-1nference- Nonce: <uni que-nonce>

X-1nf erence- Sequence: 847293

2. Stream ng Responses

For stream ng responses (Server-Sent Events), the signature
covers the conpl ete accunul ated output and is sent as the
final SSE event:

event: inference-signature
data: {"signature":"...","key_ id":"...","timestanp":...}

I mpl enent ati ons MAY al so sign individual chunks with running
hashes for increnental verification.

3.  Input-Qutput Binding

When the request _hash field is present, the signature

cryptographically binds a specific input to a specific output.

Thi s provi des non-repudi ation: the provider cannot deny

generating a specific output for a specific input, and the

consumer cannot claima different input produced the output.
Key Managenent

1. Key H erarchy

The framework uses a three-tier key hierarchy:

Tier 1 - Provider Root Key:

Long-lived (years). Stored in HSMwith FIPS 140-3 Level 3+
Signs Tier 2 keys. Published in provider’s root JVWKS
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er 2 - Model Signing Keys:
Medi umlived (nonths). Signs nodel weight attestations and
depl oynent attestations. One per nodel fanmly.

er 3 - Inference Signing Keys:
Short-lived (days to weeks). GCenerated per depl oynent
instance. Signs inference outputs. Published in depl oynent
JVKKS.
Key Rotation
er 3 keys SHOULD be rotated at |east nmonthly. Wen a key

i s rotated:

(o]

(0]

3.

The new key is added to the JVKS before use.

The old key remains in the JWKS for a grace period
(RECOMMVENDED: 30 days) to allow verification of recent
out put s.

After the grace period, the old key is renoved fromthe
JVWKS but retained in the provider’'s archive for historica
verification.

Key Di scovery

Consuners di scover provider public keys via JVKS

GET /.wel | - known/ nodel - keys

The response follows RFC 7517 (JSON Wb Key) with extensions
for nodel identity netadata.

4.

| f

1.

A

1.

2

Revocati on
an inference signing key is conprom sed:
The key is imedi ately renoved fromthe JVKS

A signed revocation notice is published at:
GET /. wel | - known/ nodel - key-revocati ons

Consuners checking the JWKS will not find the revoked key
and MUST reject outputs signed with it.

Verification Procedures
I nference Qutput Verification
consuner verifying an inference output:
Extracts X-Inference-Key-1D fromthe response.
Fetches the provider’s JWKS from/.well-known/ nodel - keys.
Locates the key matching the key_ id.

Reconstructs the signature payload fromthe response body
and headers.

Verifies the ECDSA signature.

Validates the tinestanp is within an acceptabl e wi ndow
( RECOMMVENDED: 300 seconds).

Val i dat es the nonce has not been seen before.



8. Optionally validates the weight hash agai nst known-good
nmodel ver si ons.

11.2. Full Chain Verification
For full chain verification (e.g., for regulatory audit):
1. Verify the inference signature (Section 11.1).
2. Retrieve the deploynent attestation for the deploynment id.
3. Verify the deployment attestation signature.

4. Verify the weight _hash in the deploynent attestation
mat ches the inference signature’s wei ght_hash

5. Retrieve the nodel weight attestation referenced by the
depl oynent attestation

6. Verify the nodel weight attestation signature.

7. Retrieve the training data attestation referenced by the
model wei ght attestation.

8. Verify the training data attestation signature.

9. Each step verifies that the hash reference in the current
attestation matches the actual hash of the referenced
attestation.

12. Integration with ATTP and MCPS

This framework integrates with the broader agent security
protocol suite:

0 ATTP [draft-sharif-attp-agent-trust-transport]: Agent
passports carry a reference to the nodel’s depl oynent
attestation when the agent uses a specific nodel.
Consuners can verify both the agent’s identity and the
nmodel ' s provenance

o MCPS [draft-sharif-ncps-secure-ncp]: MCP tool cal
responses can include inference signatures when the too
i nvokes a nodel. The MCPS nessage sighature covers both
the tool response and the enbedded inference signature.

0 Agent Audit Trail [draft-sharif-agent-audit-trail]:
I nference signatures are recorded in the hash-chai ned
audit trail, creating a tanper-evident |og of which nodels
gener at ed whi ch out puts.

13. Regul atory Mappi ng

EU Al Act:
0o Article 12 (Record-keeping): The attestation chain provides
crypt ographi ¢ evidence of the conplete nodel |ifecycle.

0o Article 13 (Transparency): Training data attestation
docunents data sources and |icensing.

o Article 15 (Cybersecurity): Per-inference signing protects
output integrity.

o Article 50 (Al systemidentification): Inference signatures
identify the specific nodel

NI ST Al 100-1 (Al Ri sk Managenent Framewor k) :
o Mp 1.1 (Context establishment): Deploynment attestation
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docunents the operational context.
0 Govern 1.3 (Processes and procedures): The attestation
chain provides verifiable process docunentati on.

EU Cyber Resilience Act:

0 Connected product security: Mddels depl oyed as services
are products under the CRA; inference signing provides
the required security properties.

Security Considerations

0 Side-channel attacks on signing keys: Mtigated by
har dwar e- secured key storage (HSM TPM TEE).

0 Signhing oracle attacks: An attacker with APl access can
generate signed outputs for arbitrary inputs. Mtigated
by rate liniting and i nput-output binding.

o0 Merkle tree collision attacks: SHA-256 provides 128-bit
collision resistance, sufficient for current threat nodels.

0 Quantum conputing: ECDSA P-256 is not quantumresi stant.
Future revisions will define profiles for post-quantum
signature algorithnms (M.-DSA per NI ST FIPS 204).

0 Attestation chain forgery: An attacker who conproni ses
the Tier 1 root key can forge the entire chain. Mtigated
by HSM storage and multi-party key cerenpnies.

o Tinmestanmp mani pul ation: Mtigated by integration with
trusted tinmestanpi ng services (RFC 3161).

| ANA Consi der ati ons

Thi s docunent requests registration of the followi ng HTTP
header s:

X-1nference-Si gnature
X-1nference-Key-1D
X-1nference- Model -1 D

X- 1 nf erence- Wi ght - Hash
X-1nf erence- Ti nest anp
X-1 nf erence- Nonce

X-1 nf erence- Sequence

OO0OO0OO0OO0OO0OO0o

Thi s docunent requests registration of the follow ng well-known

URI :

o /.well-known/ nodel - keys
o /.well-known/ nodel - key-revocations
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