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Abst ract

Thi s docunent specifies the Agent Transport Protocol (ATP), an
asynchronous store-and-forward messagi ng protocol for autononous

Al agents. ATP enables agents to transmit thenselves -- including
state, context, capabilities, and cryptographic identity -- between
agent runtines across network boundaries. The protocol draws on

t he operational nodel of the Sinple Mail Transfer Protocol (SMIP)

[ RFC5321] but is purpose-built for agent-to-agent conmmunication
where the agent itself is the payl oad.

ATP provides: (1) asynchronous delivery with store-and-forward
semantics, (2) cryptographic identity verification at each rel ay
hop, (3) trust scoring and policy enforcenment at ingress, (4)
capability negotiation between sending and receiving runtines,
and (5) tamper-evident envelopes with end-to-end integrity
protection.

The protocol is transport-agnostic and operates over TCP, TLS,
QUIC, or any reliable ordered stream ATP is designed to
interoperate with existing agent franmeworks including Google A2A,
the Model Context Protocol (MCP), and FI PA ACL, while addressing
the fundamental |imtation of synchronous RPC based agent

conmuni cation: the requirenent that both endpoints be

si mul t aneousl y avai |l abl e.
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LCoOoNOOAWNE

1. I nt roducti on

The rapi d depl oynment of autononbus Al agents has created a
fundanental infrastructure gap: agents cannot reliably comunicate
with other agents across organi sati onal boundaries, time zones,
and het erogeneous runtime environnents.

Exi sting agent communication protocols assume synchronous,
request-response interaction patterns:

* (oogl e Agent-to-Agent (A2A) protocol uses JSON-RPC 2.0 over
HTTP, requiring both endpoints to be sinultaneously avail abl e.

* The Mddel Context Protocol (MCP) connects Al nodels to tools
and data sources but does not define agent-to-agent nessaging.

* FI PA Agent Communi cation Language (ACL) defined asynchronous
messaging in the early 2000s but predates nodern cryptographic
identity, trust scoring, and cl oud-native depl oyment patterns.

These protocols solve inportant problens but share a common
limtation: they do not support the case where an agent nust
transmt itself -- its state, context, accumul ated know edge,
and in-progress tasks -- to a different runtime for continued
execution. This pattern is essential for:

* Cross-tinezone agent handoff: An agent operating during UK
busi ness hours hands off its active tasks to an agent runtine
in a US or APAC tine zone for continued processing.

* Resource optimsation: Conpute resources and APl quotas can
be utilised by agents across organi sati onal boundaries when
aut hori sed by policy.

* Fault tol erance: An agent whose runtinme is shutting down can
persist itself to a relay for later delivery to a repl acenent
runtime.

* Asynchronous col | aboration: Milti-agent workflows where
participating agents operate on different schedul es or have
intermttent connectivity.

The Agent Transport Protocol (ATP) addresses these requirenents



by defi ni ng:
(a) An agent addressing schene conpatible with DNS

(b) An agent envelope format carrying identity, trust, routing,
and capability mnetadata.

(c) An agent payload format encapsul ati ng agent state, context,
tools, and in-progress tasks.

(d) A transport session protocol with store-and-forward
semanti cs.

(e) Relay and forwardi ng rul es anal ogous to SMIP MIA behavi our.

(f) Integration points for cryptographic identity verification
and trust scoring at each hop.

ATP draws heavily on the design principles of SMIP [ RFC5321]:

si mpl e envel ope/ payl oad separation, relay-based forwarding,
store-and-forward resilience, and DNS-based routing. However,
ATP differs from SMIP in critical ways: the payload is an
execut abl e agent (not a passive nessage), identity verification
is mandatory (not optional), and trust scoring gates delivery
(not just spamfiltering).

Desi gn Goal s

Gl. Asynchronous delivery: Sender and receiver need not be
online sinultaneously.

&. Agent-as-payload: The protocol transports conpl ete agent
state, not just nessages between agents.

@&3. Cryptographic identity: Every agent in transit carries
verifiable identity clains bound to a cryptographic key.

4. Trust-gated delivery: Receiving runtines enforce nnimm
trust threshol ds before accepting an inbound agent.

G5. Relay transparency: Agents traverse zero or nore relay
hops; each hop is recorded and si gned.

G6. Runtine agnosticism ATP does not mandate a specific agent
framewor k, progranm ng | anguage, or execution environnent.

G7. Backward conpatibility: ATP can encapsul ate A2A nmessages,
MCP tool calls, or FIPA ACL performatives as payl oad
conponents.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOWENDED', "NOT RECOMVENDED"',
"MAY", and "OPTIONAL" in this docunment are to be interpreted as
described in BCP 14 [ RFC2119] [ RFC8174] when, and only when,
they appear in all capitals, as shown here.

Agent: An autonompus software entity capabl e of reasoning,
deci si on- naki ng, and tool usage, possessing a cryptographic
identity and transportabl e state.

Agent Runtine: A conpute environnent capabl e of receiving,
val i dating, and executing an agent. Anal ogous to an SMIP
Mai | Transfer Agent (MIA).
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Agent Relay: An intermediary that accepts agents for store-
and-forward delivery. A relay MAY inspect the envel ope but
MUST NOT nodi fy the payl oad. Anal ogous to an SMIP rel ay.

Agent Mail box: A persistent store at the destination runtine
where agents await execution. Analogous to an email nail box.

Agent Address: A globally unique identifier for an agent or
agent runtine, resolved via DNS

Agent Envel ope: Metadata acconpanyi ng the agent payl oad,
including routing, identity, trust, and capability
i nformati on.

Agent Payl oad: The serialised agent state, context, tools,
and task information transported by ATP.

Oiginating Runtine: The runtime that initiates agent
transm ssi on.

Destination Runtinme: The runtine that will execute the
recei ved agent.

Hop: A single relay-to-relay or runtime-to-relay transfer.

Trust Score: A nunerical value (0.0 to 1.0) representing the
assessed trustworthiness of an agent, as defined in
[1-D. sharif-agent-paynent-trust].

Prot ocol Overview
ATP operates in three phases:

Phase 1: Subm ssion

The originating runtinme serialises the agent into an envel ope
and payl oad, signs the envel ope, and submits it to the next
hop (either a relay or the destination runtine directly).

Phase 2: Relay (zero or nore hops)

Each relay verifies the envel ope signature, evaluates the
agent’s trust score against its local policy, appends a
Recei ved header, re-signs the envel ope, and forwards to the
next hop. |If the next hop is unavailable, the relay stores
the agent and retries according to a configurable schedul e.

Phase 3: Delivery

The destination runtime verifies the full signature chain,
eval uates trust, checks capability requirements, and either
accepts the agent into its mail box for execution or rejects
it wwth a status code

S + S + S
| Originating | | Rel ay | | Destination

| Runt i ne | | | | Runt i ne

| | | | |

| R + | | R + | | R +

| | Agent | | ATP | | Store | | ATP | | Mail box

| | State |---+------ > | & Pwd [--4+------ > | |

| - + | | - + | | - +

I I I I I I

R LR T + R LR T + | Execut e

Conparison with SMIP

ATP i s nodell ed on SMIP but adapted for agent transport:



| Concept | SMIP | ATP |
o e e oo o e e e e oo s e e e e e oo +
| Payl oad | Email nessage | Agent (state+context) |
| Address | user @ormai n | agent @unti ne. domai n |
| Routing | MX records | AX records (new) |
| Rel ay | MTrA | Agent Rel ay |
| Delivery | Mailbox (I MAP/POP) | Agent Mil box |
| Identity | Optional (DKIM | Mandatory (ECDSA/ JW5) |
| Trust | Spam score | Trust score (0.0-1.0) |
| Integrity | Optional (S/M ME) | Mandatory (JW5) |
| Execution | None (passive) | Agent executes on |
| | | delivery |
o e e e oo Fom e e e e e oo s Fom e e e e a e e oo +

3.2. Relationship to Gther Protocols
ATP i s designed to conpl ement, not replace, existing protocols:
*  MCP: An agent transported via ATP MAY carry MCP too
definitions and use MCP to interact with tools at the

destination runti ne.

* A2A: ATP can encapsul ate A2A task objects as payl oad
conponents for delivery to A2A-conpati bl e runti nes.

* Agent Pass: ATP uses Agent Pass trust scoring
[1-D.sharif-agent-paynent-trust] for delivery decisions.

*  MCPS: ATP uses MCPS nessage sighing
[1-D.sharif-ncps-secure-ncp] for envel ope integrity.

*  (Openl D Agent ldentity: ATP uses Openl D Connect agent
identity clainms [I-D.sharif-openid-agent-identity] for
agent aut henticati on.

4. Agent Addressing

An agent address takes the form
agent-id "@ runtime-domain

Wher e:

* agent-id is a locally unique identifier assigned by the
originating runtime. 1t MJST conformto the syntax of a

URI unreserved character string [ RFC3986].

* runtime-domain is a fully qualified domain nanme (FQDN)
identifying the agent runtinme or organi sation

Exanpl es:

payment - bot @gent s. exanpl e. com
resear ch- agent - 7f 3a@ unt i ne. cor p. exanpl e

4.1. DNS Resol ution

ATP introduces a new DNS resource record type: AX (Agent
eXchange), anal ogous to MX records for email.

exanple.com IN AX 10 relayl.agents.exanple.com
exanple.com IN AX 20 relay2.agents.exanple.com

AX records specify the agent relay or runtime responsible for



accepting agents addressed to a given domain. The preference
val ue (10, 20) indicates priority, with | ower val ues preferred.

If no AX records exist, the sending runtinme SHOULD fall back
to SRV record | ookup

_atp. _tcp.exanple.com IN SRV 10 0 4567
rel ayl. agents. exanpl e. com

The default ATP port is 4567/tcp (to be registered with | ANA)
.2. Agent ldentity UR

For interoperability with Openl D Connect and existing identity
systens, an agent MAY also be identified by a UR:

at p: // agent s. exanpl e. conf paynent - bot
di d: at p: agent s. exanpl e. com paynent - bot

The atp:// URl schene is defined in Section 11 (1 ANA
Consi der ati ons).

Agent Envel ope

The agent envelope is a JSON object signed using JSON Wb
Signature (JW5) [RFC7515] with the follow ng structure:

{

"atp_version": "1.0",
"envel ope_i d": "uuid-v4",
"timestanp": "2026-03-28T14: 30: 002",
"from': {
"agent _id": "paynent-bot @gents. exanpl e. cont',
"runtinme": "runtine-a.exanple.coni,
"identity": {
"iss": "https://idp.exanmple.cont,
"sub": "paynment-bot",
"agent _type": "autononous",
"owner": "org:exanpl e-corp",
"trust_score": O0.85,
"capabilities": ["paynments", "data-retrieval"],
"conpliance": ["pci-dss-v4", "gdpr"]
}
},
"to": {
"agent i d": "processor@gents. partner.coni,
"runtinme": "runtine-b.partner.con
},
"routing": {
“hops": [],
"max_hops": 5,
"ttl _seconds": 86400,
"priority": "normal"
}

equi renents”: {

"mn_trust_score": 0.5,
"required_capabilities": ["paynents"],
"required_conpliance": [],

"sandbox": "required"

},
"payl oad_hash": "sha256: abcdef 1234567890. .. ",
"payl oad_si ze": 45200,

"payl oad_encryption": "A256GCM',

"signature": " "



5.1. Envelope Fields

atp_version: Protocol version. MJST be "1.0" for this
speci fication.

envelope_id: dobally unique identifier (UU D v4) for this
transm ssion. Used for deduplication and audit.

timestanp: |1SO 8601 tinmestanp of envel ope creation

from bject identifying the sending agent, its runtinme, and
its identity clains. The identity object MJST include clains
as defined in [1-D.sharif-openid-agent-identity].

to: Object identifying the destination agent or runtine.
routing: Cbject controlling relay behaviour

hops: Array of Received entries appended by each rel ay
(see Section 8)

max_hops:  Maxi mum nunber of relay hops pernmitted. |If
exceeded, the agent MJST be returned to sender

ttl _seconds: Maximumtine the agent may remain in relay
storage before being discarded.

priority: One of "critical", "high", "normal", "low',
"deferred".

requi renents: (Object specifying m ninmum conditions the
destination runtine nust satisfy.

mn_trust_score: Mninumtrust score the destination
runtime must hold (0.0 to 1.0).

required_capabilities: Array of capability strings the
destination runtine nust support.

sandbox: Wether the agent requires sandboxed executi on.
One of "required", "preferred", "none"

payl oad_hash: SHA-256 hash of the serialised payl oad, hex-
encoded with "sha256:" prefix. Used for integrity
verification.

payl oad_si ze: Size of the payload in bytes.

payl oad_encryption: JWE encryption algorithmused for the
payl oad. "none" if unencrypted (NOTI RECOVMENDED f or
producti on).

signature: JW5 signature over the canonical JSON serialisation
of all preceding fields.

5.2. Received Headers

Each relay MJST prepend a Received entry to the routing. hops
array:

"relay": "relayl. agents. exanpl e. cont',

"timestanmp": "2026-03-28T14: 30: 052",

"trust_evaluation": {
"inbound_score": 0.85,
"policy_result": "accept",



"verification": "signature_valid"

}

}

This creates a tanper-evident chain anal ogous to SMIP Recei ved
headers but with cryptographic signatures at each hop

i gnature":

6. Agent Payl oad

The agent payl oad encapsul ates everything needed to resune
agent execution at the destination runtine. It is serialised
as a JSON object and optionally encrypted using JWE [ RFC7516] .

{

"agent _mani fest": {
"name": "paynent-bot"
"version": "2.1.0",
"framework": "l angchain",
"runtinme_requirenments": {
"l anguage": "python",
"version": ">=3.11",
"menmory_nmb": 512
"gpu": false
}
1
"state": {
"format": "application/json",
"data": { ... },
"checkpoint _id": "chk-abc123",
"checkpoi nt _tinestanp": "2026-03-28T14:29: 002"
}

ontext": {
"conversation_history": [ ... ]
"accumul at ed_know edge": { ... },
"active_tasks": [

{

"task_id": "task-789",

"description": "Process QL invoices",
"status": "in_progress",

"progress": 0.65,

"deadl i ne": "2026-03-29T09: 00: 00Z"

}
]
},
"tools": |
{
"name": "query_dat abase",
"protocol": "nctp",
"server _uri": "mcp://db. exanpl e. coni query"
"credentials_ref": "vault:db-readonly-token"
}
1,
"credential s": {
"met hod": "vault _reference",
"refs": ["vaul t:db-readonly-token", "vault:api-key-x"]
},
"code": {
"met hod": "reference",
"registry": "https://registry. agents. exanpl e. cont',
"package": "payment-bot @.1.0",
"hash": "sha256: def 456..."
}

6.1. Payload Fields
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agent _manifest: Metadata describing the agent software,
version, framework, and runtine requirenents. The
destination runtine uses this to deternine whether it can
execute the agent.

state: Serialised agent state at the point of transm ssion
The format field indicates the MME type; data contains the
state; checkpoint_id and checkpoint _tinestanp enable
resunpti on.

context: Accunul ated context including conversation history,
know edge, and active tasks with progress indicators.

tools: Array of tool definitions the agent requires. Each
tool specifies its protocol (e.g., "ntp", "rest", "grpc"),
connection URI, and a credential reference.

credentials: Credential references (NEVER inline secrets).
The "vault _reference" nethod points to secrets in a shared
vault service. Destination runtines resolve these references
at execution tine.

code: Agent code reference. The "reference" method points to
a package registry; the destination runtime fetches and
verifies the code by hash. The "inline" nethod (not shown)
al | ows enbeddi ng code directly but is NOT RECOMVENDED f or
production use due to size and security concerns.

Payl oad Security

The agent payl oad MJUST be encrypted using JWE [ RFC7516] when
transmtted over untrusted networks or through relays. The
encryption key SHOULD be derived fromthe destination runtime’s
public key, ensuring only the intended recipient can decrypt

t he payl oad.

Credentials MJUST NOT be included inline in the payload. Al
credential access MJST use reference-based resol ution (vault
references, token exchange, or capability del egation).

Agent code MUST be verified by hash before execution. The
destination runtinme MJIST reject payl oads where the code hash
does not match the manifest.

Transport Session

ATP transport sessions follow a command-response pattern over
a reliable stream (TCP/ TLS/ QU C).

Sessi on Establi shrment
C. [connect to relayl. agents. exanpl e. com 4567]
S: 220 rel ayl. agents. exanpl e. com ATP/ 1. 0 Ready
C. AHLO runti me-a. exanpl e. com
S: 250-rel ayl. agents. exanpl e.com Hel | o
S: 250- Sl ZE 52428800
S: 250- STARTTLS
S: 250- AUTH ECDSA- JWs
S: 250-TRUST-M N 0. 3
S: 250 CAPABI LI TI ES paynents, data-retrieval, code-execution

The AHLO (Agent Hello) command initiates the session and
advertises the sending runtinme’s identity. The relay responds
with its capabilities, size limts, supported authentication
met hods, m nimumtrust threshold, and avail able capabilities.
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Aut henti cati on

C. AUTH ECDSA- JWS <base64- encoded-j ws-t oken>
S: 235 Authentication successful, trust_score=0.85

Aut hentication is MANDATORY. The sending runtine presents a
JW5 token containing its identity clains as defined in

[1-D. sharif-openid-agent-identity]. The relay verifies the
token and evaluates the trust score.

Agent Transmi ssion

C. AGENT FROM <paynent - bot @gent s. exanpl e. con®

S: 250 K

C. AGENT TO <processor @gent s. part ner. conp

S: 250 K

C. DATA

S: 354 Start agent data; end with <CRLF>. <CRLF>

C. [envel ope + payload as nultipart M Mg

C .

S: 250 OK: agent queued as <queue-i d>

O, if the trust score is insufficient:

S: 550 Trust score 0.25 bel ow minimumthreshold 0.5
O, if capabilities are mssing:

S: 556 Destination |acks required capability: paynents
St at us Codes

ATP status codes follow the same 3-digit structure as SMIP

Servi ce ready

I
235 Aut hentication successful |
250 Request ed action conpl et ed |
354 Start payl oad i nput |
421 Servi ce not avail abl e, closing channel |
450 Agent not deliverable, try again |ater |
451 Local error in processing |
452 I nsufficient storage |
500 Syntax error, conmmand unrecogni sed |
501 Syntax error in paraneters |
530 Aut henti cation required |

I

I

I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
| 535 | Authentication failed
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I

550 Trust score below threshold
551 Agent not local, forwarding address supplied |
552 Payl oad exceeds size limt |
553 I nvalid agent address |
554 Transaction failed |
555 Capability m smatch |
556 Required capability unavail abl e |
557 Sandbox requi renent cannot be satisfied |
558 Agent code verification failed |
559 Conpl i ance requirenent not met |
R S +

Rel ay and Forwardi ng

An ATP rel ay operates anal ogously to an SMIP relay (MA):



(a) Accept inbound agent transm ssions.

(b) Verify envel ope signature and trust score.
(c) Append a Received entry to routing. hops.

(d) Re-sign the envel ope.

(e) Look up the next hop via AX/ SRV DNS records.
(f) Attenpt delivery to the next hop

(g) |If delivery fails, store the agent and retry.

8.1. Store-and-Forward

When the next hop is unavailable, the relay MJST store the
agent and retry delivery according to the foll owi ng schedul e:

* First retry: 5 mnutes

* Subsequent retries: exponential backoff with jitter,
doubling interval up to 1 hour
Maxi mum retention: routing.ttl_seconds (default 86400)
After TTL expiry: generate a non-delivery notification
and return to the originating runtine

Stored agents MJUST be encrypted at rest. The relay MJST NOT
execute, inspect, or nodify the agent payl oad.

8.2. Loop Detection

Rel ays MUST check the routing. hops array for loops. |If the
current relay’s donmain appears in a previous hop entry, the
relay MJUST reject the transmission with status code 554 and
the text "Routing | oop detected."

Rel ays MJUST enforce routing. max_hops. If the numnber of
entries in routing. hops equals or exceeds max_hops, the rel ay
MUST reject with status 554 "Maxi mum hops exceeded. "

9. ldentity and Trust
ATP integrates three |layers of identity and trust verification:
9.1. Layer 1: Runtine Authentication
Every ATP session begins with nmutual authentication. Both the
sendi ng and receiving runtines (or relays) present JW5 tokens
cont ai ni ng:
Runtine identity (domain, operator, organisation)
Runtine capabilities

Current trust score
TLS certificate binding

* 0 X X

This layer ensures that the transport channel itself is
aut henti cated, anal ogous to SMIP STARTTLS + DKI M but nandatory
rat her than optional

9.2. Layer 2: Agent ldentity

The agent carried in the payl oad possesses its own cryptographic
identity, independent of the runtinme. Agent identity clains
follow the profile defined in [I-D.sharif-openid-agent-identity]:

iss: ldentity Provider that issued the agent’s credentials
sub: Agent identifier

agent _type: "autononous", "sem -autononous", or "supervised"
owner: Organisation or individual responsible for the agent
capabilities: Array of capability strings

trust_score: Current trust assessment

* ok X ok kX
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The destination runtime MIST verify the agent’s identity token
i ndependently of the envel ope signature. This ensures that
even if a relay is conpromi sed, the agent’s identity remains
verifiable.

3. Layer 3: Trust Scoring

Trust scoring follows the framework defined in
[1-D. sharif-agent-paynent-trust]:

* Each runtine and relay maintains a trust |edger recording
the behavi our of agents it has previously hosted.

* Trust scores decay over time (configurable half-life).
* Trust scores are cryptographically signed and verifiable.

* The destination runtine evaluates the agent’s trust score
against its local mninumthreshold before accepting
del i very.

Trust eval uation at ingress:

I F agent.trust_score < runtine.mn_trust_threshold THEN
REJECT 550 "Trust score bel ow threshol d"

ELSE | F agent.trust_score < runtinme.caution_threshold THEN
ACCEPT with sandbox="enf orced"

ELSE
ACCEPT wi th sandbox="optional "

END | F

4. Sanctions and Conpliance Screening
Destination runtimes MAY perform conpliance screening agai nst
sanctions lists, blocked-agent registries, or organisationa
deny-1lists before accepting an agent. |If screening fails, the
runtime MJST reject with status 559 "Conpliance requirenent
not net."

Security Considerations
1. Agent Code Execution
The nost significant security concern in ATP is that the
payl oad is executable. Unlike enmail (passive content), an
ATP agent will execute code at the destination runtine.
| mpl enent ati ons MUST:

* Verify agent code hash against the manifest before
executi on.

* Execute agents in sandboxed environnents with resource
limts (CPU, menory, network, filesystemn

* Enforce capability-based access control: agents may only
access tools and resources matching their declared
capabilities.

* Monitor agent behaviour during execution and termninate
agents that violate policy.

* Maintain tanper-evident audit |ogs of all agent executions.
2. Relay Trust

Rel ays are trusted to store and forward agents but MJST NOT



10.

10.

10.

11.

11.

11.

11.

11.

i nspect or nodi fy payl oads. End-to-end encryption (JVWE with
the destination runtine’s public key) ensures relay operators
cannot access agent state or credentials.

However, relays can observe netadata (envel ope fields, timng,
routing). |Inplementations concerned with metadata privacy
SHOULD use oni on-routing techniques or direct runtine-to-
runtime delivery.

3. Replay Attacks

Each envel ope carries a unique envel ope_id and tinestanp.
Destination runtimes MJST naintain a replay cache of recently
recei ved envel ope_ids and reject duplicates. The replay
cache wi ndow MJUST be at |least as long as routing.ttl_seconds

4. Denial of Service

ATP inherits SMIP's exposure to denial -of -service via
resource exhaustion (| arge payl oads, high vol une).
| npl enent ati ons MUST enf or ce:

Maxi mum payl oad size (advertised in AHLO response)
Rate |limting per sending runtine

Trust - based adm ssion: agents with | ow trust scores
are subject to stricter rate linmts

5. Credential Security

Agent payl oads MUST NOT contain inline credentials. Al
credential access uses vault references resolved at execution
time. This ensures that even if an agent is intercepted in
transit, no credentials are exposed.

Credential del egati on between runtimes SHOULD use QAuth 2.0
t oken exchange [ RFC8693] or capability-based del egation

I ANA Consi derations
Thi s docunent requests the following | ANA registrations:
1. AX DNS Resource Record Type

Type: AX

Val ue: [ TBD]

Meani ng: Agent eXchange

Reference: This docunent, Section 4.1

2. ATP Port Nunber

Service Nane: atp

Transport Protocol: tcp

Assi gnee: | ETF

Contact: Author

Description: Agent Transport Protoco
Ref erence: This docunent

Port Number: 4567

3. ATP URI Schene

Schene: atp

Description: Agent Transport Protoco
Ref erence: This docunent, Section 4.2

4. ATP Status Code Registry



12.

12.

12.

Thi s docunent establishes the ATP Status Code Registry with
initial values as defined in Section 7.4.
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Appendi x A.  Conparison with Existing Protocols
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St ore-and-forward| Yes |
Payl oad type | Message |
ldentity | Optional |
| (DKIM |
Trust scoring | Spam |
| filter |
Rel ay support | Yes |
DNS routing | MX |
I I
Encryption | Optional
| (S/'M ME)
Cross-timezone | NA |
handof f | |
------------------ S

ndix B. Exanple Flows

Cross-Ti mezone Agent Handof f

Task
Agent
Card
No

No
SRV/ wel | -
known
TLS

No

Tool cal
None

No

No
N A

Yes |
Agent |
Mandat or y|
(IVB) I
Yes |
(0.0-1.0)|
Yes |
I
I
I
I
I
|

A paynment processing agent operates during UK business hours

(

(o]

1.

B. 2.

A research agent

t

08: 00-18: 00 UTC). At 17:55 UTC,

the agent has processed 65%

f QL invoices. The UK runtinme transmits the agent via ATP to
an APAC runtinme for continued processing:

UK runtinme signs envelope with its ECDSA key,

UK runtinme serialises agent state (65% progress,
invoice list, database credentials as vault

destination to processor @gents. apac. exanpl e. com

APAC runtinme verifies ident

ity chain,

(0.85 > 0.5 threshold), accepts agent.

APAC runtinme resol ves vault
at invoice #651 of 1000.

r ef erences,

remai ni ng

ref erences).

sets

ATP relay in Frankfurt accepts and forwards to APAC

checks trust score

(now 100% conpl ete) back to UK with results.

Faul t - Tol erant Agent Persi st

ermnation in 5 m nutes:

ence

nt.

1.
2
ttl _seconds=3600.

3. Coud instance term nates.

4. Repl acenent instance starts,

5. Agent resunes from checkpo
Aut hor’' s Address

Raza Shari f

Cyber SecAl Ltd

London

United Ki ngdom

Emai | : raza.sharif @utl ook. com

URI : https://cybersecai. co. uk

resunes processing

At 09: 00 UTC next day, APAC runtine transmits the agent

is running on a cloud instance schedul ed for

Runtime receives SIGTERM initiates agent checkpoint.

Agent state serialised and transnmitted to relay with

retrieves agent fromrelay.






