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Abst ract

Aut ononpus artificial intelligence (Al) agents are increasingly
performng actions that were previously the exclusive domain of

aut henti cated human users: initiating financial transactions,
queryi ng regul ated data, invoking external tools, and coordinating
with other agents. Internet protocols designed for hunman-operated
clients lack prinmitives to answer three fundanmental questions about
any autonompus action: which agent performed it, whether the agent
was aut horized to performit, and whether the resulting evidence is
i ndependently verifiable.

Thi s docunent defines a franmework for agent identity and trust
enforcenment on the Internet. It enunerates the gaps between current
I nternet standards and the requirenents of autononobus agent systens,
introduces a five-layer nodel (identity, authorization, attestation,
evi dence, trust) that separates concerns that are currently
conflated, and outlines nechanisns to close specific gaps. The
framework is intended to guide future Standards Track work and to
provi de a common vocabul ary for researchers, inplenmenters, and

regul ators.

This docunent is infornmational. It does not define a wire protocol
It references existing Internet-Drafts and specifications that
instantiate individual nmechanisns within the franmework
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I nt roduction

1. The Emergence of Autononpus Agents

Large | anguage nodel s (LLMs) and rel ated machi ne | earni ng systens
have nade it practical to deploy software agents that operate with

m ni mal human supervi sion. A nodern autononpus agent is typically
conposed of a | anguage nodel that determi nes what action to take
next, a tool invocation |layer that enables the nodel to execute

ext ernal operations, and a scheduling or orchestration |ayer that
runs the agent in a continuous |oop. Agents of this formcan hold

| ong-runni ng sessions with multiple services, initiate network
connections to arbitrary endpoints, nmake financial transactions, read
and write persistent data, and spawn or del egate to other agents.

The protocols that carry agent traffic on the Internet are the same
protocol s devel oped for human users of web applications: HITP

[ RFC9110], QAuth 2.0 [RFC6749], Openl D Connect, and rel ated

mechani snms. These protocol s assune a hunman user behind a browser or
nmobi | e application, authenticating interactively at the start of a

session and supervising the actions that follow Autononobus agents

viol ate every assunption in that nodel. They are not human. They do
not authenticate interactively. They do not supervise thensel ves.

Thi s docunent does not debate whet her autononous agents shoul d exist.
They exist, they are deployed at scale, and they are already
perform ng consequential actions. This docunent addresses the
narrower question of what identity and trust primtives the Internet
requires to nake agent actions safe, auditable, and accountable.

2. Scope

This docunent is a franework. It enunerates problens, organi ses them
into | ayers, and describes mechanisns that close specific gaps. It
does not define a wire protocol. Individual mechanisnms referenced in
this document are specified in separate docunents, sone of which are
al so referenced here as work in progress.

Thi s docunent does not propose a new identity systemto replace OAuth
2.0, Openl D Connect, or FAPI [FAPI2]. It proposes a |layer of agent-
specific identity and trust primtives that conpose with existing
standards. Where existing standards are adequate, this docunment says
so. Were they are inadequate, this docunent describes the gap and
outlines how it may be addressed.

Thi s docunent is not specific to any Al nodel architecture, agent
framework, or vendor. The franmework applies equally to agents built
on LLMs, reinforcenent |earning systens, synbolic A, or hybrid
architectures.

3. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
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capital s, as shown here

Document Structure

Section term nol ogy defines terns used throughout this docunent.

Section problem states the agent identity problem and enunerates gaps
between current Internet standards and the requirements of autononous
agent systens.

Section framework introduces the five-layer framework: identity,
aut hori zation, attestation, evidence, and trust.

Sections Section identity-layer through Section trust-Ilayer describe
each layer in detail.

Sections Section nechani smagent-identity-credentials through Section
mechani sm conpl i ance- evi dence- export descri be specific mechani snms
that close individual gaps.

Section threat-nodel develops a threat nodel for autononobus agents.

Section security-considerations discusses security considerations.

Section privacy-consi derations di scusses privacy considerations.

Section integration describes how the franework integrates with
exi sting Internet standards.

Ter mi nol ogy

For the purposes of this docunment, the followi ng terns apply. These
definitions are scoped to the agent identity and trust domain. Were
atermis also defined in an existing RFC, the meaning given here is
addi tive, not contradictory.

Aut ononobus Agent (or "Agent"):
A software systemthat executes tasks on behalf of a principa
wi t hout continuous interactive human supervision for each action.
An agent typically consists of a decision-naking conmponent (which
may be a machine | earning nmodel), a tool invocation |ayer, and a
persi stence or scheduling | ayer. Agents are distingui shed from
ordinary software clients by their capacity to decide, within
policy constraints, which action to take next.

Pr

nci pal :

The human, organi sation, or service on whose behalf an agent acts.
A principal authorises an agent to performactions within a
defined scope. Delegation fromprincipal to agent is the
foundation of accountability.



Agent ldentity:
A cryptographically verifiable credential that uniquely identifies
a specific agent instance. Agent identity is non-transferable,
non-repudi able within its validity period, and distinct fromthe
identity of the principal

Agent | nstance:
A specific running instance of an agent, distinguished fromthe
agent inplenentation or the agent tenplate. Two instances of the
same i nplementation, running at the sane tine, have distinct agent
identities.

Agent Passport:
A sel f-contai ned, signed credential that binds an agent identity
toits public key, trust level, issuing authority, and lifecycle
state. An agent passport is designed to be verified offline by any
party hol ding the issuing authority’s public key.

I ssuing Authority:
An entity that issues agent passports and vouches for the identity
of the agents to which it issues credentials. An issuing authority
may be internal to an organisation (a private trust root), a
commercial service, or a public infrastructure. This docunent does
not nmandate a single issuing authority nodel.

Trust Level:
A discrete classification of the assurance an issuing authority
can provide about an agent identity. This docunent defines a five-
| evel hierarchy (LO through L4) ranging fromunsigned to fully
audi ted, described in Section nechani smtrust-Ievels.

Trust Gate:
A decision point in an agent-to-service interaction where the
service verifies the agent’s passport, checks its trust |evel,
eval uates policy, and either allows or denies the requested
operation before execution. The Trust Gate is a conplenent to, not
a replacenent for, traditional authorisation checks.

Per - Operati on Si gning:
Crypt ographi c signing applied to every individual agent operation,
rat her than once per session or once per client authentication.
Each operation carries its own signature, nonce, and tinestanp,
maki ng every action independently verifiable and non-repudi abl e.

Del egati on Chai n:

The ordered sequence of identities that authorise a specific
action. For example: Principal (human user) -> Agent A (primary
agent) -> Agent B (sub-agent invoked by Agent A) -> Target

Service. Each link in the chain represents an authorisation grant.

Tanper - Evident Audit Trail:
A sequence of log records where each record cryptographically
ref erences the hash of the previous record, such that undetected
nmodi fication of any earlier record is conputationally infeasible.
See also Certificate Transparency [RFC6962] for a related
construction applied to TLS certificates.



Attestation:
A signed assertion by sone party about a state of affairs. In this
docunent, attestations are issued about agent identities, agent
code, agent trust levels, and agent actions. Attestation is
di stingui shed fromevidence (below): attestation is a claim
evidence is an artifact that can be verified i ndependently of the
claim

Evi dence
A cryptographically verifiable artifact that records a specific
state of affairs. Evidence is verifiable without reference to the
identity or trustworthiness of the party that produced it. For
exanpl e, a SHA-256 hash of a file is evidence of the file's
contents; it does not depend on who conputed the hash

Trust:
A policy decision by one party to accept the clainms or actions of
another. Trust is distinct fromidentity (which is what a party
is) and fromattestation (which is what a party says about itself
or another party). Trust incorporates historical behaviour, peer
attestations, and policy.

MCP:
Model Context Protocol, an open protocol for connecting |arge
| anguage nodel s to external tools, data sources, and services. MCP
defines a JSON-RPC 2.0 nmessage format carried over HITP or stdio.
MCP does not define cryptographic identity, signing, or trust
enforcement; those are addressed by the nechanisns referenced in
thi s docunent.

MCPS:
Model Context Protocol Secure, a cryptographic security profile
for MCP that adds per-nessage signing, passport-based identity,
replay protection, trust levels, and tool integrity verification
to the baseline MCP wire format [ MCPS].

3. The Agent Identity Problem
3.1. Wiy Existing Standards Are Insufficient

The Internet has mature identity and authorization standards. QAuth
2.0 [ RFC6749] handl es del egat ed authorization for client
applications. Openl D Connect extends QAuth for user authentication
JSON Web Tokens (JWIs) [RFC7519] provide a format for conveying
clainms. FAPI 2.0 [FAPI 2] profiles these for high-assurance use cases
such as banking. Miutual TLS [RFC8705] provides sender-constrained
tokens. These standards are well understood, w dely depl oyed, and
suitable for their intended purpose.

Their intended purpose does not include autononobus agents.

The gap can be stated precisely. Existing identity standards answer
the question "is this client authorised to nake this request on
behal f of this user?" They do not answer the question "is this
speci fic autononmous agent, acting within its policy envel ope,
authorised to take this specific action, and can the action be

i ndependently verified after the fact?"



The difference is not semantic. It is structural. QAuth’s nodel
assunes a known, pre-registered client. An autononpus agent is not a
pre-registered client; it is software running inside a pre-registered
client, making decisions that the pre-registered client did not
explicitly enunerate. QAuth’s scopes are pre-declared at registration
time. An agent’s actions are selected at runtine by a | anguage nodel .
QAuth’s audit trail identifies the client, not the agent instance.
QAut h’ s revocation affects the client, not individual agents running
under it.

In short: QAuth authenticates the container. It does not authenticate
what runs inside the contai ner and nmakes deci si ons.

Sim | ar gaps exist throughout the identity stack. TLS client
certificates identify the machine, not the process. APl keys identify
the application, not the runtinme instance. Session cookies [ RFC6265]
bind to a browser, not to an autononous decision |oop. Every

mechani smin current use assunes that the decision to take an action
is made by a human, supervised by a human, or at least authorised in
advance by a human for a narrow class of actions. None of these
assunptions hold for autononous agents.

.2. Wy This Probl em Cannot Be Sol ved at the Application Layer

A natural objection to this framing is that agent identity should be
handl ed by agent devel opers in application code. Each agent can sign
its actions, maintain its own audit log, and self-attest its trust

| evel . No new standards are required.

This objection is incorrect for the same reasons that TLS coul d not
have been sol ved by each application inplenenting its own encryption
There are four specific failure nodes.

First, inconsistency. If agent identity is handled at the application
| ayer, every agent devel oper makes independent choi ces about signing
al gorithms, key rotation, revocation nechanisns, and audit fornats.
Interoperability is inpossible. A service that receives a signed
action froman agent built on framework A cannot verify an action
froman agent built on framework B, because the signature formats and
verification paths differ.

Second, adoption. Application-layer solutions depend on devel oper
action. Every existing application-layer security initiative that
requi red devel oper action has had i nconsi stent adoption: CSRF tokens,
subresource integrity, security headers, content security policies.
HTTPS becane near-uni versal only when the platform (web browsers,
cloud providers, CAs issuing free certificates) enforced it. Agent
identity will follow the same path. Platformlevel enforcenent is the
only mechani smthat achi eves consi stent adoption

Third, trust root. Application-layer solutions do not provide a
shared trust root. An agent that signs its actions with a key it
generated at runtine is nmaking a claimthat the verifying party has
no basis to accept. A trust root establishes the chain from agent
identity to a verifiable issuing authority. Trust roots cannot be
boot st rapped purely in application code.



Fourth, audit. Application-layer audit is not tanper-evident by
default. An agent that maintains its own audit |og can be nodified to
wite whatever log entries serve the agent operator. Only

crypt ographi c chaining (references to prior records) and externa
anchoring provide tanmper evidence. These primtives nmust be

consi stent across agents to be useful

3.3. Qantifying the Problem

As of early 2026, the Mdel Context Protocol ecosystem conprises

t housands of publicly addressable MCP servers. A survey of 1,900+

i ndexed MCP servers conducted by the author in April 2026 found that
99. 4 percent of these servers inplement no cryptographic identity
verification, no message signing, and no replay protection. Agents
connecting to these servers have no means of verifying that a
response i s genuine, that a tool definition has not been tanpered
with, or that a server is the one it clains to be.

During the sane period, the author filed six Conmon Vul nerabilities
and Exposures (CVEs) agai nst components of the MCP ecosystem
covering resource exhaustion, unbounded nenory all ocation, and

rel ated i ssues affecting packages with tens of mllions of weekly
downl oads. These are not exceptional findings. They reflect the state
of an ecosystemthat has grown faster than its security primtives.

The quantitative point is not that the MCP ecosystemis uniquely

i nsecure. The quantitative point is that the ecosystem has adopted
the conventions of unauthenticated HTTP servi ces because the
alternative (devel opers inplenmenting cryptographic identity

i ndependently at the application |layer) is not feasible at scale.

3.4. The Cost of Inaction

The cost of the status quo is not limted to the MCP ecosystem

Aut ononbus agents are being deployed in financial services,
heal t hcare, governnent, and critical infrastructure. Each depl oynent
extends the attack surface of the organisation that hosts it, in ways
that existing identity and authorization systems were not designed to
cont ai n.

Speci fic costs include:

Fi nanci al exposure: an agent maki ng unaut hori sed paynents cannot be
halted m d-transacti on by revoking a user session, because the agent
does not depend on a user session for authorisation

Regul at ory exposure: conpliance frameworks such as the EU Al Act [ EU
Al -Act] (Articles 12, 13, 14, 15, and 50) require |ogging,
transparency, human oversi ght, accuracy, and identification for Al
systens. Current logging infrastructure does not distinguish between
actions taken by an agent and actions taken by the user on whose
behal f the agent is running. This underm nes the audit requirenents
that regulators rely on.
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Forensi c exposure: when an incident occurs involving an agent,
i nvestigators nmust reconstruct what the agent did, when, on whose
behal f, and with what authorisation. Current |ogs answer these
questions for human users. They do not answer them for agents.

System c risk: as agents proliferate and begin i nvoki ng ot her agents,
cascades of automated action can propagate errors or attacks faster
than human operators can respond. Wthout identity and trust
primtives that work at agent granularity, containment is inpossible.

The cost of inaction is not nmeasured in a single incident. It is
measured in the progressive loss of the ability to answer, after any
i ncident, the question of what happened and who was responsi bl e.

Framewor k Overvi ew. Five Layers of Agent Trust

Separati on of Concerns

Current discussions of agent security often conflate concerns that
shoul d be distinct. This docunment separates theminto five |ayers.

The layers forma stack. Each | ayer depends on the ones below it and
provi des services to the ones above it. The figure bel ow shows the
stack and the question each | ayer answers.

| Layer 5: Trust
| "Should the actor be trusted going forward?"
| Inputs: history, peer attestations, policy |

| Layer 4: Evidence [
| "What can be independently verified?" |
| Artifacts: hash chain, bindings, tinmestanps |

| Layer 3: Attestation |
|  "Who says so?" |
| Signed clains about identity, code, actions

| Layer 2: Authorization |
| "Is the actor permtted?" |
| Scope + policy + Trust Gate deci sion |

| Layer 1: ldentity |
|  "Who is acting?" |
| Cryptographic credentials + issuing root |



Figure 1: The Five-Layer Agent Trust Stack

Each layer is a distinct concern and can be reasoned about

i ndependently of the others. However, a conplete system conposes al
five;, skipping a |l ayer creates a gap that adversaries will find and
exploit. Each | ayer answers a different question. Each |ayer requires
different primtives. Each |ayer can be inpl enented, deployed, and
reasoned about independently of the others, though conposition across
| ayers is essential for a conplete system

The five layers, in the order in which they apply to any action, are:

1. Identity: who is acting? 2. Authorization: is the actor permtted?
3. Attestation: who says so? 4. Evidence: what can be independently
verified about this action? 5. Trust: should the actor be trusted
goi ng forward?

The layers are presented in order because they reflect the sequence

i n which any deci sion about an agent action nmust be made. First, the
verifying party nust determne who is acting. Then it nust determ ne
whet her the actor is permitted to take this action. If permtted, the
action proceeds and produces evidence. The outcone feeds back into a
trust judgenent that inforns future decisions.

4.2. The Inportance of Separating Evidence from Attestation

A consequence of the |ayered nodel is that evidence and attestation
must not be confused. Attestation is a claimby some party; its value
depends on the trustworthiness of the claimnt. Evidence is an
artifact that can be verified independently of the claimnt’s
trustworthiness; its value depends on the verifiability of the
artifact itself.

For exanple, an agent’'s self-report that it executed a database query
successfully is an attestation. A cryptographic hash of the exact
request and response, signed at the tine the action occurred, bound
to a hash of the previous such record, is evidence. The attestation
can be revised later. The evi dence cannot.

This distinction is critical because systens that conflate the two
concepts end up with neither. A systemthat accepts attestations as
evi dence cannot prove anything after the fact. A systemthat demands
evi dence for every attestation is unusable in practice. The correct
approach is to provide both, at different layers, with clear

i nterfaces between them

4.3. Wy Five Layers

The choice of five layers is not arbitrary. It reflects five
questions that any conplete agent trust system nmust answer, and each
question requires different technical primtives.

Identity requires cryptographic credentials, a key managenent system
and an issuing authority nodel.
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Aut hori zation requires a policy | anguage, a decision point, and a
mechani sm for expressi ng and eval uati ng scopes.

Attestation requires a signing key and a format for asserting clains.

Evi dence requires tanper-evident storage, tine ordering, and a
mechani sm for external verification

Trust requires reputation accunul ati on, peer attestations, and a
policy nmechani smfor conbining historical signals into a current
deci si on.

These five primtive sets are necessary and collectively sufficient
for the agent trust problem Fewer |ayers conflate concerns that nust
be separated. More |ayers over-deconpose and nake reasoni ng harder

The ldentity Layer

Pur pose

The identity |ayer answers the question: who is acting? For an
aut ononous agent, this question has several parts.

Wi ch agent instance is naking this request? Two instances of the
same agent inplenmentation, running sinmultaneously, are distinct
actors. They MJST have distinct identities.

Wi ch agent inplenmentation is this instance running? The
i npl ementation is the code and nodel that define the agent’s
capabilities and behavi our

VWi ch principal authorised this agent? The principal is the human,
organi sation, or service on whose behalf the agent is acting. Agent
identity does not replace principal identity; it supplenments it.

Who issued the agent’s identity? The issuing authority vouches for
the agent’s identity. Verification of agent identity requires
verifying the issuing authority’'s assertion.

Requi rement s

An identity layer for autononous agents MJST satisfy the follow ng
requirenents.

R1: Non-transferability. An agent identity MJST be bound to a
specific agent instance. It MJST NOT be possible to transfer an agent
identity to a different instance without the issuing authority’s
consent.

R2: Non-repudiation. An action signed with an agent identity MJST NOT



be | ater disavowable by the agent or its operator. The signature
itself provides cryptographic evidence of the action

R3: Tinme-bound validity. Agent identities MJST have explicit issuance
and expiration tines. An identity that has no expiration tine is

equi val ent to a permanent credential, which violates the principle of
| east privilege.

R4: OfFfline verifiability. It MJST be possible to verify an agent
identity without contacting the issuing authority for every
verification. A design that requires online verification on every
action creates a dependency and a bottleneck that are inconpatible
with distributed systens.

R5: Distinct fromprincipal identity. Agent identity MJST be distinct
fromthe identity of the principal. The system MJIST NOT conflate "the
user logged in" with "the agent is acting on the user’s behal f."

R6: Revocability. It MJST be possible to revoke a specific agent
identity without revoking the principal’s session or the identity of
ot her agents running under the same principal

These requirenments collectively rule out several approaches that are
someti mes proposed. They rule out using the principal’s OAuth token
as the agent identity (fails R5, R6). They rule out using a static
APl key (fails Rl, R3). They rule out using a server-side session
cookie (fails R4). They rule out using TLS client certificates

wi thout nodification (fails RL at the instance granularity, fails
R6) .

.3. Cryptographic Basis

An agent identity credential is, at minimum a public key, a binding
to an identifier, a signature by an issuing authority, and associ ated
met adata (i ssuance time, expiration tine, trust level, principal).
The public-private key pair used to generate signatures MJST be
generated in a manner consistent with current cryptographic best
practice; at the time of witing, ECDSA over N ST P-256 [ FlPS186-5]

i s recommended for new deploynments due to its bal ance of security,
performance, and interoperability. |nplenmentations MAY support

addi tional al gorithns.

Si gnat ures SHOULD use | EEE P1363 fi xed-1ength fornat (64 bytes for
P-256), with low S nornalisation to prevent signature malleability.
JSON payl oads to be signed SHOULD be canonical i sed per [ RFC8785]
before signing, so that verification is determnistic regardl ess of
JSON serialisation choices.

Private keys corresponding to agent identities MJST be protected

agai nst exfiltration. In high-assurance depl oynents, private keys
SHOULD be held in a hardware security nodule (HSM, trusted execution
environment (TEE), or equivalent. In |ower-assurance depl oynents,
private keys MAY be held in the agent’s nmenory, but the operator
SHOULD ensure that nmenory dunps cannot be obtai ned by unauthorised
parties.



5.4. The Agent Passport

An agent passport is the concrete artifact that carries agent
identity. This framework does not mandate a single passport format,
but descri bes the m ni mum content.

The passport is a self-contained signed docunent. It travels with the
agent and can be verified offline by any party that holds the issuing

authority’s public key. The figure below illustrates the structure.
o +
| Agent Passport |
o m m e e e e e e e e e e e e e e e e e e e e e eee e +
| passport_id : asp_<32 hex chars> |
| agent_name : "procurenent-bot” |
| version : "1.0.0" |
| public_key : <PEM encoded ECDSA P-256 key> |
| issuer : "trust-root.exanple.org" |
| principal : "user:alice@xanple.org" |
| trust_level : L2 |
| issued_at : 2026- 04- 06T09: 00: 00z |
| expires_at : 2026-07-06T09: 00: 00Z |
| capabilities: ["tools/call", "resources/read"] |
| o= |
| signature . <issuer’'s signature over above> |
o m m e e e e e e e e e e e e e e e e e e e e mem e +

Figure 2: Agent Passport Structure

The passport contains everything a verifier needs: the public key
used to verify the agent’s signatures, the identity of the authority
that issued the passport, the principal whose authority the agent
operates under, the assurance level, and the validity w ndow.

An agent passport is a signed data structure containing:

* A uni que passport identifier

* The agent’s public key.

* The agent’s nanme or | abel (human-readabl e).

* The agent’s inplementation version.

* The issuing authority’ s identifier.

* | ssuance ti mestanp.

* Expiration timestanp.

* Trust level (see Section nechanismtrust-|evels).

* Optional capability declarations.

* A signature by the issuing authority over the preceding fields.

A passport identifier format that has been used in depl oyed
implementations is the prefix "asp_" followed by 32 hexadeci nal
characters, providing 128 bits of entropy. This docunent does not
mandate this format, but notes that a prefix-based schenme nakes
passport identifiers self-describing and facilitates |og analysis.

The passport is designed to be carried with every agent action. A
verifier receiving an action signed by an agent can extract the
passport, verify the issuing authority’'s signature over the passport,
extract the agent’s public key fromthe passport, verify the
signature over the action, and proceed.
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5. Issuing Authority Mbdels

This framework supports nmultiple issuing authority nodels,
corresponding to different depl oyment contexts.

Sel f-issued. An agent generates its own key pair and produces a self-
signed passport. This is the sinplest nodel and provides

crypt ographi ¢ non-repudi ation but no third-party trust. It is
appropriate for devel opment, testing, and isol ated depl oyments. Trust
| evel LO (see Section nmechanismtrust-|evels) caps self-issued
passports.

Private trust root. An organisation operates its own issuing
authority, issuing passports to agents under its control
Verification requires the organisation’s public key (the trust root)
to be distributed to verifiers in advance. This is appropriate for

i nternal deploynents within an enterprise.

Federated trust. Miltiple organisations forma trust federation with
cross-signed trust roots, allow ng agents from one organisation to be
verified by verifiers in another. This nodel is conpatible with

exi sting federation standards.

Public trust root. A public service operates an issuing authority
that any party can use. Verification requires the public service’'s
trust root, which is distributed through well-known infrastructure
anal ogous to how Certificate Authority (CA) roots are distributed in
t he WebPKI .

This framework does not mandate any single nodel. It does require
that the nodel in use MJST be discoverable by verifying parties.

The Aut horization Layer

1. Purpose

The aut horization |layer answers the question: is the actor pernmitted?
It takes as input an agent identity (fromthe identity layer) and a
proposed action, and produces a decision: ALLOW or DENY.

In the human-user case, authorization is typically based on rol es and
scopes. A user has a role (e.g., "adnministrator"), a role has

per m ssi ons, perm ssions are checked at runtime. QAuth 2.0 scopes
generalise this: a client is granted specific scopes by the user at
consent tinme, and the service checks the scopes on each request.

Agent authorization requires nore than this. Because agents sel ect
their actions at runtime, coarse pre-granted scopes cannot adequately
express the boundary between permitted and forbi dden behavi our. An
agent granted "read access to the user’s calendar"” is either granted
too much (any cal endar action) or is blocked fromactions the user
woul d have approved in advance (creating cal endar entries on the
user’'s behalf). Neither extreme is satisfactory.
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Requi renent s

An aut hori zation | ayer for autononous agents MJST satisfy the
foll owi ng requirements

Al: Fine granularity. Authorization decisions MJST be possible at the
| evel of individual operations (e.g., specific tool invocations,
specific APl endpoints, specific data scopes), not only at the |leve
of entire resources or client applications.

A2: Runtine evaluation. Authorization MJUST be evaluable at the tine
of each action, not only at session establishnent. An authorization
deci sion nmade at session start cannot account for the actions the
agent chooses to take later.

A3: Contextual paraneters. Authorization decisions MJST be able to

i ncorporate paraneters beyond identity: tinme of day, spending limts,
counterparty identity, request size, cumul ative usage since a

previ ous basel i ne.

A4: Del egation awareness. \When agent A invokes agent B on behal f of
principal P, the authorization decision on agent B's action MJST

i ncorporate the del egation chain: whether P authorised A to delegate
to B, the limts of that del egation, and whether B's action is within
those limts.

A5: Policy expression in a standard form Authorization policies MJIST
be expressible in a portable format so that they can be audited,

versi oned, reviewed, and transferred between systens w thout reverse
engi neeri ng.

A6: Fail-closed default. In the absence of an explicit allow
deci sion, the default MJST be deny. This is the standard fail-cl osed
pattern and protects agai nst policy oversight.

Beyond Pre-granted Scopes

Exi sting QAuth-style scopes do not satisfy Al through A5. QAuth
scopes are typically coarse-grained ("read", "wite"), are granted at
consent tinme (not runtine), and cannot easily express contextua
paraneters such as spending limts or del egation depth. Extending
QAut h scopes to cover these cases has been attenmpted (RAR, Rich

Aut hori zation Requests; XACM., eXtensible Access Control Markup
Language; ALFA; OPA, Open Policy Agent) with m xed adoption

This framework takes the view that a conplete solution requires three
di stinct conponents: a scope expression | anguage (for describing what
an agent nmay do), a consent mechanism (for translating a principal’s
intent into concrete scopes), and a decision point (for evaluating
actions agai nst scopes at runtime). Individual mechanisnms for these
conponents are di scussed in Section nechani sm agent -scope-expressi on
and Section nmechani smfi ne-grai ned-consent.

The Trust Gate



A specific decision point pattern that this framework nanes
explicitly is the Trust Gate.

The Trust Gate sits at the boundary of a service that accepts agent
traffic. Incom ng requests pass through the gate before reaching
busi ness logic. The gate perforns identity verification, trust |eve
check, policy evaluation, and contextual paraneter evaluation. It
produces a structured all ow or deny decision and |logs its reasoning.

Agent Request

v
o e ee e +
| Trust Gate |
| |
| 1. Verify passport [------- > Invalid signature -> DENY
| 2. Check trust |evel |------- > Bel ow t hreshold -> DENY
| 3. Evaluate policy |------- > Policy violation -> DENY
| 4. Check context [------- > Spending limt -> DENY
| 5. Check revocation [------- > Revoked -> DENY
| |
o e e e e e e e e oo oo +

| ALLOW

Y,
St +

| Busi ness Logic |
| (executes the action) |

| Evi dence Layer
| (logs hash-chai ned |
| audit entry) |

Figure 3: Trust Gate Decision Fl ow

The Trust Gate is a reusable pattern. Services that accept agent
traffic should inplenent it as middleware, not inline in business
logic. Centralising the decision point ensures consistent policy
enforcenment and provides a single point at which auditing, |ogging,
and rate limting are applied. The Trust Gate is a decision point at
the boundary of a service, invoked before any requested operation is
executed, that takes as input the agent’s passport, the requested
operation, and contextual paraneters, and produces an all ow deny
deci si on.

The Trust Gate is distinct fromtraditional authorization in one
important respect: it evaluates trustworthiness in addition to

perm ssion. A traditional authorization check asks "is this identity
permitted to performthis operation?" The Trust Gate additionally
asks "is this identity's current trust level sufficient for this
operation?" An agent that is permtted to execute a paynent but has
accunul at ed anomal ous behavi our signals may be rejected by the Trust
Gate even though it would be permitted by a rol e-based check. This
permits policy decisions that blend identity, authorization, and
behavi oural signals.
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Trust Gates are intended to be inplenented as mddl eware in services
that accept agent traffic, analogous to howrate limting or HVAC
verification are inplenmented today. They operate before business
logic and return a structured decision that business |ogic may
consul t.

The Attestation Layer

Pur pose

The attestation |layer answers the question: who says so? Wen an
agent nakes a claimabout itself (its identity, its code, its policy,
its prior actions), the claimnust be attributable to someone whose
trustworthi ness can be eval uat ed.

Attestation is distinguished fromevidence at the next |ayer
Attestation is a claimnmade by a party: "I amagent X', "l executed
action Y', "ny code hash is Z". Evidence is a verifiable artifact
that does not depend on a claim A signed passport is an attestation
by the issuing authority. A hash-chained |og record is evidence.

Cat egories of Attestation

This framewor k di stingui shes four categories of attestation that are
rel evant to agents.

Ildentity attestation. The issuing authority attests that a given
public key belongs to a given agent identity. This is carried in the
passport.

Code attestation. A party (the agent operator, or a trusted verifier
such as a renpte attestation service) attests that the agent’s code
is a specific known version, with a specific known hash. Code
attestation supports the claimthat the agent has not been tanpered
with or replaced since it was audited.

Action attestation. The agent signs each action it takes. The
signature is an attestation by the agent (under the identity vouched
for by its issuing authority) that the specific action, with specific
paraneters, at a specific tine, was perforned by this agent.

Trust attestation. A third party (another agent, a peer service, a
reputation system attests to the trustworthiness of a given agent.
Peer attestations formthe basis of distributed trust scoring.

Requi rement s

An attestation |ayer for autononous agents MJST satisfy the follow ng
requirenents.

AT1l: Cryptographic signing. Every attestati on MJUST be
cryptographically signed. Unsigned clains are not attestations in
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this framework’s sense

AT2: Inclusion of identity. Every attestati on MJUST include a
reference to the identity of the attesting party. An attestation that
does not identify its source cannot be evaluated for trustworthiness.

AT3: Inclusion of tinme. Every attestation MJST include a tinestanp.
The tinestanp is a claimby the attester about when the attestation
was made; it is not itself evidence (unless anchored externally, as
di scussed in Section evidence-I|ayer).

AT4: Scope. Every attestation MJST state clearly what is being
attested. A signed blob without a clear statement of meaning is not
an attestation; it is a sighature with no semantic content.

AT5: Relation to prior attestations. Were applicable, attestations
SHOULD reference prior related attestations. This allows a chain of
attestations to be constructed (for exanple, a sequence of actions by
the same agent over time).

4. Attestation Is Not Enough

A systemthat relies only on attestations (w thout the evidence | ayer
bel ow) has an obvious failure node: a conproni sed agent, or an agent
whose operator is malicious, can issue attestations about anyt hing.
The attestations will be cryptographically valid but semantically

fal se.

This is why the franework separates attestati on from evi dence
Attestation at mni num provi des non-repudi ation (a party cannot |ater
di savow a signed claim. But non-repudiation alone is insufficient
when the adversary is the attester. Evidence, as discussed in the
next |ayer, provides a verification path that does not depend on the
attester’s honesty.

The Evi dence Layer

1. Purpose

The evidence | ayer answers the question: what can be independently
verified about this action? Evidence is an artifact that, once
produced, can be checked for correctness without reference to the
party that produced it.

The canonical exanple is a cryptographic hash. A SHA-256 hash of a
file is evidence of the file's contents: anyone with the file can
reconmpute the hash and confirmthat the hash matches. The party who
comput ed the hash originally need not be trusted. The hash itself is
the evi dence.

Evi dence differs fromattestation in that evidence does not require
the producer to be trusted. It is a deliberately |ower bar than
attestation, and therefore a stronger guarantee.



8.2. Mninmal Evidence Bundle for an Agent Action

Thi s framewor k proposes that every agent action SHOULD produce a
m ni mal evi dence bundl e containing at |east the foll ow ng.

The evi dence bundle structure is shown below It is deliberately
mnimal: it contains hashes and identifiers, not payloads. This
reduces the privacy surface of the audit trail while preserving the
ability to verify that a specific action occurred.

e m m e e e e e e e e e e e e e e e e e e e e eeee e +
| Evi dence Bundle (entry N) |
o m m e e e e e e e e e e e e e e e e e e e e mem e +
| seq © N |
| timestanp : 2026- 04- 06T10: 00: 00. 123Z |
| agent_id . asp_alb2c3... |
I I
| request_hash : sha256(canon(request _parans)) |
| response_hash : sha256(canon(response_body)) |
| binding_hash : sha256(request_hash||response

| _hash) |
I I
| prev_hash : <bi ndi ng_hash of entry N 1> |
| entry hash : sha256(canon(all above fields)) |
o m m e e e e e e e e e e e e e e e e e e e e mem e +

%
. +
| Evi dence Bundl e (entry N+1) |
T e +
| seq DONFL |
| prev_hash : <entry_hash of entry N> |
O .

Fi gure 4: Evidence Bundl e Chain

The hash chain is the heart of the tanper-evident property. Modifying
entry N requires reconputing entryhash for N, which breaks the
prevhash reference in entry N+1, which breaks N+1's entry_ hash, and
so on to the end of the chain. Undetected nodification requires
rewiting every subsequent entry; detecting the nodification requires
only comparing a known root hash agai nst a reconputed one.

Request hash. A cryptographic hash of the canonicalised request
payl oad (the paraneters of the action).

Response hash. A cryptographi c hash of the canonicalised response
payl oad (the result of the action, or the error).

Bi ndi ng hash. A cryptographi c hash of the canonicalised concatenation
of the request hash and the response hash. This binds the request and
response together, such that it is infeasible to substitute either
one independently w thout detecting the substitution

Ti mestanp. The tine at which the action was perforned, ideally
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anchored agai nst an external time source.

Prior hash. A reference to the binding hash of the previous action by
the same agent, fornming a hash chain.

These fields, and only these fields, provide the m ninmal guarantee
that a specific request and response pair occurred at a specific
time, in a specific order relative to other actions by the sane
agent. They do not prove that the action was authorised, or that the
agent was legitimte, or that the action was the one the principa

i ntended. Those clains are at higher |ayers. The evi dence | ayer
provides only the narrow technical claimthat a specific artifact
pair is bound together and ordered.

The evidence bundle is deliberately mninmal. Additional netadata (the
agent identity, the issuing authority, policy context) can be added
at higher layers and verified separately. Keeping the evidence |ayer
m ni mal ensures that the evidence remains verifiable even when higher
| ayers are conprom sed or unavail abl e.

Tamper - Evi dent Audit Tr ai

I ndi vi dual evidence bundl es are val uable. A sequence of evidence
bundl es, chained together, is nore valuable. A tanper-evident audit
trail is a sequence of records where each record’' s hash includes a
reference to the previous record s hash, such that nodification of
any record invalidates all subsequent records.

This is the construction used by Certificate Transparency [ RFC6962]
to provide public audit of TLS certificate issuance. The same
construction applies to agent actions. A verifier can check that an
audit trail has not been tanpered with by reconputing the chain from
a known good root to the current record.

An audit trail alone does not prove that records have not been added
or that early records are genuine. It only proves that the sequence
has not been nodified since a known point in tine. To achieve
stronger guarantees, the audit trail should be externally anchored:
root hashes should be conmitted to an external wi tness (for exanple,
a bl ockchain, a trusted tine-stanping service, or a public append-
only log) at regular intervals. External anchoring converts a |oca
audit trail into a globally verifiable record

Integration with SI EM and Forensic Systens

Agent audit trails SHOULD be exportable in standard formats
consunmabl e by Security Information and Event Managenent (SIEM
systens and forensic analysis tools. Common formats include syslog

[ RFC5424], Conmon Event Format (CEF), JSON Lines, and vendor-specific
formats. The export format is a presentation concern and does not

af fect the underlying audit guarantees.

The Trust Layer

Pur pose



The trust |ayer answers the question: should the actor be trusted
going forward? Trust is a policy decision that takes as input an
actor’s identity, attestations about the actor, evidence of the
actor’s past behavi our, and peer assessments, and produces a trust
score or trust level that informs future decisions about the actor

Trust is the nost subjective of the five layers, and the | ayer where
policy choices nust be nade by the depl oyi ng organi sation. This
framewor k does not prescribe a specific trust function. It describes
the inputs, the properties the function should have, and the ways
trust interacts with the other |ayers

9.2. Inputs to Trust

A trust function operates on at |east the follow ng inputs.

Identity history. How |l ong has this agent been known to the verifying
party? Newy issued identities are inherently |less trusted than
identities with a track record

Behavi oural history. Wat has the agent done? Have its actions been
consistent with stated policy? Are there anomalies (unusual operation
counts, unusual hours, unusual counterparties)?

Peer attestations. Have other parties in the trust ecosystemissued
attestations about this agent? Negative attestations (reports of
policy violations) reduce trust; positive attestations (successfu
transactions, audit passes) increase trust.

Code attestation. Does the agent run a known, attested version of the
i npl ement ati on? An agent whose code has not been verified is |ess
trusted than one whose code has.

I ssuing authority standing. Is the issuing authority that vouched for
this agent itself trusted? Trust propagates through the issuance
chai n.

9.3. Properties of a Good Trust Function

Wt hout mandating any specific inplenentation, this franmework
identifies properties that a trust function shoul d have.

Monot oni city under good behavi our. Actions consistent with policy
shoul d increase trust (with dimnishing returns). Actions
i nconsistent with policy should decrease trust.

Asymretry. Trust shoul d decrease faster than it increases. A single
serious violation should reduce trust nore than it could be built up
by a single positive action.

Transparency. The inputs and outputs of the trust function should be
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transparent to the agent operator. Opaque trust systens cannot be
audi ted or contested.

Due process. An agent that is about to be denied based on trust
shoul d have the opportunity to |l earn why (at sone |evel of
granularity) and to dispute the decision. This is anal ogous to the
due process requirenents on credit scoring in many jurisdictions.

Resi stance to mani pul ation. The trust function should be robust
agai nst collusion (nultiple agents issuing positive attestations
about each other to inflate trust) and Sybil attacks (a single
operator creating many agents to dilute negative signals).

Trust Level s

This framework defines a discrete five-level trust hierarchy (LO
through L4) described in Section nmechanismtrust-levels. Discrete

| evel s are easier to reason about than continuous scores and are
easier to express in policy. Continuous scores may be appropriate for
internal trust calcul ati ons but should be mapped to discrete |levels
for external consunption.

Trust |Is Not a Moral Judgenent

A frequent m sunderstanding of trust systens is that they are making
a noral judgenent about the agent. They are not. Trust in this
framework is a policy decision by one party about whether to accept
actions from anot her, based on observable behaviour. It is a
techni cal construct, not a verdict.

This matters because trust decisions nmust be contestable. An agent
that is denied at a Trust Gate because of |ow trust shoul d have
recourse: the ability to ask why, the ability to challenge fal se
signals, the ability to accunul ate positive signals that restore
trust over tine. A trust systemw thout recourse is a bl acklist.

Mechani sms

The precedi ng sections describe the framework in the abstract. This
section describes specific nechanisns that close specific gaps within
the framework. Each mechanismis described at the | evel of
requirenents and interfaces; detailed wire formats are in separate
document s.

1. Agent ldentity Credentials

An agent identity credential is the concrete artifact carrying an
agent passport. The credential contains the agent’s public key,
met adata, and a signature by the issuing authority.

Qpenl D Connect provides a foundation for extending user identity to
agents. An extension (see [|-D.sharif-openid-agent-identity]) defines
additional clainms that identify an actor as an agent, bind the agent
to a principal, and carry agent-specific attributes.
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The nechanismintegrates with QAuth 2.0 token endpoints, O DC

Di scovery, and JVKS endpoints. Existing identity infrastructure can

i ssue agent credentials with miniml nodification; the primry change
is the addition of new claimtypes and the agent-specific token
profile.

2. Del egation Chains

When agent A invokes agent B on behalf of principal P, the resulting
action nust be attributable to all three parties (P, A and B) and
bounded by the authority each granted to the next.

The figure belowillustrates a delegation chain froma human
principal through two agents to a target service. Each arrow carries
a signed authorisation grant. The target service reconstructs the
chain fromthe bottomup and verifies that each link is signed by the
party named in the previous |ink.

| Princi pal |
| Alice (human) |

I
| grants authority to

| Agent A with scope S A
%

| Agent A

|
| del egates subset of S A

| to Agent B with scope S B

| where S Bis a subset of S A
Y,

| Agent B

I

| perforns action within S B
| on target service
Y,

Verifies chain:
Principal -> A
A->B

B -> Action

Checks action

is within S B,

S Bis within S A
S A was granted
by Principal.

Figure 5: Del egation Chain



A del egation chain MUST be bounded. Infinite or unbounded del egation
creates a denial of service risk and nmakes auditing inpractical. A
maxi mum del egation depth (this framework recommends 5 hops as a
default, configurable per deploynent) Iimts the chain.

Each link in the chain MJUST carry its own cryptographic binding: the
del egating party signs an assertion that includes the del egatee’s
identity, the scope of the delegation, the expiration time, and the
prior link in the chain. Verification proceeds fromthe term na
action backwards through the chain to the principal

QAuth 2.0 Token Exchange [ RFC8693] provides a starting point. It
defines a flow in which one token can be exchanged for another that
is narrower in scope and represents a new actor. For agent

del egation, the delegation chain is explicit: a del egated token
carries references to its antecedents, so that the full chain can be
reconstruct ed.

A del egation chain MJUST be bounded. Infinite or unbounded del egation
creates a denial of service risk and makes auditing inpractical. A
maxi mum del egation depth (this framework recommends 5 hops as a
default, configurable per deploynent) Iimts the chain.

Each link in the chain MIUST carry its own cryptographic binding: the
del egating party signs an assertion that includes the del egatee’s
identity, the scope of the delegation, the expiration tine, and the
prior link in the chain. Verification proceeds fromthe term na
action backwards through the chain to the principal

.3. Per-Qperation Signing

Per - operation signing requires each agent action to carry a
cryptographic signature over the action's paraneters, along with
repl ay-protection netadata (nonce and timestanp).

MCPS [ MCPS] defines a specific instantiation of per-operation signing
for the Model Context Protocol. The JSON-RPC nessage is wapped in an
envel ope that contains the signature, the passport identifier, a
nonce, and a tinestanp. Canonical JSON serialisation [RFC8785] is
used to make verification determnistic.

The performance cost of per-operation signing is typically negligible
for interactive traffic (under one mllisecond per operation on
nmodern hardware for P-256 signing), but it is not zero. High-

t hr oughput depl oyments may require batching, signature caching, or
har dwar e accel eration to avoid throughput | oss.

.4. Trust Levels (LO through L4)

This framework defines five discrete trust levels. The levels are
hierarchical: L4 is the highest, LO is the |owest. Each |evel adds
specific requirenments on top of the level belowit.

Trust Level Criteria Typi cal Use



L4 Audited +--[ manual security audit ]--+ Regul ated

| mandatory revocation check | finance,
| L3 criteria | healthcare,
R e R R + gov

L3 Scanned +--[ code origin verified ]--+ Production
| automated security scan | consuner
| L2 criteria | services
o e e e e e e e i e +

L2 Verified +--[ issuing authority in ]---+ Standard
| wverifier’s trust store | enterprise
| L1 criteria | depl oyments

L1 Identified +--[ passport signed by an ]---+ Low stakes

| issuing authority | interactions
| LO criteria |
o e e e e e e e e e +

LO Unsi gned +--[ no cryptographic ]---+ Dev, test,
| identity required | isolated
| (baseline) | depl oyments
o e e e e e e e e e o +

Figure 6: Trust Level Hierarchy

Verifying parties declare a mininumtrust |evel as policy. An agent
connecting at a level belowthe mnimmis rejected. The nuneric

| evel s provide a sinple ordering that can be conpared directly
("mntrust <= agenttrust").

LO: Unsigned. The agent has no cryptographic identity. Actions are
unsigned. This level is appropriate for devel opnment, testing, and

i sol ated depl oynents where cryptographic identity is not required.

Sel f-i ssued passports are capped at LO unless explicitly trusted by a
verifier.

L1: ldentified. The agent has a passport signed by an issuing
authority. Actions are signed with the agent’s private key. The
verifying party can confirmthat the actions are attributable to the
specific agent identity. No additional vetting is assuned.

L2: Verified. In addition to L1, the issuing authority’s root of
trust is in the verifier's trust store. The verifier has an explicit
policy decision to accept this issuing authority. This is the |eve
at whi ch nost production agent depl oynments shoul d operate.

L3: Scanned. In addition to L2, the issuing authority has verified
the agent’s code origin (e.g., through code signing or provenance
attestation), and the agent has passed autonmated security scanning
agai nst a standard set of checks. The OMSP MCP Security Cheat Sheet
[ OMASP- MCP] is an exanpl e of such a check set.

L4: Audited. In addition to L3, the agent has undergone nanua
security audit by a qualified party. Mandatory revocati on signals are
published for L4 agents, and verifiers check revocati on before
accepting L4 actions.
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Verifying parties declare a mninumtrust |evel as policy. An agent
connecting at a level below the minimumis rejected.

The nuneric levels are deliberate. They provide a sinple ordering
that can be conmpared directly ("m ntrust <= agenttrust"). They do not
inply that L4 is infinitely better than L1; they inply that L4 neets
nore specific criteria.

5. Trust Gate

The Trust Gate is a mddl eware conponent that inplenents the

aut hori zation layer’'s decision point. It accepts incom ng agent
requests and produces an all ow deny deci sion based on identity, trust
| evel, policy, and contextual paramneters.

A Trust Gate inplenentation typically exposes an interface such as:

deci de(agent _passport, operation, paranmeters, context) ->
decision "**

where "decision" is a structured value indicating ALLOWNor DENY, a
reason code, and (in the DENY case) whether the decision is
appeal abl e.

Trust Gates SHOULD be i npl enented as reusabl e m ddl eware rather than
inline in business logic, so that policy changes do not require

nmodi fyi ng busi ness code and so that decisions are consistently

| ogged.

6. Agent Audit Trai

The agent audit trail is a sequence of evidence records (see Section
evi dence-l ayer) that records every action taken by the agent. See
[1-D.sharif-agent-audit-trail] for a detail ed specification of the
record format and chai ni ng rul es.

Key requirements: records are append-only, hash-chai ned, signed, and
exportable in standard SIEM formats. Root hashes are anchored
externally at regular intervals to protect against unilatera
nmodi fi cation of the | og.

7. Agent Payment Trust

Agent paynent trust is a specific application of the framework to
financial transactions. An agent initiating a paynment goes through a
sequence of checks: trust |level verification, sanctions screening
agai nst external lists, spending Iimt enforcenent, per-operation
signing of the payment request, and non-repudi abl e recei pt
generation. See [|-D.sharif-agent-paynent-trust] for detail ed

speci fication.

This mechani smintegrates with FAPI 2.0 [FAPI 2] for high- assurance
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use cases. The per-operation signing requirenment fits naturally with
FAPI's existing sender-constrai ned token nodel, extending it from
"the client that received this token" to "the specific agent
operating within this client".

.8. Agent Transport Protocols

Two transport protocols support agent-specific comrunication
patterns.

The Agent Transport Protocol (ATP) provides asynchronous store-and-
forward nessagi ng between agents that nmay not be continuously online.
Messages are queued at the destination and delivered when the
destination is available. See [I-D.sharif-agent-transport-protocol].

The Agent Trust Transport Protocol (ATTP) provides synchronous agent-
to-server communication with nmandatory signing on every request. ATTP
introduces the "attp://" URL schene to mark endpoints that require
trust-enforced transport. See [|-D.sharif-attp-agent-trust-
transport].

Both protocols are conplenentary to HTTP and coexist with it; they do
not replace existing transport.

9. Mddel Integrity Verification

Model integrity verification ensures that an Al nodel file | oaded by
an agent has not been tanpered with between publication and use. A
si gned mani fest containing file hashes and netadata travels with the
model and is verified at |oad tinme. Supported nodel formats include
Saf eTensors, PyTorch, GGUF, ONNX, and Tensor Fl ow.

Thi s mechani sm addresses a threat that is specific to M. systens: an
attacker nodifies a nodel file to introduce a backdoor or bias, and
the nmodification is not detected at load time. Wthout integrity
verification, the agent acts on a conpronised nodel. Wth integrity
verification, the load fails and the agent does not run

10. Trust-Gated NetworKking

Trust-gated networking is a network enforcenent pattern in which
every out bound connection froman agent is eval uated agai nst a trust
policy before the connection is pernmtted. Destinations bel ow a

m nimum trust threshold are bl ocked at the socket |ayer, preventing
agents from contacting untrusted services.

The nmechanismrequires a trust score or trust |evel associated with
each destination (typically an external service or peer agent) and a
policy specifying the minimum/|level required for each type of action
Integration with a trust index service (analogous to a URL reputation
service) provides the destination-side input.

11. Agent Scope Expression
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Agent scope expression is a format for declaring what an agent nay
do, at finer granularity than OQAuth scopes. A scope expression
specifies the allowed tools or nethods, the all owed paraneter val ues
(e.g., specific counterparties, specific anmount ranges), tine

wi ndows, and cumrul ative usage linits.

Scope expressions are intended to be verifiable: a decision point can
take a scope expression and a proposed action and determine in
bounded tinme whether the action is within the scope. This rul es out
Turing-conpl ete policy |anguages for production use; the expression

| anguage shoul d be expressive enough for conmon cases but tractable
to eval uate and anal yse.

12. Agent Revocation

Agent revocation invalidates a specific agent identity wthout
invalidating other identities issued by the sane authority or the
principal’s session. Two nmechani sns are required.

Pul | -based revocation. Verifiers check a revocation list or status
endpoi nt before accepting an action. This is the OCSP nodel for X 509
certificates. The limtation is that verifiers nmust check, and they
must trust the revocation source.

Push- based revocation. The issuing authority publishes a signed
revocation notice to all subscribed verifiers. Verifiers receive and
cache the notice, and reject subsequent actions by the revoked agent.
This is nmore responsive but requires a subscription nmechani sm

In practice, high-assurance depl oynents use both. A status endpoint
is consulted for the current revocation list, and push notifications
are used for rapid propagation of urgent revocations.

13. Cross-Donmain Trust Portability

Cross-domain trust portability is the ability for an agent’s trust
standing in one donmain to be verified in another. An agent with trust
level L3 in its honme organisation should be able to prove that status
to an external verifier without the external verifier having to re-
eval uate the entire trust history.

Thi s mechani smrequires:

* A standard format for portable trust assertions.

* A nechani smfor federated verification (the hone organisation
vouches for the trust level, and a verifier in a foreign domain can

verify the hone organisation’s signature).

* Agreement on what each trust |evel neans across domains.
Federation is not nandatory; deploynents may choose to operate in

i solation. But for cross-organi sati onal agent comerce, sone form of
portable trust is necessary.
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14. Fi ne- Grai ned Consent

Fi ne-grai ned consent allows a principal to grant an agent authority
for specific actions, not only for broad categories of actions.
Instead of "access to the user’s cal endar”, consent mght be "create
and nodify events in the user’s cal endar during business hours, not

i nvol ving external participants, up to 10 events per day."

Fi ne-grai ned consent requires a user interface that can express the
granted authority in terms the user understands, a storage format for
the granted scope, and a decision point that can eval uate actions
agai nst the stored scope (see Section nechani sm agent - scope-

expr essi on).

Exi sting QAuth consent flows can be extended to capture fine- grained
consent, but doing so adds conplexity to the user experience. Carefu
interface design is required to keep consent conprehensible while
capturing enough detail to be useful

15. Agent Discovery

Agent di scovery is the process by which one agent finds another to

i nvoke. Discovery mechani snms shoul d support finding agents by
capability ("an agent that can translate docunents"), by identity (a
speci fic known agent), or by affiliation ("an agent operated by
organi sation X').

DNS- based di scovery using SRV records is a natural starting point and
aligns with existing Internet infrastructure. A capability registry
(anal ogous to an OpenAPl catal ogue) provides richer discovery at the
cost of additional infrastructure.

Thi s framework does not mandate a single discovery nechanism It does
recomrend that any discovery mechani sminclude trust information as a
first-class result, so that an agent discovering another agent

i mmedi atel y has access to the other agent’s trust |evel and can apply
policy accordingly.

16. Agent Capability Negotiation

Agent capability negotiation is the handshake process by which two
agents establish what they can do together: which protocols they
support, which cryptographic algorithms, which trust |evels, which
APl versions. This is analogous to TLS ci pher suite negotiation

The negoti ati on shoul d be signed, bound to the session, and resistant
to downgrade attacks. A downgrade attack in the agent context would
persuade one agent that the other supports only a weaker protocol,
and cause both parties to operate at a |lower trust |evel than
necessary. Standard mitigations (signed handshake transcripts,
explicit mninmumlevel requirenents) apply.

17. Conpliance Evidence Export
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Conpl i ance evi dence export is the ability to produce, on denand, a
verifiable bundl e of evidence denbnstrating conpliance with a
specific regulatory framework. For the EU Al Act [EU Al-Act],

rel evant articles include Article 12 (record-keeping), Article 13
(transparency), Article 14 (human oversight), Article 15 (accuracy,
robust ness, cybersecurity), and Article 50 (identification of Al
systens).

An evi dence export is a structured docunent that references entries
in the agent audit trail, groups them by the requirenment they
satisfy, and includes cryptographic evidence that the entries have
not been tanpered with. It is produced for a specific tinme range and
can be verified by an auditor using the audit trail root hashes.

Thr eat Nbdel

1. Scope of the Threat Model

This threat nodel covers the autononpbus agent itself, its interaction
with services, and the infrastructure that supports agent identity
and trust. It does not cover the security of underlying LLMtraining
data, pronpt injection attacks against the LLM as a reasoning system
or the operational security of the agent operator’s facilities. Those
are inportant and related topics, but they are out of scope for this
docunent .

Fol | owi ng the gui dance of [RFC3552], the threat nodel identifies
assets, threats, attackers, and mitigations, then anal yses how t he
mechani snms of this framework address each threat.

2. System Mddel and Attack Surface

The figure bel ow shows the system nodel assuned by this threat nodel
Arrows denote trust boundaries that an attacker may attenpt to cross.
Each boundary is a candidate attack surface.

S + Fom e o - +
| Principal| | I'ssuing |
| (human) |<----- (2) issues -------- > Authority |
Fomm oo - + o m e e e oo - +
| |
| (1) authorises | (3) signs
| | passport
v v
Foeme - + (4) runs R +
| Agent | <---mmmmee - >| Agent |
| Operator | | I nst ance |
S + o e e e e oo oo +

5) signs action
with private key

o e e e e oo oo +
| Action

| (si gned) |
o e e oo +

I
| (6) submitted
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I I
I I
| . +
| | Trust Gate | |
| R +
I I I
I v I
| e +
| | Business | ]
| | Logic [
| R +
I I I
I v I
| e +
| | Audit | |
| | Trail | |
| R +
S +
N
I
e +

| External Wtness |
| (anchoring, |
| transparency) |

Figure 7: System Model and Attack Surfaces

The nunbered arrows nmark trust boundaries where an attacker can
attenpt a conprom se:

(1) Principal-to-operator: conmprom se of the principal allows

unaut hori sed del egation to agents. (2) Principal-to-authority:
conprom se of the authority- principal binding allow passport

m si ssuance. (3) Authority-to-agent: conprom se of the passport

i ssuance process allows forged or misrouted credentials. (4)
Operator-to-agent: conprom se of the agent runtinme allows key
extraction, code substitution, or behavioural tanpering. (5) Agent-
to-target: conprom se of the transport allows nessage tampering,
replay, or inpersonation. (6) Target-to-w tness: conprom se of the
audit anchoring allows retroactive |og tanpering.

Each of the threats bel ow naps to one or nore of these boundaries.

3. Assets

The foll owi ng assets require protection

Agent identity credentials. The private key of an agent’'s identity
and the passport issued by the authority. Conpronise allows
i npersonati on of the agent.

Audit trails. The sequence of evidence records produced by an agent.
Modi fication allows deniability or fram ng.

Aut hori zation policies. The rules that determ ne what an agent nay
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do. Modification allows privilege escal ation

Trust scores. The accunul ated behavi oural and peer attestations about
an agent. Manipulation allows unjustified trust elevation or
unjustified denial of service.

Model files. The M. nodel weights and configuration used by the
agent. Modification allows behavioural manipul ation (backdoors,
bi ased out puts).

Del egation chains. The records of authority passed fromprincipal to
agent to sub-agent. Modification allows unauthorised del egation

Action evidence. The bundles that record individual actions.
Modi fication or fabrication underm nes forensic anal ysis.

4, Attackers

This framework assunes the followi ng attacker capabilities.

External attacker. An attacker with Internet-Ievel access, capable of
i ntercepting unencrypted traffic, initiating connections to public
endpoi nts, and executing conputationally bounded attacks. This is the
standard adversary assumed in TLS [ RFC8446] and rel ated protocols.

Malicious server. A server that an agent connects to, which may
attenpt to deceive the agent by returning fabricated responses,
claiming identities it does not hold, or providing tool definitions
that differ fromthe published versions.

Conprom sed agent. An agent whose operational security has been
breached, either through software conprom se, key extraction, or

i nsider action. A conpronised agent can sign arbitrary actions within
its authority.

Mal i ci ous agent operator. The operator of an agent that is
adversarial to the verifying party. The operator controls the agent’s
code, keys, and outputs. This is a stronger threat than a conproni sed
agent, because the operator has insider access to the agent by

desi gn.

Col ludi ng agents. A set of agents, possibly operated by the sane or
cooperating operators, that coordinate to mani pul ate trust scoring,
fabricate peer attestations, or l|aunder malicious actions through

i nternediaries.

Pervasi ve passive surveillance. A |arge-scale adversary capabl e of
passive monitoring of Internet traffic [RFC7258]. This adversary does
not inject traffic but observes and correlates flows to | earn about
agents and their principals.

5. Threats



The followi ng threats are anal ysed.

Agent inpersonation. An attacker obtains or forges credentials to
present thenselves as a legitimte agent.

Repl ay attack. An attacker captures a signed action by a legitimte
agent and replays it to the sane or another verifier.

Message tanpering. An attacker intercepts a signed action and
nodi fi es paranmeters before the action reaches the verifier

Passport forgery. An attacker creates a passport that is not issued
by a legitimate authority but is accepted as legitimte by verifiers.

Key extraction. An attacker obtains an agent’s private key through
menory di scl osure, side channels, or insider action

Log tampering. An attacker modifies or deletes entries in an agent’s
audit trail

Code substitution. An attacker substitutes a nodified version of the
agent’s code for the legitimte version, while the identity
credentials remain valid.

Model tanpering. An attacker nodifies an M. nodel file | oaded by the
agent, introduci ng backdoors or biased outputs.

Del egati on abuse. An attacker causes an agent to delegate to an
unaut hori sed sub-agent, or escalates privilege through a crafted
del egati on chain.

Trust mani pul ati on. An attacker inflates an agent’s trust score
through colluding attestations, or deflates a conpetitor’s trust
score through fabricated negative reports.

Revocati on bypass. An attacker continues to use a revoked identity by
preventing the verifier fromlearning about the revocation

Pol i cy bypass. An attacker crafts requests that evade the

aut hori zation policy while still achieving the attacker’s goal (for
exanpl e, by chaining multiple permtted actions to produce a

f or bi dden out cone)

Resource exhaustion. An attacker submts |arge nunbers of requests to
exhaust the verifier's capacity to check signatures, evaluate policy,
or wite audit entries.

Si de- channel | eakage. An attacker observes tinming, nenory, or other
side channel s during signature verification to extract information
about the verifier or the signing key.



Downgr ade attack. An attacker persuades two parties to negotiate a
weaker protocol than both support, reducing the security of their
i nteraction.

Cross-domai n confusion. An attacker exploits anbiguity in how trust
|l evels are interpreted across organi sati onal boundaries to gain
access they would not have in a single donain.

Sybil attack. An attacker creates many identities to dilute the
ef fect of negative signals or to manipulate trust scoring.

Princi pal confusion. An attacker causes an action to be attributed to
the wong principal, either by tanmpering with the del egation chain or
by exploiting anbiguity in the principal identifier.

.6. STRIDE Anal ysis

The threats above are grouped bel ow usi ng the STRI DE t axonormny
(Spoofing, Tampering, Repudiation, Information disclosure, Denial of
service, Elevation of privilege). The mechani smcolum lists the
primary framework mechanismthat mtigates the threat.

STRI DE Thr eat Mechani sm

S Agent i npersonation Cryptographic identity,
passport verification,
per-operation signing

S Passport forgery I ssuing authority signature,
trust root verification
S Pri nci pal confusion Principal binding in

passport, del egation chain
verification

S Sybi | attack Trust levels require
hi story and attestations;
new i dentities capped | ow

T Message tanpering Per - operati on signing over
canoni cal i sed payl oad

T Log tanpering Hash- chai ned audit trail
external anchoring

T Code substitution Code attestation, node
integrity verification

T Model tanpering Si gned nodel mani f est
verified at load tine

R Action repudiation Per - operati on signing,
non-repudi abl e receipts

R Del egati on repudi ation Si gned del egation chain
wi th bounded depth

I Passport content |eak Opaque identifiers,
pseudonynous options

I Audit trail |eak Encryption at rest,
hash-only nini mal bundl es

I Trust |evel |eak Coar se- grai ned or
epheneral trust assertions
for cross-domain use

D Resour ce exhaustion Rate |limting at Trust
Gate, pre-verification
filtering

D Trust Gate unavailability Fail-closed default, high

availability design



D Audit trail flooding Quota per agent, eviction
policy, backpressure

E Pol i cy bypass Tract abl e scope | anguage,
cumul ative usage limts

E Del egati on abuse Bounded del egati on depth
si gned scope inheritance

E Revocati on bypass Pul | + push revocation

| evel -speci fic check
requirenents

E Downgr ade attack Si gned capability
negoti ati on, mnimmleve
enf or cenment

Figure 8: STRIDE Threat Analysis
11.7. Attack Tree for Agent Action Forgery

The attack tree bel ow shows what an attacker nust acconplish to
successfully cause an unauthorised action to be accepted by a
verifier. Each leaf is a specific capability the attacker nust gain.
Each interior node is a disjunction (OR) of the paths beneath it,
unl ess nar ked AND.

Goal : Get unauthorised action accepted by verifier
I
+-- OR Forge agent identity

I

+-- Obtain valid private key

+-- Extract from agent nenory
+-- Extract from HSM (very hard)
+-- Intercept during issuance

I

I

I

| o o
+-- Forge issuing authority signature

I I

| +-- Conpronise authority private key
| +-- Break ECDSA P-256 (very hard)

I
+- -

Substitute trust root at verifier

+-- Conpronise verifier trust store
+-- Soci al - engi neer operator

3

Bypass Trust Gate

I

+-- Find policy bug (m ssing check)

+-- Chain permtted actions to forbidden outcone
+-- Race condition in state check

+-- DoS the Trust Gate (if fail-open)

3

I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
+- -
I
|
I
I
I
I
+ Repl ay valid action
| |
| +-- Capture signed action in transit
| +-- AND: Reuse before nonce expiry
| AND: Nonce store failure at verifier
I
+-- OR Exploit del egation

|

+-- Present stale del egation token

+-- Exceed del egation depth silently

+-- Principal confusion via anbiguous ID

Figure 9: Attack Tree for Action Forgery
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The attack tree shows that forging an accepted action requires the
attacker to successfully conplete at |east one full path fromroot to
| eaf . The framework is designed so that each leaf is individually
expensi ve or inpossible:

* Extracting private keys from hardware-backed storage is
conputationally and physically expensive.

* Breaki ng ECDSA P-256 is conputationally infeasible with
cl assical computers.

* Conpromi sing an issuing authority is detectable via
transparency logs (if used) and attri butable.

* Policy bugs are findable and fixable; cunulative usage
limts and fail-closed defaults Iimt blast radius.

* Replay attacks require defeating both nonce stores and
ti mestanp wi ndows simultaneously.

* Del egation exploits are bounded by the cryptographic chain
and the depth imt.

A security argunment for the framework is that an attacker nust either
break cryptography, conpromi se a well-defended root of trust, or find
an i npl ementati on bug. The franmework does not guarantee the absence
of inplenmentation bugs, but it mnimses their inpact and nakes them
det ect abl e.

8. How the Franmewor k Addresses These Threats

Each threat above is addressed by one or nore nmechanisnms in the
framewor k. The correspondence i s summari sed here.

Agent inpersonation is addressed by cryptographic identity and
signing. An attacker cannot sign actions as a legitinmate agent
wi thout the agent’s private key. If the key is properly protected,
i mpersonation requires key extraction, which is a separate threat.

Repl ay attacks are addressed by per-operation signing, which includes
a nonce and tinestanp in every signature. A verifier rejects
signatures with nonces it has already seen or tinestanps outside an
accept ance wi ndow.

Message tanpering i s addressed by per-operation signing. Mdification
of any paraneter invalidates the signature.

Passport forgery is addressed by the issuing authority signature. A
forged passport that is not signed by a recognised authority is
rej ect ed.

Key extraction is addressed by recommendi ng hardwar e- backed key
storage for high-assurance deploynments. The framework does not
elimnate key extraction as a threat, but it provides a strict upper
bound on the danage an extracted key can do: at nost, an attacker can



i npersonate the specific agent until the key is revoked.

Log tanpering is addressed by hash-chained audit trails with externa
anchoring. Mdification of a past entry is detectable because it

i nval i dates the chain. Anchoring to an external w tness protects
agai nst the operator of the audit systemrewiting history
unilaterally.

Code substitution is addressed by code attestation. A deploynent that
requires code attestation as a precondition for accepting actions
will reject an agent whose code hash does not match the attested

val ue.

Model tanpering is addressed by nodel integrity verification. An
agent that verifies its nodel before loading will refuse to run with
a tanpered nodel .

Del egati on abuse is addressed by explicit delegation chains with
bounded depth. An attacker cannot escal ate through del egati on because
each link is cryptographically bound and the chain has a policy-
enforced maxi mum | engt h.

Trust manipulation is addressed partially. A trust system cannot be
made fully resistant to mani pul ati on by colluding participants;
however, the framework recommends asymretric trust functions (harder
to inflate than to | ose), peer attestation weighting by attester
reputation, and detection of anomal ous attestation patterns.

Revocati on bypass is addressed by using both pull-based and push-
based revocation, and by requiring verifiers to check revocation at
the policy-specified granularity for each trust |evel. Hi gh-trust
operations (L3, L4) require revocation checks; |ower-trust operations
may skip themto inprove | atency.

Pol i cy bypass is addressed by anal ysis of the scope expression

| anguage and by cumul ative usage |limts. The franmework reconmends
that scope | anguages be tractable (not Turing conplete) so that
reachability analysis is possible.

Resource exhaustion is addressed by rate limting at the Trust Gate
and by pl aci ng expensi ve operations (signature verification, policy
eval uation) behind rate limts at the service boundary.

Si de- channel | eakage is addressed by using constant-tine signature
verification inplenmentations. The franmework recomrends specific

al gorithms (ECDSA over P-256 with constant-tine inplenentations) but
i npl ementation-specific mtigations are the responsibility of

depl oyers

Downgr ade attacks are addressed by requiring signed capability
negoti ati on in handshake protocols. A transcript of the negotiated
paraneters is included in the session key derivation, so that a
downgrade alters the session key and is detected.

Cross-domai n confusion is addressed by requiring explicit mapping of
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trust | evels between domains in any federation agreenent, and by
including the issuing authority identifier in every passport.

Sybi|l attacks are addressed partially by the requirenment that trust
requires observable, attested, historical behaviour. Creating many
new identities does not gain trust, because new identities are capped
at low levels until they accurul ate history.

Princi pal confusion is addressed by requiring the principa

identifier to be cryptographically bound to the agent passport at

i ssuance tinme, and to be verified against the del egation chain by the
verifier.

9. Threats Not Addressed

The framework does not address the following threats and explicitly
decl ares them out of scope.

Prompt injection against the LLM If an attacker can cause an agent’s
LLMto select an undesired action, the framework will faithfully
record and authorise that action within the agent’s policy envel ope.
The framework does not prevent the LLM from bei ng deceived. It
ensures that the resulting action is auditable and bounded by the
pre-agreed policy.

Conprom se of the principal’s credentials. If the principal’s account
is conprom sed, the attacker can issue agents with the full authority
of the principal. The framework protects the agents but cannot
protect agai nst a conpromni sed principal

I nsider attacks by the issuing authority. A malicious issuing
authority can issue passports to agents it should not, or revoke
passports it should not. Mtigation requires transparency nechani sns
(simlar to Certificate Transparency [RFC6962]) so that issuing
authority actions are publicly auditable. The framework recomends
such transparency but does not mandate a specific transparency
mechani sm

Si de-channel attacks on the LLMitself. Training data extraction,
menber shi p i nference, and nodel extraction are machi ne | earning
research topics that are out of scope.

Quantum adversaries. Al cryptographic recomendations in this
docunent are based on classical cryptographic assunptions (elliptic
curve discrete logarithm. A quantum adversary with sufficient
resources woul d underm ne these assunptions. Post- quantum m gration
is a separate concern shared with all of Internet security and is out
of scope here.

Security Consi derations

1. Cryptographic Choices

The framewor k recomrends ECDSA over NI ST P-256 with SHA-256 for



si gni ng, per [FIPS186-5]. This choice bal ances security (128-bit

| evel ), performance (roughly 50 mcroseconds for signing on nodern
har dwar e), conpact signatures (64 bytes), and ubiquitous

i mpl ement ati on support.

I mpl enent ati ons MJST use constant-tine code paths for signature
verification to prevent timng side-channel attacks. |nplenentations
SHOULD use | ow S nornalisation (BIP-0062) to prevent signature

mal | eability. Canonical JSON serialisation [ RFC8785] SHOULD be used
before signing so that verification is deterninistic across
serialisation differences.

Future versions of this framework nmay reconmrend additional or
alternative algorithns. |nplenentations SHOULD be designed for
algorithmagility: the algorithmidentifier is carried in the

si gnature envel ope, and new al gorithms can be added w t hout protoco
changes.

. 2. Key Managenent

Agent private keys are high-value targets. Key nmanagenent practice
has a | arger effect on real-world security than al gorithm choice

Reconmendati ons for key nanagenent.

Keys SHOULD be generated inside the environment that will use them
not inported fromoutside. This mninises the wi ndow during which the
key exists in transferable form

Keys SHOULD be stored in hardware-backed storage (HSM TEE, secure
encl ave, TPM where avail abl e. Were hardware backing is not
avai | abl e, keys SHOULD be protected with file perm ssions, nenory
protection, and careful handling of process nenory dunps.

Keys SHOULD be rotated on a policy-defined schedule. Rotation limts
the wi ndow during which a conprom sed key can be used. The franmework
does not nandate a specific rotation interval; typical val ues range
from days (high assurance) to nmonths (standard).

Key comprom se SHOULD trigger inmredi ate revocation of the affected
agent identity. The revocati on nechani sm MJST support rapid
propagati on; high-assurance depl oynents SHOULD use push-based
revocati on.

.3. Trust Level Calibration

The nuneric trust levels (LO through L4) are intentionally abstract.
Depl oynments that use these levels MJIST calibrate themto their
specific risk tolerance. A trust level that is appropriate for
internal enterprise agent conmunication rmay be inappropriate for
consuner-facing financial transactions.

Cal i bration decisions are policy decisions, not technical decisions.
The framework provides the vocabul ary and the ordering; deployments
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provi de the semanti cs.

4. Denial of Service

Per-operation signing is a conputational cost. A malicious actor
submitting | arge nunbers of signature verification requests can
exhaust verifier resources. Mtigations include rate linmting at the
Trust Gate, caching of verified passports, rejection of requests with
obviously invalid signatures before cryptographic verification, and
scaling of verification infrastructure.

Trust Gates thenselves can be targets of denial of service. A Trust
Gate that is slow or unavail able blocks legitinate traffic. Trust
Gate inplenentati ons MJST be designed to fail-closed (deny on
failure) by default, but deployments nmay configure fail-open

behavi our for specific non-critical operations.

5. Interaction with Existing Security Mechani snms

The framework is designed to conmpose with existing nechani sns, not
replace them TLS still provides transport security. QAuth stil
provides client authorization for the principal. WAFs still block

mal formed traffic. The framework adds an agent- specific |ayer on top
of these.

A common mstake is to assune that an agent identity replaces these
ot her nechanisns. It does not. An agent with a valid passport stil
needs TLS to protect its signatures in transit. An agent acting on a

user’s behalf still needs the user’s QAuth consent. An agent’s
traffic can still be blocked by a WAF rule that is unrelated to
identity.

Privacy Considerations

1. Attribution and Pseudonymty

Agent identities can reveal information about the principal. An
identifier like "payment-bot-alice" allows an observer to infer that
Alice is using an automated payment system |In contexts where this
inference is a privacy concern, identifiers SHOUD be opaque (random
strings rather than descriptive nanes).

The framework’ s recomrendati on of an "asp_" prefix foll owed by random
hexadeci mal characters is conpatible with opaque identifiers: the
prefix identifies the format but conveys no information about the
princi pal .

2. Linkability Across Actions

An agent that signs every action with the sane identity creates a
cryptographic |ink between those actions. An observer with access to
the signatures can deternine that they were produced by the sane
agent. In sone contexts (auditability, compliance) this is desirable.
In others (user privacy agai nst observers with traffic access) it is
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not .

Depl oynents that require unlinkability SHOULD consi der techniques
such as one-tine identities (a new passport per action), blind
signatures, or zero-know edge proofs. These are research topics with
limted standardi sed support; the framework does not mandate a

speci fic approach.

3. Audit Trail Contents

Audit trails contain detailed records of agent activity. Depending on
what the agent does, the audit trail nmay contain sensitive persona
data, financial information, or confidential business data.
Protecting the audit trail is not only a security concern but a
privacy concern

Reconmmrendat i ons:

Audit trails SHOULD be encrypted at rest, with access controls
limting who can read them

Audit trails SHOULD be retained for a policy-defined period and then
del eted, in accordance with applicable data protection regulation
(for example, the General Data Protection Regulation in the European
Uni on) .

Audit trails SHOULD NOT include full content of requests or responses
wher e hashes woul d suffice. The minimal evidence bundl e described in
Section evidence-| ayer contains only hashes, not contents, precisely
to reduce the privacy surface.

4. Cross-Organisational Trust Portability

Cross-domain trust portability (see Section mechani smtrust-
portability) can leak information. An agent’s trust level in one
organi sation reveal s sonet hing about that organisation's policies
when presented to another organi sati on. Depl oynents SHOULD consi der
whet her exposing trust |evels across boundaries is conpatible with
their privacy requirenents

Possi bl e mitigations include coarse-grained trust portability (only
expose a binary trusted/ untrusted decision, not the |evel), epheneral
trust assertions (valid only for a single verifier for a short tine),
and sel ective disclosure (expose only the m ni muminformtion
needed) .

Integration with Existing Standards

1. QAuth 2.0 and Openl D Connect

The framework is designed to extend QAuth 2.0 [ RFC6749] and Openl D
Connect, not to replace them An agent passport can be carried as an
extension claimin an ODC ID Token or in a JW access token. The



agent’s actions can be signed with a key that is distinct fromthe
QAuth client credentials but referenced fromthe QAuth token

Specifically, an agent identity can be integrated with QAuth as
follows. The principal authenticates to an QAuth authorization server
and grants authority to a client (the agent runtime). The

aut hori zati on server issues an access token as normal. The agent
runtime then i ssues an agent passport fromits own internal issuing
authority (or froman external issuing authority) and presents both
the QAuth token and the passport to the target service. The target
service verifies the QAuth token (the principal’s authorization) and
the passport (the agent’s identity) independently.

Thi s conposition preserves the separation of concerns: QAuth handl es
aut hori zation, the franmework handl es agent identity and trust.
Nei t her repl aces the other.

.2. FAPI 2.0

FAPI 2.0 [FAPI 2] defines a security profile for high-assurance APIs
(banki ng, governnent, healthcare). FAPI 2.0 provi des sender-
constrai ned tokens, strong client authentication, and protection
agai nst a specific set of attacks.

FAPI 2.0's current profile is human-centric. The sender constraint
binds the token to a client, not to an agent instance. The franmework
described in this docunent conplenments FAPI 2.0 by addi ng agent
identity at the instance granularity and per-operation signing on top
of FAPI's session-|evel guarantees.

A depl oynent that uses FAPI 2.0 for high-assurance APl access and
this framework for agent identity can satisfy both the session-I|eve
guar antees FAPI provides and the per-action agent-|evel guarantees
the framework provides. The conbination is additive.

.3. niLS and Sender - Constrai ned Tokens

Mut ual TLS [ RFC8705] provides a strong bindi ng between a client
certificate and the requests nmade over a TLS session. Sender-
constrai ned tokens bind an access token to the niLS certificate of
the client.

These nechani sns operate at the transport layer and bind to a
specific TLS endpoint. An agent’s identity needs to bind to the
specific agent instance, which may share a TLS endpoint w th other
agents. The framework’ s per-operation signing provides this finer
granularity while still allow ng niflLS to secure the overal
transport.

.4. Certificate Transparency

Certificate Transparency [ RFC6962] provides public, append- only |ogs
of TLS certificate issuance. The goal is to detect nisissuance by
certificate authorities. The same construction applies to agent
passports: public transparency | ogs of passport issuance allow
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detection of malicious or conprom sed issuing authorities.

A transparency nmechani smfor agent passports is conpatible with the
framework and is reconmended for high-assurance depl oynments.
Specification is out of scope for this docunent but is identified as
a topic for future work.

5. OMSP Al and MCP Security Guidance

OMASP has published security guidance for Al and for the Mde

Context Protocol, including the OMSP MCP Security Cheat Sheet

[ OMASP- MCP] . The gui dance covers specific controls (input validation,
resource linmts, authentication, |ogging) that depl oynents shoul d

i mpl enent .

The framework in this docunent is conplenentary to OMSP gui dance
OMSP descri bes what to do; the franework describes how to structure
the system so that those controls conpose coherently. A depl oynent
that foll ows OMSP gui dance and uses the framework has both the
specific controls and the structural nodel

6. N ST Al Ri sk Managenent Franework

The NI ST Al RMF [ NI ST- Al - RMF] provides a risk managenment framework
for Al systems. It defines functions (CGovern, Map, Measure, Manage)
and outcones for responsi ble Al devel opnent.

This framework is nore narrow in scope than the NI ST Al RMF but
complenents it. The NIST Al RW s outcomes for |ogging, transparency,
and accountability are supported by the evidence | ayer and audit
trail nmechani sns described here. A deploynent that uses this
framework to inplenment the technical prinmtives can satisfy many of
the technical requirenents inplied by the NIST Al RV s "Manage"
functi on.

7. EU Al Act

The EU Al Act [EU Al-Act] inposes specific requirenments on providers
and depl oyers of Al systenms. The relevant articles include Article 12
(record keeping), Article 13 (transparency), Article 14 (hunman
oversight), Article 15 (accuracy, robustness, and cybersecurity), and
Article 50 (identification of Al systens).

The framework’ s mechani sms map to these requirenments as foll ows.

Article 12 (record keeping) is supported by the agent audit trai
mechani sm The hash-chai ned, tanper-evident |og with externa
anchoring provides the record-keepi ng foundati on.

Article 13 (transparency) is supported by agent identity and
attestation. Users and auditors can determ ne which agent took which
action.
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Article 14 (human oversight) is supported by the Trust Gate
mechani sm whi ch provi des a decision point at which human policy
(expressed in rules) can be enforced.

Article 15 (accuracy, robustness, cybersecurity) is supported by per-
operation signing (integrity), nodel integrity verification
(robustness of the underlying nodel), and trust-gated networking
(cybersecurity of outbound connections).

Article 50 (identification) is supported by agent identity
credentials. Each agent has a verifiable identity that can be
presented to users or auditors.

Conpl i ance evi dence export (see Section mechani sm conpliance-
evi dence-export) produces structured artifacts that map directly to
these requirenents for regulatory inspection

| ANA Consi der ati ons

Thi s docunent does not request |ANA action. Specific nechanisns
referenced in this docunent nmay request | ANA actions in their
respective specifications.
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Rel ation to Existing Internet-Drafts

This framework references and is supported by the follow ng Internet-
Drafts, each of which specifies a particular mechanismin nore
detail .

* draft-sharif-ncps-secure-ncp: MCPS specification for MCP
security.

* draft-sharif-openid-agent-identity: OpenlD Connect clains for
agent identity.



* draft-sharif-agent-paynent-trust: Protocol for trust-aware
agent-initiated paynents.

* draft-sharif-agent-audit-trail: Format and rules for the
agent audit trail

* draft-sharif-agent-transport-protocol: Asynchronous agent
nmessagi ng.

* draft-sharif-attp-agent-trust-transport: Synchronous agent-to-
server transport w th nandatory signing.

These drafts are individual subm ssions by the same author and may be
adopt ed, nerged, or revised as this framework matures.
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