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Abst ract

Thi s docunent specifies a standard | ogging format for autononous
Al agent systems. The Agent Audit Trail (AAT) defines a

JSON- based record structure with mandatory fields for agent
identity, action classification, outcone tracking, and trust

| evel reporting. Records are |inked via tanper-evident hash
chai ni ng usi ng SHA- 256 per RFC 8785, with optional ECDSA
signatures for non-repudiation

The format addresses requirements fromthe EU Al Act
(Regul ati on 2024/1689), whi ch mandates automatic recordi ng of
events for high-risk Al systens effective August 2026. It also
maps to SOC 2 Trust Services Criteria, |1SQOIEC 42001, and

PCl DSS v4.0.1 | ogging requiremnents.

The design is transport-agnostic and supports export to JSONL
Sysl og (RFC 5424), and CSV while preserving chain integrity.
Privacy is addressed through input/output hashing and tonbstone-
based del etion conpatible with GDPR Article 17.
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hi gh-ri sk Al systens "shall technically allow for the automatic
recording of events ('logs’) over the lifetime of the system"”
Article 12(2) further specifies that |ogging capabilities shal
conformto recogni zed standards or common specifications.

Despite this regul atory mandate, no standard exists for HOW
aut ononous Al agents should log their activities. Current
approaches suffer from several deficiencies:

o Proprietary formats that vary across vendors, meking cross-
system audi ti ng i npossi bl e.

0 No tanper-evidence, allow ng post-hoc nodification of |ogs
wi t hout detection.

0 Inconsistent action taxononies that prevent meaningfu
compari son of agent behavior across inplenentations.

o No linkage between agent identity and | ogged acti ons,
maki ng attribution unreliable.

0 No session structure, making it inpossible to reconstruct
the full sequence of an agent’s autononmpus deci si on chain.

Thi s docunent fills this gap by defining the Agent Audit Trai
(AAT), a standard JSON- based | ogging format with tanper-evident
chai ning, a defined action taxonony, and explicit regul atory

mappi ng.
.2. Design CGoals
The AAT format is designed with the foll ow ng goals:

0 Regul atory conpliance: Direct nmapping to EU Al Act
Article 12 requirenments and ot her franeworks.

o Tanper evidence: Hash-chai ned records that make
unaut hori zed nodi fication detectable.

0 Interoperability: A single format usable across different
agent franmeworks, nodel providers, and orchestration
syst ens.

o Privacy by design: No raw personal data in records;
crypt ographi ¢ hashes of inputs and outputs instead.

o Transport agnostic: Exportable to JSONL, Syslog, and CSV
wi thout losing chain integrity.

o0 |Increnmental adoption: Mandatory fields are mninmal;
optional fields support progressive enhancenent.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL",

"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED", "MAY", and "OPTIONAL" in this docunent are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when,
and only when, they appear in capitalized form as shown here.

Agent: An autononpus software systemthat uses one or nore
| arge | anguage nodels to nake deci sions and take actions
with limted or no human intervention per action

Agent Audit Trail (AAT): An ordered sequence of audit records
produced by an agent during a session, |inked by hash



chai ni ng.

Audit Record: A single JSON object representing one | ogged
event in an agent’s operation

Session: A bounded sequence of agent operations that begins
with a genesis record and ends with a session close record.

Cenesis Record: The first record in a session, which has no
parent and establishes the chain root.

Tombst one Record: A record that replaces a deleted record’s
content while preserving the hash chain.

Trust Level: A classification fromLO (no verification) to
L4 (full rmutual authentication with revocati on checking)
as defined in [ MCPS].

Action Type: A controlled vocabul ary val ue describing the
category of agent activity being | ogged.

Chai n Hash: The SHA-256 digest of the previous record’s
canoni cal JSON representation, linking records into a
t anper - evi dent sequence.

Audit Record For mat

Each audit record is a JSON object. Fields are divided into
mandat ory (MJST be present in every record) and optional (MY
be present based on the action type and depl oynent context).

.1. Mandatory Fields

record id: String. REQURED. A UUI D version 4 [ RFC9562]
uniquely identifying this record. |Inplenentations MJST
generate a fresh UUI Dv4 for each record. Duplicate
record_id values within a session indicate a processing
error and MJST be fl agged by vali dators.

Exanpl e: "f47acl0b-58cc-4372-a567- 0e02b2¢3d479"

timestanp: String. REQUI RED. The time at which the event
occurred, formatted per RFC 3339 [ RFC3339] wi th nandatory
UTC of fset. |Inplenentations SHOULD use UTC (i ndicated by
"Z" suffix). MIlisecond precision is RECOVWENDED
M crosecond precision is OPTI ONAL.

Exanpl e: "2026- 03-29T14: 30: 00. 123Z"

agent _id: String. REQURED. A UR [RFC3986] uniquely
identifying the agent instance. This SHOULD be a
persistent identifier that survives agent restarts. Wen
used with MCPS [ MCPS], this MJST match the agent_id in the
Agent Passport.

Exanpl e: "urn:agent: paynent - bot. acne. exanpl e"
agent _version: String. REQU RED. The semantic version
[ SEWER] of the agent software. This allows correlation
of behavi or changes with software updates.
Exanpl e: "2.1.0"
session_id: String. REQU RED. A UU D version 4 identifying

the current session. Al records within a single session
MJST share the sane session_id.
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Exanpl e: "alb2c3d4- e5f 6- 7890- abcd- ef 1234567890"

action_type: String. REQU RED. One of the registered
action type values defined in Section 5. The initial

registry contains: "tool _call", "tool _response",
"deci sion", "del egation", "escalation", "error",
"l'ifecycle".

action_detail: Object. REQU RED. A JSON object containing

action-type-specific fields as defined in Section 5. The
structure of this object varies by action_type. Unknown
fields within action_detail SHOULD be preserved by
processors.

outcone: String. REQUI RED. The result of the action. One
of the registered outcone val ues: "success", "failure",
"timeout", "denied", "escalated". See Section 12.2 for
the outconme registry.

0 "success": The action conpleted as intended.
o "failure": The action did not conplete due to an error
o "tineout": The action exceeded its tine budget.

o "denied": The action was bl ocked by a policy or
aut hori zati on check.

0o "escalated": The action was redirected to a hunan or
hi gher-aut hority agent.

trust level: String. REQU RED. The trust |evel at which
the agent was operating when this action occurred. One of:
n LOII , n Llll , n L2II , n L3II , n L4II i

o LO: No verification. The agent has no cryptographic
identity.

o L1: Self-signed identity. The agent possesses a key
pair but no external attestation

0 L2: Authority-signed identity. A Trust Authority has
i ssued the agent’s passport.

o0 L3: Mutual authentication. Both parties have verified
each other’s identity.

0o L4: Full nutual authentication with revocation
checki ng and conti nuous nonitoring.

parent _record id: String or null. REQURED. The record id
of the immediately preceding record in the session chain.
For genesis records (the first record in a session), this
field MUST be null. For all subsequent records, this MJST
contain the record id of the previous record.

prev_hash: String or null. REQUJ RED. The SHA-256 hash of
the canoni cal JSON representation (per RFC 8785 [ RFC8785])
of the previous record. For genesis records, this field
MJUST be null. The hash MJST be encoded as a | owercase
hexadeci mal string (64 characters).

Exampl e: "a7ffc6f8bfled76651c14756a061d662. .. "

Optional Fields



3. 3.

The following fields are OPTIONAL and MAY be included in any
audit record:

human_override: (Object. Present when a human intervened in
or overrode the agent’s action. Contains:

0 "operator_id": String. An identifier for the human
operator (SHOULD be a pseudonymor role, not a rea
nane, for privacy).

0 "reason": String. Free-text explanation of the
overri de.

o "original _action": Object. The action the agent woul d
have taken without intervention.

risk_score: Nunber. A value between 0.0 and 1.0 indicating
the agent’s assessed risk of the action. 0.0 indicates
mnimal risk; 1.0 indicates maximmrisk.

model _id: String. The identifier of the |Ianguage nodel used
for the decision. Example: "gpt-40-2025-03-01" or
"cl aude- sonnet - 4- 20250514"

i nput _hash: String. The SHA-256 hash of the input provided
to the agent for this action, encoded as | owercase
hexadeci mal . Used instead of raw input to preserve
privacy.

out put _hash: String. The SHA-256 hash of the out put
produced by the agent for this action, encoded as
| ower case hexadeci nal .

latency_ms: Nunber. The wall-clock tine in nmilliseconds
fromaction initiation to conpletion

cost_estimate: (Object. Estimated cost of the action
o "amount": Nunmber. The nonetary anount.
0 "currency": String. |SO 4217 currency code.

0 "breakdown": Cbject. Optional sub-costs (e.g.,
"conpute", "api _calls", "tokens").

sanctions_check: bject. Result of sanctions screening:
o "provider": String. The screening provider
0 "checked at": String. RFC 3339 tinmestanp of check
o "result": String. One of "clear", "match", "error".
o "list_version": String. Version of the sanctions |ist.

jurisdiction: String. |1SO 3166-1 al pha-2 country code
indicating the jurisdiction governing this action

signature: String. An ECDSA P-256 signature over the
canoni cal JSON of this record (excluding the signature
field itself), encoded as Base64url per RFC 4648
Section 5. See Section 4.2.

Field Constraints



The followi ng constraints apply to all audit records:

o Al string fields MJST be valid UTF-8.

0o The total size of a single audit record SHOULD NOT exceed
64 KB when serialized as JSON. Records exceedi ng 256 KB
MJST be rejected by validators.

o Tinmestanps MUST NOT be backdated. The tinestanp of record
N+1 MJUST be greater than or equal to the tinestanp of
record Nwithin the sane session

0 The action_detail object MJIST contain at |east one field
rel evant to the action_type.

o Inplenmentations MJUST NOT add fields w th nanes begi nni ng
with "aat " to action_detail, as this prefix is reserved
for future extensions of this specification

4. Tanper - Evi dent Chai ni ng
4.1. Hash Conputation

The prev_hash field creates a tanper-evident chain across al
records in a session. The hash is conputed as foll ows:

1. Take the conplete JSON object of the previous record,
I NCLUDI NG al | fields (rmandatory and optional) that were
present in the record as stored.

2. Serialize the JSON object using the JSON Canonicalization
Scheme (JCS) defined in RFC 8785 [ RFC8785]. JCS
produces a deterninistic byte sequence fromany JSON
val ue.

3. Conpute the SHA-256 hash of the canonical byte sequence.

4. Encode the resulting 32-byte hash as a 64-character
| ower case hexadeci mal string.

The formula is:

prev_hash(N) = hex(SHA-256(JCS(record(N-1))))
For the genesis record (N=0), prev_hash MJST be null
I mpl enent ati ons MJUST use JCS (RFC 8785) for canonicalization
Al ternative canoni calization schemes MJUST NOT be used, as they
woul d break chain verification across inplenentations.

4.2. Signature Envel ope

When cryptographic non-repudi ation is required, records MAY
i nclude an ECDSA P-256 signature. The signing procedure is:

1. Construct the conplete audit record with all fields
EXCEPT the "signature" field.

2. Serialize using JCS (RFC 8785).
3. Conpute SHA-256 of the canonical bytes.

4. Sign the hash using ECDSA P-256 with the agent’s private
key, per FIPS 186-5 [ FI PS186-5].

5. Encode the signature as Base64url (RFC 4648 Section 5)



usi ng | EEE P1363 fixed-length r||s encoding (64 bytes
total: 32 bytes r, 32 bytes s).

6. Add the "signature" field to the record

When verifying, the verifier MJIST renove the "signature" field
bef ore conputing the hash for conparison

Not e: When both prev_hash and signature are present, prev_hash
i s conputed over the COVPLETE previous record INCLUDING its
signature field. Only the current record s signature is
excl uded during signing of the current record.
When used with MCPS [ MCPS], the signing key SHOULD be the sane
key used in the agent’s Agent Passport, providing a direct
bi ndi ng between audit records and cryptographic identity.

4.3. Chain Verification
To verify a session’s audit trail integrity, a verifier MJST:

1. Confirmthe first record has parent _record id = null and
prev_hash = nul .

2. For each subsequent record N (where N > 0):
a. Conpute hex(SHA-256(JCS(record(N-1)))).
b. Conpare the conmputed hash with record(N). prev_hash

c. |If the values differ, the chain is broken at
record N and the trail MJST be flagged as tanpered.

3. If signatures are present, verify each signature using
the agent’s public key.

4. Verify that timestanps are nonotonically non-decreasing.

5. Verify that parent _record id of record N equals the
record _id of record N1.

A chain verification failure MIST be reported as a critica
integrity error. Partial chain verification (e.g., verifying
only the last K records) is NOT RECOMVENDED but MAY be used
for performance reasons if the full chain has been previously
verified.

5. Action Type Definitions

Each action type defines a specific structure for the
action_detail object.

5.1. tool _cal
Logged when the agent invokes an external tool or API.
action_detail fields:

o "tool_nane": String. REQUI RED. The nanme of the too
bei ng call ed.

o "tool _server": String. OPTIONAL. URI of the MCP server
or APl endpoint providing the tool

0 "paraneters_hash": String. REQU RED. SHA-256 hash of
the serialized paraneters sent to the tool
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0 "tool _version": String. OPTIONAL. Version of the too
definition.

o "authorization": String. OPTIONAL. The authorization
mechani sm used (e.g., "bearer_token", "api_key",
"mutual _tls").

2. tool _response
Logged when the agent receives a response froma tool

action_detail fields:

o "tool _nane": String. REQUI RED. The nane of the too
t hat responded.

0 "response_hash": String. REQU RED. SHA-256 hash of
the response payl oad.

0 "response_size": Nunber. OPTIONAL. Size of the response
in bytes.

o "parent_call _id": String. REQU RED. The record_id of
the corresponding tool _call record.

3. decision
Logged when the agent makes an autononous deci sion
action_detail fields:
0 "decision_type": String. REQU RED. Category of decision
(e.g., "route", "approve", "reject", "classify",
"generate").

0 "reasoning_hash": String. OPTIONAL. SHA-256 hash of the
agent’s reasoning chain or chain-of-thought.

o "confidence": Nunber. OPTIONAL. Confidence score between
0.0 and 1.0.

o "alternatives_considered": Number. OPTIONAL. Count of
alternative actions the agent eval uat ed.

o "policy ref": String. OPTIONAL. Identifier of the
policy or rule that governed this decision.

4. del egation
Logged when the agent del egates work to another agent.

action_detail fields:

0 "delegate_agent _id": String. REQURED. URH of the agent
receiving the del egation

0 "delegate trust level": String. REQU RED. Trust |eve
of the del egate agent.

0 "task_description_hash": String. REQU RED. SHA-256 hash
of the del egated task description

0 "constraints": Array of String. OPTIONAL. Constraints
i nposed on the del egate.
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o "timeout ns": Nunmber. OPTIONAL. Maxinmumtine all owed
for the delegate to conplete the task

escal ati on

Logged when the agent escalates to a human operator or
hi gher-authority system

action_detail fields:

0 "escalation_reason": String. REQU RED. Wy the agent
escal ated (e.g., "confidence_bel ow_ threshol d",
"policy_requires_human", "risk_score_exceeded",
"error_recovery").

0 "escalation_ target": String. REQU RED. Identifier of
the human or systemreceiving the escal ation

0 "context_hash": String. OPTIONAL. SHA-256 hash of the
context provided to the escal ation target.

0 "urgency": String. OPTIONAL. One of "low', "nmediunt,
"hi gh", "critical".

error
Logged when the agent encounters an error condition
action_detail fields:

0 "error_code": String. REQU RED. A machine-readable
error code.

0 "error_nessage": String. REQU RED. A human-readabl e
error description.

0 "error_category": String. REQU RED. One of "transport”,
"aut hentication", "authorization", "validation",
"tinmeout", "internal", "external"

0 "recoverable": Boolean. REQU RED. Whether the agent
can continue operating after this error.

0 "stack_hash": String. OPTIONAL. SHA-256 hash of the
stack trace, for debuggi ng without exposing internals.

I'ifecycle

Logged for agent |ifecycle events (start, stop, pause,
configuration changes).

action_detail fields:

o "event": String. REQU RED. One of "session_start",
"session_end", "pause", "resune",
"configuration_change", "key rotation",
"trust _| evel change".

0 "previous_state": String. OPTIONAL. The state before
this lifecycle event.

0 "new state": String. OPTIONAL. The state after this
I'ifecycle event.

o "trigger": String. OPTIONAL. What caused the lifecycle
event (e.g., "schedul ed", "manual", "policy",



"error_recovery").
6. Session Structure
6.1. Cenesis Record

Every session MJST begin with a genesis record. The genesis
record has the followi ng characteristics

0 action_type MJST be "lifecycle".

0 action_detail.event MJST be "session_start".
0 parent_record_id MJST be null

0 prev_hash MJST be null.

o The action_detail SHOULD include the agent’s configuration
hash, enabled tools list, and operating paraneters to
establish a baseline for the session

Exanpl e genesi s action_detail:

{

"event": "session_start",

"new state": "active",

"trigger": "schedul ed",

"config hash": "b5bb9d8014a0f9b1d6...",

"enabl ed_tool s": |
"paynent _transfer"”,
"sanctions_check",
"bal ance_query"

]

}

6.2. Odered Chain

After the genesis record, all records MJUST forma strictly
ordered chai n:

o0 Each record’'s parent_record_id MJST equal the previous
record s record_id.

o Each record’'s prev_hash MJST equa
hex( SHA- 256( JCS( previ ous_record))).

o Tinmestanps MJUST be nonotonically non-decreasing.

0 No gaps in the chain are permtted. |If a record cannot
be produced (e.g., due to a crash), a recovery record
with action_type "error" MJST be inserted to docunent the
gap when the agent resunes.

Branching (multiple records claimng the same parent) is NOT
permtted within a single session. |If an agent forks into
paral | el execution paths, each path MJST use a separate
session_id and the delegation record in the parent session
MUST reference the child session_id.

6.3. Session C ose

Every session SHOULD end with a close record. The close
record has the followi ng characteristics

0 action_type MJST be "lifecycle".
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0 action_detail.event MJST be "session_end"

0 action_detail MJST include a "session_hash" field
contai ning the SHA-256 hash of the concatenation of al
record hashes in the session, in order

sessi on_hash = hex( SHA- 256(
prev_hash(1) || prev_hash(2) || ... || prev_hash(N)

))

where N is the close record itself and prev_hash val ues
are the raw 32-byte digests (not hex-encoded) prior to
concat enat i on.

0 action_detail SHOULD include "record count" (integer)
and "duration_ns" (nunber) summari zing the session

If an agent term nates abnormally w thout producing a close
record, the session is considered "orphaned." NMonitoring
systens SHOULD det ect orphaned sessions and produce a
synthetic close record with outconme "failure" and
action_detail.trigger "crash_recovery".

Ret enti on Requirenents
H gh- Ri sk Systens

For Al systenms classified as high-risk under the EU Al Act
(Annex 111), audit trail records SHOULD be retained for a
m ni mum of 12 nmonths fromthe session close tinestanp.

This aligns with Article 12(1) which states that |ogging
capabilities shall be such that |ogs are kept for a period
appropriate to the intended purpose of the high-risk Al
system of at |east six nonths unless provided otherw se in
appl i cabl e Union or national |aw.

The 12-nmonth RECOMMENDATION in this specification exceeds the
m ni mum 6-nonth requirenment to account for audit cycles and
i ncident investigation tinelines.

Gener al - Pur pose Systens

For Al systens not classified as high-risk, audit trai
records SHOULD be retained for a mninmmof 6 nmonths from
the session close tinestanp.

Depl oyments subject to financial regulations (e.g., PCl DSS,
SOC 2) MAY require longer retention periods as specified by
t hose franmewor ks

Tonbst one Records

When individual records nust be deleted (e.g., pursuant to
GDPR Article 17 right to erasure), the record MIST be
replaced with a tonbstone record that preserves chain
integrity. A tonbstone record:

0 Retains the original record_id, tinmestanp,
parent _record_id, and prev_hash.

0 Sets action_type to "lifecycle".

0 Sets action_detail to:

{
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"event": "record_del eted",

"del etion_reason": "gdpr_art17",
"del eted_at": "2026-06-15T10: 00: 00Z",
"original action_type": "tool _call"

}

0 Sets outcome to "success"
0 Retains the signature field if originally present.

The original record s content is destroyed. Because the
tonbst one preserves the original record_id and prev_hash,
subsequent records in the chain remain verifiable. However,
the prev_hash of the NEXT record will no |onger match the
tonbst one (since the content changed). To handle this,

i npl ement ati ons MUST al so store a "tonbstone_hash" field in
the tombstone record containing the original record s hash,
allowing validators to accept the chain break

Export Formats

| mpl enent ati ons MUST support at | east one export fornat.
JSONL i s the RECOMMENDED prinary fornmat.

JSONL (Primary)

The primary export format is JSON Lines (JSONL), where each
line contains exactly one conplete audit record serialized
as JSON. Lines are separated by a single newine character
(U+000A) .

o Each line MJUST be a valid JSON obj ect.

o0 The order of lines MJUST match the chai n order
(genesis first, close |last).

o The file SHOULD use UTF-8 encoding without a byte order
mar k (BOM .

o The file extension SHOULD be ".jsonl"

Sysl og (RFC 5424)

For integration with existing |logging infrastructure, audit

records MAY be exported as Sysl og nmessages per RFC 5424

[ RFC5424]. The nmapping is:

o FACILITY: localO (16).

0 SEVERITY: based on outcone -- success=6 (Informational),
failure=3 (Error), tineout=4 (Warning),
deni ed=5 (Notice), escalated=5 (Notice).

0 APP-NAME: the agent_id (truncated to 48 characters).

o MA@ D: the action_type

0 STRUCTURED- DATA: SD-1D "aat @ ANA- PEN' cont ai ni ng
record_id, session_id, trust_level, prev_hash

0o MG JSON serialization of the full audit record
The prev_hash and chain integrity MJST be preserved in the

structured data to enable reconstruction of the chain from
Sysl og archi ves.
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csv

For human review and spreadsheet anal ysis, audit records MAY
be exported as CSV per RFC 4180 [RFC4180]. The mapping is:

0 Header row record_id, timestanp, agent_id,
agent _version, session_id, action_type, outcone,
trust level, parent _record_id, prev_hash, action detail.

0 The action_detail colunn contains the JSON serialization
of the action_detail object.

0 CSV export is inherently | ossy for optional fields.
I npl enent ati ons SHOULD docunent which optional fields
are included.

CSV exports MUST NOT be used as the authoritative record.
The JSONL format MUST be retained as the source of truth.

Regul at ory Mappi ng
EU Al Act
The followi ng tabl e maps AAT features to EU Al Act articles:

Article 12 (Record-Keeping):
AAT provides automatic recording via the mandatory audit
record format (Section 3). Hash chaining (Section 4)
ensures records "allow the traci ng back of the Al systenis
operation." The session structure (Section 6) provides the
"period of each use" required by Art 12(1)(c).

Article 13 (Transparency):
The action_type taxonony (Section 5) and decision records
(Section 5.3) provide interpretability of agent behavior
The nodel id field docunments whi ch nodel was used
The human_override field docunents human interventions.

Article 14 (Human Oversight):
The escal ation action type (Section 5.5) docunents when
and why agents escal ated to humans. The human_override
optional field (Section 3.2) captures human interventions.
Trust | evels docunent the degree of autononous operation

Article 72 (Reporting):

The export formats (Section 8) enable provision of |ogs
to national competent authorities. The session_hash in
session close records (Section 6.3) provides a verifiable
summary for regulatory reporting.

SCC 2

SCC 2 Trust Services Criteria relevant to AAT:

0 CC6.1 (Logical Access): trust_level and authorization
fields docunent access controls.

0o CC7.2 (System Monitoring): Continuous audit trail with
t anmper - evi dent chai ning satisfies nmonitoring requirenments.

0 CC8.1 (Change Managenent): lifecycle action type records
docunent configuration changes.

I SO | EC 42001

I SO'| EC 42001 (Al Managenent Systen) clauses addressed:
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0 Cause 6.1.2 (Al Risk Assessnent): risk score and
deci sion records support risk docunentation

0 Cause 8.4 (Al System Operation): Full session audit
trails docunent operational behavior.

0 Cause 9.1 (Mnitoring): Continuous |logging with chain
verification supports nonitoring requirenents.

PCl DSS v4.0.1
PClI DSS v4.0.1 requirenments addressed by AAT:

0 Requirenent 10.2: AAT provides audit |logs for all agent
actions including tool calls, decisions, and errors.

0 Requirement 10.3: Record fields (tinmestanp, agent_id,
action_type, outcone) map directly to required audit
trail entries

0 Requirenment 10.5: Hash chai ning and optional signatures
protect audit trail integrity.

0 Requirement 10.7: Retention requirenents (Section 7)
align with PCl DSS retention peri ods.

Privacy Considerations

1. Data Mnimzation

AAT is designed with privacy by default:

o0 Raw i nput and output data MJST NOT be stored in audit
records. |Inplenentations MJST use the input_hash and

out put _hash fiel ds instead.

0 The hunman_override. operator _id SHOULD be a pseudonynous
identifier or role nane, not a natural person’s nane.

o0 The reasoning_hash field in decision records stores a hash
of the reasoning chain, not the reasoning itself.

0 Tool paraneters are recorded via paraneters_hash, not in

cleartext.
0 Sanctions check results record only "clear", "match", or
"error" -- not the details of what was screened.

I npl enentations that need to retain raw data for debuggi ng
MUST store it in a separate systemw th appropriate access
controls, linked to the audit trail via record_id.

2. Right to Erasure

To support GDPR Article 17 (right to erasure) and simlar
regul ati ons, AAT uses tonbstone records (Section 7.3) rather
than record del etion. This approach

0 Renoves all personal data fromthe record

0 Preserves chain integrity for regulatory conpliance

o Documents the fact and reason for del etion

0 |Is conmpatible with the EU Al Act’s record-keepi ng
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requi renents, which do not require retention of persona
data but do require retention of operational |ogs.

Data controllers MJST inplenment a process to identify which
audit records contain personal data (even in hashed form and
respond to erasure requests by creating tomnmbstone records

wi thin 30 days.

Security Considerations
1. Log Tanpering

The primary threat to audit trails is unauthorized
nmodi fication. AAT mitigates this through

0 Hash chaining: Any nodification to a record invalidates
al | subsequent prev_hash val ues, making tanpering
det ect abl e.

0 Optional signatures: ECDSA P-256 signatures provide
non-repudi ati on and prevent even the |og storage system
fromundet ectably nodi fying records.

0 Session hashes: The session_hash in close records provides
a single value that can be stored externally (e.g., on a
bl ockchain or with a timestanp authority) to anchor the
entire session.

I mpl ement ati ons SHOULD store session_hash values in a
separate, append-only systemto provide an independent
verification point.

2. Log Injection

Attackers may attenpt to inject false audit records into the
trail. Mtigations include:

0 Signature verification: Wen signatures are present, only
records signed by the agent’s key are valid.

0 Chain continuity: Injected records would break the hash
chain unl ess the attacker can also nodify all subsequent
records.

o Tinmestanp nonotonicity: Injected records with out-of-
order tinestanps are detectable.

0 Record size linmts: The 256 KB maxi num prevents deni al - of -
service through oversized records

I mpl enent ati ons MJUST validate all records agai nst the schema
before accepting theminto the audit trail

3. Timng Attacks

Audit record tinmestanps nay be manipulated if the agent
controls its own clock. Mtigations include:

0 Using NTP-synchronized clocks with drift nonitoring.

0 Cross-referencing timestanps with external systens (e.g.,
tool server response tinestanps).

o Flagging sessions where tinestanps show suspi ci ous
patterns (e.g., large junps, regression).



I mpl enent ati ons SHOULD nonitor for timestanp anonalies and
flag them for human revi ew

.4. Chain Breaks

Chai n breaks can occur due to:

0 Systemcrashes during record witing.

0 Storage corruption

o Intentional tanpering.

When a chain break is detected, inplenentations MJST:
1. Flag the break with a severity of "critical"

2. Record the break | ocation (which record pair failed
verification).

3. Preserve both the broken chain and any recovered data.

4. |If the break is due to crash recovery, insert an error
record docunenting the gap.

Chain breaks in high-risk systens MJUST trigger an alert to
the system operator within 1 hour

I ANA Consi derations

.1. Action Type Registry

Thi s docunent requests |IANA to create the "Agent Audit Trai
Action Types" registry. The registration policy is

"Speci fication Required" per RFC 8126 [ RFC8126].

Initial registry contents:

o a o e e e e e e e eaea oo n Fom e +
| Val ue | Description | Reference

o a o o e e e e e e e e e e oo - R +
| tool _call | Agent invokes a tool | Sec 5.1 |
| tool _response | Agent receives tool reply | Sec 5.2 |
| deci sion | Agent nakes a deci sion | Sec 5.3 |
| del egation | Agent delegates to agent | Sec 5.4 |
| escalation | Agent escalates to human | Sec 5.5 |
| error | Agent encounters error | Sec 5.6 |
| lifecycle | Agent lifecycle event | Sec 5.7 |
o e o e e e e e R +

New entries MJUST include a value (lowercase ASCI| string,
max 32 characters), description, and reference to a published
speci fication.

.2. Qutcone Registry

Thi s docunent requests IANA to create the "Agent Audit Trai

Qut conmes" registry. The registration policy is "Specification
Requi red" per RFC 8126.

Initial registry contents:
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| failure | Action failed due to error | Sec 3.1 |
| tinmeout | Action exceeded tine budget | Sec 3.1 |
| denied | Action blocked by policy | Sec 3.1 |
| escalated | Action redirected to human | Sec 3.1 |
T o m e e e e e e aaa oo R +

Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC3339] Klyne, G and C. Newman, "Date and Tine on the
Internet: Tinmestanps", RFC 3339,
DO 10.17487/ RFC3339, July 2002,
<https://www.rfc-editor.org/info/rfc3339>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter,
"Uni form Resource ldentifier (URI): Generic Syntax",
STD 66, RFC 3986, DO 10.17487/ RFC3986,
January 2005,
<https://www.rfc-editor.org/info/rfc3986>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in
RFC 2119 Key Wbrds", BCP 14, RFC 8174,
DO 10.17487/ RFC8174, May 2017,
<https://www. rfc-editor.org/info/rfc8174>.

[ RFC8785] Rundgren, A., Jordan, B., and S. Erdtnman, "JSON
Canoni cal i zati on Schene (JCS)", RFC 8785,
DA 10.17487/ RFC8785, June 2020,
<https://www. rfc-editor.org/info/rfc8785>.

[ RFC9562] Davis, K, Peabody, B., and P. Leach, "Universally
Unique IDentifiers (UUDs)", RFC 9562,
DO 10.17487/ RFC9562, May 2024,
<https://www. rfc-editor.org/info/rfc9562>.

[ FI PS186- 5]
National Institute of Standards and Technol ogy,
"Digital Signature Standard (DSS)", FIPS PUB 186-5,
DA 10. 6028/ NI ST. FI PS. 186-5, February 2023.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "Quidelines
for Witing an | ANA Consi derations Section in RFCs",
BCP 26, RFC 8126, DA 10.17487/ RFC8126, June 2017,
<https://ww.rfc-editor.org/info/rfc8126>.

2. Informative References

[ MCPS] Sharif, R, "MCPS: Cryptographic Security Layer for
the Model Context Protocol”,
draft-sharif-ntps-secure-ncp-02, March 2026.

[ EU- Al - ACT]

Eur opean Parlianment and Council, "Regulation (EU)
2024/ 1689 | ayi ng down harnonised rules on artificial
intelligence (Artificial Intelligence Act)",
Oficial Journal of the European Union, L series,
2024/ 1689, August 2024.

[ RFC5424] Gerhards, R, "The Syslog Protocol", RFC 5424,
DA 10.17487/ RFC5424, March 2009,



<https://ww.rfc-editor.org/info/rfc5424>

[ RFC4180] Shafranovich, Y., "Common Format and M ME Type for
Conme- Separ at ed Val ues (CSV) Files", RFC 4180,
DO 10.17487/ RFC4180, Cctober 2005,
<https://ww.rfc-editor.org/info/rfc4180>

[ RFC4648] Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, DO 10. 17487/ RFC4648,
Oct ober 2006,
<https://www. rfc-editor.org/info/rfc4648>

[1SO42001] International Organization for Standardization,

"Information technology -- Artificial intelligence --
Managenent systent, SO | EC 42001: 2023, Decenber
2023.

[PCI-DSS] PCl Security Standards Council, "Paynent Card
Industry Data Security Standard Version 4.0.1",
June 2024.

[ SOC2] American Institute of Certified Public Accountants,

"SOC 2 -- SOC for Service Organizations: Trust
Services Criteria", 2017

[ SEMVER] Preston-Wrner, T., "Semantic Versioning 2.0.0",
<https://senver.org/>.

Appendi x A,  Exanple Audit Trai

The foll owi ng exanpl e shows a conplete audit trail for a
paynent agent session that processes a GBP 500 transfer

The session denonstrates tool calls, decisions, sanctions
screening, and successful conmpletion. prev_hash values are
truncated for readability (shown as first 16 hex characters).

Record 1: Genesis (session start)

{
"record_id": "al000000-0000-4000-8000-000000000001",

"timestanp": "2026-03-29T14: 00: 00. 000Z",
"agent _i d": "urn:agent:payment-bot.acne. exanpl e",
"agent _version": "2.1.0",
"session_id": "sess-29nar-0001-4000-8000-abcdef 123456",
"action_type": "lifecycle",
"action_detail": {
"event": "session_start",
"new state": "active",
"trigger": "api_request",
"config hash": "b5bb9d8014a0f9b1...",
"enabl ed_tools": |
"paynent transfer",
"sanctions_check",
"bal ance_query"

]

utconme": "success",
"trust _level": "L2",
"parent _record_id": null
"prev_hash": nul

}

Record 2: Sanctions screening tool cal

{
"record_id": "al000000-0000-4000-8000-000000000002",

}



"timestanp": "2026-03-29T14: 00: 00. 150Z2",

"agent _id": "urn:agent:paynent-bot.acne. exanpl e",
"agent _version": "2.1.0",
"session_id": "sess-29nar-0001-4000-8000-abcdef 123456",
"action_type": "tool _call",
"action_detail": {
"tool nane": "sanctions_check",
"tool server": "https://screening.acne. exanpl e/ v2",
"paraneters_hash": "e3b0c44298fclcl4...",
"aut hori zation": "nutual _tls"
},
"out conme": "success",
"trust _level": "L2",

"parent _record_id":
"al1000000- 0000- 4000- 8000- 000000000001",

"prev_hash": "7d865e959h2466918a...",

"i nput _hash": "9f86d081884c7d659a...",

"l atency_ns": 145

}

Record 3: Sanctions screening response

{
"record_id": "al000000-0000-4000-8000-000000000003",

"timestanp": "2026-03-29T14: 00: 00. 2952",
"agent _id": "urn:agent: paynment-bot.acne. exanpl e",
"agent _version": "2.1.0",
"session_id": "sess-29nar-0001-4000-8000-abcdef 123456",
"action_type": "tool _response",
"action_detail": {
"tool nane": "sanctions_check",
"response_hash": "2cf24dba5fb0a301...",
"response_size": 256,
"parent _call _id":
"al1000000- 0000- 4000- 8000- 000000000002"
},
"out conme": "success",
"trust_level": "L2",
"parent _record_id":
"al1000000- 0000- 4000- 8000- 000000000002",
"prev_hash": "4e07408562bedb8b6...",
"sanctions_check": {
"provider": "acme_screening",
"checked_at": "2026-03-29T14: 00: 00. 2902",
"result": "clear",
"l'ist_version": "2026-03-29"

}
}

Record 4: Decision to approve transfer

{
"record_id": "al000000-0000-4000-8000-000000000004",

"timestanp": "2026-03-29T14: 00: 00. 310Z",
"agent _i d": "urn:agent:paynent-bot.acne. exanpl e”,
"agent _version": "2.1.0",
"session_id": "sess-29nar-0001-4000-8000-abcdef 123456",
"action_type": "decision",
"action_detail": {
"deci sion_type": "approve",
"reasoni ng_hash": "6b86b273ff34fcel...",
"confidence": 0.97,
"alternatives_considered": 2,
"policy ref": "paynment-policy-v3.2"
}

ut come": "success",



"trust _level": "L2",
"parent _record_id":
"al1000000- 0000- 4000- 8000- 000000000003",
"prev_hash": "ef2d127de37b942ba...",
"risk_score": 0.12,
"nmodel _id": "cl aude-sonnet -4-20250514",
"cost_estimate": {
"anmount ": 500. 00,
"currency": "CBP"

}
}
Record 5: Paynent execution tool cal
{
"record_id": "al000000-0000-4000-8000-000000000005",
"timestanmp": "2026-03-29T14: 00: 00. 320Z2",
"agent _id": "urn:agent:paynent-bot.acne. exanpl e",
"agent _version": "2.1.0",
"session_id": "sess-29nar-0001-4000-8000-abcdef 123456",
"action_type": "tool call",
"action_detail": {
"tool _nanme": "paynent_transfer",
"tool _server": "https://paynents. acne. exanpl e/ v1",
"paraneters_hash": "d4735e3a265el6ee...",
"aut hori zation": "bearer_token"
},
"out cone": "success",
"trust_level": "L2",
"parent _record_id":
"al000000- 0000- 4000- 8000- 000000000004,
"prev_hash": "e7f6c011776e8db7c...",
"l atency_ns": 890,
"jurisdiction": "GB"
}
Record 6: Session close
{
"record_id": "al000000-0000-4000-8000-000000000006",
"timestanmp": "2026-03-29T14: 00: 01. 210Z2",
"agent _i d": "urn:agent:payment-bot.acne. exanpl e",
"agent _version": "2.1.0",
"session_id": "sess-29nar-0001-4000-8000-abcdef 123456",
"action_type": "lifecycle",
"action_detail": {
"event": "session_end",
"previous_state": "active",
"new state": "closed",
"trigger": "task _conplete",
"sessi on_hash": "9c22f f 5f 21f 0b81b. .. ",
"record _count": 6,
"duration_ms": 1210
},
"out conme": "success",
"trust _level": "L2",
"parent _record_id":
"al1000000- 0000- 4000- 8000- 000000000005",
"prev_hash": "a3a2e67adlb8d57e2..."
}

Appendi x B. EU Al Act Conpliance Checkli st

The following table maps EU Al Act Article 12 sub-requirenents
to specific AAT features



| Art 12 Requirenent | AAT Feature |
o e e e e e e ee oo s o m e e e e e e e aaao o +
| 12(1) Automatic recording | Mandatory audit record format |
| | (Section 3) |
o e e e e e e e o e e e e e e e meme oo +
| 12(1)(a) Recording of | session_id + ordered chain |
| period of each use | (Section 6) |
o e e e e e e ee oo s o m e e e e e e e aaao o +

| 12(1)(b) Reference |
| database agai nst which |
| input data has been | |
| |

checked |
oo e e e e e e i oo oo oo o mm e e e e e e a— oo oo +
| 12(1)(c) Input data for | input_hash field |
| which search has led to | (Section 3.2) |
| a match | |
o e e e e e e e o e e e e e e e meme oo +
| 12(1)(d) ldentification | hurman_override field with |
| of natural persons | pseudonynous operator_id |
| involved in verification | (Section 3.2) |
o e e e e e i eee oo n o m e e e e e e aaao o +
| 12(2) Conformto | This specification |
| recogni sed standards | |
o e e e e e e e e a oo - o e e e e e e e e e e aa o - +
| 12(3) Appropriate to | Retention requirenments
| intended purpose, at | (Section 7): 12 nonths for
| least 6 nonths | high-risk, 6 nonths general
o m e e e e e e oo o m e e e e e e aaa oo +

| 12(4) Providers of | Export formats (Section 8)

| high-risk Al systens | enable log provision to |
| that are credit | financial authorities |
I I I

institutions
o e e e e e i eee oo n o m e e e e e e aaao o +
| Art 13 Transparency | action_type taxonony + |
| | decision records (Sec 5.3) |
o e e e e e e e e a oo - o e e e e e e e e e e aa o - +
| Art 14 Human oversi ght | escalation type (Sec 5.5) + |
| | hurman_override (Sec 3.2) |
o e e e e e i eee oo n o m e e e e e e aaao o +

Appendi x C. I nplenmentati on Notes
C.1. Performance Consi derations

Hash conputati on adds overhead to each record. Benchmarks on
commodi ty hardware show

0 JCS canonicalization: ~0.1 ns per record (typical size).
0 SHA-256 hash: ~0.01 ns per record.

o0 ECDSA P-256 signing: ~1-2 nms per record.

o Total overhead with signing: ~2 ns per record.

For hi gh-throughput agents (>1000 acti ons/second),

i mpl ement ati ons MAY batch records and conmpute hashes
asynchronously, provided the chain order is preserved. The
ti mestanp MJUST reflect the actual event tine, not the time
the hash was conputed

C. 2. Storage Estinates

A typical audit record (nandatory fields only) is
appr oxi mat el y 500-800 bytes when serialized as JSON. Wth



optional fields, records range from 800-2000 bytes.
For a high-activity agent producing 10,000 records per day:
o Daily storage: ~10-20 MB (JSONL).
o Mnthly storage: ~300-600 MB
0 12-nonth retention: ~3.6-7.2 GB
| mpl enent ati ons SHOULD apply conpression (e.g., gzip) to
archived sessions. Typical conpression ratios for JSON
audit data are 5:1 to 10:1.

C.3. dock Synchronization

Accurate tinmestanps are critical for audit trail integrity.
| mpl enent ati ons MUST:

0 Use NTP or PTP for clock synchronization
o Mnitor clock drift and alert if drift exceeds 100 ns.

0 Record the clock source in the genesis record’s
action_detail when avail abl e.

In distributed agent systens where nultiple agents contribute
to a workflow, each agent maintains its ow audit trail with

its own clock. Cross-agent tinmestanp correlation SHOULD use
the del egation record tinestanps as synchroni zati on points.

C. 4. Relationship to MCPS

AAT i s designed to conpl ement MCPS
[draft-sharif-ntps-secure-ntp]. The relationship is:

o MCPS provides cryptographic identity (Agent Passports) and
per-nmessage signing for MCP protocol traffic.

0 AAT provides the audit log format for recordi ng what
agents did and why.

o0 The agent _id in AAT records SHOULD match the agent_id in
the MCPS Agent Passport.

0 AAT signatures SHOULD use the same ECDSA P-256 key as the
MCPS Agent Passport, providing a single cryptographic
identity across both protocol security and audit | ogging.

0 MCPS trust levels (LO-L4) are directly referenced in AAT
records via the trust _level field.

I mpl enent ati ons that depl oy both MCPS and AAT achi eve both
real -tinme protocol security and conprehensive audit | ogging
under a unified cryptographic identity.

C.5. Validator |nplenmentation
A conformant AAT validator MJST check

1. Schema validation: Al mandatory fields present with
correct types.

2. Chain integrity: prev_hash values match conputed hashes.

3. Tenporal ordering: Tinestanps are nonotonically



non- decr easi ng.

4. Session structure: Genesis record is first, close record
is last (if present).

5. Referential integrity: parent_record_id values reference
exi sting records.

6. Action type conformance: action_detail contains required
fields for the declared action_type.

A val i dator SHOULD produce a structured report indicating
pass/fail for each check, with the specific record_id where
failures occurred.
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