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Abst ract

Thi s docunent specifies Agent Event Behavi our Analysis (AEBA), a
framework for collecting, signing, exchanging, and anal ysing

behavi oural events produced by autononmous Al agents. AEBA is the
agent - dormai n equi val ent of User and Entity Behavi our Anal ytics (UEBA)
as commonly deployed in enterprise Security Operations Centres. It
defines a canoni cal event schenmm, signature binding to agent
identity, baseline and peer-group exchange protocols, deviation
signalling, detection rule structure, revocation mechani sms, and
interoperability bindings for existing Security Information and Event
Managenent (SIEM event formats (syslog, CEF, LEEF). The franmework
is designed to conpose with existing cryptographic primtives for
agent identity, paynent, and transport security, and to support
cross-framework depl oynents in which agents produced by different
runti mes nmust share a common behavi oural observability surface.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
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material or to cite themother than as "work in progress."
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Aut ononpbus Al agents are being deployed into production in increasing
nunbers across paynents, custoner service, software engineering,

heal thcare, and industrial control. Enterprise Security Operations
Centres have mature frameworks for nonitoring the behavi our of human
users through User and Entity Behavi our Analytics (UEBA) systens

[ UEBA- Gartner], but no equival ent standard exists for agent entities.
This gap is becom ng acute: agents operate at one to three orders of
magni t ude hi gher event rates than human users, carry cryptographic
rat her than password-based identities, and are subject to novel
attack classes including pronpt injection, del egation-chain abuse,
and nodel -output-driven drift that have no human anal ogue.
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Thi s docunent defines a franework called Agent Event Behavi our
Anal ysis (AEBA). AEBA specifies:

* A canonical, extensible event schema for agent behavioura
telenetry

* Binding of each event to a verifiable agent identity using
exi sting cryptographic primtives.

* A basel i ne-exchange protocol enabling hosts and observers to share
per - agent normal - behavi our nodel s.

* A deviation-signalling nechani sm produci ng per-event and per-
sequence risk scores.

* A detection-rule structure aligned with kill-chain pattern
mat chi ng as practised i n UEBA.

* A revocation protocol for publishing cryptographic signals that a
speci fic agent has been confirned as m sbehavi ng.

* |Interoperability bindings to syslog [RFC5424], CEF [CEF], and LEEF
[ LEEF], enabling direct ingestion by existing SIEM products.

AEBA does not specify a conplete SIEMor replace existing comrercial
offerings. It defines the comobn contract above which multiple
vendors, open-source projects, and enterprise deploynents can

i nt eroperate.

1.1. Relation to other drafts

AEBA is designed to compose with, not replace, existing work on agent
security:

* Agent identity and key binding are specified by
[1-D.sharif-agent-identity-framework].

* EBvent signing uses the sanme canonical -si gning-string construction
as [|-D.sharif-ncps-secure-ncp] and
[1-D. sharif-agent-paynent-trust].

* Per-message audit log format is specified by
[1-D.sharif-agent-audit-trail]; AEBA events are a specific subtype
sui tabl e for behavioural analysis.

* Runtinme attestation of agent state is specified by

[I-D.sharif-attp-agent-trust-transport] and provi des suppl enentary
i nput to AEBA detection.
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AEBA is conplenentary to, not dependent on, OMSP [ OMSP- AST10] and
[ OMASP- MCP10] ri sk taxonom es, and provi des a machi ne-readabl e
observability | ayer on which those risk categories can be nonitored
i n production.

2. Term nol ogy and Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The following terns are used throughout this docunent:

Agent: An autononpus or seni-autononpous software entity executing
under a runtime (for exanple, a Large Language Model with attached
tools) that perfornms actions on behal f of a user, organisation, or
ot her agent.

AEBA Event: A structured, cryptographically signed record describing
a single observable action taken by or on behalf of an Agent.
Defined in Section 5.

Baseline: A statistical nodel of the normal behavi our of an Agent or
a peer-group of Agents over a specified time window Defined in
Section 7.

Devi ation Signal: A per-event or per-sequence risk score indicating
the extent to which observed behavi our deviates fromthe
appl i cabl e Basel i ne.

Detection Rule: A declarative specification matching one or nore
AEBA Events against a known nalicious pattern. Defined in
Section 9.

Peer Group: A set of Agents sharing a common purpose, depl oynent,
framework, or role, against which individual Agent behaviour is
compar ed.

Host Runtine: The environnent in which an Agent executes and which
is responsible for emtting AEBA Events describing Agent actions.

Collector: An AEBA role that receives AEBA Events fromone or nore
Host Runtines, verifies signatures, deduplicates, and forwards to
one or nore Anal ysers or S| EM systens.

Anal yser: An AEBA rol e that conputes Baselines, applies Detection
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Rules, and enmits alerts.

Trust Registry: An external authoritative endpoint that publishes
and receives revocation signals for Agent identities, as specified
by a referenced registry protocol.

Consuner: A downstream reci pient of AEBA alerts or raw events,

typically a Security Operations Centre, an incident-response
wor kfl ow, or a policy-enforcenent engine.

3. Threat Model

This section enunerates the threats AEBA is designed to detect or
mtigate. Each threat is mapped to the AEBA mechani sm addressing it.

3.1. In-scope threats
3.1.1. T1. ldentity conprom se

An adversary obtains an Agent’s signing key and emits actions
i ndi stinguishable fromthe legitimte Agent.

AEBA mitigation: Baseline deviation. A conpronised identity
performng actions outside the legitinmte Agent’s behavi oura
envel ope triggers Deviation Signals. Revocation via the Trust
Regi stry halts further acceptance.

3.1.2. T2. Insider-style Agent m shehavi our

Alegitimately depl oyed Agent, under the effect of pronpt injection,
cont ext poi soni ng, supply-chai n-conproni sed dependency, or
adversarial orchestration, perforns actions outside its intended
scope.

AEBA mitigation: Behavioural -layer signals (see Section 8) detect
deviations fromthe Agent’'s own baseline and fromits peer-group
baseline. Pattern-matching Detection Rules map known attack chains

to alert conditions.

3.1.3. T3. Supply-chain conprom se causing drift

A legitimte Agent’s dependencies, Skills, or underlying nodel are

replaced with malicious versions; Agent behaviour subsequently
drifts.
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AEBA mitigation: Abrupt baseline shift not preceded by a signed
depl oynent event triggers Deviation Signal. Event schema requires
depl oynent - change events to be emtted and signed, enabling

di stinction between | egitimte change and unauthorised drift.

3.1.4. T4. Sybil agents

An adversary creates nultiple agent identities to evade per-identity
rate limts, spread nalicious actions across identities, or forge
peer - group support.

AEBA mitigation: Peer-Goup nenbership requires cryptographic
attestation signed by an authority recogni sed by Consuners. Rapid
creation of many new Agent identities froma single keyhol der
triggers Detection Rules.

3.1.5. T5. Event forgery

An adversary injects fake AEBA Events into a Collector in order to
m sl ead baseline conmputation or to pollute audit records.

AEBA mitigation: Al AEBA Events MJST be signed. Collectors MJST
verify signatures before forwarding. Unsigned or invalidly-signed
Events are rejected and thensel ves | ogged as a threat indicator.

3.1.6. T6. Event suppression

An adversary suppresses AEBA Events to hide malicious behaviour,
either at the Host Runtine, in transit, or at the Collector

AEBA mitigation: Sequential AEBA Events MJST include a nonotonic per-
Agent sequence number and a hash reference to the previous signed
Event (the Agent Event Chain). Gaps, non-nobnotonic sequences, oOr
broken chain references trigger Detection Rules.

3.1.7. T7. Baseline poisoning

An adversary gradually shifts an Agent’s baseline through | ow
devi ati on-per-event behaviour in order to render |ater malicious
behavi our i ndi stingui shable fromthe new nornal .

AEBA mitigation: Baselines MIST retain a |long-termreference
distribution distinct fromthe short-termrolling baseline.

Signi ficant divergence between short-termand | ong-term baselines is
itself a Detection Rule signal. Peer-group conparison provides an

i ndependent reference resistant to per-Agent poisoning.
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3.1.8. T8. Peer-group spoofing

An Agent falsely clains nenbership in a trusted peer group to benefit
fromthe nore perm ssive baseline of that group

AEBA mitigation: Peer-Goup nenbership attestati ons MIUST be signed by
a recogni sed authority, verified by Anal ysers, and revocabl e.

3.1.9. T9. Detection evasion via context-w ndow mani pul ati on

A conprom sed Agent observes or infers detection threshol ds and
crafts behaviour to renmain bel ow t hem

AEBA mitigation: Detection Rules SHOULD incorporate random sed
sampl ing and non-determ nistic threshold conponents to frustrate

nodel I ing. Anal ysers MJST NOT publish detection thresholds to
Agent s.

3.1.10. T10. Cross-host replay

An adversary captures signed Events from Host Runtinme A and repl ays
theminto the Collector serving Host Runtine B.

AEBA mitigation: AEBA Events MUST include Host Runtime identifier and
a nonce; Collectors MJST reject duplicates and m smatched host
bi ndi ngs.

3.1.11. T11. Tinme skew attacks

An adversary mani pul ates tinestanps to alter sequence interpretation
or to replay stale events.

AEBA mitigation: Events MJST carry UTC tinestanps; Analysers MJST
reject events outside a configurable freshness w ndow (recomended:
+/ - 300 seconds) at ingestion, subject to explicit backfill procedure.

3.1.12. T12. Metadata smuggling

An adversary uses Event netadata fields (labels, tags) to snuggle
encoded data (exfiltration channel).

AEBA mitigation: Metadata fields MJUST be subject to schema validation

and per-field length limts. Analysers SHOULD conmpute entropy
statistics over netadata fields and alert on outlier entropy.

Shari f Expires 17 October 2026 [ Page 8]



I nternet-Draft AEBA April 2026

3.1.13. T13. Delegation-chain abuse

A parent Agent spawns a child Agent that perforns actions the
parent’s own policy would have deni ed.

AEBA mitigation: Del egation events MIST be enmitted and signed
(parent-signs-child). Child Agent capability scope MJST NOT exceed
parent Agent’s scope; Anal ysers MJST enforce scope-inheritance linits
and alert on violations.

3.2. CQut-of-scope threats
AEBA does not address:

* Loss of confidentiality in Agent nodel internals (a nodel -
protection problenj;

* Denial of service at the Host Runtinme or Collector |ayer (handled
by conventional network and infrastructure controls);

* Physical -1ayer conprom se of signing key storage (addressed by
hardwar e security nodul e practice)

4., AEBA Architecture

The AEBA architecture conprises five roles.

R + S + S +
| Agent |---->| Host | --->] Collector |
e + | Runtine | R +
e + |
%
R +
| Analyser |
Fom e +
I I
o + R +
% %
o e + o e e e oo +
| Trust Registry | | SIEM/ Consuner |
o a o + o e e e oo +

Rol e descri ptions:

1. The *Agent* perfornms actions. |Its runtine-observable actions
produce AEBA Events.
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5.1.

Shari f

The *Host Runtime* observes Agent actions and enmits signed AEBA
Events. It MAY performthis signing itself or it MAY forward
Agent - sel f-si gned Events.

The *Col | ector* receives Events fromone or nbre Host Runti nes,
verifies signatures, deduplicates, and forwards.

The *Anal yser* conputes Baselines, applies Detection Rules, and
emts alerts.

The *Trust Registry* publishes revocation and peer-group
attestation signals; the Analyser consults the Registry when
eval uating identity binding.

Any AEBA i npl enent ati on MAY combi ne these roles. The protoco
defines the contract between roles; it does not prescribe depl oynent
t opol ogy.

Event Schema

An AEBA Event is a JSON object with the foll owi ng nandatory fiel ds
and an extensible set of optional type-specific fields.

Mandatory fields
aeba: (string) protocol version. Current value: "1.0".
id: (string) UUD v4 uniquely identifying this Event.

agentld: (string) identifier of the Agent, matching the keyid
field in the signature envel ope.

host Runtinmeld: (string) identifier of the Host Runtine from which
the Event ori gi nat ed.

ts: (integer) Event timestanp in seconds since Unix epoch (UTC)
seq: (integer) monotonically increasing per-Agent sequence nunber.
prevHash: (string) hex-encoded SHA-256 di gest of the canonica
formof the previous Event emitted by this Agent, or 64 zeros for

the first Event.

type: (string) Event type, drawn fromthe registered AEBA Event
Type registry (see Section 15).

category: (string) one of "identity", "tool", "paynment", "skill",
"del egation", "deploynent", "conpliance", "custoni.
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* payl oad: (object) type-specific fields.
5.2. Envelope fields
The signed envel ope wappi ng the Event contains:

* alg: (string) signing algorithmidentifier. |Initial values:
"ES256" (nmandatory-to-inplenent).

* Kkeyid: (string) identifier of the signing key.

* sig: (string) base64-encoded signature over the canonical form
(see Section 6).

* pubkeyH nt: (string, optional) URL at which the verification key
may be retrieved.

5.3. Exanple

"aeba": "1.0",
"id": "7c6e5b94-f8al-4e9d- a3c2-b0d7f2elc5a8",
"agentld": "agent:acne-paynents-01",
"host Runti nel d": "host: prod-us-east-cluster-7",
"ts": 1744746000,
"seq": 14823,
"prevHash": "3f4a8b2c1d7e9f 0a6b5c4d3e2f 1a0b9c. .. ",
"type": "tool.call",
"category": "tool",
"payl oad": {
"t ool Name": "agent pass_pay",
"tool Args": {
"rail": "x402",
"to": "merchant-hash: 8a7f...",
"amount ": 2500,
"currency": "USD'
},
"durationMs": 142,
"outcone": "all owed"
}
}

5.4. Event type categories
Each AEBA Event MJST decl are a category. Categories are:

* identity -- Agent identity events: keypair issuance, key rotation,
credential verification, delegation issuance.
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* tool -- Tool invocation events: tool call, tool response, too
sel ecti on deci si on.

* paynent -- Paynent-related events: paynent initiated, paynent
settled, sanctions check perforned.

* skill -- Skill events: skill |oaded, skill verified, skil
rej ect ed.
* delegation -- Agent-to-agent events: child agent spawn, del egated

authority issued, del egated authority exerci sed.

* deploynment -- Runtime environnent change events: code depl oyed,
dependency updat ed, nodel version change.

* conpliance -- External conpliance signals: KYC conpleted, AML
check, regulatory report.

* custom-- Inplenmentation-specific events. Custom events MJST use
rever se- DNS- scoped type names to prevent collision

6. Signing and ldentity Binding
AEBA Events MJST be cryptographically signed. The signing schene
reuses the canonical -signing-string construction of
[1-D.sharif-ncps-secure-ncp] and [1-D.sharif-agent-paynent-trust] to
enabl e shared verification infrastructure.

6.1. Canonical form

The canoni cal form of an AEBA Event for signing is:

<t s> <seq> <agent|d> <host Runti nmel d>
<sha256- hex( canoni cal -j son(event)) >

Wher e canonical -json(event) is the JCS-canonicalised JSON form of the
Event object, and fields are joined by single space characters.

6.2. Signature algorithns
The nmandatory-to-inplenent algorithmis ECDSA P-256 with SHA-256 (JWA
ES256) as defined in [RFC7518]. |[|nplenentations MAY support

addi tional algorithms consistent with existing agent-identity stacks
(for example, Ed25519).
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6.3. ldentity binding

The keyid field in the signature envel ope MIST equal the agentld

field in the Event body, or MJUST be a designated signing key for that

Agent as registered with the applicable Trust Registry.

Host Runtines that sign Events on behal f of Agents (server-side

signing) MJST carry a signedBy field in the envel ope di stinguishing

the signing identity fromthe Agent identity, and MJST bind the Host

Runtine signing key to the Agent’'s declared Host Runtinme via the

Trust Registry.

7. Baseline and Peer-G oup Mdel
7.1. Baselines

A Baseline is a statistical nodel of nornmal behaviour for an Agent or

Peer Group over a given tine window. AEBA defines two baseline

cl asses:

* *Short-term baseline*: rolling wi ndow (recommended: 24 hours).
Sensitive to recent behaviour; used for near-real-tinme anonaly
scori ng.

* *long-term baseline*: reference wi ndow (recomended: 90 days).

Resi stant to short-termdrift; used for detecting baseline
poi soning (see Section 3.1.7).

I mpl enent ati ons MJUST naintain both classes and MUST conpute deviation
agai nst bot h.

7.2. Baseline fields
A mnimal Baseline record conprises
* eventRatePer M nute: distribution (nmean, stddev, p50, p95, p99)
* event CategoryM x: distribution across categories
* toolDiversity: distinct tools invoked per unit tine
* cost PerTask: distribution of token / conpute cost per |ogical task
* paynent Reci pi ent Concentration: Herfindahl index or equival ent

* peer G oupMenbershi p: attested group(s)
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* operational Schedul e: if applicable (distributions by hour-of-d
day- of - week)

I npl enent ati ons MAY extend this set; extensions MJST use reverse-
scopi ng.

7.3. Peer-group nodel

A Peer GGoup is a nanmed set of Agent identities plus an authority
attestation signed by a recognised Peer-Goup authority. The
attestation MJUST specify:

* peerGoupld: stable identifier

*  purpose: human-readabl e group purpose

* nmenbers: list of agentld values in the group

* issuedBy: identifier of attesting authority

* validFrom/ validUntil: validity w ndow

* attestation: signhature by the authority

Peer-Goup authorities are trust anchors; their identity and

2026

ay,

DNS

aut hori sati on MUST be established out of band (typically by the Trust

Regi stry operator)

.4. Baseline exchange

Basel i nes MAY be exchanged between Host Runtinmes and Anal ysers so

that an Agent deployed in multiple environnents carries its

behavi oural history with it. Baseline-exchange nmessages MJST be

signed by the emtting party, MJST include a validity w ndow, and

MUST reference the constituent Agent or Peer G oup identifiers.
Devi ation Signalling

For each incom ng Event, the Anal yser computes a deviation score

bounded in [0.0, 1.0] where 0.0 denotes behaviour identical to

baseline and 1.0 denotes naxi nmal devi ati on observed during the

basel i ne wi ndow.

.1. Per-event score

The per-event deviation score is a weighted conposite over

* Event rate conponent (current rate vs baseline distribution)
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* Category-m x conmponent (divergence of current category from
expect ed)

* Tool - choi ce conponent (Ilikelihood of tool selection under
basel i ne)

* Peer-group conponent (agreement of Event with peer baseline)

The wei ghting is inplenentation-defined; inplenentations SHOULD
docunent the weighting and MUST publish it to Consuners for audit.

8.2. Sequence score
Sequences of Events are scored collectively against Detection Rul es
(see below). Sequence scores are not bounded to [0.0, 1.0]; they are
Rul e-defined alert conditions.

8.3. Signalling format
Devi ation and alert signals are thensel ves AEBA Events with category
"custont and reverse-DNS type nanes such as com exanpl e. aeba. al ert.
They are signed by the Anal yser and forwarded to Consuners.

9. Detection Rules and Kill-Chain Patterns

Detection Rules are decl arative specifications of known malicious
patterns. A Detection Rule conprises

* ruleld: stable identifier (reverse-DNS scoped)
* description: human-readabl e description
* scope: applicable Agent categories or peer groups
* pattern: pattern specification (event sequence, rate, divergence)
* severity: "low' | "medium | "high" | "critical"
* action: recommended Consumer action on match
9.1. Mandatory rul e categories
I mpl enent ati ons MJST support at |east the followi ng rule categories:

* *|dentity-layer*: signature failures, concurrent-keyid detection,
rotation-frequency anonalies.
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10.

* *Behavioural -l ayer*: event-rate spike, tool-diversity spike,

category-m x shift.

* *Economi c-layer*: paynent-velocity anomaly, rail-mx shift,
reci pi ent-concentration spi ke, fail ed-paynent rate.

* *Rel ational -l1ayer*: del egati on-depth anomaly, sub-agent spawn
rate, cross-framework interaction.

* *Conpliance-layer*: sanctions-match rate, KYC-failure rate, trust
score degradati on.

Rul e interchange

Detecti on Rul es are exchanged between parties as signed JSON
docunents. The interchange format is defined in Section 15. 3.

Revocati on Protoco
VWhen an Agent is confirmed as m sbehaving, the applicable Trust
Regi stry MJST issue a revocation signal. AEBA revocation signals
MUST:

* be signed by the Trust Registry authority;

* name the revoked Agent keyid;

* specify revocation scope: "all _events", "future events only", or

"specific_type: <type>";
* gpecify effective time (revokedFron);

* gspecify reason ("key_conprom se”, "malicious_behaviour”,
"policy violation", "retired").

Consuners MJST check revocation state for each Agent either at Event-
ingestion tine (strict) or at alert-evaluation time (lazy).

I mpl enent ati ons SHOULD nmaintain a | ocal cache with a maxi num
freshness of 24 hours for high-criticality flows and 7 days

ot herwi se.

Revocati on cascades foll ow del egati on chains: revocation of a parent
Agent keyid MJST cause inplicit revocation of all descendants.
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11. Federation and Cross-Host Exchange
AEBA supports federated deployments in which Agents nove between Host
Runtines operated by different organisations (for exanple, a Skil
published centrally and invoked locally). Federation SHALL use:
* cross-host baseline exchange as defined above;
* Trust Registry references resol vable via HITPS;
* nmutual attestation between federating Host Runtines.
Federat ed Consuners SHOULD NOT rely on unsigned baseline inports.
12. Interoperability Bindings
12.1. Syslog (RFC 5424)
AEBA Events MAY be enmitted as Sysl og [ RFC5424] nessages. The APP-
NAME MUST be "aeba". Structured data MJIST incl ude the AEBA Event
JSON as a single SD ELEMENT:
<14>1 2026-04-15T08: 00: 00Z host . exanpl e aeba - AEBA
[ aeba@®9999 event =" <base64- canoni cal -j son>"
si g="<base64-si gnat ure>"] AEBA event
12.2. CEF (Common Event For mat)
AEBA Events MAY be enmitted as CEF records wth:
* Device Vendor: "AEBA"
* Device Product: inplenentation nane
* Device Version: protocol version ("1.0")
* Signature |ID: AEBA Event type
* Name: hunman-readabl e Event description

* Severity: mapped from deviation score (0-10)

Structured AEBA fields MJUST be carried in CEF extension fields using
rever se- DNS nam ng
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13.

13.

13.

13.

13.

13.

13.

3. LEEF (Log Event Extended Fornmat)

AEBA Events MAY be emitted as LEEF records followi ng the same field
conventions as CEF.

Security Considerations

AEBA is itself a security-critical protocol. The follow ng
consi derations apply.

1. Signing is nandatory

Al AEBA Events MUST be signed. Unsigned events conprom se the
entire analytical nodel and MJST be rejected at ingestion

2. Freshness and repl ay

Events MJUST include a tinmestanp and sequence nunber. Anal ysers MJST
reject events outside a freshness w ndow (reconmended: +/-300
seconds) and MJST reject replayed prevHash sequences.

3. Key managenent

Agent signing keys MJUST be stored in accordance with host platform
best practice (hardware security nodul e, enclave, OS keystore). Loss
of a signing key MJST trigger revocation

4. Baseline integrity

Basel i nes are thensel ves security-critical artifacts. Exchange
bet ween parties MJST be signed. Long-term baselines MJST be
preserved t hrough key rotation and custodial transitions.

5. Detection evasion

I mpl ement ati ons MUST NOT publish detection thresholds or rule
wei ghtings to unauthenticated parties. Detection Rule interchange
MJST be between trusted parties.

6. Supply-chain threats

AEBA cannot detect Agent behaviour that is permanently within
baseline but intrinsically malicious. AEBA is a conplenment to, not a
repl acenent for, pre-deploynment supply-chain verification (Skil

si gni ng, nodel attestation, dependency verification).

Shari f Expires 17 October 2026 [ Page 18]



I nternet-Draft AEBA April 2026

13.

14.

15.

15.

7. Abuse of AEBA data

AEBA Events descri bing Agent actions may reveal sensitive information

about the Agent’'s operator, the Agent’s users, or downstream systens.

Access to AEBA data MJUST itself be access-controlled and auditable.
Privacy Considerations

AEBA Events can contain personally identifiable information (PIl) and

confidential business data, including custoner identities, paynent

reci pi ents, docunent contents, and authentication artifacts.

| mpl enent ati ons MUST:

* mnimse Pl in BEvent payl oads, preferring hashed or tokenised
identifiers where correlation is sufficient;

* apply encryption at rest to AEBA stores;

* inmplenent retention policies consistent with applicable regulation
(for example, CGDPR Article 5(1)(e), CCPA, UK Data Protection Act);

* support the right of erasure (where legally required) by
crypt ographi c redacti on of AEBA stores, recognising that signed
chain integrity may be partially | ost on erasure.
Basel i nes thensel ves are subject to privacy analysis. A Baseline my
reveal aggregate user behaviour patterns and SHOULD be treated as
confidential.
I ANA Consi derations
Thi s docunent requests I ANA to establish two new registries.
1. AEBA Event Type Registry
A registry naned "AEBA Event Types" with the follow ng col ums:

*  type: the_eyept type string (e.g., "tool.call",
"paynent.initiated")

* category: one of the defined categories
* description: human-readabl e description

* reference: defining docunent
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15.

15.

16.

17.

17.

17.

Regi stration policy: Specification Required for the reserved
categories; First Come First Served for reverse- DNS-scoped custom

types.
Initial entries corresponding to the categories defined in Section 5.
2. AEBA Signing Al gorithm Registry

A registry naned "AEBA Signing Algorithns"” listing acceptable alg
values. Initial entries:

* ES256 -- ECDSA P-256 with SHA-256 (from [ RFC7518], nandatory)
* EdJDSA -- Edwards-curve Digital Signature Al gorithm (optional)
3. Rule Interchange Fornmat

I ANA is requested to register a nmedia type application/aeba-rul e+json
for the Detection Rule interchange format defined in this docunent.
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Appendi x A.  Wirked Exanple: Detecting Pronpt-Ilnjection-Driven Drift

This appendi x illustrates AEBA in action against an attack descri bed
in Section 3.1.2 (Insider-style Agent m sbehaviour).

Scenario: An e-commrerce Agent’s baseline shows it calls paynent. pay
with rail=stripe 95% of the time, currency=USD 90% of the time, with
amount distributed | og-normally around $40. Average event rate: 8
per mnute over business hours.

Adversary injects a pronpt that causes the Agent to attenpt a
rai | =x402 paynent to a new y-observed recipi ent, anmount=$5000,
repeatedly over 30 seconds.

AEBA det ecti on:

1. Per-event deviation score: the rail choice is a 5%rail with
probability weight 0.05, producing high component score.

2. Recipient concentration: recipient is newto the agent;
Her fi ndahl shift conponent adds further weight.

3. Event rate: 15 events in 30 seconds (30/min) vs baseline 8/ mn
triggers rate rule.

4. Category-mx: normal mx has payment = 40% this burst is paynent
= 100% mx-shift rule triggers

5. Conposite sequence score exceeds alerting threshold; Analyser
emts alert of severity "high" with reconmended action
"suspend_agent".

Appendi x B. Wirked Exanpl e: Detecting Paynent Rail Shift Attack

[I'lTustration omtted for brevity; pattern follows that of the
previ ous appendi x but focused on Econom c-1ayer detection.]
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Appendi x C. Baseline Aggregati on Canonical Form
[ Specification of the canonical formfor Baseline records, ensuring
determnistic hashing and inter-party agreenent. Omtted for the -00
draft.]
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