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Abst ract

Al agents operating in enterprise canpus networks execute user-

del egated tasks by invoking multiple tools and services, often

wi t hout continuous user supervision. Traditional authorization
nodel s assune stabl e applications and human-driven interactions,
creating a msnmatch when applied to autononous agents that can chain
actions across heterogeneous systens.

Canpus environments al so contain heterogeneous and | egacy services
across diverse protocols, making per-service agent-aware
authorization difficult to deploy consistently. This docunent
descri bes the problem space for canpus agent access control and
argues that agents require task-bound privilege reduction ("scope-
down") and that enforcement can be provided by in-path network
devices in order to preserve conpatibility with existing systens.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 13 Septenber 2026

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Status of This Menpo

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). The list of current Internet-Drafts is available
at :

https://datatracker.ietf.org/drafts/current/
(https://datatracker.ietf.org/drafts/current/)

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time.

2. Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent aut hors.
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4.

This docunent is subject to BCP 78 and the I ETF Trust’ s Lega
Provisions Relating to | ETF Documents.

I ntroduction

Enterprise canpus networks increasingly carry traffic generated by Al
agents acting on behal f of users. These agents nay retrieve interna
docunents, query know edge bases, invoke APls, and automate workfl ows
across multiple services.

Unl i ke conventional applications, agents may be instantiated per task
and aut ononpusly chai n operations based on internediate results.

Perm ssions that are safe for human operati on may therefore becone
unsaf e when exerci sed by an autonompus actor operating at machine
speed.

Exi sting standards such as QAuth 2.0 [ RFC6749] and JSON Wb Tokens

[ RFC7519] provide identity and del egation primtives. However, these
mechani sms al one do not address task-bound privil ege reduction or
enforcement in heterogeneous canpus environnents.

Depl oyabl e canpus agent security therefore requires two capabilities:
* recognition of agent-generated traffic

* enforcement of task-bound privil ege scope

Exanpl e Canpus Network Architecture
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Figure 1

5. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] and [ RFC8174] when, and only when, they appear in all
capitals, as shown here.
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Agent: Software that perfornms tasks on behal f of a user or principa
and may aut ononously invoke services or tools.

Agent ldentifier (Agent-1D): A verifiable identifier associated with
a specific agent instance.

Principal: The human user or entity on whose behal f the agent
oper at es.

Aut hori zation Server (AS): The QAuth authorization server issuing
t okens.

Resource Server (RS): A server hosting protected resources

In-Path Network Device (ND): A network device positioned on the
traffic path capable of enforcing policy decisions.

Probl em St at ement
Traditional authorization nodels assune stable applications and
human-driven workfl ows. Agents violate these assunptions by
dynanmically selecting targets and chaining tools across systens.

Wt hout task-bound constraints, agent-driven workflows introduce
several risks:

* over-broad aggregation of internal data across nultiple systens

* cross-boundary exfiltrati on when generated output is transnitted
external ly

* unsupervi sed tool chaining across services w thout user review

* machi ne-scale anplification of data access or operations

Canpus environnments al so contain heterogeneous services and | egacy
protocols, making it operationally infeasible to require each service

to inmpl enent agent-aware authorization

Architecture
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Depl oynent Model s
D fferent depl oynent nodels are possible.

Model A: Network Device perforns token validation and policy
enforcement wi thout issuing new tokens.

Model B: Network Device obtains a reduced-scope token through QAuth
Token Exchange [ RFC8693] or via Authorization Server policy
deci si ons.

Thi s docunent does not define a new QAuth grant type or token fornmat
and relies on existing QAuth nechani sns.

Security Considerations
Depl oyment s nmust address several threats.

Agent identity spoofing: Deploynents *MJST* ensure that Agent-I1D
cannot be forged or reused across devices.

Token replay: Depl oynments *SHOULD* bi nd tokens to the Network Device
as audi ence and *MAY* use nutual TLS or channel binding to reduce
replay risk.

Net wor k bypass: Network architectures *SHOULD* enforce that agent
traffic cannot bypass the Network Device through fabric policies, VRF
i solation, or ACL enforcenent.

I ntent m s-nodeling: Scope-down mechani sns ensure that authorization
does not expand privilege beyond the original del egation but cannot
elimnate risks caused by incorrect intent interpretation.
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10.

11.

12.

13.

13.

14.

Privacy Considerations

Depl oyments may | og Agent-1D and aut hori zation deci sions for
audi ti ng.

Qperators *SHOULD* mininize collection of unnecessary personal data
and avoi d storing sensitive token contents.

Depl oyment s *SHOULD* consi der using short-lived or per-task Agent-IDs
and *SHOULD* distinguish Principal identifiers fromAgent-IDs in
audit | ogs.

I ANA Consi derations
Thi s docunent nakes no requests of | ANA
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