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Abst r act

One | Psec area that would be inpacted by Cryptographically Rel evant
Quantum Conputer (CRQC) is IKEv2 authentication based on traditional
asymmetric cryptograph algorithnms: e.g RSA, ECDSA; which are widely
depl oyed aut hentication options of IKEv2. N ST has recently
standardi zed M.-DSA, which is a signature algorithmbelieved to be
secure agai nst Quantum Conputers. This docunent describes how to use
M.- DSA with | KEv2 as an authentication schene.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at
https://sfluhrer.github.io/ikev2-m dsa-support/draft-sfluhrer-ikev2-

m dsa-support.htm . Status information for this docurment may be
found at https://datatracker.ietf.org/doc/draft-sfluhrer-ipsecmne-
i kev2-nldsal.

Di scussion of this docunent takes place on the IP Security

Mai nt enance and Extensions Security Area mailing |ist
(mailto:cfrg@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ipsecne/. Subscribe at
https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. coml sfluhrer/ikev2-m dsa-support.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

A Cryptographically Rel evant Quantum Conputer (CRQC) coul d break

tradi tional asymetric cryptograph algorithnms: e.g RSA, ECDSA; which
are wi dely deployed authentication options of IKEv2. N ST has
recently published the postquantumdigital signature algorithm M.-DSA
[ FI PS204] .
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Thi s docunent describes how to use this algorithmfor authentication
within | KEv2 [ RFC7296], as a replacenent for the traditiona
signature al gorithnms (RSA, ECDSA).

Each | Psec peer announce the support for M.-DSA authentication via
SUPPORTED AUTH METHODS notification as defined in [ RFC9593],
generates and verifies AUTH payl oad using M- DSA

Background on M.- DSA

M.- DSA (as specified in FIPS 204) is a signature algorithmthat is
believed to be secure against attackers who have a Quantum Conput er
available to them There are three strengths defined for it (with
the paraneter sets being known as M.- DSA-44, M.-DSA-65 and M.- DSA-
87). In addition, for each defined paraneter set, there are two
versions, the 'pure’ version (where M.-DSA directly signs the
message) and a ' prehashed’ version (where M.-DSA signs a hash that
was conputed outside of M.-DSA). For this protocol, we wll always
use the pure version

In addition, M-DSA also has a 'context’ input, which is a short
string that is conmon to the sender and the recceiver. It is
intended to allow for donmai n separation between separate uses of the
sane public key.

FIPS 204 also allows M.-DSA to be run in either determanistic or
"hedged’ node (where randommess is applied to the signature
operation). W place no requirenent on which is used; the

i mpl ementation should sel ect based on the quality of their random
nunber source.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Pr ot ocol Changes

Initial Negotiation
Both sides will need to informthe other that they inplement M.-DSA
signatures. To do so, they will use the [RFC9593] nechanismto

speci fy support for M.-DSA signatures, using the Milti-octet
Announcenent, with the following Algorithmldenfifiers (in hex):
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* M-DSA-44 -> 06 09 60 86 48 01 65 03 04 03 11
* M-DSA-65 -> 06 09 60 86 48 01 65 03 04 03 12
* M-DSA-87 -> 06 09 60 86 48 01 65 03 04 03 13

If an inplementation supports multiple M-DSA parameter sets, it wll
list every paraneter set it does support.

If the peer has not specified support for a paraneter set in a
SUPPORTED_AUTH METHODS notify, that M.- DSA paraneter set MJST NOT be
used.

In addition, the SIGNATURE HASH ALGORI THMS Notify payl oad must al so
be sent (see [RFC7427]), listing the supported hash functions.

3.2. Auth Payl oad Generation

If this inplenentation has an M.-DSA private key and the
correspondi ng M.-DSA public certificate, and the peer has indicated
support for the parameter set, the inplenentation will generate the
AUTH payl oad as specified in section 3 of [RFC7427], using the M.- DSA
al gorithmas the signature algorithm and using the fixed context
string "I KEv2 AUTH' (49 4b 45 76 32 20 41 55 54 48).

That is, the inplenmentation would take either the
InitiatorSignedCctets string or the Responder Si gnedCctets string
(dependi ng on whether they are the initiator or the responder, see
section 2.15 of RFC 7296 for how those strings are constructed),
comput e the hash of that string (using one of the hashes listed in
the peer’s SI GNATURE_HASH ALGORI THVB notify). Then, the

i mpl ement ati on hands that hash to M.-DSA to be signed (in pure node,
using the fixed context string "I KEv2 AUTH'. The resulting signature
is the Signature Value. Note that M.-DSA will hash the nessage to be
signed again; this is expected.

TODO. We' ve defined the method two different ways - if we keep both,
we need to nake sure that they are equival ent.

3.3. Auth Payload Validation

If this inplementation receives a certificate with an M.-DSA public
key, it will process the AUTH payl oad as inplied by RFC7427. That
is, it will recover the hash function fromthe Al gorithmdentifier
ASN. 1 object. Then, it will take the ResponderSi gnedCctets or
InitiatorSignedCctets string (depending on the whether they are the
initiator or the responder), and then hash the string. Then, it wll
before an M.-DSA verification, using the hash as the nessage, the
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public key fromthe certificate, the string "I KEv2 AUTH' as the
context string, and the signature value fromthe AUTH payl oad. |If
this signature verification fails, the inplenmentation MIST reject the
| KEv2 nmessage

4. Security Considerations

The only security consideration that this adds is that the user nust
trust the strength of the M.-DSA signature operation

5. Di scussion

We nade several arbitrary design decisions in this draft. This
section contains the reasoning behind those design decision, and why
we did not select the alternative possibilities. O course, these
deci sions are open to change - this is just a first cut.

5.1. M.-DSA and Prehashing

The signature architecture within | KE was desi gned around RSA (and

| ater extended to ECDSA). In this architecture, the actual message
(the SignedCctets) are first hashed (using a hash that the verifier
has indi cated support for), and then passed for the remmi ning part of
the signature generation processing. That is, it is designed for
signature algorithnms that first apply one of a nunber of hash
functions to the message and then perform processing on that hash.

M.- DSA doesn’t fit cleanly into this architecture; internally it adds
a prepend to the nessage to be signed, and then does a fixed SHAKE256
(generating 64 bytes).

We see three ways to address this m smatch

The first is to note that M.-DSA has prehashed paranmeter sets; that
is, ones designed to sign a nessage that has been hashed by an
external source. At first place, this would appear to be an idea
solution, however it turns out that there are a nunber of practica
issues. The first is that the prehashed version of M-DSA woul d
appear to be rarely used, and so it is not unlikely that support for
it wthin crypto libraries may be | acking. The second is that the
public keys for the prehashed versi ons of M.-DSA paraneter sets use
different O Ds; this neans that the certificates for | KEv2 would
necessarily be different than certificates for other protocols (and
some CAs nmight not support issuing certificates for prehashed M- DSA,
agai n because of the lack of use). The third is that sone users have
expressed a desire not to use the prehashed paraneter sets of M.-DSA
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The second is to note that, while IKEv2 normally acts this way, it
doesn’t always. EdDSA has a similar constraint on not working
cleanly with the standard ' hash and then sign’ paradigm and so the
exi sting [ RFC8420] provides an alternative nethod, which M.-DSA woul d
cleanly fit into. W could certainly adopt this sane strategy; our
concern would be that it nmight be nore difficult for | KEv2

i mpl ementors which do not already have support for EdJDSA.

The third way (which this current draft adopts) is what we can refer
to as 'fake prehashing ; I KEv2 woul d generate the hash as current,

but instead of running M.-DSA in prehash nbde, we have M.-DSA sign it
in pure mode as if it was the nmessage. This is a violation of the
spirit, if not the letter of FIPS 204. However, it is secure
(assum ng the hash function is strong), and fits in cleanly with both
the existing IKEv2 architecture, and what crypto libraries provide.
Because this doesn’t have any practical downsides, we opted for this
opti on.

2. M_- DSA Cont ext

An additional feature that M.-DSA provides it allows the signer and
the verifier to provide a 'context string’. The signature would
verify only if the context strings that are provided by both the
signer and the verifier match. The reason behind this is to ensure
that if a public key is used for multiple purposes, a signature for
one purpose cannot be used by an adversary in another. In our case,
if the same certificate where used to sign both | KEv2 and TLS
exchanges, an adversary could not possibly take the signature from an
TLS exchange and try to use it within an | KEv2 exchange.

This really is not a necessary security safe guard; the nessages that
are actually signed in both cases are distinct enough that an
adversary could not actually take advantage of this, even w thout the
protection.

However, given that M.- DSA does provide such a service, and it
appears that crypto libraries do support a nonenpty context, we
cannot see a reason not to use it.

I ANA Consi derations
Thi s document has no | ANA acti ons.

The additional O Ds that this uses have been defined by NI ST and do
not need to be registered by | ANA

Ref er ences
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