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Abst ract

The Model Context Protocol (MCP) defines a standard interface for Al
agents to connect to external tools and services. However, no
standard nechani smexists for an Al agent to autononously discover
whi ch web donmi ns expose an MCP server

Thi s docunent defi nes:

(1) the "ncp" URI schenme, a nmachine-to-machine identifier for
publicly reachabl e MCP servers;

(2) a two-node discovery nmechanism a well-known UR
(/.well-known/ ncp-server) for universal conpatibility,
and a DNS TXT record format for DNS-native fast discovery;

(3) an optional manifest integrity mechani smusing JSON Wb
Signatures (JW5, [RFC7515]) with keys published via DNS;

(4) a security capability negotiation nechani smthrough which the
mani f est decl ares trust class, authentication requirenents,
compl i ance franeworks, and | oggi ng policy before connection

Thi s specification does not define the MCP protocol itself, nor
aut henti cati on between agent and server. Those are covered by the
MCP specification and QAuth 2.1 respectively.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and may be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 Septenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
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publication of this docunent. Please review these docunents
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1.1. Pr obl em St at enment

The Model Context Protocol [MCP-SPEC] defines how Al agents

conmmuni cate with servers that expose tools, resources, and pronpts.
However, MCP does not define how an agent discovers that a server
exists in the first place. Gven a web domain such as "exanpl e. cont,
there is no standard nechani sm by which a conform ng MCP client can
aut ononously determ ne whether an MCP server is available, where it
is located, or what security posture it requires before connecting.

This gap forces every MCP deploynent to rely on out-of-band
configuration: hardcoded endpoints, manually maintained registries,
or proprietary discovery nechanisns. At scale, this prevents

aut ononous agent operation and fragnents interoperability across
the ecosystem

1.2. This Document
Thi s docunent defi nes:

o The "ntp" URI schene, providing a standard machi ne-to-nmachine
identifier for MCP servers (ncp://exanple.com

0o A JSON manifest published at a well-known HTTPS | ocati on
(/.well-known/ ncp-server), through which a server decl ares
its endpoint, capabilities, and security requirenents.

0 A DNS TXT record format (_ntp.{host}) enabling DNS-native
di scovery for operators who control their DNS infrastructure.

0 A resolution sequence clients MIST follow, with two explicit
operating nodes (Section 4):

base node: .well-known only. Wirks on any web server
with no DNS configuration required.

fast mode: DNS TXT first, .well-known for netadata
enrichnent. For operators who control DNS
and require faster, nore reliable indexing.

0 A security capability negotiati on nechanism (Section 6.10),
t hrough which the mani fest declares the server’s trust class,
aut henti cation requirenents, conpliance franmewrks, and
| oggi ng policy before any connection is established.

1.3. Design Principles
Three principles have guided the design of this specification

Secure by default. A manifest with no explicit security
declaration is treated as "trust_class: public" -- the nost
perm ssive safe posture. More restrictive postures MIST be
declared explicitly by the server operator. Absence of a
declaration is never interpreted as el evated privil ege.

I ndependent|y depl oyabl e layers. This docunent defines the
di scovery and security negotiation |ayer only. It does not
define the MCP protocol itself, authentication flows beyond
their advertisenment in the manifest, or accountability
mechani sms for tool call recording. Each layer is deployable
wi t hout the others.

Accessi ble to non-technical operators. The discovery mechani sm
is designed to be inplenentable by CVS plugins, shared hosting

environments, and operators w thout DNS control. The base node
requires installing a single JSON file. The security capability



negotiation is designed to be driven by user-facing configuration
interfaces without requiring operators to author JSON directly
(Section 6.10.7).

1.4. Relationship to Oher Wrk

SEP- 1649 and SEP-2127 (MCP Server Cards), authored within the

Model Context Protocol project, propose a /.well-known discovery
endpoi nt and server netadata format for HTTP-based MCP servers.

Thi s docunent pursues the same goal through the | ETF standards
process, which provides a vendor-neutral venue for | ANA registration
of both the .well-known suffix and the "ntp" URI schene -- consistent
with MCP's status as a Linux Foundation project with broad industry
participation. The authors wel cone coordination with the SEP process
to converge on a unified discovery nmechani sm

Communi ty feedback on SEP-2127 has identified that operators on
fully managed hosting platforns (such as Wx, Squarespace, and
simlar services) cannot serve arbitrary files at /.well-known paths,
as this capability is controlled by the hosting provider rather than
the domain owner. This constraint affects a significant portion of
the web, including an estimted 43% of sites running on WrdPress
and simlar CMS platforms in shared hosting environments. The

base node defined in Section 4.1 of this document addresses this

gap by requiring only a single JSON file installable via a CM5
plugin, with no DNS configuration required.

[ ACTA] defines a signed receipt nechanismfor MCP tool cal
deci sions. That docunment addresses the accountability |ayer --
what is recorded after an agent uses a server. This docunent

addresses the discovery |layer -- how an agent
finds a server and what the server declares about itself before the
first tool call. The two docunents are conpl enentary and

i ndependent|y depl oyable. The "trust_class" and "conpliance" fields
defined in Section 6.10 of this document provide the jurisdictiona
context that accountability |layers MAY use to apply appropriate
verification policies.

The broader |ayering of the MCP ecosystem as understood by this
docunent is as follows:

Layer O DNS bootstrap (_ncp TXT record, fast node only)
Layer 1 Discovery and security negotiation (this docunent)
Layer 2 Connection netadata (SEP-1649, SEP-2127)

Layer 3 MCP protocol (transport, tool invocation)

Layer 4 Accountability ([ACTA])

In fast node, Layers 0-1 are traversed once at connection setup
and the result cached. |In base node, Layer 0 is skipped and

di scovery begins at Layer 1. Layer 3 is the ongoing protoco
session. Layer 4 is activated per tool call only when required
by the server’s declared security posture.

1.5. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals.

1.6. Qut of Scope
Thi s document does NOT defi ne:

- The MCP protocol itself (defined in [MCP-SPEC])
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- Authentication flows beyond their advertisenent in the manifest
- The format of MCP tools, resources, or pronpts (defined in
[ MCP- SPEC] )
- Discovery of MCP servers on private networks or intranets
- Accountability or audit mechanisnms for tool call recording
- Acrawing or indexing infrastructure (inplenmentation concern)

Ter mi nol ogy

MCP Server: A service exposing tools, resources, and/or pronpts
via the Mddel Context Protocol [MCP-SPEC .

MCP Client: An Al agent or application that connects to MCP
Servers to invoke tools and retrieve resources.

MCP URI : A URl using the "ntp" scheme as defined in Section 3
of this docunent, identifying a publicly reachable
MCP Server by domain.

Mani f est : The JSON docunent returned at /.well-known/ ntp-server
as defined in Section 6 of this docunent.

Di scovery: The process by which an MCP Cdient determ nes the
endpoint URL of an MCP Server starting froma domain
name al one.

The "nmcp" UR Schene

Pur pose

The "ntp" URI schene identifies a publicly reachable MCP Server

associated with a web domain. It is intended for use by Al agents

and automated crawl ers, not by human users or web browsers.

Synt ax

The "ntp" URI schene is registered followi ng the procedures
defined in [RFC7595]. The syntax is defined using ABNF [ RFC5234]:

nmcp- UR = "nmcp://" authority path-abenpty [ "?" query ]
aut hority = [ userinfo "@ ] host [ ":" port ]
host = IP-literal / |Pv4address / reg-nane
r eg- name = *( unreserved / pct-encoded / sub-delins )
pat h-abenmpty = *( "/" segnent )
segnent = *pchar
query = *( pchar [/ "/" | "?" )
Wiere "userinfo", "IP-literal", "IPv4address", "unreserved",
"pct -encoded", "sub-delins", and "pchar" are as defined in
[ RFC3986] .
Exanpl es

Valid MCP URl s:

ncp: // exanpl e. com

nmcp: /[ api . exanpl e. com
nmcp: // exanpl e. com shop
nmcp: / / exanpl e. com 8080

Invalid MCP URIs:

nmep:// (m ssing host)
ncp: exanpl e. com (mssing //)



4. MCP Server Discovery
4.1. Operating Mddes

Thi s docunent defines two operating nodes for MCP discovery.
Clients and server operators SHOULD decl are which node they support
in their inplenmentation docunentation

base node: .well-known only. The client fetches
/. well -known/ ncp-server directly. This node works on
any web server and requires no DNS configuration.
It is the RECOWENDED default for operators on shared
hosting, WrdPress, or any environnent where DNS contro
i s unavai l abl e.

fast nmode: DNS TXT first, .well-known for metadata enrichnent.
The client queries _ncp.{host} first to confirm MCP
presence before incurring TLS overhead. This node is
RECOMVENDED f or operators who control DNS and for
crawl ers operating at scale, where a single UDP packet
in <10ms per donmmin provides significant |atency
advant ages over a full HITPS GET per donmai n.

4.2. Discovery Sequence
Upon resolving an MCP URI, clients operating in fast node MJST
attenpt discovery in the following order. Cients operating in
base nmode MJUST begin at Step 2
Step 1 -- DNS TXT Record (fast node only)
The client MJST query:
_nmcp.{host} IN TXT
If a TXT record is present containing "v=ncpl", the client has
confirnmed MCP presence and MUST proceed to Step 2 to retrieve
the full manifest. |If the record contains "src=", the DNS TXT
record al so provides the server endpoint address; in all cases
.wel | -known provides the authoritative nmanifest.
If no such record exists, the client MJST proceed to Step 2.
Step 2 -- Well-Known URI (REQUI RED in both nobdes)
The client MUST performan HITP GET request to:
https://{host}/.well-known/ ntp-server
with the header:
Accept: application/json
If the server responds with HTTP 200 and a valid JSON Mani f est
(Section 6), the client MJST use the endpoint specified in the
Mani f est .

If the server responds with HTTP 301 or 302, the client MJST foll ow
the redirect, up to a maxi mum of two redirect |evels.

If the server responds with HTTP 404, or the request tines out
(RECOMMVENDED tineout: 5 seconds), the client MJST proceed to
Step 3.
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Step 3 -- Direct Endpoint (LAST RESORT)
The client MAY attenpt a direct MCP handshake at:
https://{host}/ncp

I f the handshake succeeds, the client MAY use this endpoint. [If it
fails, the client MJST report that no MCP server was found for the
gi ven donmai n.

Conflict Resol ution

VWhen DNS TXT and .wel |l -known specify different endpoints, the
.wel | -known mani fest endpoint MJST take precedence. HITPS provides
domai n authenticity guarantees that unsigned DNS records do not.

Cients SHOULD | og a warni ng when the DNS TXT endpoint and the
.wel |l -known mani f est endpoi nt diverge. This divergence MAY
indicate m sconfiguration or a DNS-1evel attack

DNS TXT Record For nat

This section defines the DNS TXT record format used in Step 1
of the fast node di scovery sequence (Section 4.2). DNS TXT
records are defined in [ RFC1035]. For operators who contro
DNS, a TXT record provides a |ightweight discovery primtive
that confirms MCP presence and advertises the server endpoint
wi t hout requiring an HTTPS request.

Synt ax
A domai n MAY advertise one or both of the followi ng record types:

_mep.{domain} IN TXT "v=nctpl, src={url}[; auth={type}]"
_nmcp. {domain} IN TXT "v=nctpl; registry={url}"

Fi el ds
v=ntpl MUST Ver si on di scrin nat or
src=<url > SHOULD Direct MCP server endpoint URL.

Use when the domain hosts its own MCP
server directly.

regi stry=<url> MAY URL of a catal ogue or registry that
lists MCP servers for this domain.
Use when the donmain aggregates nultiple
MCP servers via a registry backend.

aut h=<t ype> SHOULD One of: none, apikey, oauth?2.

A record containing "src=" advertises a direct server endpoint.
A record containing "registry=" advertises a catal ogue endpoint.
Bot h MAY appear in the sanme record or as separate TXT records
for the same domain.

The | egacy field nane "endpoint=" is deprecated and MJST be
treated as equivalent to "src=" by conformng clients.

Lim tations
DNS TXT records are limted to 255 characters per string. For
compl ete manifests, operators MJST use the well-known URI mechani sm

(Section 4.2, Step 2). DNS TXT records are discovery primtives
only; they do not replace the nanifest.

The MCP Server Manifest



6. 1. For mat

The Manifest is a JSON docunent [ RFC8259] returned at
/. wel | - known/ ntp- server.

6.2. Required Fields

ncp_version string MCP spec version (e.g. "2025-06-18")

nane string Human-readabl e server nane
endpoi nt string URL of the MCP endpoi nt
transport string See Section 6.6

6.3. Recommended Fi el ds ( SHOULD)

description string Natural |anguage description of the server
aut h obj ect Authentication requirenents (see Section 6.5)
capabilities array ["tool s", "resources", "pronpts"]
trust_class string Security posture declaration
See Section 6.10. 2.
Val ues: "public" | "sandbox" | "enterprise"
"regul ated". Default if absent: "public".

6.4. Optional Fields (MAY)

categories array Semantic categories
(see ntpstandard. dev/ cat egori es)

| anguages array | SO 639-1 | anguage codes

cover age string | SO 3166-1 country code

cont act string Contact email or URL

docs string Docunent ati on URL

| ast _updated string | SO 8601 ti nmestanp

crawl bool ean false to opt out of indexing

expires string | SO 8601 tinestanp after which the nmanifest
MUST be considered stale and re-fetched

cache_ttl i nteger Cache duration in seconds for this manifest.

Overrides HITP Cache-Control for the purpose
of manifest stal eness eval uati on.
Default: 3600. MAY be omtted for trust_class
"public", "sandbox", "enterprise". REQU RED
when trust_class is "regul ated"
(see Section 6.10.3).
signature obj ect Mani fest integrity signature (see Section 6.7)
server_card string URL of a SEP-2127 conpatible Server Card
docunent, providing richer pre-connection
met adat a i ncl udi ng tool descriptions,
resources, and pronpts.
Clients that support
SEP-2127 SHOULD fetch this URL after
resolving the mani fest. See Section 1.4.
paynent required bool ean Wether tool calls require paynent.
See Section 6.11.

payment _met hods array Supported paynment nethod identifiers.
See Section 6.11.
tool s_previ ew array Previ ew of avail abl e tools.

See Section 6.12.1.

resources_previ ew array Previ ew of avail abl e resources.
See Section 6.12.2.

pronpts_preview array Previ ew of avail abl e pronpt tenpl ates.
See Section 6.12. 3.

6.5. Auth nhject
The "auth" object is defined in full in Section 6.10.4, which is

the canoni cal definition. Wen used as a SHOULD field (Section 6.3),
at mni mum "requi red" and "nethods" MJST be present.



Example (mninmal, for a public server with optional QAuth 2.0):

"auth": {
"required": false,
"met hods": ["none", "oauth2"],
"endpoint": "https://exanpl e.com oaut h/ aut hori ze",

"metadata_url":
"https://exanpl e. com . wel | - known/ oaut h- aut hori zati on-server",
"scopes": ["ncp:read"]

}

See Section 6.10.4 for the conplete field reference.
6.6. Transport Val ues
The "transport" field MJUST contain one of the follow ng val ues:

"http" JSON-RPC 2.0 over HTTPS (request/response). This is the
RECOMVENDED transport for publicly reachabl e servers.

sse" Server-Sent Events over HTTPS [ WBC-SSE]. Suitable for
servers that push notifications or streamresults.

"stdio" Standard input/output. This value is reserved for |oca
process-based MCP servers and MUST NOT appear in manifests
served via /.well-known/ ncp-server, as such servers are
by definition not reachable via a network endpoint.
Clients SHOULD treat a nanifest with transport "stdi o"
served over HITPS as mal f or ned

Servers MAY declare nultiple transports using a "transports" array
field alongside the primary "transport” field.

6.7. Manifest Signature
Operators who require stronger integrity guarantees for their
mani f est MAY include a "signature" field containing a detached
JWS (JSON Wb Signature) as defined in [ RFC7515], using a key
publ i shed via DNS (anal ogous to DKIM [ RFC6376]) .

The signature covers the canonical JSON serialization of the
mani f est obj ect excluding the "signature" field itself.

The "signature" object MJST contain:

alg string JWA algorithmidentifier (e.g. "RS256", "ES256")
kid string Key ID corresponding to a JWK published in DNS
val ue string Base64url-encoded detached JW5 signature
Exanpl e:
"signature": {

"al g": "ES256",

"kid": "nmcp-key-1",

"val ue": "base64url..."

}
The correspondi ng public key MIST be published as a DNS TXT record:
_nmcp-key. {domain} IN TXT "v=ntpljwk; kid=ntp-key-1; jwk={...}"
Clients that inplenment signature verification SHOULD reject manifests

with invalid signatures. Cients that do not inplenent signature
verification MAY ignore the "signature" field entirely.



NOTE: The signature mechani smdefined here is informational and
subject to revision in future versions of this docunent.

6.8. Endpoint Dorain Validation
Clients MJST verify that the host conponent of the "endpoint"” field
in the manifest matches or is a subdormain of the host from which the
mani fest was retrieved. Mani fests where the endpoint host does not
mat ch the retrieval host MJST be rejected.

Exanpl es (manifest retrieved from exanpl e.con):

"endpoint": "https://exanple.com ncp/” valid
"endpoint": "https://api.exanple.com ncp/" valid
"endpoint": "https://other-domain.conm ncp/" I NVALID -- reject

This rul e prevents nanifest-based endpoi nt hijacking, where a
comprom sed or fraudulent manifest redirects an MCP client to an
unrel ated server.

6.9. Expires Field

Servers SHOULD include an "expires" field containing an | SO 8601
ti mestanp indicating when the mani fest becones stal e.

Clients MJST NOT use a cached manifest past its expiry time wthout
re-fetching it. If the "expires" field is absent, clients SHOULD
treat the manifest as stale after the period indicated by the HTTP
Cache-Control header, or after 24 hours if no Cache-Control header
is present.

The recommended validity period for a public manifest is between
1 hour and 90 days.

6.10. Security Capability Negotiation
6.10.1. Overview

MCP servers may operate under very different security regines:
a public sandbox tool, an enterprise APl requiring OQAuth 2.0,
and a regul ated heal thcare server have fundanmental |y different
client behaviour requirenents. Wthout a pre-connection

decl aration, a client cannot know whi ch posture applies unti
after the connection is established -- potentially after
sensitive data has already been transmitted.

The mani fest SHOULD decl are the security posture of the server
explicitly via the "trust_class" field (Section 6.10.2). This
declaration allows clients to determ ne required authentication,
| oggi ng, and conpli ance behavi our w thout performng a ful
protocol handshake. |If "trust_class" is absent, clients MJST
apply the defaults defined in Section 6.10.7.

The negotiation is unidirectional and declarative: the server
publishes its requirements; the client reads and applies them
No additional round-trip is required.

6.10.2. The trust _class Field

The "trust_class" field is an OPTIONAL top-level field in the
mani fest. |f absent, clients MJST behave as if

"trust_class": "public" were declared. Server operators SHOULD
declare "trust _class" explicitly to avoid anbiguity.

The field functions as a preset: each value inplies a defined set
of mandatory sub-fields and a nini mum guar ant eed behavi our that any



conform ng client MAY assume w thout inspecting sub-fields
i ndi vi dual ly.

Def i ned val ues:

"public" The server is accessible without restrictions.
No authentication is required. The nmanifest MAY
be cached freely up to the value of cache ttl.

"sandbox" The server is experinmental or non-production.
Cients SHOULD warn users before invoking tools.
Clients MJST NOT use sandbox servers in production
wor kfl ows without explicit user confirmation.
The "expires" sub-field is REQU RED.

"enterprise" The server requires controlled access. Cients
MUST NOT attenpt connection before resolving the
decl ared authentication method. The "auth" object
is REQUI RED and MJST contain at |east one entry
in "“methods".

"regul at ed" The server operates under a declared regul atory
regine. Cdients MIST apply the declared
aut henti cati on method, MJUST NOT cache the manifest

beyond "cache_ttl", and MJST treat all sessions as
subject to logging requirenents declared in the
"l oggi ng" object. The "auth", "conpliance", and

"l oggi ng" objects are all REQU RED.
If a client encounters an unrecognised "trust_class" value, it MJST
treat the mani fest as "regul ated" for safety purposes and SHOULD
| og a war ni ng.
6.10.3. Mandatory Sub-Fields by trust_class

The foll owi ng table defines which sub-fields are REQU RED (R),
OPTIONAL (O, or NOT APPLI CABLE (N) for each trust_class val ue:

Sub-field public sandbox enterprise regulated
aut h O @) R R
expires N R @) @)
compl i ance N N @) R
| oggi ng N N @] R
cache_ttl @) @) @) R

A mani fest that declares a trust_class but omits a REQUI RED
sub-field for that class is malformed. dients MJST NOT connect
to a server whose manifest is mal formed.

6.10.4. The auth Object
When present, the "auth" object MJST contain:

"required" Boolean. If true, the client MJST conpl ete
aut henti cation before sending any tool call.

"met hods" Array of strings. Defines the authentication
mechani sms supported by the server.

Core vocabul ary (MJST be supported by conformn ng
i mpl ement ati ons):

"none" No aut hentication. Valid only when
required is fal se.
"bearer" Bearer token. "endpoint" MJST be



"endpoi nt"

present.
"mls" Mutual TLS. dCient certificate
required.
"api key" Static APl key. Delivery mechanism
MUST be declared in "api key_header".
"oaut h2" QAuth 2.0 flow. "endpoint" and
"scopes" MJIST be present.
Ext ensi on val ues MJST use the "x-" prefix
(e.g., "x-sam", "x-nyconpany-sso"). dients
that encounter an unrecogni sed "x-" val ue MJST
ignore it and attenpt connection using renmaining
known nethods. |If no known nethod renains,
clients MUST NOT connect and SHOULD surface an
error to the operator.
Val ues without the "x-" prefix that are not in
the core vocabulary are invalid and MJST be
treated as if absent.

URI. The authentication endpoint. REQU RED when
met hods i ncludes "bearer” or "oauth2".

"metadata_url" UR. RECOMVENDED when net hods incl udes "oauth2".

QAuth 2.0 Authorization Server Metadata endpoint
as defined in [RFC8414]. Allows MCP clients to
aut oconfigure the full QAuth 2.0 flow wi thout
addi tional out-of-band information. MJST be an
HTTPS URL.

"api key_header” String. REQUI RED when mnet hods incl udes "api key".

"scopes”

The HTTP header nane used to deliver the APl key
(e.g. "X-Api-Key", "Authorization").

Array of strings. REQU RED when nethods incl udes
"oaut h2". QAuth 2.0 scopes required by the server
(e.g. ["nmcp:read”, "ncp:wite"]).

6.10.5. The conpliance hject

Required when trust_class is "regulated". MJST contain:

"jurisdiction" String. [1SO 3166-1 al pha-2 country code, or

"framewor ks"

one of the defined regional codes:

"EU' European Union (GDPR applies)

"EEA" European Econom c Area

"UK" United Kingdom (UK GDPR applies)
Clients MJUST NOT infer conpliance requirenents
beyond what is explicitly decl ared.

Array of strings. Declared conpliance
franmeworks. This field is informational --
clients MJUST NOT refuse connection based on
unrecogni sed framework identifiers.

Exanpl es: "CGDPR', "H PAA", "|SO27001",

"PCl - DSS", "SOC2".

"certification_url" URI. OPTIONAL. A URL where conpliance

certification docunentation can be
retrieved. Cdients MAY present this to
users or automated auditors.

6.10.6. The | oggi ng hj ect

Required when trust_class is "regulated". MJST contain:



"required" Boolean. If true, the client MJST NOT
suppress session logging for this server

"retention_days" Integer. OPTIONAL. Mnimumretention period
for session logs in days. Cients that cannot
honour this value SHOULD NOT connect and MUST
surface a warning to the operator

6.10.7. Default Values and Omitted Fields

I mpl enent ati ons MUST apply the followi ng defaults when fields
are absent:

trust _class "public"
cache_ttl 3600 (seconds)
aut h. required fal se

| ogging.required false

The principle is secure-by-default: a missing trust_class is never
interpreted as elevated privilege. The nost permssive safe default
is applied, and the server operator is responsible for declaring any
nmore restrictive posture explicitly.

6.10.8. Inplenmentation Gui dance for Non-Technical Operators

Conform ng inplenentations (such as CM5S plugi ns) SHOULD provide a
configuration interface that maps user-facing choices to valid
mani fest fields without requiring the operator to author JSON
directly. The follow ng nmapping i s RECOMVENDED

User declares site type "personal /bl og"”
-> trust_class: "public"

User declares site type "busi ness/comercial"
-> trust_class: "enterprise"
-> inplementati on SHOULD aut o-detect existing auth systens

User declares site type "sensitive data" (health, finance, |egal)
-> trust_class: "regul ated"
-> inplenmentati on MJST pronpt for jurisdiction before
publ i shing mani f est

User declares site type "devel opnment/testing”
-> trust_class: "sandbox"
-> inplenentati on MJST set expires to no nore than 90 days

I mpl enent ati ons MUST NOT publish a mal formed manifest. |f required
sub-fields cannot be determi ned automatically, the inplenentation
MUST bl ock publication and pronpt the operator for the m ssing

i nfornation.

6.11. Paynment Advertisenent
Servers that require paynment for tool calls MAY declare their
paynment capabilities in the manifest. This allows clients to
determ ne paynent conpatibility before connecting.

Fi el ds:

payment _required bool ean \Whether tool calls require paynent
payment _met hods array Supported payment met hods

Valid paynment nethod identifiers:

"x402" HTTP 402 + USDC on-chai n (Coi nbase x402)
" npp-t enpo” Machi ne Payment Protocol / Temnpo



"stripe" Stripe Connect
"api key" Pre-pai d APl key bal ance

Exanpl e:

"paynent _required": true,
"paynent _net hods": ["x402", "stripe"]

NOTE: On-chai n paynent nethods (e.g., x402) introduce
per-transaction | atency of ~2 seconds (Base L2) or nore.

I mpl enent ati ons SHOULD prefer session-level escrow patterns
over per-call paynents to avoid | atency penalties on each
tool invocation.

This field does not specify the paynent protocol itself. |nplenmentors
SHOULD refer to the rel evant paynment protocol specifications for
conmpl ete transaction semantics.

6. 12. Primtive Previews

Servers MAY include previews of their tools, resources, and pronpts
directly in the manifest. This allows MCP clients and crawers to
under stand server capabilities w thout establishing a connection,
enabl ing semantic indexing, security pre-screening, and client-side
filtering before the initialization handshake.

Three optional fields are defined:

tool s_previ ew array Preview of available tools

resources_preview array Preview of avail able resources

pronpts_previ ew array Preview of avail able pronmpt tenplates

Each field MJUST be either

(a) An array of preview objects as defined bel ow, or

(b) The string "dynam c", indicating that the full |ist MJST be
di scovered through the MCP protocol’s standard |ist operations
and is subject to change.

6.12.1. Tool Preview Object
Each entry in "tool s_preview' SHOULD contai n:
nane string REQUI RED. Tool identifier

description string SHOULD. Natural |anguage description
i nput Schema object MAY. JSON Scherma for tool input paraneters

Exanpl e:
"tools_preview': |
{
"name": "search_products"”,
"description": "Search products by type, material and size",
"i nput Schema": {
"type": "object”,
"properties": {
"query": { "type": "string" },
"category": { "type": "string" },
"limt": { "type": "integer" }
},
"required": ["query"]
}
H
{
"name": "check_stock",

"description": "Check real-time warehouse availability"



}
]

6.12.2. Resource Preview bject

Each entry in "resources_preview' SHOULD contai n:

uri string REQU RED. Resource URI or URI tenplate
nane string SHOULD. Human-readabl e nane
description string MAY. Natural |anguage description
nm meType string MAY. M ME type of the resource
Exanpl e:
"resources_preview': |
{
"uri": "catal og://products/{id}",
"name": "Product Catal og",
"description": "Full product details, specs and pricing",
"m nmeType": "application/json"
}

]
6.12.3. Pronpt Preview bject

Each entry in "pronpts_previ ew' SHOULD cont ai n:

nanme string REQU RED. Pronpt identifier
description string SHOULD. Natural |anguage description
argunent s array MAY. List of argument objects with nane and

description fields
Exanpl e:

"pronpts_preview': [

"name": "conpare_products”,
"description": "Generate a conparison between two products”,
"argunments": |

{ "nane": "product_a", "description": "First product ID" },

{ "name": "product_b", "description": "Second product ID"' }

]
}
]

6.12.4. Consistency Requirenent

Clients MJUST treat primtive previews as advisory. The authoritative
list of tools, resources, and pronpts is always the one returned by
the MCP protocol’s |ist operations (tools/list, resources/list,
pronpts/list) after connection establishnent.

Servers SHOULD ensure that the previews are consistent with the
actual primtives returned during initialization. Servers MAY omit
sensitive tool descriptions fromthe preview and mark them as
"dynam c" if pre-connection disclosure is undesirable.

6.12.5. Relationship to SEP-1649 and SEP-2127

The primtive preview nechani smdefined here is intentionally
aligned with the MCP Server Cards proposal (SEP-1649) fromthe MCP
mai ntainers at Anthropic. The key differences are:

-  This docunent uses "tools preview', "resources preview', and
"pronpts_preview' field names to nmake the advisory nature
explicit, while SEP-1649 uses "tools", "resources", "pronpts".
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The wel | -known path in this docunent is "/.well-known/ ncp-server
whi | e SEP-1649 proposes "/.well-known/ ntp/server-card.json"

The aut hors wel come coordination with MCP naintainers to align

t hese paths.

Thi s docunent additionally defines the "ncp” UR schene and
DNS TXT di scovery (base node and fast npde), which are not
covered by SEP-1649.

Thi s docunent requests formal | ANA registration of both the
URI schene and the well-known URI suffix, as noted as a future
requi renment in SEP-1649

The "server_card" field defined in Section 6.4 provides a direct
pointer fromthis docunent’s manifest to a SEP-2127 Server Card,
allowi ng the two specifications to coexist w thout requiring
convergence on a single well-known path.

13.

14.

15.

M ni mal Exanpl e
{
"nmcp_version": "2025-06-18",
"name": "Exanple MCP Server",
"endpoint": "https://exanple.com ncp”,
"transport": "http"
}
Ful I Exanpl e
{ .
"ncp_version": "2025-06-18",
"nanme": "Exanpl e Shop MCP Server",
"description": "Product catal og and order managenent"
"endpoint": "https://exanple.com ncp”,
"transport": "http",
"trust_class": "enterprise",
"auth": {
"required": true,
"met hods": ["oauth2"],
"endpoint": "https://exanpl e. com oaut h/ aut hori ze",
"metadata_url": "https://exanple.conl.well-known/as",
"scopes": ["ncp:read”, "ncp:wite"]
1
"capabilities": ["tools", "resources"],
"categories": ["e-comrerce", "fashion"],
"l anguages": ["en", "it"],
"coverage": "IT",
"contact": "api @xanpl e. cont,
"docs": "https://exanpl e.com ncp/ docs”,
"l ast _updated": "2026-03-25T00: 00: 00Z",
"expires": "2026-09-25T00: 00: 00Z",
"cache_ttl": 3600,
"server_card":
"https://exanpl e. conl . wel | -known/ ncp/ server-card.json”,
"paynent _required": false,
"crawm ": true
}
HTTP Response Requirenents

Servers MJST respond wth:

HTTP/ 1.1 200 K
Cont ent - Type: application/json



Servers SHOULD i ncl ude

Cache- Control : nmax-age=3600

7. Security Considerations
7.1. Manifest Spoofing

A malicious actor could expose a fraudul ent /.well-known/ ncp-server
docunent. Clients MJST verify that the domain in the nanifest
endpoi nt matches the domain of the original MCP URI.

When HTTPS is used (as REQUI RED by this specification), TLS
certificate validation provides a baseline authenticity guarantee.
Qperators requiring stronger guarantees SHOULD use the manifest

si gnature mechani sm defined in Section 6.7.

7.2. DNS Hijacking

DNS TXT records may be spoofed on networks wi thout DNSSEC.
Operators SHOULD enabl e DNSSEC where avail able. When DNS TXT and
.wel | -known endpoi nts conflict, the .well-known manifest MJST take
precedence, as HITPS provi des domai n aut henticity guarantees that
unsi gned DNS records do not (see Section 4.3).

DNS- based nani fest signatures (Section 6.7) inherit the sane
vul nerability. Operators using the signature nmechani sm SHOULD
al so enabl e DNSSEC for the signing key record.

7.3. Rate Limting
Craw ers may generate excessive requests to /.well-known/ ntp-server
Servers SHOULD i npl ement standard HTTP rate limiting and return
HTTP 429 (Too Many Requests) with appropriate Retry-After headers
when linmts are exceeded.

7.4. Sensitive Data

The Manifest is a public docunent. It MJUST NOT contain credentials,
tokens, APl keys, or any private operational infornmation.

7.5. Manifest Integrity via JW Signature
The optional signature nmechani smdefined in Section 6.7 provides
integrity verification for the nmanifest content. |nplenenters should
be aware that:

- The signature covers content integrity but not freshness; a
valid signature does not guarantee the manifest is current.

- Key rotation should be handl ed by publishing new key IDs in DNS
and updating the manifest accordingly.

- (dients that cannot verify signatures MJST NOT treat unsigned
mani fests as | ess trustworthy than signed ones in the absence
of a policy requiring signatures.

8. | ANA Consi derations
8.1. URI Schene Registration

Thi s docunent requests registration of the "ncp" URI schenme in the
I ANA Uni form Resource ldentifier (URI) Schemes registry:
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Schene nane: ncp

St at us: Provi si ona

Appli cati ons: Al agents, MCP clients
Cont act : mar co. serra@runbl e. group
Change controller: |ETF

Ref er ence: Thi s docunent

Vel | - Known URI Registration

Thi s docunent requests registration of the "nctp-server" well-known
URI suffix in the | ANA Wl l-Known URIs registry per [RFC8615]:

URI suffix: ncp-server
Change controller: | ETF

Speci fication docunent: This docunent
Rel at ed i nfornation: None

Ref erence | npl enentati on

A reference inplenmentation of this specification is avail able at
https://ncpstandard. dev, including a live /.well-known/ ncp-server
endpoint, a Python client library for resolving ncp:// URl's, CMS
pl ugi ns for WbrdPress and Dj ango, and an optional voluntary
crawl er (MCP Search Consol e)

Source code and community di scussion are avail able at:
https://github. com 99ri g/ ncp-di scovery

Regi stration with the Search Console is entirely optional
Conformng clients can di scover any MCP server by follow ng the
resol ution sequence defined in Section 4 without contacting any
central registry or index.
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