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1. Introduction

The RADI US protocol [RFC2865] uses the Calling-Station-1d attribute
(Type 31) to carry the Media Access Control (MAC) address of the
connecting device. This attribute serves as the de facto device
identifier in Network Access Control (NAC) deploynents, used for
device identification, profiling, policy assignnment, |icense
counting, and regulatory audit trails.

MAC address random zation as a privacy feature was first introduced

during active scanning in i0S 8 (2014). Since 2020, nmjor operating
system vendors have adopted randon zed MAC addresses by default for
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networ k association. [RFC9724] provides a conprehensive taxonomny of
MAC address sel ection policies and docunents current OS practices:

per - networ k random zation (PNGV), per-connection random zation
(PSGVM, periodic rotation (PPGVW, and scan-tine randomni zati on are now
wi del y depl oyed across Android [ ANDRO D- MAC], i OS [ APPLE- VAC],

W ndows [ W NDOWS- MAC], and Li nux.

Current versions of all major nobile operating systens transmt
random zed MAC addresses by default when connecting to wrel ess

net wor ks, disrupting network services that depend on the MAC address
as a stable device identifier.

The inmpact on RADI US-based NAC systens is significant:

* A single physical device may present different Calling-Station-Id
val ues across connections, creating rmultiple unrel ated endpoint
records.

* Device profiling data becones fragnented across records keyed by
di fferent MAC addresses.

* RADI US Accounting records [ RFC2866] cannot be correl ated across
sessions for the same device.

* Li cense nanagenment systens produce inflated device counts.

* Regulatory audit trails required by frameworks such as [ H PAA] and
[ FI SMA] | ose device-level continuity.

| EEE 802. 11bh- 2024 [| EEE80211BH] addresses session continuity at
Layer 2 but does not extend to the AAA layer. This docunent
addresses the gap by defining a RADIUS attribute that carries a
persi stent device identifier above the MAC address | ayer

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Termi nol ogy

Persi stent-Device-1d (PDID):
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A unique identifier carried within the device's certificate,
typically provisioned during device enrollnent by a Mbile Device
Management (MDM) system or the NAC server’s own registration
process. The RADIUS server extracts this identifier during
certificate-based authentication and includes i t in the RAD US
Access- Accept to provide a persistent device identity that
survives MAC address changes.

RADI US Client:

A network device (switch, wireless controller, VPN concentrator)
that acts as a RADI US aut henticator per [RFC2865].

RADI US Server:

A server that processes RADI US Access- Request nessages, perforns
aut henti cation and authorization, and returns Access-Accept or

Access- Rej ect nmessages. |In this context, the RADIUS server is
al so the entity that assigns and manages Persi stent-Device-1d
val ues.

MAC Addr ess Random zati on:

The practice of replacing a device' s hardware-assi gned MAC addr ess
with a locally-adm nistered, random y-generated alternative, as
described in [ RFC9724] .

Local | y- Adm ni st ered MAC Address:

A MAC address with the locally-adm nistered bit (bit 1 of the
first octet) set to 1. Unlike globally-assigned (burned-in) MAC
addresses, a locally-adm ni stered address has | ocal significance
only, can be assigned by any entity, and is not guaranteed to be
gl obal | y uni que. Random zed MAC addresses use | ocally-

admi ni stered addresses.

Identity Correlation Source:

A piece of information avail able during the RADI US exchange that
can be used to associate a new MAC address with a previously
assi gned Persistent-Device-1d. Exanples include certificate
Conmon Nanme (fromcertificate-based EAP nmethods such as EAP-TLS,
EAP- TTLS, or TEAP), MDM device identifier, and | EEE 802. 1X

aut henti cat ed user nane.
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2. Probl em St at enent
2.1. Calling-Station-1d as Device ldentifier
Section 5.31 of [RFC2865] defines the Calling-Station-Id attribute as
carrying "the phone nunber" of the user. |In practice, for |EEE 802
networks, this attribute carries the MAC address of the connecting
device, formatted as a string of hex digits (e.g., "AA-BB-CC DD EE-
FF*).
NAC systens use Calling-Station-1d as the primary key for:
1. Endpoint record | ookup and creation
2. Device profiling and cl assification
3. Authorization policy evaluation
4. RADI US Accounting session correlation
5. License and conpliance tracking
2.2. Inpact of MAC Address Random zati on
When a device randonizes its MAC address, the Calling-Station-Id
val ue changes. Fromthe RADI US server’s perspective, each randoni zed
MAC appears to be a new, unrelated device. This causes:
1. Endpoint Record Proliferation: A single device generates N
endpoint records for N different MAC addresses, fragmenting
devi ce state.
2. Profiling Data Loss: Attributes collected from network probes
(DHCP, HTTP, SNWMP, DNS) are stored agai nst a MAC- keyed record.
When the MAC changes, the accunul ated profiling data is
i naccessi ble for the new session.
3. Accounting Discontinuity: Accounting Start and Stop records
[ RFC2866] for the sane device carry different Calling-Station-Id

val ues, preventing session correlation.

4. License Count Inflation: License nmanagenent based on uni que
Calling-Station-1d val ues produces artificially high counts.

5. Conpliance Gaps: Regul atory frameworks requiring device-Ievel

audit trails (H PAA [H PAA], FISMA [FISMA], PCl-DSS [PCl-DSS])
cannot be satisfied when device identity is epheneral.

Ser al at han, et al. Expi res 1 Novenber 2026 [ Page 6]



I nternet-Draft persi stent-devid April 2026

2.3. Limtations of Existing Mechanisns

No existing standard RADI US attribute provides a persistent device
identifier independent of the MAC address. The follow ng existing
attributes are insufficient:

Calling-Station-1d (Type 31):
Carries the MAC address, which is now unstabl e.
User - Nane (Type 1):

Identifies the user, not the device. A user may have multiple
devi ces, and conversely, a single device may be shared by severa
i ndi vi dual s.

NAS- Port-1d (Type 87):
Identifies the network port, not the device.
Class (Type 25):

An opaque val ue sent by the RADIUS server in Access-Accept and
echoed by the NAS in subsequent Accounting- Request nessages

[ RFC2865]. The Class attribute is server-generated per session
for accounting grouping and policy context. It is opaque to the
NAS, has no defined structure for device identification, and is
not guaranteed to persist across sessions or MAC address changes.
It cannot serve as a stable device identifier

Char geabl e-User-ldentity (CU ) [RFC4372]:

Provides a stable user-level identity for inter-domain roam ng and
billing. Wile CU carries an opaque identifier, it is
semantically a user identity, not a device identity. A single
user may have multiple devices, and a shared device nmay serve

mul tiple users. CU cannot distinguish between devices bel ongi ng
to the same user. Furthernore, RFC 4372 specifies that the CU
binding lifetime should be tenmporary (e.g., one billing period),
wher eas persistent device identification requires a stable
identity across the device's entire enrollnment |ifecycle.
Overloading CUl to carry device identity would violate its defined
semantics and conflict with existing CU depl oynments used for

roam ng billing.

Certificate-based EAP fields (EAP-TLS, EAP-TTLS, TEAP):
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Avail able only for certificate-based authentication nethods, not
for MAC Aut hentication Bypass (MAB) or credential -based EAP
met hods.

The absence of a standard attribute has |led to vendor-specific
wor karounds that are nutually inconpatible, as described in the
foll owi ng secti on.

2.4. Current Vendor-Specific Approaches

In the absence of a standard RADI US attribute for persistent device
identity, network access control vendors have independently

i mpl emented proprietary solutions to address the MAC address

random zati on problem These approaches differ in their choice of
RADI US attribute, encoding format, and client-side parsing
requirenents.

Sone i npl enent ati ons repurpose existing standard RADI US attri butes
such as User-Name (Type 1) to carry device identifiers in the Access-
Accept message. This approach violates the semantic definition of
User-Name in RFC 2865, which specifies it as "the nane of the user to
be authenticated." Overloading User-Name with device identity
creates anbiguity for downstream consuners of RADI US data, including
accounting systems, billing platforns, and conpliance audit tools
that expect User-Nanme to contain an actual user identity. It also
requires RADIUS clients (NAS devices) to inplenent vendor-specific

|l ogic to distinguish between a true user nane and an encoded device
identifier.

O her inplenmentations use Vendor-Specific Attributes (Type 26) to
carry the persistent device identifier within a vendor-all ocated
attribute space. Wile VSAs are a legitimte RAD US extension
mechani sm they are inherently non-interoperable: a RAD US client
fromone vendor cannot interpret the VSA encodi ng of another vendor’'s

RADI US server. In multi-vendor enterprise deploynents -- where
net wor k access devi ces, RADIUS servers, and policy engi nes nay cone
fromdifferent manufacturers -- VSA-based approaches result in

fragmented device identity that cannot be correl ated across the
infrastructure

Bot h approaches share a conmon deficiency: they require nodifications
to RADIUS client firmvare for each vendor’s proprietary encoding,
creating a fragmented ecosystem where persistent device identity is
avail abl e only w thin single-vendor deploynments. Enterprise networks
that use equi pment fromnultiple vendors -- a common scenario in

| arge organi zations -- cannot achi eve onsistent device identity
across their infrastructure.
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A standard RADI US attribute for persistent device identity, as
defined in this docunment, would elimnate this fragnentation by
providing a single, interoperable mechanismthat all vendors can

i mpl ement without proprietary extensions or senmantic overl oadi ng of
existing attributes.

3. Persistent-Device-ld Attribute
3.1. Attribute Format

The Persistent-Device-ld attribute is a standard RADIUS attri bute
with the follow ng format:

+oRr

4567
B T

+ ON

9 4 5 789 1
- +- B T A S SR

+ N
+ OWw

56789 1
- S

+

>4+ W

- + @
5
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+ -+ +- -+ +-
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- + O

+

Figure 1: Encoding Persistent-Device-ld Attribute
Type
TBD1 (to be assigned by | ANA)
Length

Variable (2 octets for Type and Length, plus the length of the
string val ue)

Data Type
String

Val ue
A string containing the persistent device identifier extracted
fromthe device's certificate. |nplenentations SHOULD use UU D
version 4 [ RFC9562] in the standard 36-character string
representation (e.g., "f47aclOb-58cc-4372-a567-0e02b2c3d479").

The identifier is provisioned into the certificate during device
enrol Il ment and is not generated by the RADI US server.
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3.2. String Representation

When UUI D version 4 is used as the Persistent-Device-1d, it MJST use
the standard string format defined in Section 4 of [RFC9562]:

XXXXXXXX= XXXX= AXXX= YXXX= XXXXXXXXXXXX

where "x" is a |l owercase hexadecimal digit and "y" is one of 8, 9, a,
or b. The "4" indicates UUI D version 4. This string representation
is carried directly in the RADIUS attribute value field.
Exanpl e:
Persi stent-Device-1d = "f47ac10b-58cc-4372-a567-0e02b2c3d479"
3.3. Attribute Properties

The followi ng table sunmarizes the properties of the Persistent-
Device-1d attribute:

[} gl ——————— s —_——(——————————————(———————r 1
| Attribute Name | Persistent-Device-1d |
B ey sl
| Attribute Type | TBD1 |
o a o o m m e e e e e e e e ee oo +
| Val ue Type | String |
o e o e e e e e e e e e e e e e e +
| Length | Variable |
o a o o m e e e e e e e e eeee e +
| Allowed in | Access-Accept, Accounting-Request, |
| | Accounting- Response, CoA-Request |
oo o - o e e e e e e e e e e e e e e e e e o +
| Forbidden in | Access- Request, Access-Reject, |
| | Access-Chal | enge |
o a o o m e e e e e e e e eeee e +
| Presence | OPTI ONAL |
o a o o m m e e e e e e e e ee oo +
| Maxi mum | 1 |
| Cccurrences | |
S o e m e e e e e e e e e e +
| Encrypted | Yes (as per RADIUS shared secret) |
o a o o m e e e e e e e e ee e +
Table 1
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4. Security and Depl oyment Mode

This section defines the security and depl oynent nodel for the
Persi stent-Device-1d specification. A clear understanding of the
actors, threats addressed, explicit non-goals, and security
invariants is essential to evaluate the privacy and security
properties of this mechani sm

4.1. Actors
The following actors are relevant to this specification

1. Device Omer/User: The individual who owns or operates the
device. In enterprise environnents, this may be an enpl oyee
using a corporate-issued or BYOD device. The device owner has a
| egitimate expectation of privacy from passive observers and
external networks, while accepting that their enpl oyer’s network
may identify their device for security and conpliance purposes.

2. Enterprise Adm nistrator: The network operator responsible for
device enrollnment, certificate provisioning, NAC policy
enforcenment, and conpliance auditing. The adm nistrator has a
legitimate need to persistently identify enrolled devices for
security operations.

3. Passive Observer: An entity that can observe Layer 2 frames on
the wirel ess nediumor |ocal network segnment. This includes any
device within radio range of a wirel ess network. The passive
observer is the primary adversary that MAC address random zation
is designed to defeat.

4. Rogue Access Point / Man-in-the-Mddle: An attacker operating an
unaut hori zed access point to intercept or mani pul ate network
traffic. This actor can observe Layer 2 franmes and may attenpt
to intercept authentication exchanges.

5. External Network: A network operator outside the device's hone
adm ni strative domain. External networks should not be able to
|l earn the Persistent-Device-1d or correlate device activity
across donmi ns.

4.2. Threats Addressed
MAC address random zation was introduced to mtigate the follow ng

threats. This specification is designed to preserve these
protections:

Ser al at han, et al. Expi res 1 Novenber 2026 [ Page 11]



I nternet-Draft persi stent-devid April 2026

4. 3.

Passi ve Device Tracking: A passive observer nonitors Layer 2
franme headers to track a device's |ocation and novenment patterns
using its MAC address. MAC random zation defeats this by
changing the MAC address. The Persistent-Device-1d does NOT
reintroduce this threat because it is never present in any Layer
2 frame. The identifier value originates fromthe device
certificate exchanged within the encrypted EAP tunnel, and the
Persistent-Device-1d RADIUS attribute is carried only in RAD US
messages between the server and authenticator, protected by

RADI US/ TLS [I-D.i etf-radext-radiusdtls-bis].

Cross-Network Correlation: An adversary correlates a device's
activity across multiple networks using a stable identifier. MAC
random zation limts this by using different MAC addresses on
different networks. The Persistent-Device-ld does NOT enabl e
cross-network correl ation because: (i) the identifier is scoped
to the adm nistrative domain that provisioned the certificate,
(ii) external networks never see the identifier, and (iii) the
RADI US server MJST NOT share it with external entities.

Devi ce Fingerprinting: An attacker combines observabl e
characteristics (probe requests, timng patterns, supported
capabilities) to fingerprint a device. The Persistent-Device-ld
does not contribute to fingerprinting because it is not
observabl e by any entity other than the RADI US server and the
aut henti cat ed NAS

Explicit Non-Goal s

This specification explicitly does NOT:

1.

Enabl e tracki ng of unenroll ed devices. Devices wthout
certificates (guest, unauthenticated, MAB-only) are conplete
unaffected by this specification and continue to benefit fu
from MAC randomi zati on privacy.

l'y
ly

Provi de a nmechani sm for cross-network tracking. The Persistent-
Device-1d is adm nistratively scoped and MJUST NOT be shared
across administrative domains.

Enabl e surveillance or nonitoring of user behavior. The
identifier correlates a device for NAC, conpliance, and |licensing
purposes only. It does not reveal user activity, browsing

hi story, or application usage.
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4. Undermine the user’s choice to use MAC randoni zation. The MAC
address continues to randomni ze at Layer 2 as the device vendor
intended. The Persistent-Device-1d operates at a different |ayer
(AAA/RADIUS) and is visible only to the enterprise network the
device has voluntarily enrolled with.

5. Introduce a covert or hidden identifier. The identifier is
explicitly provisioned into the device's certificate during a
transparent enroll ment process that requires device owner or
adm ni strator action.

4.4. Security lnvariants

The foll owi ng security properties MIST hold for any conform ng
i mpl ement at i on:

1. The Persistent-Device-1d MJST NOT appear in the clear in any
Layer 2 frame (Ethernet, W-Fi nanagenent, or data franes).

2. The Persistent-Device-1d value is derived fromthe device
certificate exchanged within the encrypted EAP tunnel (device to
RADI US server). The Persistent-Device-ld RADIUS attribute MJST
only be transmitted within RAD US nessages protected by RADI US/
TLS [I-D.ietf-radext-radiusdtls-bis] (RAD US server to NAS).

3. The Persistent-Device-ld MUST NOT be derivable fromthe device's
MAC address (random zed or real).

4. The Persistent-Device-ld MIST NOT be observabl e by passive
observers on the wireless nediumor |ocal network segment.

5. The Persistent-Device-1d MIJST NOT be shared with entities outside
the adnministrative domain without explicit device owner consent.

5. Device Consent and Control

A central concern raised by device vendors and privacy advocates is
whet her a persistent device identifier underm nes the user’s control
over their device identity. This section specifies the consent and
control requirenments that ensure the Persistent-Device-ld respects
devi ce owner autonony.
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5.1

Consent Mbdel

The Persistent-Device-1d is NEVER assigned to a device without
explicit action by the device owner or an authorized adm ni strator
The identifier exists only because a certificate containing it was
provi sioned onto the device through one of the foll owi ng consent-
based nmechani sns:

1.

5. 2.

Cor porate Device Enroll nent (Adm nistrator Consent): An
enterprise admnistrator enrolls the device in a Mbile Device
Managenent (MDM) system The MDM system generates a certificate
contai ning the Persistent-Device-Id and pushes it to the device.
The adm nistrator acts on behalf of the organization, and the
device is corporate-owned. The enployee is informed of the
enrol I ment through the organi zation’s acceptabl e use policy.

BYOD Sel f-Enrol |l ment (User Consent): The device owner voluntarily
connects to a provisioning portal (captive portal or onboarding
SSID) and follows an enroll ment workflow During this process,
the portal generates a certificate containing the Persistent-
Device-1d and installs it on the device. The user explicitly
initiates and approves this enrollment. On nobst operating
systens (i GS, Android, Wndows, nacCS), installing a certificate
profile requires the user to accept a systemlevel pronpt.

MDM | nitiated BYOD Enrol Il ment (User Consent with MDM: The device
owner installs an MDM agent application and enrolls their

personal device in the organization's MODM The NMDM provi si ons
the certificate. The user nust explicitly install the NMDM
profile and grant the required perm ssions, providing inforned
consent.

User Control and Opt-Qut

The device owner retains full control over the Persistent-Device-ld
at all tines:

1.

Certificate Renmoval: The device owner can renove the certificate
(and with it, the Persistent-Device-1d) at any tine by deleting
the certificate profile fromthe device settings. On iCS, this
is under Settings > General > VPN & Device Managenent. On
Android, Settings > Security > Credentials. On Wndows,
certngr.msc. On nacOS, Keychain Access. Once the certificate is
renoved, the device will no |onger present a Persistent-Device-1d
during authentication, and the RADIUS server will treat it as a
new, unidentified device.
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MDM Unenrol | ment: For MDM nanaged devi ces, the device owner can
unenroll fromthe MDM system which renoves the MDM profile and
all associated certificates, including the one containing the
Per si st ent - Devi ce- 1 d.

Net wor k Di sconnection: The devi ce owner can choose not to connect
to the enterprise network. No identifier is transmtted unless
the device actively authenticates to the network using the

provi sioned certificate.

No Silent Re-provisioning: The RADI US server or NAS MJUST NOT
provision or re-provision a certificate containing a Persistent-
Device-1d w thout the device owner’s or administrator’s explicit
action. |If a certificate expires or is revoked, a new enroll nent
process requiring consent is needed.

Transpar ency Requirenents

Organi zati ons depl oyi ng the Persistent-Device-1d SHOULD

I nform devi ce owners, through an acceptabl e use policy or
enrol Il ment notification, that a persistent device identifier wll
be enmbedded in the c ertificate and used for network access
control, compliance, and |icensing purposes.

Clearly describe what data is associated with the Persistent-
Devi ce-1d (MAC address history, session records, conpliance
state) and how long it is retained.

Provi de a docunented procedure for device owners to request
deletion of their Persistent-Device-l1d records, in conpliance
with applicable privacy regulations (e.g., the General Data
Protection Regulation [GDPR] Article 17, the California Consumer
Privacy Act).

The above recomendations are expressed as SHOULD to accommodat e

depl oynent s where equi val ent transparency is already provided through
exi sting enterprise acceptabl e use policies, device managenent
agreenents, or where jurisdictional requirenents inpose alternative
notification obligations that satisfy the same intent.

5.3.
1.
2
3.
6

Certificate Provisioning Lifecycle

The provisioning of the Persistent-Device-ld into the device's
certificate is outside the scope of the RADI US protocol. This
section provides an informational overview of the |ifecycle:
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1. Enrollnent: The device is enrolled through an MDM system or a NAC
registration portal. During enrollnment, the systemgenerates a
UUI D version 4 using a CSPRNG and enbeds it in the certificate's
Subj ect Alternative Nane (SAN) URI field using the URN fornmat
defined in [ RFC9562], e.g., "urn:uuid:f47acl0b-58cc-
4372-a567-0e02b2c3d479". The certificate is signed by the
organi zation’'s CA and pushed to the device.

* The SAN URI field is chosen over the X 509v3 subject Uni queld
field for the follow ng reasons. First, [RFC5280]
Section 4.1.2.8 states that confornming CAs "MJST NOT generate
certificates with unique identifiers", effectively deprecating
subj ect Uni quel d for new depl oynents. Second, the SAN
extension is the standard mechani smfor carrying additiona
identity forns in X 509 certificates and is universally
supported by certificate tooling, MDM systens, and SCEP/ EST
enrol I nment protocols. Third, the urn:uuid: nanmespace is
al ready regi stered [ RFC9562], requiring no new URl schene
registration. The RADIUS server extracts the UU D fromthe
SAN URI by parsing the urn:uuid: prefix and using the
remaining string representation directly as the RADI US
attribute val ue.

2. Consent: Certificate installation requires explicit action --
either by an administrator (corporate MDM push) or by the device
owner (accepting a certificate profile pronpt during BYCD
onboarding). The identifier is never provisioned silently.

3. Authentication: Wen the device connects to the network, it
presents the certificate inside the encrypted EAP tunnel (e.g.,
EAP- TLS, EAP-TTLS, TEAP). The RADI US server extracts the
Persistent-Device-1d fromthe SAN URI field and includes it in
the Access-Accept nessage.

4. Renewal: Wen the certificate approaches expiration, the NMDM or
NAC systemrenews it. The renewed certificate nust contain the
same Persistent-Device-1d as the original, preserving identity
continuity.

5. Revocation: Wen a device is deconm ssioned, |ost, or stolen, the
adm ni strator revokes the certificate. The RAD US server rejects
subsequent authentication attenpts. The Persistent-Device-ld
record may be retained for audit or deleted per the
organi zation’s data retention policy.
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6. Re-enrollnent: If a device is re-enrolled after revocation, a new
certificate with a new Persi stent-Device-ld should be
provi sioned. Reuse of a previously revoked identifier is not
r econmended.

7. Protocol Sequence Di agrans
The following diagramillustrates the conplete lifecycle: certificate
provisioning, initial authentication with identifier extraction, and
re-authentication after MAC address rotation.

Devi ce MDM Por t al CA NAS RADI US Ser ver

I
PHASE 1: CERTI FI CATE PROVI S| ONI NG (one-ti ne)
I

-- EBEnroll ----3] |
(user consent) |

| --CSR---->]

(UWUIDin |

SAN URI) |

<-Cert----|

I
I
I
<--Push Cert---|
(user accepts |
I

I
I
I
I
I
I
I
I
I
I
I
cert pronpt) I

PHASE 2: FI RST AUTHENTI CATION (certificate-based EAP)|

I

I

I

I

I

I

I

I

I

I

I

I

I

I I I

|-- 802.1X Start -------------------- >| |
| (MAC 1 in L2 header) | | |
| | | | - - Acc- Request - >|
| | | | Calling-Stn-1d]|
| | | = MAC 1 |
| <============ EAP Tunnel (e_ g., EAP- TLS) ::::::::::::>|
| (cert with UUID_A exchanged inside tunnel)
I

I

I

I

I

I

I

I

I

I

I

I

I

I

I
I
| Server: |
| 1. Extract |
| uJ DA |
| fromcert |
| 2.Store: |
| UUDA -> |
| MAC 1 |
I I
| <- Acc- Accept - - - |
I I
I

I

I

I
I
I
I
I
I
I
|
| PDI D=UUI D_A

<-- EAP-Success --------------------- |
| | | --Acct-Reqg---->
| | | MAC 1,UU D A
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PHASE 3: RE- AUTH AFTER MAC ROTATI ON
| |
[ MAC rotates: MAC 1 -> MAC 2]

|

|

|
| |
| | |
-- 802.1X Start -------------o------ >| |
(MAC_2 in L2 header) | | |
| | | - - Acc- Request - >|
| | | Calling-Stn-1d]|
| | | = MAC_ 2 |
<============ EAP Tunnel (e_ g., EAP- TLS) ::::::::::::>|
(sanme cert, sanme UU D A)

I I
I I I
| | Server: |
| | 1. Extract |
| | Uul D A |
| | 2.Find |
| | exi sting |
| | record |
| | 3.Add MAC 2 |
| | to UUW DA |
I I I
| | <- Acc- Accept - - - |
| | PDID=UUID A |
| | (sane as |
| | before) |
<-- EAP-Success --------------------- |
| | | --Acct-Reqg---->|
| | | MAC 2,UUID A |

Figure 2: Persistent-1D Lifecycl e Managenent

Key observations: (1) The UUD is provisioned with user/adn n consent
during enrollnment. (2) The UUID originates fromthe device
certificate exchanged within the encrypted EAP tunnel -- it never
appears in any Layer 2 frame. The Persistent-Device-ld RAD US
attribute is carried only in RADI US nessages protected by RADI US/ TLS.
(3) After MAC rotation, the sane UUD is extracted fromthe sane
certificate, allowing the RADIUS server to unify device records
across MAC changes. (4) Unenrolled devices (no certificate) are

unaf fected and receive no Persistent-Device-Id.

8. Attribute Assignnment Procedures
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8.1. ldentifier Extraction fromCertificate

VWhen a RADI US server receives an Access- Request containing a
certificate-based authentication (e.g., EAP-TLS, EAP-TTLS, TEAP), and
the device's certificate contains a persistent device identifier, the
server MJST:

1. Extract the persistent device identifier fromthe device's
certificate.

2. Store or update the identifier in association with the device's
current Calling-Station-Id (MAC address) for correlation
pur poses.

3. Include the Persistent-Device-l1d attribute in the Access-Accept
nessage.

8.2. Correlation and Retrieva

When a RADI US server receives an Access- Request and the Calling-
Station-1d does not match any stored device record, but the device
aut henticates via a certificate-based nethod, the server SHOULD
attenpt to correlate the request with an existing Persistent-Device-
Id by extracting the identifier fromthe certificate and | ooking up
the stored records.

The primary identity correlation source is the device certificate.

If the authentication nethod is certificate-based (e.g., EAP-TLS,

EAP- TTLS, TEAP), the server extracts the persistent device identifier
fromthe certificate and uses it to |l ook up an existing device
record. |If a matching record is found, the server associates the new
MAC address with the existing record.

Not e: External device managenent systens (e.g., MDM provision the
persistent identifier into the device' s certificate during
enrollnment. The identifier reaches the RADI US server through the
certificate-based authentication exchange, not through a separate
channel . Therefore, MDM managed devi ces are covered by the
certificate-based extraction above.

For authentication nethods that do not involve certificates (e.qg.,
MAB, credential -based EAP net hods, guest access), no persistent
device identifier is available in the authentication exchange. In
these cases, the RADI US server does not assign a Persistent-Device-
Id, and MAC address random zation continues to result in separate
devi ce records per MAC address.
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Thi s docunent does not define alternative nmechanisns for persistent
device identification in non-certificate-based authentication
scenarios. Such nechani sns are outside the scope of this

speci fication.

If the extracted identifier matches an existing record, the server
MJUST:

1. Associate the new Calling-Station-1d (MAC address) with the
exi sting Persistent-Device-Id record.

2. Include the existing Persistent-Device-1d in the Access-Accept
nmessage

If the device authenticates via a non-certificate-based nethod, or if
the certificate does not contain a persistent device identifier, the
server MJST NOT include a Persistent-Device-1d attribute in the
Access- Accept.

8.3. Immutability

The Persistent-Device-1d value is deternmined by the identifier
provisioned in the device's certificate. |t MJST NOT be nodified by
the RADIUS server. |f adnministrative action requires re-
identification of a device (e.g., device deconmm ssioning and re-
enrollnent), a new certificate with a new identifier nust be
provisioned to the device. The old identifier MJST be retired and
MUST NOT be reassigned to a different device.

8.4. Uni queness

The persistent device identifier provisioned in each device’s
certificate MIUST be globally unique. The enrollnent system (NMDM or
NAC regi stration portal) is responsible for ensuring uni queness
during certificate provisioning. The use of UUD version 4 with a
CSPRNG during provisioning provides sufficient uni queness guarant ees.

8.5. Concurrency

I n depl oynents where nultiple RADIUS server instances process

aut henti cation requests concurrently, inplenentations MJST ensure
that the extracted Persistent-Device-1d and its associated MAC
address mappi ngs are consistently replicated across all server
instances. Since the identifier originates fromthe certificate (not
generated by the server), concurrency risks are limted to MAC
address associ ati on updat es.
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Reconmended approaches include: 1. Advisory |ocking on the Calling-
Station-1d or identity correlation key before checking for existing
assignnents. 1. A check-then-act pattern with | ock acquisition
acquire lock, re-query for existing assignment, create if absent,

rel ease lock. 1. Distributed coordination across server instances in
clustered deploynents. The lock hold time SHOULD NOT exceed 5
seconds to prevent processing del ays.

8.6. NAD and PlatformlIntegration

After receiving the Persistent-Device-1d in the Access- Accept
message, the Network Access Device (NAD) associates the identifier
with the client session. This enables several downstream use cases
beyond the RADI US exchange itself:

1. dient Session Correlation: The NAD nmi ntai ns a nappi hg between
the Persistent-Device-1d and the current client session. Wen
the device reconnects with a different random zed MAC address,
the NAD can correl ate the new session with previous sessions for
the sane device, preserving continuity for session |ogs, QS
policies, and access control lists.

2. Device Profiling and Fingerprinting: The NAD or RADI US server can
share the Persistent-Device-1d with endpoint analytics and
profiling systens. These systens build device fingerprint
profiles -- aggregating attributes such as DHCP options, HITP
user-agent, and CDP/LLDP data -- indexed by the persistent
identifier rather than the transient MAC address. This ensures
profiling data survives MAC rotation

3. Location and Presence Anal ytics: The NAD can include the
Persistent-Device-1d in |location telemetry messages (e.g., via
streaming telenetry or |ocation service protocols) sent to
| ocation analytics platforns. This allows |ocation services to
track device presence and novenent patterns using a stable
identifier, even as the MAC address changes between sessions.

4. Cross-Platform Distribution: The RADI US server or NAD can
distribute the Persistent-Device-l1d to network managenent,
assurance, and third-party platfornms through integration
mechani sns such as publish-subscribe frameworks, REST APls, or
event streaming. This enables a consistent device identity

across the ecosystem of network services -- including conpliance
engi nes, network assurance dashboards, and third-party security
tools -- without requiring each platformto i ndependently resol ve

MAC address changes.
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In all cases, the Persistent-Device-1d MIST be treated with the sane
access control and privacy protections described in this
specification. Platforms receiving the identifier MJUST NOT expose it
to entities outside the admi nistrative donmain wthout explicit device
owner consent.

9. Usage in RADI US Messages
9.1. Access-Accept

Wien a RADI US server extracts a Persistent-Device-1d froma device's
certificate during authentication, it SHOULD include the Persistent-
Device-1d attribute in the Access-Accept nessage sent to the RADI US
client (authenticator).

RADI US Ser ver RADI US Cli ent
I I

| <--- Access-Request -------------------- |
(Calling-Station-1d = random MAC)

[Correl ate or assign PDI D]

(Persistent-Device-1d = UUl D)

I I
I I
| |
I I
| ---- Access-Accept ------------ooaooo- >|
I I
| (ot her authorization attributes) |
I I

Figure 3: Persistent Device IDin Access Accept
9.2. Accounting-Request

When a RADIUS client has received a Persistent-Device-Id in an
Access- Accept, it SHOULD i nclude the Persistent-Device-1d attribute
in all subsequent Accounting-Request nessages (Accounting-Start,

I nteri mUpdate, and Accounting-Stop) for that session.

Thi s enabl es the RADI US server to correlate accounting records across

sessions where the Calling-Station-1d may differ due to MAC address
randomi zat i on.
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RADI US C i ent RADI US Server
I
---- Accounting-Request (Start) ------ >
(Calling-Station-1d = MAC 1)
(Persistent-Device-1d = UUID_A)

---- Accounting-Request (Start) ------ >
(Calling-Station-1d = MAC 2)

I
I I
I I
I I
I I
| [ Device reconnects with new MAC] |
I I
| |
| (Persistent-Device-1d = UUID_A) |
I I

Figure 4: Persistent Device ID in Accounting Request

The RADI US server can now correl ate both sessions as belonging to the
sanme device (UU D A) despite different MAC addresses.

9.3. CoA-Request

A RADI US server MAY include the Persistent-Device-1d attribute in a
Change- of - Aut hori zati on (CoA) Request RFC5176 to identify the target
devi ce session. The RADIUS client MJST use the Persistent-Device-Id,
if present, to identify the session to which the CoA applies, in
preference to Calling-Station-Id when both are present.

9.4. Access- Request

The Persistent-Device-1d attribute MUST NOT appear in Access-Request
messages. The identifier is extracted fromthe device's certificate
by the RADI US server during authentication processing, not supplied

by the RADIUS client.

Exception: If a RADIUS client has cached a Persistent-Device-1d from
a previous Access-Accept for the sane device, and the server’s

depl oynent policy explicitly permits it, the client MAY include the
cached Persistent-Device-1d in the Access-Request as a hint to assist
correlation. When present in an Access-Request, the server MJST
validate the hint against its own records and MJST NOT trust it as
authoritative.

9.5. Access-Reject and Access- Chal | enge
The Persistent-Device-1d attribute MJUST NOT appear in Access-Reject
or Access-Chal | enge messages. A Persistent-Device-ld is only

i ncl uded upon successful certificate-based authentication where the
certificate contains a valid persistent device identifier.
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10.

10.

10.

10.

10.

Interaction with Existing Attributes
1. Calling-Station-Id (Type 31)

The Persistent-Device-I1d attribute suppl enments but does not replace
Calling-Station-1d. The Calling-Station-Id continues to carry the
MAC address (random zed or not) as observed by the RADIUS client.
Systens that need the current MAC address for network-I|eve
operations (e.g., VLAN assignnment, ACL application) continue to use
Calling-Station-1d for that purpose.

The Persistent-Device-1d provides the stable device-level correlation
that Calling-Station-1d can no | onger guarantee.

2. User-Nane (Type 1)

The Persistent-Device-1d identifies a device, not a user. A single
User-Nanme may be associated with nultiple Persistent-Device-ld val ues
(one per device), and a single Persistent-Device-ld MAY be associ ated
with multiple User-Nane values (if different users authenticate on
the sanme device)

3. Acct-Session-1d (Type 44)

The Acct-Session-Id attribute identifies a single session. The
Persistent-Device-1d identifies the device across sessions.

Toget her, they enabl e both session-level and device-|evel accounting
correl ation.

4. Chargeabl e-User-ldentity [ RFC4372]

The Chargeabl e-User-ldentity (CUl) attribute defined in [ RFC4372]
provides a stable user-level identity for inter-domain roamng and
billing. Wile both CU and Persistent-Device-1d carry opaque
identifiers in RAD US nessages, they serve fundanentally different
pur poses and cannot be used interchangeably. The key differences
are:

1. Semantic Scope: CU identifies a user (or chargeable entity) for
billing purposes. Persistent-Device-l1d identifies a physica
device. These are orthogonal concepts: a single user may own
mul ti pl e devices (each requiring a distinct Persistent-Device-
Id), and a shared device may authenticate nultiple users (each
receiving a distinct CU). Overloading one attribute to serve
bot h purposes woul d create anbiguity and prevent independent user
and devi ce correl ation
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10.

2. ldentifier Oigin: CU is generated by the hone RAD US server as
an opaque token. Persistent-Device-l1d is extracted fromthe
device’'s certificate (SAN URI field), provisioned by the
enrol Il ment system The RADI US server does not generate the
Persistent-Device-1d; it reads it fromthe certificate presented
during certificate-based EAP authentication. These are different
data flows requiring different handling semanti cs.

3. Binding Lifetime: RFC 4372 explicitly states that the CU binding
"shoul d be tenporary -- |ong enough to be useful for the externa
applications and not too Iong such that it can be used to
identify the user." A typical CUl lifetine is one billing
period. In contrast, the Persistent-Device-1d MJST renmain stable
for the entire duration the device's certificate is valid,
potentially spanning years, to enabl e persistent device
identification across MAC address changes.

4. Depl oynent Scope: CU is designed for cross-network roamn ng
scenarios involving visited and home networks with internediary
proxies. Persistent-Device-ld is scoped to a single
adm ni strative domain for NAC, compliance, and audit purposes. A
depl oynent may legitimtely need both attributes sinultaneously
-- CU for roaming billing and Persistent-Device-1d for device
identification -- in the sane RADI US nessage.

5. Opaqueness Constraint: [RFC4A372] mandates that "RADI US entities
other than the Hone RADI US server MJST treat the CU content as
an opaque token, and SHOULD NOT perform operations on its content
other than a binary equality conparison test." Any schene to
differentiate user vs. device identity within a CU value (e.qg.,
using a class prefix or structured encoding) would require
intermediaries to inspect and interpret CU content, directly
violating this requirenent.

In roam ng scenarios, both CU and Persistent-Device-1d MAY be
present in the sane RADI US nessage, providing independent user-I|eve
and devi ce-level correlation without anbiguity or attribute
over | oadi ng.

5. EAP-Message (Type 79)

When certificate-based EAP authentication is used (e.g., EAP-TLS,

EAP- TTLS, TEAP), the device's certificate is the source of the
Persistent-Device-1d. The RADI US server extracts the identifier from
the certificate during the EAP exchange and includes it in the
Access-Accept. This is the primary and intended use case for this
speci fication.
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11.

11.

11.

11.

11.

Oper ational Considerations
1. Replication

In deploynents with multiple RAD US servers, the Persistent-Device-Ild
assi gnnents and the associ ated MAC address nappi hgs MJST be
replicated across all servers. This ensures that a device
authenticating to any server in the depl oyment receives the same

Per si st ent - Devi ce- | d.

The replication mechanismis inplenentation-specific and outside the
scope of this docunment. |nplenentations SHOULD provi de eventua
consi stency with a convergence tinme appropriate for the deploynment’s
aut henti cation rate.

2. Proxy Environnents

When a RADI US proxy forwards an Access-Request to an upstream RADI US
server, and the upstream server includes a Persistent-Device-Id in
the Access-Accept, the proxy MIST forward the Persistent-Device-1d
attribute to the RADIUS client w thout nodification

A RADI US proxy MJST NOT nodify or strip Persistent-Device-Id
attributes. The identifier originates fromthe device's certificate
and is extracted by the authoritative RAD US server. Proxies that
forward Access-Accept messages MJIST pass the attribute through
unchanged.

3. Increnental Depl oynent

RADI US clients that do not support the Persistent-Device-Id attribute
will ignore it in Access-Accept nessages per standard RADI US behavi or
(unknown attributes are silently discarded). This allows incremental
depl oynent where RADI US servers begin including the attribute before
all clients are upgraded.

4. Pre-Existing Device Records

VWhen a RADIUS server inplenenting this specification receives an
Access- Request for a device that has an existing record (created
bef ore Persistent-Device-1d support was depl oyed), and the device
authenticates via a certificate containing a persistent identifier,
the server SHOULD:

1. Extract the Persistent-Device-ld fromthe certificate and
associate it with the existing device record.
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11.

12.

12.

12.

2. Associate it with the existing device record, preserving all
hi stori cal data.

3. Include the Persistent-Device-ld in the Access-Accept.
Thi s provides a seanl ess depl oynent path for existing depl oynents.
5. M xed- Mobde Operation

During depl oynent, sone device records will have Persistent-Device-Id
val ues and sone will not. |Inplenentations MJST support | ookups by
both Calling-Station-1d (for |egacy records) and Persistent-Device-Id
(for mgrated records) until deploynent is conplete.

Security Considerations
1. ldentifier Provisioning

The Persistent-Device-1d is provisioned into the device’'s certificate
by the enroll ment system (MDM or NAC registration portal) during

devi ce onboarding. The enroll nent system MJST use a

Crypt ographical |y Secure Pseudo- Random Nunber Generator (CSPRNG when
generating the identifier to ensure unpredictability. Use of

predi ctable or sequential identifiers would allow an attacker to
enunerate devices or anticipate future identifiers. The RADI US
server does not generate identifiers; it extracts themfrom
certificates presented during authentication

2. Transport Security

The Persistent-Device-1d benefits fromtwo | ayers of transport
protection. First, the identifier value originates fromthe device's
certificate, which is exchanged inside the encrypted EAP tunne

(e.g., EAP-TLS, EAP-TTLS, TEAP) between the supplicant and the RADI US
server. This ensures the identifier is never transmtted in
cleartext over the air (wireless) or on the wire (wired), and is not
vi sible to passive observers, neighboring devices, or any entity not
party to the authenticated EAP session. This is in stark contrast to
the MAC address, which appears in plaintext in every Layer 2 frame
header. Second, the Persistent-Device-ld RADIUS attribute is carried
wi t hi n RADI US nessages between the server and the authenticator,
protected by the RADI US shared secret nechanismor, for stronger
security, by RADIUS/ TLS (RadSec) [I|-D.ietf-radext-radi usdtls-bhis].

For depl oynents requiring stronger transport security, RADI US/TLS
(RadSec) [I-D.ietf-radext-radiusdtls-hbis] SHOULD be used.
[1-D.ietf-radext-deprecating-radius] further deprecates RADI US over
UDP and MD5-based security mechani snms, nmandating TLS-based transport
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12.

12.

12.

13.

13.

13.

for all RAD US depl oynents. Wen RadSec is in use, the Persistent-
Devi ce-1d receives the same TLS protection as all other RADI US
attributes

3. Access Contro

The Persistent-Device-1d nmapping table (associating UUI Ds with MAC
addresses and device attributes) contains sensitive information
Access to this table MJUST be restricted to authorized adm nistrators
and audit systens. All access to the mapping tabl e SHOULD be | ogged.

4. ldentifier Spoofing

If the Access-Request hint mechani sm Section 9.4 is inplenented, the
RADI US server MJST validate any client-provided Persistent-Device-1d
against its authoritative records. A RADIUS client MJUST NOT be
trusted as the source of truth for Persistent-Device-1d val ues.

5. Replay Protection

The Persistent-Device-1d does not introduce new replay attack vectors
beyond those inherent in the RADIUS protocol. Standard RADI US repl ay
protections (Request Authenticator, Message-Authenticator attribute

[ RFC3579]) apply.

Privacy Consi derations
1. Persistent Identification

The Persistent-Device-1d is explicitly designed to enabl e persistent
device identification within an adm nistrative domain. This is its
i nt ended purpose for NAC, conpliance, and auditing. However, this
capability nust be bal anced agai nst user privacy expectations.

2. Scope Limtation

The Persistent-Device-1d SHOULD be scoped to a single adm nistrative
domai n. A Persistent-Device-l1d assigned by one organi zati on’s RADI US
server MJST NOT be shared with other organi zations w thout explicit
user consent, except as required by applicable |aw
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13.

3. Data Retention

Organi zati ons depl oyi ng Persistent-Device-1d SHOULD establish data
retention policies that define: 1. Maximumretention period for
Persistent-Device-1d records. 1. Procedures for deleting Persistent-
Devi ce-1d records when a device is deconmi ssioned. 1. Procedures for
honoring data del eti on requests from devi ce owners, where required by
applicable privacy regulations (e.g., GOPR Article 17, [GDPR]).

4. Relationship to MAC Random zation Goal s

MAC address random zation was introduced to prevent cross-network
tracking of devices at Layer 2. A key privacy concern is whether

i ntroduci ng a Persistent-Device-l1d underm nes the privacy benefits of
MAC randomi zation. This specification preserves MAC random zati on
privacy because the Persistent-Device-ld value originates fromthe
device certificate exchanged within the encrypted EAP tunnel during
certificate-based authentication, and the RADIUS attribute is carried
only in RADIUS nmessages protected by RADIUS/ TLS. Unlike the MAC
address, which is transmtted in plaintext in Layer 2 frames and is
visible to any passive observer on the wirel ess mediumor |oca
network segnent, the Persistent-Device-l1d is never exposed in
cleartext over the air or on the wire. Specifically:

1. Transport Protection: The Persistent-Device-1d value originates
fromthe device's certificate, which is exchanged within the
encrypted EAP tunnel (e.g., EAP-TLS, EAP-TTLS, TEAP). The TLS
handshake encrypts the certificate exchange, ensuring the
identifier is never visible to passive observers, neighboring
devices, or any entity not participating in the authenticated
session. The Persistent-Device-ld RADI US attribute is then
carried in RADI US nessages protected by the shared secret or by
RADI US/ TLS. In contrast, the MAC address is present in every
Layer 2 frame header in plaintext and can be captured by any
device within radio range (wireless) or on the same network
segnment (wired). MAC random zation exists precisely because the
MAC address lacks this transport protection. The Persistent-
Devi ce-1d does not share this vulnerability.

2. Explicit Enrollnment and Consent: The Persistent-Device-Id is only
present on devices that have been explicitly enrolled through an
MDM system or NAC registration portal. The device owner or
adm nistrator has voluntarily provisioned the certificate
containing the identifier. This is fundamentally different from
MAC address tracking, which occurs w thout the device owner’s
know edge or consent. Unenrolled devices (guest, BYOD wi thout
certificates) are not affected by this specification and continue
to benefit fully from MAC randomni zation privacy.
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15.

15.

Domai n- Scoped Visibility: The Persistent-Device-1d is scoped to

the adninistrative domain that provisioned the certificate. It
is visible only to the RADI US server and the authenticator within
that domain. It cannot be used for cross-network tracking
because external networks never see the identifier -- it is not

broadcast, not included in probe requests, and not present in any
Layer 2 frame. The MAC address, even when randonized, is visible
to every network the device encounters. The Persistent-Device-Id
has strictly narrower visibility than even a random zed MAC

addr ess.

RADI US Transport Encryption: Wen the Persistent-Device-1d is
included in the RADI US Access- Accept nmessage fromthe server to
the authenticator, it is protected by the RADI US shared secret
mechani sm  For depl oynments requiring stronger protection,

RADI US/ TLS (RadSec) [I1-D.ietf-radext-radi usdtls-bis] provides
full encryption of the RADIUS transport. Together, the encrypted
EAP tunnel protects the certificate exchange (device to server),
and RADI US/ TLS protects the attribute transport (server to
authenticator), ensuring the identifier is never exposed in
cleartext at any point.

Organi zati ons MJUST NOT use the Persistent-Device-1d to correlate
device activity across independent adm nistrative domai ns unl ess the
devi ce owner has provided explicit consent.

1.

| ANA Consi der ations

RADI US Attribute Type

Thi s docunent requests IANA to allocate a new RADIUS Attribute Type
fromthe "RADIUS Attribute Types" registry
(https://wwv. i ana. or g/ assi gnnent s/ radi us-types/):

1.

S ety et ety ety e ety

| Type | Name | Data Type | Reference |

[ oo bl oo s e s oo e oo e

| TBDL | Persistent-Device-1d | string | [this docurment] |

+------ R i F--- - - - I e I T +
Table 2

Ref er ences

Nor mat i ve Ref erences
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Appendi x A.  Use Case Exanpl es
A 1. BYOD with Certificate-Based Authentication

A personal device is onboarded via a provisioning portal and issued a
device certificate. The certificate contains a persistent device
identifier provisioned during enrollnent. The follow ng exanpl e uses
EAP-TLS, but the same flow applies to any certificate-based EAP

met hod ( EAP-TTLS, TEAP).

Step 1: Device connects with MAC 1, authenticates via certificate-
based EAP Step 2: RADI US server extracts Persistent-Device-1d from
certificate Step 3: No existing record found for this identifier Step
4: Server stores: PDID -> {MAC 1, cert identity} Step 5: Access-
Accept includes Persistent-Device-ld = PDID

[ Later, device reconnects with random zed MAC 2]

Step 6: Device connects with MAC 2, authenticates via certificate-
based EAP Step 7: RADI US server extracts sane Persistent-Device-Id
fromcertificate Step 8: Server finds existing record for this
identifier Step 9: Server adds MAC 2 to the PDID record Step 10:
Access- Accept includes same Persistent-Device-1d = PDI D

A. 2. NDM Managed Device

A corporate device is enrolled in a Mbile Device Managenent system
The NMDM provi sions a device certificate containing a persistent
device identifier.

Step 1: Device connects with MAC 1, authenticates via certificate-based EAP

Step 2: RADIUS server extracts Persistent-Device-1d from VDM provi sioned certificate
Step 3: No existing record found for this identifier

Step 4: Server stores: PDID -> {MAC 1, cert identity}

Step 5: Access-Accept includes Persistent-Device-1d = PDID

[ Later, device reconnects with random zed MAC 2]

Step 6: Device connects with MAC 2, authenticates via certificate-based EAP
Step 7: RADI US server extracts sane Persistent-Device-Id fromcertificate
Step 8: Server finds existing record

Step 9: Access-Accept includes sane Persistent-Device-ld = PDID

A. 3. Accounting Correl ation Across MAC Changes
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Sessi on 1:
Accounting-Start: Calling-Station-Id=MAC 1,
Per si st ent - Devi ce-1d=UUl D_A,
Acct - Sessi on- 1 d=SES 1
Accounting-Stop: Calling-Station-Id=MAC 1,
Per si st ent - Devi ce- |1 d=UUI D_A,
Acct - Sessi on- 1 d=SES_1

Session 2 (same device, new MAC):
Accounting-Start: Calling-Station-Id=NMAC 2,
Per si st ent - Devi ce- 1 d=UUI D_A,
Acct - Sessi on- | d=SES 2
Accounting-Stop: Calling-Station-I1d=MAC_2,
Per si st ent - Devi ce- 1 d=UUI D_A,
Acct - Sessi on-1 d=SES 2

Correl ation: Sessions SES 1 and SES 2 both belong to device UUI D A
despite different Calling-Station-1d val ues.

A 4. (Quest Access Limtations

For unaut henticated guest access (e.g., open hotspot), no identity
correlation source is available. |In this scenario: Step 1: Device
connects with MAC 1, no certificate-based authentication Step 2:
RADI US server has no certificate to extract identifier fromStep 3:
No Persistent-Device-1d included in Access-Accept Step 4: Device is
treated as a new endpoi nt keyed by MAC 1

[ Device reconnects with randoni zed MAC 2, no certificate-based authentication]

Step 5: Server has no way to correlate MAC 2 with MAC 1
Step 6: Device is treated as a new endpoi nt keyed by MAC 2

This limtation is inherent: without an identity assertion fromthe
device, persistent identification across MAC changes is not possible
wi thout resorting to fingerprinting techniques that underm ne the
privacy goals of MAC randomi zati on.

Changel og
* 0 - initial draft.

Acknowl edgenent s
The authors thank Suresh Krishnan, Juan Carl os Zuni ga, Jerone Henry,

Mark Grayson, and Eric VWncke for their valuable technical review,
f eedback, and contributions to the devel opnent of this specification.

Ser al at han, et al. Expi res 1 Novenber 2026 [ Page 34]



I nternet-Draft persi stent-devid April 2026

The aut hors acknow edge the work of the | ETF MADI NAS wor ki ng group in
docunenting the inpacts of MAC address randomi zati on, which notivated
this specification.

Di scl osure of Al Use: The authors used Al-assisted tools for drafting
and | anguage editing of this document. All technical concepts and
protocol specifications presented are the original intellectual
contributions of the authors, devel oped through years of hands-on
engi neering work on network access control systens. The authors
reviewed, edited, and verified all content and take full
responsibility for the accuracy and integrity of this publication.

Aut hors’ Addresses

Premanand Ser al at han
Cisco Systens

170 West Tasman Drive

San Jose, 95134

United States of Anerica
Emai | : pseral at @i sco. com

Laxm Miukund

Cisco Systens

Cessna Busi ness Park, Kadubeesanahal |i
ORR Bangal ore 560103

I ndi a

Emai |l : | mukund@i sco. com

Antoni MIton

Hewl ett Packard Enterprise (HPE)
6280 Anerica Center Dr

San Jose, 95002

United States of Anerica

Enmai |l : antoni.ni|ton@pe.com

Ser al at han, et al. Expi res 1 Novenber 2026 [ Page 35]



