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Abst ract

Thi s docunent defines a COSE header paraneter which signals that an
aut hentication credential is replaced by the hash of the

aut hentication credential in the protocol nessage conputations. This
further relaxes the need for transporting authentication credentials
i n EDHOC, which reduces protocol nessage sizes and inproves
performance in constrai ned networKks.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 April 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The |ightwei ght authenticated key exchange protocol Epheneral Diffie-
Hel | man over COSE ( EDHOC, [ RFC9528]) supports a variety of

aut hentication credentials and different options for identifying
credentials during the protocol execution. The latter allows the
protocol nessages to carry, for exanple, references or unique
identifiers instead of the authentication credentials, thereby
reduci ng nmessage size and inproving performance in constrained

net wor ks.

In this document we describe a new node of processing authentication
credentials in EDHOC which further relaxes the need for transporting
them This new node is signalled with a new COSE header paraneter

usi ng an existing protocol mechani smand does not require any changes
to the nessage fornmat.
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Readers are expected to be famliar w th EDHOC [ RFC9528].
2. Background
2.1. Authentication Credentials in EDHOC

Public key authentication credentials in EDHOC are described in
Section 3.5 of [RFC9528]. (Pre-shared keys are out of scope.)

The authentication credentials for the Initiator (1) and the
Responder (R) are denoted CRED | and CRED R, respectively. To allow
more flexibility in identifying and obtaining the credential, the
EDHOC pr ot ocol does not have dedi cated nessage fields for CRED | and
CRED R Instead the fields IDCRED | and ID CRED R are intended to
facilitate the retrieval of the authentication credentials and the
aut hentication keys. |IDCRED | and ID CRED R are of type COSE
header _map and contain one or nore COSE header paraneters, see
correspondi ng | ANA register. Sone exanples bel ow for the case when
the authentication credential (here CRED R, simlar applies to
CRED |I) is an X. 509 certificate:

1. CRED R may be referenced by including the COSE header paraneter
x5u in the ID CRED R field of EDHOC message 2. x5u contains a URI
to the Responder’s certificate, for exanple, at sone certificate
repository.

2. If the certificate is already available to the Initiator, then it
can be identified using the COSE header paranmeter x5t in
I D CRED_R x5t contains the certificate hash.

3. |IDCRED R can contain both x5u and x5t, allow ng retrival and/or
verification of the X 509 certificate.

(Note that in case the certificate do need to be transported it can

be included with the COSE header paraneter x5chain in |ID CRED R or
ID CRED |.)
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2.2. Lightweight Certificate Enrol nent with EST- OSCORE

EST- OSCORE [I-D.ietf-ace-coap-est-oscore] specifies a |ightweight
certificate enrol nent protocol protecting EST payl oads over CoAP with
OSCORE [ RFC8613] .

In the same spirit as in Section 2.1, the EST- OSCORE enr ol nent
request fromthe EST client may result in a response fromthe
Certification Authority (CA) containing a reference to and/or hash of
the issued certificate, rather than the certificate itself. In this
case the certificate is not available to the client (= the subject of
the certificate) but of course the public/private key pair is.

Hence, the client should be able to authenticate using EDHOC to a
peer by providing a reference and/or hash of the certificate as
described Section 2.1. This could be favorable if the client is on a
constrai ned network and the peer and CA is on a non-constrained
network, since the certificate is only transported over the non-
constrai ned network conpared to twi ce over the constrai ned network.

However, this doesn’'t work directly with the current message
processing in [ RFC9528] as we explain in Section 3, followed by a
straightforward fix that nakes it work in Section 4.

3. Authentication Credentials in EDHOC Message Processi ng

When t he EDHOC protocol was designed it was assuned that each
endpoi nt has access to its own credential, and that it obtained the
other endpoint’s credential at least the first time it was used.
Hence it was feasible to include the authentication credentials in
the protocol nessage conputations:

* CRED Ris used in the conmputation of the nmessage field
Signature_or_MAC 2 (see Section 5.3.2 of [RFC9528])

- MAC 2 is conputed with context 2 = << CR IDCRED R TH 2,
CRED R, ? EAD 2 >>.

- The ’'signature’ field of the COSE_Signl object is conputed with
external _aad = << TH 2, CRED R, ? EAD 2 >>

* CRED Ris included in the transcript hash TH 3 which is used to
calculate, e.g., keys for nessage 3:

- TH3 = H(TH 2, PLAINTEXT_2, CRED R), where H() is the EDHCC
hash al gorithm of the sel ected ci pher suite.

* CRED | is used in the conputation of the nessage field
Signature _or MAC 3 (see Section 5.4.2 of [RFC9528]):
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- MAC 3 is conputed with context_3 = << ID CRED |, TH 3, CRED I,
? EAD 3 >>.

- The 'signature’ field of the COSE _Signl object is conputed with
external _aad = << TH 3, CRED |, ? EAD 3 >>.

* CRED I is included in the transcript hash TH 4 which is used to
calculate, e.g., keys for nessage 4 and the session key PRK out:

- TH 4 = H(TH_3, PLAINTEXT_3, CRED |), where H() is the EDHCC
hash al gorithm of the sel ected ci pher suite.

Since [ RFC9528] requires the peers to use the authentication
credentials to performthe protocol conputations, and a client
enrolling a certificate as described in the exanple in Section 2.2
only obtains a reference and/or a hash, it would not be able to use
that certificate when authenticating to other peers.

4. Replacing Authentication Credential w th Hash

To ensure the integrity of the authentication credentials it is
sufficient to include in the conputation a digest of the rel evant
aut hentication credentials using a secure hash function.

Wth this in mnd we define a new node of processing credentials in
EDHOC where an authentication credential is replaced by a secure hash
of that credential. The hash function used is the EDHOC hash
function of the selected cipher suite, see Section 3.6 of [RFC9528].

4.1. New COSE Header Paraneter

The new processing node is indicated with the COSE header paraneter
"Hashed Credential’, see Section 7.1. The parameter has no val ue.

4.2. New Processing

The presence of the COSE header paraneter 'Hashed Credential’ in an

ID CRED R indicates that CRED R SHALL be replaced with HHCRED R) in
al | EDHOC protocol conputations, where H() is the EDHOC hash

al gorithm of the selected cipher suite. Analogously, the presence of
the 'Hashed Credential’ in an ID CRED | indicates that CRED | SHALL
be replaced with HICRED |) in all EDHOC protocol conputations.

Note that this parameter may be (typically is) present together with
ot her COSE header paraneters identifying the credential.

The EDHOC processing described in Section 3 is thus replaced by the
fol |l owi ng:
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* HCRED R) is used in the conmputation of the nessage field
Si gnat ure_or _MAC 2:

- MAC 2 is conputed with context 2 = << CR IDCRED R TH 2,
H(CRED R), ? EAD 2 >>.

- The 'signature’ field of the COSE_Signl object is conputed with
external _aad = << TH 2, H(CRED R), ? EAD 2 >>

* H(CRED R) is included in the transcript hash TH 3:
- TH 3 = H(TH 2, PLAINTEXT 2, H(CRED R)).

* H(CRED |) is used in the conmputation of the nessage field
Si gnat ure_or _MAC 3:

- MAC 3 is conputed with context_3 = << ID CRED |, TH_3,
H(CRED |), ? EAD 3 >>.

- The ’'signature’ field of the COSE_Signl object is conputed with
external _aad = << TH 3, H(CRED |), ? EAD 3 >>

* H(CRED I) is included in the transcript hash TH 4:
- TH 4 = H(TH_3, PLAINTEXT_3, H(CRED |)).

5. Security Considerations
Repl acing the credential with the hash value froma secure hash
function does not inpact the integrity properties. But it nust be
the correct hash and conputed over the correct credential
In case the Initiator’s own credential is hashed without it having
access to the credential, like the client in the exanple of
Section 2.2, then the Initiator needs to obtain the hash of the
credential froma trusted source. Similar for the Responder
In case the Responder’s credential is hashed, the then Initiator MJST
verify that the credential hash is correct, and vice versa. Each
peer typically needs access to the other peer’s credential anyway, to
be able to authenticate, verify credential and/or neta-data, etc.

6. Privacy Considerations
There are no privacy considerations.

7. |1 ANA Consi derations
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7.1. COSE Header Paraneters Registry

IANA is requested to register the entry 'Hashed Credential’ in the

" COSE Header Paraneters" registry under the registry group "CBOR

oj ect Signing and Encryption (COSE)" (see Figure 1). The paraneter
has no value. The Value Registry for this itemis enpty and onmtted
fromthe table bel ow

R R, R T +
| Nane | Label | Value Type | Description |
[ ety et gt oy
| Hashed | TBD | - | The credential shall be replaced |
| Credential | | | with the hash of the credential |
| | | | in protocol conputations. |
R R, R T +

Figure 1. COSE Header Paraneter.
8. References
8.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

[ RFC9528] Sel ander, G, Preu Mattsson, J., and F. Pal onbini,
"Epheneral Diffie-Hellmn Over COSE (EDHOC)", RFC 9528,
DO 10.17487/ RFC9528, March 2024,
<https://www. rfc-editor.org/rfc/rfc9528>.

8.2. Informative References

[1-D.ietf-ace-coap-est-oscore]
Sel ander, G, Raza, S., Furuhed, M, Wuini, M, and T.
Cl aeys, "Protecting EST Payl oads with OSCORE", Work in
Progress, Internet-Draft, draft-ietf-ace-coap-est-oscore-
08, 7 July 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-ace-coap-est-oscore-08>.

Sel ander, et al. Expires 23 April 2026 [ Page 7]



Internet-Draft EDHOC Credenti al Hash

[ RFC8613] Sel ander, G, Mattsson, J., Pal onbini, F.
"(bj ect Security for Constrai ned RESTful

Cct ober 2025

and L. Seitz,
Envi ronnent s

(OSCORE) ", RFC 8613, DA 10.17487/ RFC8613, July 2019,

<https://www. rfc-editor.org/rfc/rfc8613>.
Acknowl edgnent s
Aut hors’ Addresses
G an Sel ander

Eri csson
Emai | : goran. sel ander @ri csson. com

John Preu Mattsson

Eri csson
Enmai | : john. mattsson@ri csson. com
Mal i a Vui ni
Inria
Email: malisa.vucinic@nria.fr
Sel ander, et al. Expires 23 April 2026

[ Page 8]



