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Abst ract

When perform ng Path MIU Di scovery (PMIUD) over UDP, applications
must prevent fragnentation of UDP datagrans both by the sender’s
kernel and during network transit. This docunment provides gui dance
for inplementers on configuring socket options to prevent
fragnmentation of I Pv4 and | Pv6 packets across comonly used

pl at f or ns.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Transport and Services
Working Group Working Group mailing list (tsvwg@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tsvwy/.

Source for this draft and an issue tracker can be found at
https://github. com marten-seemann/ draft-seemann-t svwg- udp-
fragmentati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

[ RFCO791] defines the Don’t Fragment (DF) bit in the | Pv4d header.
When set, this bit prevents routers fromfragnenting |IP packets. |If
a router needs to fragnent a packet with the DF bit set, it wll

i nstead drop the packet and send an | CVMP "Fragnentati on Needed"
message back to the sender

The DF bit has historically been nost relevant to TCP ([ RFC9293]),
where the kernel handles Path MIU Di scovery (PMIUD) internally.
Applications using TCP sockets do not need to interact with the DF
bit directly.

In IPv6 ([RFC8200]), fragmentation by internedi ate nodes is not
permitted. Al |Pv6 packets effectively have the DF bit set,
however, the sender’s kernel nmight still break up UDP dat agrams that
are too large to fit the MIU of the interface before sending a packet
into the network.
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[ RFC8899] defines Dat agram Packeti zati on Layer Path MIU Di scovery
(DPLPMITUD), a mechani smthat allows protocols running over UDP to
det erm ne the maxi mnum packet size they can send. Setting the DF bit
is crucial for DPLPMIUD, as it ensures that packets |larger than the
Path MIU are dropped, allowi ng the endpoint to detect the MIuU
limtation.

QUI C [ RFC9000] is one such protocol that runs over UDP and nakes use
of DPLPMIUD. As QUIC inplenentations typically run in user space,
they need to configure the DF bit on their UDP sockets to perform
DPLPMTUD correctly.

Thi s docunent provides guidance for inplenmenters on howto set the DF
bit on UDP sockets across different platforns.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

3. Setting the DF bit

VWhile routers don't fragnent |Pv6 packets in transit, the sender’s
kernel will still fragnment UDP datagrans that are too large to fit
the MIU of the interface before sending a packet into the network
Therefore, operating systens offer socket options to control the
fragmentati on behavior for |Pv6 packets.

For user-space inplenmentations of DPLPMIUD, applications need to set
the DF bit on |IPv4 sockets and prevent fragmentation on | Pv6 sockets.

3.1. Linux

PMIUD behavior is controlled via the | P_MIU_ D SCOVER and

| PV6_MIU DI SCOVER socket options at the | PPROTO | P and | PPROTO | PV6
|l evels. There are two closely related values: For |Pv4, both

| P_PMIUDI SC DO and | P_PMIUDI SC PROBE enabl e setting the DF bit. For
| Pv6, both |IPV6_PMIUDI SC DO and | PV6_PMIUDI SC PROBE prevent
fragmentation by the sender

The difference between the forner and the latter is that the forner

instructs the kernel to process |CMP "Fragnmentati on Needed" messages,
while the |atter does not.
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When the kernel processes an | CVMP "Fragnentati on Needed" nessage, it
will prevent the transm ssion of |arger datagrans. Applications that
wish to only respond to fully encrypted end-to-end signals (for
exanple QU C ([ RFC9000])) m ght therefore wish to use

| P_PMIubl SC_PROBE and | PV6_PMIrubl SC_PROBE.

For dual -stack sockets, both IPv4 and | Pv6 socket options can be set
i ndependent | y.

3.2. Apple

For | Pv4, Apple platforns use the socket option of |level |PPROTO |IP
with nane | P_DONTFRAG with value 1. For |Pv6, |PV6_DONTFRAG with
value 1 is used for the | PPROTO | PV6 | evel

However, dual -stack sockets are handl ed differently: To open a dual -
stack socket, an I Pv6 socket needs to be opened and the | PV6_V6ONLY
option needs to be set to 0. This enables the socket to send both

I Pv4 and | Pv6 packets. |Pv4 packets must be sent using an

| Pv4- mapped | Pv6 address.

When using a dual -stack socket, it is only necessary (and possi bl e)
to set the | PV6_DONTFRAG socket option. This results in the DF bit
bei ng set when sending | Pv4 packets, and prevents fragnentation of
| Pv6 packets. It is not possible to control the fragmentation
behavi or of IPv4 and | Pv6 separately.

3.3. Wndows
For |1 Pv4, Wndows uses the socket option of level IPPROTOIP with
name | P_DONTFRAGVENT with value 1. For |Pv6, |PV6_DONTFRAG with
value 1 is used for the | PPROTO | PV6 | evel
Simlar to the Apple platforns, dual-stack sockets are | Pv6 sockets
with the 1PV6_V6ONLY option set to 0. |Pv4 packets nust be sent
using an | Pv4-mapped | Pv6 address. However, contrary to Apple
platforns, the DF bit on I Pv4 packets is controlled by the
| P_DONTFRAGVENT socket option

4. Security Considerations
TODO Security

5. | ANA Consi derations
Thi s document has no | ANA acti ons.

6. Normative References
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