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Abst r act

Thi s docunent describes how to proxy the ECN bits when proxyi ng UDP
in HTTP.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://marten-
seemann. gi t hub. i o/ dr af t - seemann- masque- connect - udp- ecn/ dr af t - seemann-
masque- connect -udp-ecn. htm . Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-seemann-
masque- connect - udp-ecn/ .

Di scussion of this docunent takes place on the Miltiplexed
Application Substrate over QUI C Encryption Working Group mailing |ist
(mailto: masque@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ masque/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/msque/.

Source for this draft and an issue tracker can be found at
https://github. com mart en- seemann/ dr af t - seemann- masque- connect - udp-
ecn.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Explicit Congestion Notification marking [ RFC3168] uses two bits in
| P header to signal congestion froma network to endpoints.

t he

[ RFC9298] descri bes how UDP dat agrams can be proxied in HITP. This

all ows the proxying of the payl oad of UDP datagrans,

not
with
When

t hen

Seemann

however,

it is

possible to proxy the ECN bits. This docunent defines an
extension to [ RFC9298] that allows the proxying of the ECN bits

out inposing any encodi ng over head.

establishing a tunnel, the client registers four context
identifiers, one for each ECN marking. These context identifiers are

used to:
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1. For UDP datagrams sent fromthe client to the proxy: To request
the proxy to set the ECN marking on the UDP datagram sent to the
target.

2. For UDP datagrans sent fromthe proxy to the client: To inform
the client about the ECN marking of the UDP datagramreceived
fromthe target

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Proxying ECN

The proxy fulfills a dual role: First, it sends UDP dat agrans
received fromthe client over HITP to the target, and sends UDP

dat agranms received fromthe target over HITP to the client. Second,
it also acts as a router that can experience congestion in both
directions.

3.1. Sending UDP datagrans fromthe client to the proxy

When sendi ng UDP dat agrans over the tunnel, the client uses the
context identifier as negotiated during establishnment of the tunne
(see Section 4). Under normal circunstances, the proxy MJST set the
ECN marki ng on the UDP datagram sent to the target based on the
context identifier. However, if the proxy is experiencing congestion
on the link to the target, it SHOULD apply ECN markings according to
[ RFC3168] and [ RFC8331].

3.2. Sending UDP datagrans fromthe proxy to the client

When receiving UDP datagrans fromthe target, the proxy uses the
context identifier negotiated during establishnment of the tunnel to
i ndi cate the ECN marki ng the UDP datagram was received wth.
Simlarly, if the HITP connection to the client is experiencing
congestion, the proxy SHOULD apply ECN marki ngs.

4. Negotiating Extension and Registration of Context ldentifiers
To support ECN nmode, both clients and proxies need to include the

"Proxy- ECN' header field. This indicates support for ECN npbde and
regi sters the context |Ds.
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proxy-ecn = ?1; ectl = 100; ectO = 1234; ce = 42

"Proxy-ECN' is an Item Structured Header [RFC8941]. |Its value MJST
be a bool ean.

If the client wants to enabl e proxying of ECN markings, it sets the
value to "?1". The client MJUST add the foll owi ng three paraneters:
"ect1l", "ect0", and "ce", each of which is of type sf-integer. The
Not - ECT context |ID al ways uses context ID 0. The values are used to
register the context IDs for the different ECN marki ngs. The nunbers
MUST be even according to the rules for context identifiers in
Section 4 of [RFC9298].

It is RECOWENDED to use context identifier values that can be
encoded using the same QU C Vari abl e-Length | nteger encoding (see
Section 16 of [RFC9000]).

If the proxy wants to enabl e proxying of ECN markings, it sets the
value to "?1". It MJIST NOT add any of the four paraneters defined
above.

If the proxy wants to disable proxying of ECN markings, it either
omts the "Proxy-ECN' header field or sets the value to "?0". This
al so refuses the registration of the context IDs.

4.1. Optimstic Sending of ECN Markings

[ RFC9298] allows the client to send UDP datagrans to the proxy

wi thout waiting for the proxy to send a response. This is useful for
applications that need to send UDP datagrams to the proxy as soon as
possi bl e.

When sendi ng datagrans to the proxy, the client MAY optim stically
use the context identifiers proposed in the "Proxy-ECN' header field.
However, these datagrans will be dropped if the server does not
enabl e ECN node. This is therefore only recommended if the client
has prior know edge that the server likely supports ECN node.

A client that wishes to avoid the | oss of packets if ECN node is not
enabl ed SHOULD NOT optim stically use the context identifiers
proposed in the "Proxy- ECN' header field.

5. Security Considerations

TODO Security
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6. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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