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Abst ract

Thi s docunent defines the Enforcenent-Action HTTP response header
field. The field provides a mininmal, interoperable nmechanism for
signaling advisory enforcenment coordi nati on between cooperating
conponents operating within a defined adm nistrative or policy trust
boundary. The header conveys a single action token and optiona
paraneters w thout nodi fying HTTP status code semantics or
representation neaning. The field is designed to be safely ignored by
reci pients that do not recognize it and to operate over existing HITP
depl oynents wi t hout changes to transport protocols. This
specification defines the syntax, semantics, processing rules, and

| ANA registration for the header field.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi num of six

mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 30 August 2026
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1. I nt roduction

HTTP defines status codes that comuni cate the outcone of request
processi ng and header fields that control caching and representation
semanti cs.

In certain deploynents, including reverse proxies, APl gateways, and
ot her cooperating conponents operating within a shared trust
boundary, there are cases where a response nust renmain semantically
successful (e.g., 200 OK) while still signaling an advisory

enf orcenment coordination adjustnment.



Exi sting HTTP status codes describe request outcones and are not
i ntended to convey advi sory enforcenent coordi nation i ndependent of
transacti on semanti cs.

Thi s docunent defines the Enforcenent-Action HTTP response header
field to provide a niniml signaling nechani smwhile preserving
exi sting HITP semantics. This specification does not standardize

enforcenment al gorithns, detection nodels, token vocabul ari es,
coordi nation frameworks, or operational enforcenent nechani sns.

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and "MAY'
in this docunent are to be interpreted as described in BCP 14
(RFC 2119, RFC 8174) when, and only when, they appear in all capitals.
For the purposes of this specification, a trusted boundary is defined
as a set of conponents operating under coordi nated adm ni strative or
policy control, or under explicit bilateral trust configuration

3.  Probl em Stat enent
HTTP status codes comuni cate the result of processing a specific
request. They are not designed to convey advisory enforcenent
coordi nation i ndependent of that result.
In depl oyments involving internmediaries within a trusted boundary,
there are scenarios where enforcenment coordi nati on nmust occur without
nmodi fying client-visible semanti cs.
Thi s docunent defines a minimal HTTP response header field to support
such coordi nation while preserving HITP protocol behavior and
semantic | ayering.

4. Header Field Definition

4.1. Field Nane
The header field nane is:

Enf or cenent - Acti on

This field is defined for use in HTTP responses only. The
Enf orcenent-Action field is an end-to-end response header field.

4.2. Syntax

The Enforcement-Action field value is defined using ABNF (RFC 5234):

Enf orcenment - Acti on = action-token *( OA5 ";" OA5 parameter )
action-token = token
par anet er = token "=" token

The definitions of "token" and "OAS" are inmported from RFC 9110.

4.3. Semantics

The Enforcement-Action header field conveys an advisory,
depl oynent - defi ned enforcenment coordination signal associated with
the response.



The presence of the field does not nodify HITP status code senantics,
representation netadata, caching semantics, or content negotiation
behavi or.

Thi s specification does not define specific action tokens. The
meani ng of action tokens and paraneters is depl oynent - defi ned.

5. Processing Rul es

5.1. Cenera
The Enforcenent-Action header field is defined for HITP responses
only. Recipients MJST ignore the field if received in an HITP

request.

The field MJUST NOT be included in 304 (Not Mdified) responses.

5.2. Sender Behavi or

A sender MAY include the Enforcenment-Action header field in a
response to convey an advi sory enforcenent coordi nation signal

Senders SHOULD generate the field only within authenticated or
policy-trusted contexts operating within a trusted boundary.

A sender MJST NOT rely on recipients to enforce a specific action

5.3. Recipient Behavi or
Reci pi ents MAY ignore the Enforcenent-Action field entirely.

Reci pi ents MJUST NOT assume authenticity or integrity beyond what is
provi ded by the underlying transport security.

Reci pi ents MJST only honor the Enforcenent-Action field when it is
recei ved from aut henti cated and policy-trusted sources operating
within a defined trusted boundary.

Reci pi ents that recogni ze the field:

MUST parse the field according to Section 4.

MUST treat unrecogni zed action tokens as no-op

MUST i gnore unrecogni zed paraneters

MUST ignore the entire field if parsing fails.

MUST NOT alter HTTP status semantics based solely on the field.

E R

5.4. Miltiple Header Instances

A response SHOULD i nclude at nost one Enforcenent-Action header
field.

If multiple instances are present, recipients MJIST process only the
first occurrence and ignore subsequent instances.
6. Internediary Behavi or

Internmedi aries MAY forward the Enforcenment-Action header field
unchanged.

Internediaries operating within a trusted boundary MAY consune and
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renove the header before forwarding the response beyond that
boundary.

I nternediari es SHOULD renpve the header when forwarding responses
beyond the intended trusted boundary unless explicitly configured
ot herw se.

I nternediari es MJUST NOT nodi fy HTTP status code semantics solely due
to the presence of the Enforcenent-Action field.

Cachi ng Consi derati ons

The presence of the Enforcenent-Action header field does not nodify
HTTP cachi ng senmantics

Caches MUST eval uate cacheability according to existing HTTP caching
rul es i ndependent of the presence of this field (RFC 9111).

Depl oynents that use Enforcenent-Action for client-specific
coordi nati on SHOULD ensure that responses containing the field are
not reused across unrelated clients unless explicitly intended.

Security Considerations

The Enforcenent-Action header field conveys advisory enforcenent
coordi nation signals. |Inproper interpretation may result in
uni nt ended policy decisions within a depl oynent.

The field does not provide authentication, authorization, integrity,
or confidentiality guarantees beyond those provided by the underlying
HTTP transport.

When used over authenticated transports (e.g., HITPS), the field
benefits fromtransport security. \Wen used over unauthenticated
transports, it may be nodified or injected by on-path attackers.

Reci pients MJST treat the field as untrusted unless received from
aut henti cated and policy-trusted sources operating within a defined
trusted boundary.

Internediaries and recipi ents SHOULD consi der the potenti al
di scl osure of operational enforcenment posture when forwarding the
field beyond a trusted boundary.

The field MJUST NOT be interpreted as a replacenent for HTTP

aut henti cation, authorization, rate-liniting, or access control
mechani sns.

I ANA Consi derations
I ANA is requested to register the foll owing HTTP response header
field in the "Hypertext Transfer Protocol (HTTP) Field Nanme
Regi stry":
Fi el d Nane: Enforcenent-Action
St at us: per manent

Ref er ence: Thi s docunent

No additional |1 ANA registries are created by this specification

Exanpl es
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The foll owi ng exanples illustrate possible uses of the
Enf orcenent - Acti on header field. These exanples are depl oynent -
specific and are provided for illustrative purposes only.

Exanmpl e 1:

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Enf orcenent-Action: isolate

Exanpl e 2:

HTTP/ 1.1 200 OK
Cont ent - Type: text/htn
Enforcenment-Action: throttle; score=87

Non- Goal s
Thi s specification does not:

Define a threat nodel or attack taxonony.

Defi ne enforcenment algorithnms or decision |ogic.

St andardi ze action token vocabul ari es or paraneter registries.
Establi sh a control -pl ane coordinati on protocol

Repl ace HTTP aut hentication, authorization, or access contro
mechani sns.

* Modify HITP status code semantics or transaction outcone behavior

L A

The Enforcenent-Action header field defines only a mniml advisory
signaling surface within a trusted boundary.

Appendi x A,  Change History
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This header field was previously naned "OODA-Action". |t has been
renaned to "Enforcenment-Action” to reflect the narrowed,
framewor k- neutral scope of this specification
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