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1. Introduction

HTTP and HTTPS comuni cations are increasingly targeted by sophisticated
threats, including intelligent automation, behavioral evasion, and
quant um capabl e attacks. Traditional HTTPS, while providing encryption,
relies on static pre-negotiated paraneters and | acks nechani sns for

real -ti nme behavi oral defense.

OCODA- HTTP i ntroduces an adaptive security layer built upon the OODA
| oop: (bserve, Oient, Decide, and Act. Inspired by decision nodels in
dynanmi ¢ environments, this extension enabl es endpoints, proxies, and
applications to assess context and respond defensively in real tine.

Beyond the original |oop, OOCDA-HTTP incorporates three additiona
phases: Menorize, Adjust, and Cooperate. These phases allow systens to
| earn from observed behavi or, adapt their detection strategies, and
col l aborate with external agents such as DOIS controllers, SIEM
platforns, and TLS tel emetry anal yzers.

Each HTTP request becones nore than a data exchange - it is treated as a
semantic signal, a decision vector, and a potential reflex trigger

OODA- HTTP transforns passive transport into an intelligent, self-

def endi ng protocol |ayer.

Thi s docunent defines the architecture, phases, nessage fornmats, use
cases, and integration nodels required to depl oy OODA-HTTP i n nodern
HTTP/ HTTPS i nfrastructures.

2. Term nol ogy

OCDA Loop: A four-phase decision nodel: Observe, Oient, Decide, Act.
Oiginally frommlitary strategy, now applied to cybersecurity and
prot ocol | ogic.

OODA- HTTP: An extension of HTTP that enabl es contextual decision-naking
t hrough adaptive security headers, behavioral nenory, and coordination
with external agents. The OODA-HTTP engi ne inplenents a seven-phase

| oop.

OODA- Action: A structured HTTP header used to transmt threat context,
scores, and defensive actions. Replaces the deprecated X-prefixed
vari ant.

Threat Score: A nuneric risk indicator (0-100) assigned to a session or
request based on contextual analysis.

Tenporal Menory: A nechanismto track behaviors, entropy, and anonalies
across multiple requests over tine.

Semantic Vector: A structured representation of a session’s metadata,



timng, and behavioral fingerprint. Used to detect behavioral drift or
identity replays

SVDD: Support Vector Data Description - A nodel to learn the boundary of
nor mal behavi or and detect anonalies.

PSLPSG Pol ynom al Sel f-Learning Particle Swarm Optim zation - A
met aheuristic algorithmto optinmze nbodel hyperparaneters.

STAMP: System Theoretic Accident Mdel and Processes - A framework to
under st and root causes of systenic or behavioral failures.

Cooperative Defense: Cross-agent sharing of security context, trust
| evel s, and adaptive intentions.

Fi che: A lightweight execution nodule in the OODA-HTTP engi ne. Each
fiche inplenents one function in the OODA | oop (e.g., scoring, nenory,
orientation). Fiches can be conposed, replaced, or versioned

i ndependent | y.

Behavioral ldentity Trace: A persistent, cumulative profile of a
client’s session behavior across tine. Used by Menorize and Adj ust
phases to detect evasive patterns or del ayed attacks.

OODA Regi stry: A JSON based registry of avail able actions, scores,
categories, and policy mappings used by Decide and Act phases.

Vector Engine: A core conponent of the Orient phase responsible for
constructing, conparing, and storing semantic vectors associate

3. Architectural Overview

OODA- HTTP i ntroduces an adaptive security layer within HTTP/ HTTPS
communi cation flows. It transforns each HTTP request into a semantic
event processed through a nodul ar deci sion | oop based on the OODA nodel .

At its core, the architecture extends the traditional 4-phase OODA | oop
(Cbserve, Orient, Decide, Act) into a 7-phase reflex |oop
bserve -> Orient -> Decide -> Act -> Menorize -> Adjust -> Cooperate

Thi s extension equi ps HITP servers and proxies with real-tine self-
defensive capabilities, transformng theminto intelligent agents
capabl e of detecting, responding to, and | earning from behaviora
threats.

The OCDA- HTTP engine is organi zed into nmodul ar functional blocks, each
aligned with a phase of the | oop. These nodul es can be depl oyed
individually or as a conpl ete pipeline, depending on operational needs.

S + S + S + S SRR +
| CObserve |->| Oient |->| Decide |-> | Act
- S S . S S . S +
d d d d
(DOM  TLS) (Vectors, Scores) (Policy) (Actions)
d d d d
R + S + o e e e e e e oo oo oo +
|  Menorize | |  Adj ust | | Cooper at e |
- S S . T +
d d d
(Trace) ( Tuni ng) (DOTS, STAMP, SIEM

Key architectural conponents include:

- **Chserve: ** Captures incom ng request signals such as HTTP headers,
user-agent strings, TLS handshake netadata, request frequency, and
tenmporal patterns. At the frontend, DOM i nstrunentati on (OODA-DOM can



contribute additional behavioral data (e.g., typing patterns,
i nteraction anonalies, tab focus).

**(rient:** Processes observed signals to construct a contextua
trace. This includes semantic enrichment, nenory correlation, and
optional enbedding into vector space. Orientation is supported by
scoring nodel s such as SVDD, with dynanm c tuning via PSLPSO

- **Decide:** Applies decision |ogic based on thresholds, risk profiles,
and detection rules. Decisions may include classifying the request as
trusted, suspicious, automated, abusive, or unknown.

- **Act:** Executes the selected action in real time. Possible actions
i nclude forwarding, delaying, rejecting, annotating (e.g., tagging with
a ‘' OODA- Action' header), or applying counterneasures such as key
rotation, CAPTCHA enforcenent, or entropy tests.

- **Menorize:** Stores persistent behavioral identities, vector traces,
and session-based scores. This phase enabl es the engine to evol ve
contextual ly by maintaining menory of request trajectories across tine.

- **Adjust:** Continuously refines detection nodels and threshol ds based
on observed behavi or, feedback | oops, and temporal patterns. This
enabl es adaptive scoring and risk managenent tailored to environnents.

- **Cooperate:** Interfaces with external protocols and infrastructure
such as DOTS (RFC 9132), STAMP, TLS proxies, and SIEM platforns. This
al l ows sharing of insights, coordination of defense posture, and
propagati on of awareness across distributed systens.

Each functional block is inplemented as a discrete nodule (called a
"fiche") that can be audited, configured, and conposed to fit

depl oynent - speci fic requirenents.

OODA- HTTP i s designed to be:

**NModul ar: ** Each phase can operate independently or as part of a

uni fied engine. - **Lightweight:** Mninmal performance overhead by
enbedding |l ogic at request tinme. - **Conposabl e: ** Depl oyabl e on the
edge, server-side, or client-side. - **Backwards-conpatible:** Fully

conpatible with HTTP/ 1.1, HTTP/ 2, and interoperable with HTTP/3 and
QI C.

This architecture enables OODA-HTTP to act as a reflexive overlay that
enhances HTTP/HTTPS with native sel f-defense nechani sns, without
centralized orchestration or cloud-based inspection

The transition fromthe classic OODA nodel to the 7-phase OODA-HTTP | oop
is not purely theoretical: it is operationalized via concrete, testable
nmodul es and designed for real-time execution.

The foll owing section (Section 4) details the extended loop and its role
in HTTP-nati ve deci si on- maki ng.

4. The OODA Loop and Its Extension in HITP

The OODA | oop (Qbserve, Orient, Decide, Act) was originally devel oped as
a decision-making framework in military contexts to descri be how agents
can respond dynamically to evolving situations. In the context of

net wor k conmuni cations, this | oop provides a compelling foundation for
adapti ve def ense nechani sns.

OODA- HTTP i npl enents and extends this nodel directly within the HTTP
processi ng stack, transform ng each HTTP request into both a signal and
a decision point. This allows servers to evaluate client behavior in
real tine, reason over context, and take action wi thout depending on



external rule sets or cloud-based anal ysis | ayers.
The cl assical four phases of the OODA | oop are:

- (oserve: Gather input fromthe environnent (request headers, payl oads,

timng, client context). - Orient: Analyze and interpret the input in

I ight of past behavior, session history, and semantic neani ng. - Decide:
Sel ect the nost appropriate action or classification based on current
context, scores, and thresholds. - Act: Execute the decision (e.g.,

forward, delay, redirect, reject, |og, annotate).

OODA- HTTP extends the loop with three additional phases to enable
persi stence, |earning, and coll aboration

- Menorize: Persist historical behaviors, request traces, and scores

into a tenporal nmenory structure. - Adjust: Update scoring nodels,
detection thresholds, or feature weightings in Iight of evolving
behavi or patterns or newly observed anomalies. - Cooperate: Exchange

contextual insights or warning signals with external agents such as DOTS
clients, XDR platforns, or security orchestration systens.

Thi s extended nodel yields a 7-phase reflex | oop
hserve -> Orient -> Decide -> Act -> Menorize
-> Adj ust -> Cooperate

It reflects a living system- one that |earns, adapts, and coll aborates
across the lifecycle of HTTP communi cations. In this paradigm each HITP
request becones not only a transport unit, but also a semantic event,
contributing to a persistent, evolving understandi ng of network

behavi or.

Unl i ke abstract nodels, OODA-HTTP is built on an operational engine,
conposed of discrete and nodul ar conponents. Each phase is powered by
dedi cated functional units, docunented through a structured series of
engi neering fiches.

For exanpl e:

- The CObserve phase is inplenmented through nodul es that capture request
signals, client behavior patterns, and session dynanics. - The Oient
phase is supported by trace anal yzers, vectorization routines, and
contextual enrichers. - The Decide and Act phases are handl ed by
enbedded rul e engi nes and response controllers. - Menory and Adaptation
are governed by evol ving state nmanagenent structures and score feedback
| oops. - Cooperation is enabled via connectors to external telenetry
systenms and threat intelligence relays.

Each of these conponents is designed as a fiche - a standardized,
audi t abl e, and nodul ar buil di ng bl ock. Toget her, they allow the OCDA-
HTTP engi ne to operate increnentally and autononobusly across request
flows.

OODA- HTTP does not nerely defend. It evolves - through enbedded | ogic,
adaptive behavi or, and cooperative defense.

As OODA- HTTP redefines the HTTP processi ng nodel through an extended
| oop of adaptive decision-making, it is essential to clarify howthis
approach aligns with and conpl ements existing Internet protocols.

The foll owi ng section outlines the positioning of OODA-HTTP in relation
to established standards such as TLS, DOTS, and STAMP, hi ghlighting how
OODA- HTTP does not replace but extends their capabilities with real-
time, request-Ilevel reflexes.

4.1 bserve Phase



The Chserve phase is the initial entry point of the OODA-HTTP | oop. It
is responsible for capturing all available signals fromthe i ncom ng
HTTP request and its environnent.

(ohservation in OODA-HTTP goes beyond traditional packet inspection or
header parsing. It includes:

- Request netadata (nmethod, path, headers, size, timng) - Session
continuity (cookies, tokens, behavioral flow) - Tenporal patterns (burst
frequency, idle gaps, retries) - Frontend signal injection (via OOCDA- DOM
wher e applicabl e)

These observations are collected in a structured behavioral trace,
form ng the basis for subsequent semantic anal ysis.

This phase is powered by a series of sensor conponents (docunented as
engi neering fiches) that specialize in signal capture, |ogging, rate
tracking, and correlation across requests and sessi ons.

The output of this phase is a nornalized context trace, which is
forwarded to the Orientation phase.

4.2 Oient Phase

The Orient phase processes the observed data and transforns it into
meani ngf ul behavi oral context.

This step involves contextualization, enrichment, and preparation of
features for decision-making. It includes:

- Mapping request patterns to known behavioral classes - Correlating
current data with past traces (tenporal context) - Building semantic
vectors representing client behavior - Scoring interactions based on
configurabl e heuristics

Oientation acts as the analytical core of the | oop, transformng raw
input into actionable know edge. In doing so, it draws fromboth | oca
menory (recent requests) and persistent nenory (long-term scores).

Mul tipl e engi ne conponents contribute to this phase: vector analyzers,
scoring nodul es, nenory readers, and enrichnent agents - each defined as
an auditable fiche within the OODA-HITP franmework

The resulting oriented context is then passed to the Deci de phase for
eval uati on.

4.3 Decide and Act Phases

The Deci de phase eval uates the oriented behavioral context produced in
the previous step. It is responsible for selecting an appropriate course
of action based on scoring thresholds, classification nodels, and
response policies.

Deci si on- maki ng can be based on

- Request-1level scores (e.g., behavioral anonaly, session risk) - Rule
mat ches (e.g., pattern detection, blacklists, policy triggers) -
Hi storical trace evaluation (e.g., rate escal ation, score increase)

The Act phase then enforces the selected action in response to the HITP
request. Exanpl es incl ude:

- Forwarding the request as-is - Mdifying headers (e.g., adding
* X- OODA- Action® or marking risk levels) - Delaying or throttling the
response - Dropping or rejecting the request with context-aware nessages



- Logging, alerting, or triggering external events

These two phases operate in tight succession and are inplenented by
action-oriented fiches such as scoring dispatchers, route switchers, or
adaptive throttling nodul es.

Crucially, the decision logic is both | ocal and dynam c. No centra
server or external orchestration is required, enabling real-tine
responsi veness within the HITP processing path.

4.4 Positioning of OODA-HTTP in Relation to Existing Protocols

OCODA- HTTP introduces a reflex loop directly into the HITP stack
augnenting each request with local intelligence and adaptive behavi or
Wiile its capabilities are unique, its role is conplenentary to existing
protocol s rather than conpetitive or substitutive

- Conpared to TLS: TLS ensures encryption and integrity. OODA- HTTP
operates above TLS, focusing on behavioral analysis and decision- making
after decryption - without nodifying the TLS layer itself.

- Conpared to DOTS (DDoS Open Threat Signaling): DOTS provides
centralized volunetric attack signaling. OODA-HTTP adds per-request
defense | ogic, enabling instant response to stealthy or application-
| ayer threats.

- Conpared to STAWMP and perfornance nonitoring protocols: STAMP provides
metrics for observability. OODA-HTTP integrates such netrics into a
deci si on-maki ng framework for threat mitigation.

By enbedding real-tinme reflexes within the HTTP comruni cati on pat h,
OODA- HTTP extends the Internet protocol toolbox with a semantic,
sessi on-aware, and autononous | ayer of defense.

As such, it is best understood not as a replacenent, but as a conpl enent
- enabling a new class of protocols where the server becomes an acti ve,
deci si on-capabl e agent in its own security posture.

5. Message Fornmat and Protoco

OCDA- HTTP i ntroduces a structured HTTP header named ' OCDA- Action’. This
header conveys threat scores, classification categories, and reconmended
mtigation actions between client, server, edge proxy, or security

m ddl eboxes.

The header enabl es runtinme decisions to be comunicated across the HITP
I'ifecycle, and supports both passive eval uation and active intervention
based on local or distributed policies.

Exanpl e:

OODA- Action: { "score": 82, "category": "suspicious", "action"
"chal I enge", "tinmestamp": "2025-07-06T20: 32:10Z2" }

Fi el ds:

score (integer): A nuneric value between 0 and 100 indicating the
perceived threat |evel associated with the request or session. Scores
above configurable thresholds may trigger defensive actions.

category (string): A human-readable classification of the context.
Typi cal values include 'normal’, 'suspicious’, or 'nalicious’

action (string): A recommended security response. Supported val ues
include: * allow - Permit the request normally. * block -
Rej ect the request imediately. * throttle - Introduce latency or rate



limts. * challenge - Request additional proof (e.g., CAPTCHA, MA).

timestanp (string): 1SO 8601 formatted UTC ti ne of decision generation
Used for synchroni zation, log correlation, and caching | ogic.

Thi s header may be generated by the server, an edge gateway, a CDN node,
or even the browser (in OODA-DOM depl oynents). It can al so be inserted
or nodified by intermediary security appliances as |ong as trust nodels
permt.

I mpl ement ati ons SHOULD favor structured JSON for extensibility and
clarity. In constrained environments, conpact binary or base64-encoded
variants MAY be used, provided semantic equival ence and cross-version
conpatibility.

Addi tionally, OOCDA-Action headers can be layered: - A client may send an
initial OCDA-Action (e.g., fromDOMfingerprinting). - A proxy nay
append policy-based decisions (e.g., via reverse proxy logic). - A

server may conpute a final OODA-Action based on telenetry fusion,
behavi oral nenory, or external coordination (e.g., DOTS, STAWP).

Al'l OODA- Acti on headers MJUST preserve traceability by including netadata
about the originating conponent, when nultiple evaluations are
performed. This is essential to support cooperative defense and

audi tability.

Example with | ayered context:

OODA- Action: { "score": 92, "category": "malicious", "action": "block",
"origin": "edge-proxy-eu3d", "timestamp": "2025-07-06T20: 32: 102",
"confidence": "high" }

Future extensions MAY define additional fields such as: - confidence
| evel s - sub-scores per nodel - mitigation intents - trust assertions or
crypt ographi ¢ proofs

The structure of the header and its registry of values are detailed in
Appendi x B (Unified OODA Action Registry).

6. Threat Model s and Detection

OODA- HTTP is designed to address nultiple categories of threats across
bot h application-level behaviors and | ower-|layer protocol interactions.
Its 7-phase architecture enabl es continuous observation, evaluation, and
response during HTTP conmuni cati on

6.1. Cassical Threats

These include protocol-1evel and infrastructure attacks comonly
addressed by traditional firewalls and rate-linmters, but now integrated
into adaptive HTTP | ogi c:

- DoS / DDoS floods (volunetric or protocol-based) - Sloworis and | ow
rate TCP connection exhaustion - Header manipul ation (e.g., spoofed
User - Agent, forged cookies) - Session replay and token/cookie theft

OODA- HTTP provi des real -tinme scoring and behavioral fingerprinting,
all owing precise throttling or blocking even under pol ynorphic attacks.

6. 2. Behavioral Threats

Modern threats increasingly mmc legitinmte users. OODA-HITP detects
devi ations through session nenory and pattern anal ysis:

- Irregular navigation paths or rage clicks - Bots rotating User-Agent
and avoi ding Referer headers - Hi gh-frequency scraping or burst access



patterns - Timng anomalies or inconsistent cookie behavior

The engi ne uses vector signatures and tenporal nenory to differentiate
real users fromautonmated threats - even when content and headers appear
val i d.

6.3. Quantum Rel ated Threats

Whi | e quantum conputers are not yet nminstream future-proofing is
critical. OODA-HTTP monitors entropy and handshake quality to detect or
deter:

- Low entropy handshakes vul nerable to Grover-based attacks - Poor
random zation in TLS session key generation - Del ayed decryption
scenari os | everaging Shor’s algorithm

Adapti ve defenses include entropy reinforcement, dynamic TLS re-
negoti ation, and integration with post-quantumready entropy sources.

6.4. Cross-Layer Interoperability

To strengthen situational awareness, OODA-HTTP integrates with external
def ense systens such as DOTS (DDoS Open Threat Signaling) and STAMP
(System Theoretic Acci dent Mdel and Processes).

This integration allows:

- Exchange of early-warning signals and mtigation requests (via DOTS
push) - Coordination with TLS/ QUI C | ayers for handshake inspection -
Feedback | oops between application scoring and network-1|ayer telenetry

For exanple, a DOTS signal indicating volunetric stress can influence
OODA- HTTP' s decision to throttle or challenge even benign requests under
pressure.

6.5. Layer Mapping
OODA- HTTP spans nultiple OSl |ayers:

- Layer 3-4: Collaborates with DOTS, TLS/QUIC, and firewall netadata -
Layer 7: Analyzes HITP headers, cookies, timng, DOMevents - Cross-
| ayer: Reacts to feedback from SIEM M. detectors, or edge proxies

This multi-layered detection strategy ensures coordi nated responses
wi t hout fragnmenting the defense logic. It also allows fine-grained
deci si on-naki ng at each layer while maintaining a unified threat
cont ext .

7. Applications and Case Studies

OODA- HTTP has been tested across a variety of deploynents - edge, proxy,
gateway, and browser - to illustrate howits 7-phase | oop adapts in
practice. Each case denonstrates how HTTP requests becone deci sion
vectors for defense.

7.1. CDN Burst Detection
A CDN depl oyed OODA-HTTP at the edge |ayer to nmitigate flash crowd
events and bot-driven bursts. Using the Observe and Deci de phases,

traffic flow was scored in real tine.

Sanpl e outcone: OODA-Action: { "score": 74, "category": "burst",
"action": "throttle" }

This action was propagated back to the client via the edge, applying
rate controls wi thout breaking session continuity.



7.2. Reverse Proxy Slow oris Defense

In a reverse proxy setup, the Menorize phase tracked sl ow socket
behavi ors and i nconpl ete headers. Orient detected tining anonmalies, and
Decide triggered a block action for connection exhaustion attenpts.

Sanpl e outcone: OODA-Action: { "score": 91, "category": "lowrate",
"action": "block" }

7.3. Bot Detection at the Application Gateway

A web application integrated a semantic vector engine using SVDD +
PSLPSO. Behavi oral inconsistencies across navigation paths were
detected. OODA-HTTP inferred bot canouflage (rotating User-Agent + no
Ref erer) and chal |l enged the user

Sanpl e outcone: OODA-Action: { "score": 88, "category": "bot-
camouf | age”, "action": "challenge" }

7.4. Quantum Resilience Testbed

In a TLS 1.3 testbed, OODA-HTTP nonitored entropy quality during session
negoti ati on. When entropy fromthe client nonce appeared

pr edi ct abl e, OODA- HTTP suggested secret rotation through internal nenory
fl ags.

Thi s scenario denonstrates the engine’s Adjust phase in action - wthout
modi fying TLS itself.

7.5. Frontend Adaptation via OODA- DOM

DOWt awar e appl i cations used OODA-DOM (Section 16) to issue headers from
the browser based on | ocal behavioral cues.

Exanpl e behaviors: - Triggering CAPTCHA dynami cally: action =
"chal | enge"” - Disabling advanced U features on high-risk sessions -
Loggi ng or sanpling suspicious clickstreans for Menorize

This proves that the frontend becones a sensor and active participant in
def ense, not just a passive receiver

Each of these case studies reflects the strength of the extended OCDA
| oop: Cbserve -> Orient -> Decide -> Act -> Menorize -> Adjust -> Cooperate

The next section details how OODA-HTTP waps TLS/HTTPS to integrate
seam essly with transport-|ayer encryption

8. Integration with TLS/ HTTPS

OODA- HTTP is explicitly designed to operate in conjunction with existing
TLS and HTTPS infrastructures. It does not nodify the TLS wire fornmat,
crypt ographi ¢ handshake, or encryption semantics. Instead, it introduces
a behavi oral and contextual overlay at the HITP application |ayer, which
can interact with TLS indirectly through telenetry, session netadata,
and coordi nated control paths.

Thi s section outlines how OODA-HTTP enhances TLS-aware systens without
viol ati ng protocol separation or interoperability:

8.1. TLS Interaction Mbdel
OODA- HTTP does not alter TLS wire formats or cryptographic protocols.

Instead, it passively observes netadata exposed at the TLS term nation
poi nt, such as cipher negotiation, handshake entropy, and session reuse.



8.1.0. HITP/1.1 and HTTP/ 2 Interaction

OODA-HTTP is fully conpatible with HTTP/1.1 and HTTP/2. It uses standard
headers to carry adaptive security context across existing connections,
wi t hout nodifying framng or wire-level semantics.

R + HTTP/ 1.1 or 2 o + |
CL (Client/DOV) | <=== Reqg/Resp + Headers ===> | SRV (Server/RP) |
S + S + |
| | Transparent Header Injection / |nspection | v

V F-mmmmmmmmmeeeaa e s + . + |
TCP (C| i ent) | <==========—=—=—=—=—=—=—=—===—=—====> | TCP (Ser Ver) |

o e e e oo + o e e e e oo oo +
Legend: CL = Client (browser, agent) SRV = Server or reverse proxy

HTTP/ 1. 1: Text-based protocol over TCP HITP/2: Binary nultipl exed
prot ocol over TCP

Key properties: - OODA-HTTP headers (‘' OODA-Action‘) are valid in both
versions - No changes to HTTP frami ng or connection behavior -
Conpatible with internmedi ate proxies, CDNs, and inspection tools
8.1.1. QU CHITP3 Interaction

OODA- HTTP supports QUI C by observi ng handshake net adata exposed at
endpoi nts or through QU C-aware proxies, wthout altering wire behavior.

Fomm - + HTTP/ 3 Layer R e T + | CL
(Aient/DOV) | <=== Req/Resp + Headers ===> | SRV (Server/RP) |
R + e o o - + |

| | QUI C Tel enetry Chservation (neta) | v

V $oceommmaiaaaaas + O + Fecmemmeiiiaaaaas +
| QUC (dient) | <->1] @ (QU C Proxy) | <-> ] QUC (Server) |
dememmeeeemaeaaaas + + dememmeeeemaeaaaas +
Legend: CL = Client or browser (DOM capable) SRV = Server or reverse
proxy QP = QUIC proxy or observability point

QUIC = HTTP/ 3 transport |ayer over UDP

Key properties: - OODA-HTTP does not nodify QUIC transport or TLS over
QUC - QUC netadata (timng, flow IDs, handshake entropy) is passively
read - Actions remain confined to the HITP/ 3 | ayer via OODA-Action
header s

8.2. Entropy Awareness and Anonaly Detection

In scenarios where entropy quality is critical - such as in IoT,
enbedded clients, or weak RNG environnments - OODA- HTTP nodul es can
nmoni tor entropy characteristics of session keys or handshake fi el ds.

I ndi cators of concern may incl ude:

- Repetitive or lowentropy client random val ues - Predictable session
resunption behavior - Use of outdated cipher suites |acking forward
secrecy

Upon detection, the engine nmay rai se the session’s threat score or flag
it for deeper inspection.

8.3. Key Rotation Coordination
OODA- HTTP does not initiate TLS key exchange or renegotiation on its

own. However, in deployments where TLS keying material is managed by a
programabl e agent (e.g., TLS term nation proxy), OODA-HTTP may suggest



re-keying events in response to el evated threat scores.
Thi s coordination is out-of-band, typically through

- Managerment APlIs (e.g., QU C TLS stack integration) - |IPC or shared
menory hooks in NG NX/ Envoy-type proxies - Dynam c reconfiguration
scripts

8. 4. Contextual Taggi ng of TLS Sessions

In multipath or nultiplexed HTTP/2 and HTTP/ 3 environments, a single TLS
connection may carry diverse request profiles. OODA-HTTP all ows taggi ng
of each request (via ‘COOCDA-Action' header) w th behavioral context.

This all ows:

- Session correlation for SIEMor XDR systens - Policy enforcenment per
HTTP request rather than per connection - Del egation of TLS-|eve
context back to higher-layer decision engines

8. 5. Post-Quantum Prepar edness

Wi | e OODA- HTTP does not alter cryptographic primtives, it can be used
to sinmulate post-quantumthreat conditions:

- Triggering alerts for weak or | egacy handshakes - Loggi ng handshake
entropy levels for audit or telenetry - Adapting runtinme posture (e.g.,
throttling, challenge, isolate) based on TLS | ayer confidence

This bridges the gap between static TLS negotiation and real -tinme
behavi oral adaptation

8.6. Summary

OCDA- HTTP does not interfere with the TLS handshake or encryption
semantics. Its role is to enrich HITP behavior **after** the secure
channel is established, by:

- (oserving TLS parameters for contextual scoring - |Influencing policy
decisions at the HITP | ayer - Supporting external coordination with TLS
awar e conponents

In doing so, OCDA-HTTP transforns passive secure channels into
**context-sensitive**, **risk-aware** conduits - while remaining fully
conpatible with TLS 1.3, QU C, and existing HTTPS depl oynents.

9. Protocol Engineering Foundations

OCDA- HTTP i s engi neered as an overlay, not a replacement. It operates at
the HTTP application |ayer and | everages standard-conpliant header
injection to carry decision signals.

The desi gn phil osophy enphasi zes:

- Conpatibility with all HITP versions (1.1, 2, 3) - No changes to TCP,
QUIC, or TLS wire protocols - Support for both statel ess and statefu
depl oynents - Forward extensibility through structured headers

OCDA- HTTP fol | ows key engi neering principles:

9.1 Mnimal Invasiveness

OODA- HTTP does not nodi fy existing transport layers. It is deployable

via proxies, mddl eware, service neshes, or edge nodes without changes
to client libraries or core protocols.



9.2 Determ ni stic Behavi or

Actions derived fromthreat scoring (e.g., block, throttle, rotate-keys)
must be determnistic and auditable. Engi nes nust avoid random behavi ors
that could inpact traceability or conpliance

9.3 Header Fornmmlism

The ‘ OODA- Action' header nust follow a defined schena. Optional fields
may be ignored without |oss of conpatibility. JSONis the preferred
encodi ng but CBOR or conpact forns nay be adopted in constrained

envi ronment s.

9.4 Stateless by Default
Al t hough Menorize and Adjust phases inply state, default depl oynents may

opt for epheneral scoring and actions w thout persistent menory.
Stateful npbdes are avail abl e for advanced use cases.

9.5 Upgrade Path

OODA- HTTP supports progressive rollout. It can be introduced
incrementally in reverse proxies, CDNs, or clients. Cients unaware of
‘ OODA- Action' can still interoperate seam essly.

9.6 Testing and Validation

Each depl oynment should include replay testing, entropy validation, and
attack enul ation scenarios. Threat sinulation nust include slow clients,
bot agents, and | owentropy TLS sessi ons.

9.7 Threat Mapping Across OSI Layers

OODA- HTTP operates at the application |ayer but observes behaviors that
span multiple OSI layers. The engi ne captures anomalies that originate
fromtransport-level, session-level, or even link-level irregularities
as observed through HTTP net adat a.

The foll owi ng attack mappi ng shows the rel evance of each CSI | ayer

+o-o - - e~ S + |
Layer| Exanple Threats | OODA-HTTP Detection Role |

[ S, oo o e e e e e e e e e oo oo o o e e e e e e e e e oo oo + |
7 | Bot, click fraud, scraping | Behavior scoring, DOM | | 6
| Mal fornmed headers, encoding | Header sanitization | | 5 |
Session replay, TLS reuse | Entropy check, ID trace | | 4 |
Slow oris, burst TCP fl ood | Timng analysis, throttle | | 3 | IP
spoofing, routing ganes | Context fingerprinting | | 2 | MAC
spoofing (via proxy) | Trust anchor m salignnent

+o-m - - o mm e e e e e e a— oo oo oo e e e e e e e e oo - - +

Al t hough not a transport-layer protocol, OODA-HTTP enabl es context-aware
mtigation based on synptons energing at |ower |ayers.

This aligns with STAMP-based reasoni ng and reinforces cooperative
defense with systens |ike DOTS, TLS inspection proxies, or edge Sl|EMs.

10. Security and Privacy Considerations
OCODA- HTTP i ntroduces active decision elenments into HITP traffic. This
requires careful analysis of how scores, actions, and behavi oral nenory
are processed and shar ed.

10.1 Integrity of OCDA-Action Headers

Internediaries nust validate the authenticity and integrity of ‘ OODA-



Action’ headers. Unsigned or tanpered headers may m sl ead agents into
i nappropriate actions. Future drafts may define a signature schene.

10. 2 Repl ay and Tanpering R sks

As QOODA- Action may influence access control or TLS rotation, replayed or
nmodi fi ed headers can pose security risks. Servers should tinestanp and
scope each action to a request |ID or session context.

10. 3 Privacy Inplications

Behavi oral scoring and nenory storage introduce privacy exposure. Scores
must not leak identifiable traits unless explicitly authorized. Systens
shoul d anonym ze session traces and conply with privacy regul ati ons.

10. 4 Fal se Positives and Negatives

Adaptive systens may m sclassify benign traffic. It is critical to allow
f eedback | oops, override mechani snms, and audit trails. Tuning nust
bal ance detection with usability.

10.5 Scope of Defense

OCODA- HTTP defends at the HTTP edge. It is not a substitute for transport
encryption, network ACLs, or endpoint security. It conplements these by
i ntroduci ng application-level adaptivity.

10.6 Trust and Del egation

In multi-layer deploynents (CDN, reverse proxy), action authority rnust
be clearly defined. Msaligned trust assunptions may cause conflict
bet ween | ayers or over-block legitimte traffic.

11. | ANA Consi derati ons

Thi s docunent registers the followi ng HTTP header under the "Pernanent
Message Header Field Nanes" registry:

Header Field Nane: OODA-Action Applicable Protocol: HTTP Status:
Provi si onal Change Controller: | ETF Specification Docunment: This
docunent

This header was initially named X- OODA-Action in early drafts. Foll ow ng
community feedback and | ETF best practices, the "X-" prefix was renoved
to reflect intended standardization

Future updates may request ALPN or TLS extension identifiers as inter-
prot ocol coordi nation evol ves.

12. Vector Engi ne and Tenporal Menory

OODA- HTTP i ntegrates a senantic vector engine that captures behaviora
signals and organi zes theminto structured vectors, enabling dynamc

| earni ng and menory-driven deci sions.

12.1 Observation Vectors

Each HTTP request generates an observation vector conposed of netadata,
TLS negotiation traits, entropy netrics, timng signals, and navigation
behavi or. This vector beconmes the atomic input for the semantic engine.
12.2 Orientation and Semantic Space

observation vectors are mapped into a semantic space using anonaly

detection nodel s such as SVDD. Hyperparaneter tuning is performed in
real tinme via PSLPSO, a self-adaptive optimzation technique. This



enabl es the systemto | earn new patterns increnmentally.
12. 3 Tenporal Menory
Two nenory | ayers are naintained

- Short-term nmenory detects session bursts, replay attacks, or timng
anomal i es across consecutive requests.

- Long-term nenory records entropy trends, vector signatures, and
evolving identity traits. It enables slow pattern detection and
behavi oral drift nonitoring.

12. 4 Learning by Activity
The vector engine evolves with traffic. Each new request contributes to
pattern refinement. Menory is not static: |like a human pilot, the system
builds instinct through repeated exposure. This supports anticipatory
security and contextual decision-making.

13. Interoperability with External Agents
OODA- HTTP is designed to interoperate with external protocols and
engi nes to enabl e |l ayered, cognitive defense. It acts as a coordination

| ayer that synthesizes behavior, decisions, and threat intelligence
across domai ns.

13.1 DOTS (DDoS Open Threat Signaling)

OODA- HTTP supports coordi nation with DOTS (RFC 9244) by:

- Receiving upstreammitigation signals froma DOTS server and
converting theminto contextual HTTP responses using OODA-Action

headers.

- Exporting local threat scores or observations toward DOTS clients or
collectors, facilitating upstream anal ytics or multi-tenant mtigation

13.2 SVDD (Support Vector Data Description)

During the Orient phase, SVDD is used to |earn the hyperspace of norma
behavi or. Each incom ng request vector is checked for proximty to this
boundary. Anomal ous vectors increase the risk score for Decide phase

| ogi c.

13.3 PSLPSO (Pol ynomi al Sel f-Learning Particle Swarm Qptim zati on)
PSLPSO tunes the SVDD nodel s hyperparaneters over tinme. This includes:

- Radius tightening/l oosening based on feedback. - Adjusting thresholds
adaptively as behavi or evolves. - Auto-rebal ancing class boundaries with
no supervi sion

13.4 STAWP (System Theoretic Acci dent Mddel and Processes)

STAMP provi des a causal framework for anal yzi ng behavioral incidents.
OODA- HTTP uses STAMP integration to:

- Trace anonal ous patterns to root causes (bad session chains). - Feed
Menori ze and Adj ust phases with causal awareness. - Support forensic
correlation and explainability of decisions.

13.5 Semantic Fusion

OCDA- HTTP can nerge these signals into a semantic decision vector.
Exanpl e functi on:



ori ent _merge(dot_signal, svdd score, stanp_root);

The result feeds Decide and Act |ogic, giving OODA-HTTP a predictive,

i nteroperable edge. This forms the backbone of a |ayered cyber-defense
architecture that evol ves through feedback, |earning, and cooperation.
13.6 Conparative Advantage: Application-Layer Defense

Wi |l e DOTS (RFC 9244) supports upstreammtigation signals, it |acks
application-layer insight. It cannot process user behavior, TLS entropy,
or HTTP headers. OODA-HTTP fills this cognitive gap.

OODA- HTTP provides real -time, semantic decision-nmaking at the edge or
server, conplenenting DOTS at the transport/network | ayers.

W t hout OCDA-HTTP, DOTS is blind to:

- Canoufl aged bots or HITP anomalies. - Lowentropy TLS handshakes. -
I nconsi stent navi gation or session flow.

Toget her, they forma | ayered defense nodel:

R + | External Intelligence | |
(SIEM SOC, DOTS) [ R R LR + | v

R + | OCDA- HTTP Cor e | | -
Orient, Menorize, Cooperate | | - Semantic Vectors, Scores |
. . + |

- - - - + | |

| | v % % v TLS Layer
HTTP/ 2- 3 Proxi es/ CON DOM Sensors

DOTS absorbs vol unre. OODA-HTTP interprets nmeaning. They are
conpl enentary: pressure relief and adaptive reflex.

14. Strategic Doctrine and Cybersecurity Phil osophy

OODA-HTTP is not only a protocol; it is a doctrine. It redefines
security as a continuous decision cycle that adapts to adversaries in
real tine. Traditional HTTP security is reactive and passive. OOCDA-HTTP
is proactive, evolutionary, and coll aborative.

This doctrine is built on two fundanental | aws:

Law #1 - Adaptive Menory Law. A systemthat does not renenber cannot
evol ve. OODA-HTTP enbeds nenory as a first-class protocol construct,
ensuring that each observation inproves future decisions.

Law #2 - Cooperation over Isolation: A defense that does not cooperate
is already defeated. OODA-HTTP is designed for interoperation with DOTS,
TLS inspectors, STAMP, and future tel enetry agents.

14.1. Key Transparency and Behavi oral Fingerprinting

OCODA- HTTP i ntroduces key transparency nechani sns at the behavi oral

| evel . Rather than verifying certificates alone, it nenorizes and
correlates key material (e.g., TLS session fingerprints) across tine,
ASN, and cont ext.

The nodul e * ooda_nenorize.c' tracks fingerprint evolution across
sessi ons.

The nodul e ‘ ooda_cooperate.c' can export suspicious fingerprints to DOTS
or S| EM syst ens.

The ‘Orient’ phase can flag rapid or inconsistent key rotations.



The ‘ Act' phase can trigger: OODA-Action: alert-key-anonaly

Transparency in OODA-HTTP is not purely cryptographic - it is
contextual, tenporal, and strategic. It conplenents existing PKI
mechani sms such as Certificate Transparency (CT), OCSP, or CRLs by
i ntegrating behavioral indicators into the decision |oop.

A sel f-defending protocol nust renenber the keys it trusts, not just
accept them

15. Layered Threat C assification (OSI vs OCDA)

Traditional security frameworks classify threats by OSI |ayer: physical,
networ k, transport, application. OODA-HTTP recl assifies them by
cognitive phase.

This | ayered nodel enabl es cross-phase correlation and shows how OODA-
HTTP conpl ements or augnents existing security |ayers.

Fom e e e e e e e eaa oo o e e e oo o e e e oo +
| Lvl | Exanpl e Threats | OODA Phase | OODA Response |
Fom e e e e e e e e e e oo o Fom e e e oo +
| L3 | I P spoofing, DDoS | Cbserve, Menorize |rate-limt,alert |
| L4 | Sl oW ori s, SYN fl ood | Chserve, Ori ent | drop, ti meout |
| TLS| Entropy repl ay, downgr ade | Orient, Menorize |key-rotate,reject |
| L7 | Header anonali es, repl ay | Chserve, Ori ent | chal | enge, drop |
| APP| Credential stuffing, bots | Deci de, Act | capt cha, ban, | og |
| ML | Coordi nat ed APT attack | Cooper at e, Adj ust | notify-DOTS, scor e++|
T o e e e e oo - Fom e e e oo +

This nodel reinforces that defense is no | onger vertical (per |ayer),
but | ooped and adaptive, where OODA phases interleave to correl ate weak
signals and respond intelligently.

OODA- HTTP is the first protocol to introduce horizontal correlation
across vertical layers, enabling end-to-end cognitive security

pi pel i nes.

16. Frontend Sensors and OCDA- DOM

Modern applications are no |l onger static. SPAs, PWAs, and WASM pages
contai n val uabl e behavi oral signals.

OODA- HTTP i ntroduces OODA-DOM a frontend extension where the DOM
(Docunment Object Mddel) acts as a |live sensor of threat context.

16.1 DOM as a Radar

Frontend conponents can observe:

- Navigation patterns and rage clicks - Unexpected JavaScript injections
or anonalies - Tine-based interaction irregularities - Repeated DOM

mut ati ons fromthe same origin

These observations are encoded in client OODA-Acti on headers or POSTed
to telenmetry endpoints.

16.2 DOM Score and Vi sualization
The browser conputes a DOM specific score:
- DOM entropy - DOM event deviation - DOMinjection suspicion

A local radar-style U may freeze the screen or show a chal |l enge.



16. 3 Coordi nat ed Front end- Backend Loop

The DOM extends the Observe phase. Wen aligned with backend OODA-
Action, both actors co-evol ve:

- Cient adjusts U/reactivity - Server adjusts trust/session control

This loop builds full-stack cognitive defense. The U becones a trusted
sensor.

OCDA-HTTP is the first protocol where frontend activity contributes to
protocol -1 evel defense. UX and security merge into one | oop.

17. OODA- DOM Good Practices Map

DOM observabil ity depends on disciplined frontend engi neering. This nmap
defines secure best practices for DOM i nstrunentation.

17.1 Mapping Sensitive DOM Zones

Moni t or areas such as:

- Login/authentication fornms - Paynment input fields - Focused el ements
with unusual timng - Listeners tied to user input (click, submt,

i nput)

17.2 Local DOM Score Buffering

Buf fer DOM threat scores in nenory/session. Never persist to disk. Use
thresholds to trigger server sync or visual feedback.

17.3 User Privacy and Transparency

Show U hints when DOM abuse is detected (e.g., clipboard hijack). Never
export DOM structure without consent or policy.

17.4 dient-Side Actions
Al l oned | ocal responses incl ude:

- Blur sensitive fields - Trigger a CAPTCHA - Delay U response - Bl ock
i nput events

17.5 Coordi nation with Server

I f OODA- Action includes "domsync", enforce |ockstep validation to
ensure client-server agreenent.

This map forns the basis of trusted DOM security. OODA-DOMis not only
detection - it is secure collaboration.

18. State Menory and dient-Side Persistence

OODA- HTTP i ntroduces adaptive nenory at multiple layers. On the client,
persi stence hel ps maintain continuity of threat awareness.

18.1 Session vs Persistent Menory

- Session Menory: Stores DOM scores, behavior traces, or OODA-Action
feedback for a single session. - Persistent Menory: Optionally stores
known safe patterns or recurring anomali es across sessions.

Recomended scopes: - In-nenory (volatile, privacy-safe) -
sessionStorage (cleared on tab close) - IndexedDB (with expiration and
scope)



18. 2 Cooki es and Namespaced Fi el ds

OODA- speci fic cookies may be used, if: - Marked HtpOnly, Secure, and
SaneSite - Prefixed with ‘ooda * (e.g., ooda_ctx, ooda_score) - Short-
lived and rotated regularly

18. 3 Synchroni zation with Server Menory

Client nenory may sync with server via: - XHR beacon (DOM vector update)
- WebSocket ping (score deltas) - OODA-Action header with trace summary

18.4 Privacy and Expiry

Al client nenory nust: - Respect user privacy settings and |egal rules
(e.g., GDOPR) - Expire unless renewed via active interaction - Never
store passwords or raw keystrokes

I n OCDA-HTTP, menory builds trust. It is not a tool of surveillance.

19. Server-Side and Conponent-Based I ntegration

OODA- HTTP i s framewor k-agnostic and supports nodul ar or conponent -
driven systens such as nicroservices or SSR libraries.

19.1 Mbdul ar Backend Integration

Each OODA phase maps to a nodul e:

- ooda_observe.c: Extracts netadata and behavior - ooda_orient.c: Scores
via SVDD PSLPSO or rules - ooda _decide.c: Applies policy and selects
action - ooda_act.c: Enforces (headers, delays, blocks) -
ooda_nenorize.c: Stores history and context - ooda cooperate.c:
Interfaces with DOTS, STAMP

Modul es may run standal one or as a pipeline (e.g., on the edge).

19. 2 Conponent - Level Enbeddi ng

For SSR or hybrid stacks (Next.js, Astro, D ango):

- Add OODA middleware to routes - Annotate U conponents with threat
flags - Propagate scores into session context - Delay rendering on trust
anomal i es (DOM or TLS)

19. 3 Reactive Architecture Patterns

Reactive conponents can:

- Parse OODA-Action headers per request - Adapt behavior (e.g.,
throttle, mask features) - Trigger DOM hooks for OODA- DOM sync

OODA- HTTP wr aps business logic with adaptive defense, wi thout changing
core semantics across SSR/ CSR/ hybrid architectures.

20. OODA Engi ne Requirenments and I ncrenental Mbdels

Unli ke traditional rul e-based engines, the OODA engine is increnental,
menory-aware, and built for adaptation - not static |ogic.

20.1 M ni num Requi r enent s
An QOCDA- HTTP engi ne MJST:
- Process requests across 4+ phases ((Observe -> Cooperate) - Mintain

contextual state (trace, nenory, scoring) - Support rule-based and
scor e- based deci sions - Accept dynam c rul e updates (JSON, hot rel oad)



20.2 Increnentality as Doctrine
Incrementality is foundational - not optional.
An OODA engi ne MJST:

- Load new rules without restart - Adapt behavior to recent session
context - Learn new patterns from adversary behavi or

Thi s requires:

- Appendabl e nmenmory nodul es - Mdul ar, versioned rules - Scores
i nfluenced by past traces

20. 3 Execution vs Know edge

The engi ne separates | ogi c and know edge:

- ooda_engine.c: core execution loop - ooda_registry.json: know edge
base - ooda_score.json: session nenory - ooda_cooperate.c: inter-agent
| ogi c

This all ows nodul ar testing and external nodel training.

20.4 Commentary: Doctrinal Law

Rul e #1: You don’t code a defense. You npdel the real.

A static system defends what it knows. An OODA engi ne defends what it
| earns.

The OODA-HTTP engine is not a firewall. It is a |oop - adaptive,
tenporal, and adversary-aware.

21. Security Considerations

OODA- HTTP i s designed as a security extension for HTTP. |Inplenentations

must consider the confidentiality of tel enetry exchanged with the OODA

engine, and the risk of false positives |eading to denial of service.

22. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.
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Appendi x A. Devel oper Gui dance

Thi s appendi x provides practical advice for devel opers inplenenting or
i ntegrating OODA-HTTP nodul es, headers, and logic in real-world systens.

A. 1 Header Parsing

Clients

and servers shoul d parse the ‘ OODA- Acti on' header as JSON. Use

robust parsers with schema validation to avoid mal formed input. Unknown
fields MJUST be ignored unless explicitly defined by policy.

A 2 Statel ess vs Stateful Mdes

Start w
modul es
St at ef ul

th a statel ess depl oynent to evaluate inpact. Enable nenory
(e.g., Menorize, Adjust) once behavioral baselines are |earned.
nodes require secure storage of session traces and scores.

A .3 Integration Points

OODA- HTTP can be integrated at:

- Reverse proxies (e.g., NG NX, Envoy) via mddleware - Application

servers
nmodul e)

via request/response filters - Frontend DOM (vi a OODA- DOM
- CDN or edge |ayers for pre-screening traffic

Choose the point that balances latency, visibility, and control.



A. 4 Debuggi ng and Cbservability
Expose debug headers or |oggi ng nodes for devel opnent. Exanpl e:
OCODA- Debug: score=88, vector=23f..., nodel =svdd_v2

Track nodel version, thresholds, and source of decision (e.g., proxy vs
origin). Use structured logs for telenetry fusion and anonmaly tracing.

A. 5 Fal | back Mechani sns

If the engine is unavailable, default to a safe policy (e.g., allow).
Ensure fallback paths are well-defined to prevent denial of service from
internal errors or msconfigurations.

A.6 Rate Liniting and Cost Control

Scoring and nodel execution can be expensive. Use rate linmting or
sanpling to reduce conputational load. Prioritize high-risk sessions or
unusual patterns for deeper inspection.

A. 7 Conpatibility Tips

Ensure conpatibility wth:

- HITP/1.1: plain text headers, no nultiplexing - HITP/2 and 3:

mul ti pl exed requests, header conpression (HPACK/ QPACK) - Internediaries:
proxi es must forward or nerge headers carefully

Respect header case-insensitivity and header field size linmts.

A. 8 Security Hardening

- Sanitize all input before scoring - Enforce strict JSON schema - Limt
menory retention periods - Protect scoring nodels and training data

Security of the engine is critical - attackers may attenpt to mislead or
poi son deci sion |ogic. Appendix B. Unified OODA Action Registry

This registry defines the standardized values and fields for the ‘ OODA-
Action’ header. It serves as a reference for inplenenters to ensure
interoperability across nodul es, vendors, and depl oynents.

B.1 Core Fields

Each ‘ OODA- Action‘ header MJUST cont ai n:

- score (integer) - Range: 0-100. Indicates threat |evel. -
category (string) - Classification of context. - action (string)

- Recomended response. - tinmestanp (string) - 1SO 8601 UTC tine of
deci si on.

Optional fields:

- origin (string) - Conponent that issued the decision. -
confidence (string) - Confidence: 'low, 'nedium, or "high . -
reason (string) - Short tag explaining the |logic path. -
vector _id (string) - Reference to semantic vector used. - nodel
(string) - Version or name of decision engine.

B. 2 Standard Categories
The foll owi ng categories are RECOMVENDED:

- nor mal - No unusual behavior. - suspicious -



Devi ati on from known safe behavior. - malicious - Confirnmed

harnful intent. - burst - H gh frequency or volunetric
pattern. - lowrate - Sl ow connection or resource exhaustion. -
bot - camouf | age - Mnicking human patterns with intent to evade. -
unknown - Uncl assified or nodel -i nconcl usi ve.

B.3 Standard Actions

The foll owi ng actions are defined:

- allow - Permit the request normally. - block - Reject
request at HITP level. - throttle - Apply rate limt or introduce

| atency. - chall enge - Enforce CAPTCHA, MFA, or puzzle test. - isolate
- Route to sandbox, honeypot, or degraded path. - |og - Flag for
audit without enforcenment. - escal ate - Send to hunan operator or

S| EM system - retry - Ask client to retry with nmodified payl oad.
- reroute - Divert request to alternate backend.

B.4 Extensibility Notes

- New categories and actions MJST be registered or nanespaced. - Use
prefixes (e.g., ‘x-orgname-action') for private extensions. - Parsers
MUST i gnore unknown fields unless policy requires otherw se.

B.5 Example
OODA- Action: { "score": 93, "category": "bot-canoufl age", "action":
"chal l enge", "origin": "reverse-proxy-ukl", "confidence": "high",

"timestanmp": "2025-07-08T18:02:40Z", "reason": "rotating user-agent with
no Referer header" }
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