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Abst r act

The System for Cross-donmain ldentity Managenent (SCIM specification

[ RFC7643] provides schemas that represent conmon identity infornmation
about users and groups, as well as a protocol for comunicating that

i nformati on between systens.

The systens that tend to inplenent SCIMclients and servers are
identity providers, and service providers. These are the same
systens that are now need to manage agents and agentic applications
across donai ns.

Thi s docunent describes a SCIM 2.0 extension for agents and agentic
applications, which includes extensions to the core User and G oup
obj ects, and new resource types and schenas for agentic constructs.

This extension is intended to provide greater interoperability
between ldentity providers, agentic applications, agents and their
clients while reducing the responsibilities assuned by the every
growi ng list of new protocols for agents.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https:// macyabbey. gi t hub.i o/ draft-sci m agent - extensi on/draft-scim
agent-extension.htm . Status information for this docunment may be
found at https://datatracker.ietf.org/doc/draft-sci magent-
ext ensi on/ .

Source for this draft and an issue tracker can be found at
https://github. com macyabbey/ draft-sci magent - ext ensi on

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 14 April 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The SCI M protocol was originally devel oped to address an *abundance*
of conpl ex standards for describing and exchangi ng user infornation.

As stated in the introduction of RFC7643#Section-1.1
(https://datatracker.ietf.org/doc/htm/rfc7643#section-1.1)

Wi le there are existing standards for describing and exchangi ng
user information, many of these standards can be difficult to
i mpl ement and/or use..

This increases both the cost and conplexity associated with
organi zati ons adopting products and services fromnmultiple cloud
provi ders, as they nust performredundant integration

devel opment ... SCI M seeks to sinplify this problemthrough an
easily inplemented specification suite..

Wth the rise of Al, agents, and agentic applications, we see another
abundance of protocols energing, with varying | evels of industry
adoption, as well as inplenentation conplexity as many brilliant and
enthusi astic early adopters rush to define new standards for identity
interopability.

This includes but is not limted to:

* ACP (https://agentcommuni cati onprotocol . dev/core-concept s/ agent -
di scovery)

*  A2A (https://a2a-protocol.org/latest/topics/agent-discovery/)

* ANS (https://genai.owasp. org/resource/ agent - nane- servi ce-ans-for-
secur e-al - agent - di scovery-v1-0/)

* AGNTCY (https://docs.agntcy.org/dir/overview)
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4.

4.

The intent of this SCIMextension is to offer a viable path for the
industry to re-leverage the well known core SCI M specifications, as
wel|l as existing inplenmentations of SCIMclients and SCI M servers, to
sol ve for agent cross domai n nmanagenent.

In doing so, we can free the energing standards in the agentic Al
space to focus on truly novel concerns, instead of addressing the
probl ems al ready sol ved by SCI M for user and groups.

For exanple, in the A2A protocol, instead of describing a very high
| evel concept of Curated registries (https://a2a-

protocol . org/| at est/topi cs/ agent - di scovery/ #2-curat ed-regi stries-
cat al og- based-di scovery) we could offer nore concrete guidance by
stating Agent Cards may be di scovered by a SCI M client accessing any
SCl M server that inplenments this extension

Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Definitions

Agent: A workload with its ow identifier, nmetadata and privil eges
whi ch are independent of a particular runtinme environnent or
containing application. An agent is distinct froma traditiona

sof tware workl oads (| anbdas, services, etc...) due to varying degrees
of unpredictabl e behavior caused by del egation of control flowto
artificial intelligence nodels.

Agentic application: An application exposing one or nore agents to
its users. An agentic applicationis simlar to a traditional native
or web application, in that there are pre-defined ways authenticate
and interact with the application; however, as soon as the
application exposes agents, there are additional considerations for
managi ng access to that application

Core Schema Extensions
1. ServiceProviderConfig

SCl M endpoi nts that support Agent extensions MJST advertise this
support in the ServiceProviderConfig endpoint as defi ned:

Abbey & Cohen Expires 14 April 2026 [ Page 4]



Internet-Draft SCI M Agents and Agentic Applications Ext Cct ober 2025

agent Ext ensi on
A compl ex type that specifies Agent Extension configuration options.

supported Bool ean val ue specifyi ng whet her any aspect of the extension is supported.

agent sSupport ed Bool ean val ue specifyi ng whether the agent resource type
i s supported

agenti cAppl i cati onsSupported Bool ean val ue specifyi ng whether the agent
resource type i s supported

This is required so that:

1) Cients may know i f the server supports the concept of Agents. 2)
Servers di scourage clients from confusing users and agents.

If the server does not support the concept of agents, a SCIMclient
MAY choose to create a User representation in the server for an
Agent. Al the reasons it may choose to do so are beyond the scope
of this docunent. |If the client does so, the client SHOULD i ndicate
the user is linked to an agent using a LinkedObject fromdraft-
grizzle-scimpamext-01 (https://datatracker.ietf.org/doc/id/draft-
grizzle-scimpamext-01l.txt) This would allow a SCI M server that
supports that SCI M extension to add support for this extension and
determ ne what users in the server should be mapped to agents when
support is added.

5. Additional ResourceTypes and Schenas
This SCI M Agent extension defines additional ResourceTypes and
Schemas that MAY be inplenented by the service provider. |If
i mpl ement ed, these ResourceTypes SHOULD support all SCI M operations
[ RFC7644]. Al attributes defined in the schemas are optional unless
explicitly marked as REQUI RED
5.1. Agent
Thi s extensi on adds a new resource type of "Agent".
Pursuant to [ RFC7643] Section 3.2 Defining New Resource Types
(https://datatracker.ietf.org/doc/htm/rfc7643#section-3.2) this
docunent define the ResourceType, Schena and Extensions for Agent.
5.1.1. Agent Resource Type

The Agent Resource Type schenm is:
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{
"schemas": ["urn:ietf:parans: scimschemas: core: 2. 0: ResourceType"],
"id": "Agent",
"name": "Agent",
"endpoint": "/Agents",
"description": "Agent identities",
"schema": "urn:ietf:paranms:sci mschemas: core: 2. 0: Agent"
}

5.1.2. Agent filtering
Clients MAY have a reference to the Agent nanme or externalld but not
the ID. For this reason, it is RECOMVENDED t hat service providers
inmplement filtering that allows equality matching on the "name" and
"external Id" attributes.
Exanmpl e (note that escapi ng has been renoved for readability):
GET /scimv2/ Agents?filter=name eq 'Hel pdesk bot’
GET /scimv2/ Agents?filter=externalld eq '8ccc535b-716d-4d32- b3e9-57c8be449c82
5.1.3. Agent Comopn Attributes
The agent resource type contains the common SCI M resource type
attributes defined in [ RFC7643] Section 3.1 Common Attributes
(https://datatracker.ietf.org/doc/htm/rfc7643#section-3.1)
They are |isted here for conpleteness:
* id
* externalld
* meta

5.1.4. Agent Core Schemn

The core agent schema provides the mninmal representation of a
resource "Agent".

It contains only those attributes that any agent may need, and only
one attribute is required. It is identified using the schema UR

"urn:ietf:parans: sci mschenas: core: 2. 0: Agent”

The following attributes are defined in the core agent schena.
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name The name of the Agent. REQUI RED

di spl ayNane
The di splay nane of the Agent. [|f displayName i s unassigned,
the nane MAY be used as the display nane.

active
A Bool ean value indicating the agent’s administrative status. The
definitive nmeaning of this attribute is determ ned by the service
provider. As a typical exanple, a value of true inplies that the
agent is able to authenticate, while a value of false inplies that the
agent’s account has been suspended and the agent will be unable to
aut henti cat e.

description
The description of the Agent.

agent Type
The type of agent. There are no canonical val ues defined
for type, but service providers MAY choose to define the valid

types.

active
A Bool ean value indicating the agent’s administrative status. The
definitive meaning of this attribute is determned by the service
provider. As a typical exanple, a value of true inplies that the
agent is running, while a value of false inplies that the
agent has been suspended.

entitlements
An optional conplex object that indicates entitlenents the agent has.
Its formis precisely the sane as that defined in Section 4.1.2 of
{{RFC7643}}.

rol es:
An optional conplex object that indicates roles the agent assunes.
Its formis precisely the sane as that defined in Section 4.1.2 of

{{RFC7643}}.

groups:
An optional read-only conpl ex object that indicates group
menbership. |Its formis precisely the sane as that defined in

Section 4.1.2 of {{RFC7643}}.

appl i cations
A conplex multi-valued attribute referencing applications this agent
shares a trust boundary with. See "Agentic Application" section of
thi s docunent.
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subj ect

An optional attribute that clients may specify when
provi sioni ng an agent so that

service providers inplenenting i nbound token federation
may correlate the agent with the ‘sub' claimin

an i nbound token from an Openl D connect provider.

x509Certificates

A list of certificates associated with the resource (e.g., a
User). Each value contains exactly one DER-encoded X 509
certificate (see Section 4 of [RFC5280]), which MJST be base64
encoded per Section 4 of [RFC4648]. A single value MJST NOT
contain nultiple certificates and so does not contain the encodi ng
"SEQUENCE OF Certificate" in any guise.

protocol s

A conmplex multi-value attribute that inforns service providers of the
vari ous comuni cation protocols an agent nay support.

This information can hel p service providers automatically

support agent to agent or human to agent conmuni cation scenari 0s.

An agent that supports no protocols is understood to the service provider

to be inaccessible.

For exanpl e, when an agent can only

be accessed via its containing agentic application

The following sub-attributes are defi ned.

type The type of the protocol. A nunber of canonical val ues
are provided based on known agent protocols. They are:
A2A, OpenAPI, MCP- Server

speci ficationUrl

par ent

The URL the service provider may retrieve the
speci fication docunment describing the agent’s specific
informati on for that protocol

A conplex attribute that defines the parent Agent of this
Agent if the service provider supports hierarchies of

agents.

The foll owi ng sub-attributes are defined.

value The ID of the agent that is the parent of this
Agent in the hierarchy.

$ref A UR reference to the Agent that is the parent of this
Agent in the hierarchy.

display The display nane of the Agent that is the parent of
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this Agent in the hierarchy.

owner s
A conplex multi-valued attribute that defines the User or G oup objects
that are owners of this Agent. OPTIONAL. The follow ng sub-attributes are
defined for each val ue object.

value The ID of the User that owns this Agent.
$ref A URl reference to the User that owns this Agent.
display The display name of the user that owns this Agent.
5.1.4.1. JSON Representation
5.1.4.1.1. Mninal Agent Representation

The following is a non-nornmative exanple of the mnimal required SCIM
representation in JSON format.

"schemas": ["urn:ietf:parans:sci mschenas:core:2.0: Agent"],
"id": "2819c223-7f 76-453a- 919d- 413861904646",
"name": "dippy 2.0,
"meta": {
"resourceType": "Agent",
"created": "2010-01-23T04: 56: 227",
"l ast Modi fied": "2011-05-13T04: 42: 342",
"version": "W/\"3694e05e9df f 590\ " ",
"location": "https://exanple.conl v2/ Agents/2819c223- 7f 76- 453a- 919d- 413861904646"

}
5.1.4.1.2. Full Agent Representation

The following is a non-nornative exanple of the fully populated SCI M
representation in JSON format.

"schemas": ["urn:ietf:parans:sci mschenas:core:2.0: Agent"],
"id": "2819c223-7f 76- 453a- 919d-413861904646" ,

"external Id": "clpy2001",

"name": "dippy 2.0,

"active":true,

"agent Type": "Assistant”,

"groups": [

"val ue": "e9e30dba-f08f-4109-8486-d5c6a331660a",
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"$ref":

"https://exanpl e. com v2/ G oups/ e9e30dba- f 08f - 4109- 8486- d5c6a331660a",
"di splay": "The next generation”

}1

"val ue": "fc348aa8-3835-40eb-a20b-c726el15c55b5",
"$ref":

"https://exanpl e. com v2/ G oups/ f c348aa8- 3835- 40eb- a20b- c726e15¢c55b5",
"di splay”: "Animted assistants”

3

"val ue": "7l1ddacd2-a8e7-49b8- a5db- ae50d0a5bf d7",
"$ref":

"https://exanpl e. com v2/ G oups/ 71ddacd2- a8e7- 49b8- a5db- ae50d0a5bf d7",
"display": "Al clippers”

]1
"x509Certificates": [

{
"val ue":
"M | DQz CCAqy gAW BAgl CEAAWDQYJKoZIl hvc NAQEFBQAWT] EL MAk GA1UEBhMCVVIVK
Ez ARBgNVBAgMCkNhbG@ mb3JuaViEx FDASBgNVBAOMC2V4AYWLwb GUu Y29t MRQWEQ YD
VQQDDAL | eGFt cGxl Ln\vbTAeFWOXMTEWM | wij | OMz FaFwOx M EWiVDQM\j | OMz Fa
VH8x Cz AJBgNVBAYTAI VTVRMAVEQYDVQQ DApDYWpZnBybm hMRQWEG YDVQQKDAL |
eGFt cGxl Lm\vb TEhMB8 GALUEAWMNYTXMUI EJhemlhenEgSi BKZWszZWigSUl JVBI w
I AYJKoZI hve NAQKBFhNi amVuc2VuQGv4aYWiwbGUuY29t M | Bl j ANBgkghki GOw0OB
AQEFAAOCABAM | BCgKCAQEAT7Kr +Dcds/ J@BGaej JFcBI P682X3xpj i s56AK02bc
1FLgzdLI 8auoR+cC9/ Vr h5t 66HkQ OdA4unHh0AaZ4xL5PhVbXI PMB5vAPKpz z5i
PSi 8xBSL71 7SDhcBVJIhqVar 3Hg! | EGBUCI DAHO7 nk LuwXq8Hc | SKkbTSWFTVE FZ
zi dPl 8HZ7DhXkZI Rt JwBweqg4bvnmBhMLOs 7UQHO5Z2S6¢ VDgweKNwdLLr T51i kSQG3
DYr | +ft 78 LUQRI gxgwgCf XEuDi i nPhOkkvl i 5j i vVulZ9Q W YEdRbLJ4zJQBnDr
SGTMYn4l Rc2HgHO4ADgB/ bnMor HBOCC6AV1QFK4AGPe1Lwl DAQABo3swe TAJBgNV
HRVEA] AAMOWGCWCGSAGGHEI BDQWY Fh1PcGVUULNM Edl bmvy YXRI ZCBDZXJ0aWzp
Y2F0ZTAdBgNVHQYU EFgQU8pDOWOVsZI saAl6] L8EN8bx0F/ gwHwYDVROj] BBgwFoAU
dGeKi t caF7gnzs NwDx 708k gaVt OWDQYJKoZIl hvc NAQEFBQADg YEAA81Ss FnCdYJt
Ng5Tcq+/ ByEDr BgnhusxO0j | oUhBy PMEVKOMZ3J7j 1Zgl 8r AbCkNngX8+pKf Ti Dz1R
C4+dx8oUbZa+4NIXUj | L5CvV6BEYb1+QAEJW t TWxB/ A67g42/ vzgAt oRUeDov 1
+GFi BZ+GNF/ cAYKcM Cer s2i 97ZkJMo="
}
]

ntitlements": [{

"value": "wite",

"display": "Wite permssion",
"type: "permssion",
"primary": true

H

"roles": [{

"value": "adm nistrator",
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"display": "Adm nistrator"”,
"type: "permssion",
"primary": true
H,
"applications": [{
"val ue": "e9e30dba-f 08f-4109- 8486- d5c6a331660a",

"$ref": "https://exanple.conm v2/ Agenti cApplicati ons/e9e30dba-f08f-4109-8486-d5c6a
331660a",

"display": "Cippy portal™,
"type": "Web"
H
"subject": "clpy2001",
"protocols: [{

"type": "A2A",
"specificationUl": "https://exanple.com v2/ Agents/2819c223-7f 76- 453a- 919d- 413861
904646/ . wel | - known/ agent - card. j son"
H
"owners":
"val ue": "7lddacd2-a8e7-49b8- a5db- ae50d0a5bf d7",
"$ref": "../Goups/7lddacd2- a8e7- 49b8- a5db- ae50d0a5bf d7",
"di splay": "US Enpl oyees”
H
"parent": {
"val ue": "7lddacd2-a8e7-49b8- a5db- ae50d0a5bf d7",
"$ref": "https://exanpl e.conl v2/ Agent s/ 71ddacd2- a8e7- 49b8- a5db- ae50d0a5bf d7",
"display": "Cippy 1.0"
}
"meta": {
"resourceType": "Agent",
"created": "2010-01-23T04:56: 227",
"l ast Modi fied": "2011-05-13T04: 42: 342",
"version": "W/\"3694e05e9df f590\"",
"l ocation": "https://exanple.com v2/ Agents/2819c223-7f 76- 453a-919d- 413861904646"
}

}

5.2. Agentic application
An Agentic application represents a software application that hosts
or provides access to one or nore agents. |t serves as a container
and runtine environnent for agents, managi ng their authentication,
aut hori zation, and access to resources.

5.2.1. Resource Type

The Agentic Application Resource Type schema is:
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{
"schemas": ["urn:ietf:parans: scimschemas: core: 2. 0: ResourceType"],
"id": "AgenticApplication",
"nane": "AgenticApplication",
"endpoint": "/AgenticApplications",
"description": "Applications that host or provide access to agents",
"schema": "urn:ietf:paranms:sci mschemas: core: 2.0: Agenti cApplication",
}

5.2.2. Filtering

Clients MAY have a reference to the Agentic Application name, URL, or

externalld but not the ID. For this reason, it is RECOMMENDED t hat

service providers inplenment filtering that allows equality matching

on the "name", "externalld", and "applicationUls.value" attributes.

Exanmpl e (note that escapi ng has been renoved for readability):

GET /scimv2/ AgenticApplications?filter=name eq ' Al Assistant Pl atform

GET /scim v2/ Agenti cApplications?filter=externalld eq ’app-123456’
5.2.3. Conmon attributes

The agentic application resource type contains the comon SCl M

resource type attributes defined in [ RFC7643] Section 3.1 Conmon

Attributes (https://datatracker.ietf.org/doc/htm /rfc7643#section-

3.1

They are listed here for conpl et eness:

* id

* externalld

* meta
5.2.4. Schema

The core agentic application schema provides the representation of an

"Agenti cApplication" resource. It is identified using the schema

URI :

"urn:ietf:parans: scimschemas: core: 2. 0: Agenti cApplication"

The following attributes are defined in the core agentic application
schena.
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name
The nane of the Agentic Application. REQU RED.

di spl ayNane
The di splay nane of the Agentic Application. If displayName i s unassigned,
the name MAY be used as the display nane.

description
The description of the Agentic Application

active
A Bool ean value indicating the application’s adm nistrative status.
The definitive meaning of this attribute is determned by the service
provider. As a typical example, a value of true inplies that the
application is operational, while a value of false inplies that the
appl i cation has been disabl ed.

applicationUls
A conplex multi-valued attribute containing URLs associated with the application
The foll owi ng sub-attributes are defi ned:

type
The type of URL. Canonical values are: "ssoEndpoint", "loginPage", "api", "honepa

ge".

pri mary
A Bool ean val ue indicating whether this is the primary URL of this type.

val ue
The URL string val ue.

description
A human-r eadabl e description of the URL

| ast Accessed
Ti mestanp of when the application was | ast accessed by any agent or user
This attribute can be used for stale access detection and | east privil ege enforcenen

oAut hConfi gurati on
A conmplex multi-valued attribute that describes the QAuth connections of the applica
tion.
The foll owing sub-attributes are defi ned:

clientld
The QAuth client identifier as described in section 2.2 of RFC6749

description
A human-readabl e description of the client ID

audi encelri
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The QAut h audi ence as defi ned
in the "aud" claimof section 4.1.3 of RFC7519

i ssuer Uri
The identity provider issuer URI as defined in the
of section 4.1.1 of RFC7519

iss" claim

redirect Uri
A multi-valued attribute containing authorized redirect URI'S

agents
A complex multi-valued attribute referencing agents associated with this application
The foll owi ng sub-attributes are defined:

val ue
The 1D of an agent associated with this application

r ef
A URl reference to an agent associated with this application

di spl ay
The di spl ay nane of the agent.

type
The rel ationship type between the agent and application
Canoni cal val ues are: "owned", "authorized", "guest".

external ldentifiers
A complex multi-valued attribute containing identifiers associated with this applica
tion. OPTI ONAL
The foll owi ng sub-attributes are defined:

type
The type of identifier. Service providers MAY define canonical val ues.
<l-- Todo: what kind? |’'mthinking about the SSO URLs of that application in the
IDP -->

val ue
The identifier string val ue.

system
The systemor domain this identifier is valid within.

5.2.5. Exanple

Exanpl e Agentic Application:
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6. Schema JSON Representations

This section provides the conplete JSON representation for the
schenas defined in this extension

6.1. Agent Schema JSON

The following is intended as an exanple of the SCIM schema
representation in JSON format for SCIMresources. VWere permtted,
i ndi vi dual val ues and schema MAY change. This exanpl e includes
schenma representations for "Agent".

{

"id" : "urn:ietf:paranms:scimschemas: core:2.0: Agent",

"name" : "Agent",

"description” : "An Al agent",

"attributes" : [

{

"nanme" : "name",
"type" : "string",
"mul tiVal ued" : false,
"description" : "Unique identifier for the Agent, typically used by the agent to

directly authenticate to the service provider. Each Agent MJST include a non-enpty nanme v
alue. This identifier MJST be uni que across the service provider’'s entire set of Agents.
REQUI RED. ",

"required" : true,
"caseExact" : false,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "server"
b
{
"name" : "agent Type",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "Used to classify like agents. Typical values used m ght be
"Assistant’, ' Reseacher’, 'Chat bot’, and
"Unknown’ , but any val ue may be used.",
"required" : fal se,
"casekxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
b
{ .
"name" : "active",
"type" : "bool ean",
"mul tiVal ued" : false,
"description" : "A Bool ean value indicating the Agent’s
adm ni strative status.",
"required" : fal se,
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"mutability" : "readWite",
"returned" : "default"
H
{
"name" : "groups",
"type" : "conpl ex",
"mul ti Val ued" : true,
"description" : "Alist of groups to which the user bel ongs,

ei ther through direct nenbership, through nested groups, or
dynami cal ly cal cul ated. ",

"required" : fal se,
"subAttributes" : [

{
"name" : "val ue",
"type" : "string",
"mul tiVal ued" : false,
"description" : "The identifier of the User’'s group.",
"required" : fal se,
"caseExact" : fal se,
"mutability" : "readOnly",
"returned” : "default",
"uni queness" : "none"

¥

{
"nane" : "$ref",
"type" : "reference",
"referenceTypes” : [

"User",
"G oup”
1,
"mul tiVal ued" : false,
"description" : "The URI of the corresponding ' Goup
resource to which the user belongs.",

"required" : fal se,
"casekExact" : false,
"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none"

b

{
"nanme" : "display",
"type" : "string",
"mul tiVal ued" : false,
"description" : "A human-readabl e nanme, primarily used

for display purposes. READ- O\LY.",

"required" : fal se,
"casekExact" : false,
"mutability" : "readOnly",
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"returned" : "default",
"uni queness” : "none"
b
{
"name" : "type",
"type" : "string",
"mul tiVal ued" : false,
"description" : "A label indicating the attribute’s
function, e.g., 'direct’ or 'indirect’.",
"required" : fal se,
"caseEkxact" : fal se,
"canoni cal Val ues" : [
"direct",
"indirect"
I,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
}
1,
"mutability" : "readOnly”
"returned" : "default"
¥
{
"name" : "entitlenents",
"type" : "conpl ex"
"mul tiVal ued" : true,
"description : "Alist of entitlenents for the User that
represent a thing the User has.",
"required" : fal se,
"subAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "The value of an entitlenent.",
"required" : fal se,
"casekxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
b
{
"name" : "display",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "A human-readabl e nane, prinmarily used

for display purposes. READ-O\LY.",
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"required" : fal se,
"casekExact" : fal se,
"mutability" : "readWite",
"returned” : "default",
"uni queness" : "none"

¥

{
"name" : "type",
"type" : "string",
"mul tiVal ued" : fal se,
"description" : "A label indicating the attribute’'s

function.",

"required" : fal se,
"casekExact" : fal se,
"mutability" : "readWite",
"returned” : "default",
"uni queness" : "none"

¥

{ _
"name" : "primry"
"type" : "bool ean",
"mul ti Val ued" : fal se,
"description" : "A Boolean value indicating the 'primary’

or preferred attribute value for this attribute. The primary
attribute value 'true’ MJST appear no nore than once.",

"required" : fal se,

"mutability" : "readWite",

"returned" : "default"

}
1,

"mutability" : "readWite",
"returned" : "default"

"name" : "roles",
"type" : "conpl ex",
"mul tiVal ued" : true,
"description : "Alist of roles for the User that
collectively represent who the User is, e.g., ’'Student’, ’'Faculty .",
"required" : false,
"subAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul tiVal ued" : false,
"description" : "The value of arole.",
"required" : fal se,
"caseExact" : fal se,
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"mutability" "readWite",
"returned" "defaul t",
"uni queness” "none"

}1

{
"nanme" "di splay",
Iltypell " Stri ng"’
"mul ti Val ued" fal se,

"description®

for display purposes. READ-ONLY.",

"required" fal se,
"caseExact" fal se,
"mutability" "readWite",
"returned" "defaul t",
"uni queness” "none"

¥

{
"nanme" "type",
"type" "string",
"mul ti Vval ued” fal se,

"description®
function."”,

"required" fal se,
"caseExact" fal se,
"canoni cal Val ues" : [],
"mutability"” "readWite",
"returned” "defaul t",
"uni queness” "none"
¥
{ .
"nanme" "primry"
"type" "bool ean",
"mul ti Val ued” fal se,

"description"
or preferred attribute value for this attribute.
attribute value 'true’ MJST appear no nore than once.",

"required" fal se,

"mutability"” "readWite",

"returned" "defaul t”

}
1,
"rmutability"
"returned"

"readWite"
"defaul t"

"nanme" "x509Certificates",
"type" "conpl ex"
"mul ti Val ued" : true,
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"description" : "Alist of certificates issued to the User.",
"required" : fal se,
"caseExact" : false,
"subAttributes" : [
{
"name" : "val ue",
"type" : "binary"
"mul tiVal ued" : false,
"description" : "The value of an X 509 certificate.",
"required" : fal se,
"caseEkxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness” : "none"
b
{
"name" : "display",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "A human-readabl e nanme, primarily used
for display purposes. READ- O\LY.",
"required" : fal se,
"casekxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness” : "none"
b
{
"name" : "type",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "A label indicating the attribute’s
function.”,
"required" : fal se,
"casekxact" : fal se,
"canoni cal Val ues" : [],
"mutability" : "readWite",
"returned" : "default",
"uni queness” : "none"
H
{ .
"name" : "primry"
"type" : "bool ean",
"mul tiVal ued" : false,
"description" : "A Bool ean value indicating the ’primary’

or preferred attribute value for this attribute. The prinmary
attribute value 'true’ MJST appear no nore than once.",
"required" : fal se,
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"mutability" : "readWite",
"returned" : "default"
}
1.
"mutability" : "readWite",
"returned" : "default"

"name": "applications”,
"type" : "conpl ex",
"mul tiVal ued" : true,
"description" : "Alist of applications to which the agent bel ongs.",
"required" : fal se,
"subAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul tiVal ued" : false,
"description" : "The identifier of the Agent’s application.",
"required" : fal se,
"caseExact" : false,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"

"name" : "S$ref",

"type" : "reference",

"referenceTypes" : |
"Agenti cApplication”

"mul tiVal ued" : false,

"description® : "The URI of the correspondi ng ' Agenti cApplication
resource to which the user belongs.",

"required" : fal se,

"caseExact" : fal se,

"mutability" : "readOnly",

"returned" : "default",

"uni queness” : "none"

"nanme" : "display",

"type" : "string",

"mul tiVval ued" : fal se,

"description” : "A human-readabl e name, primarily used
for display purposes. READ-ONLY.",

"required" : fal se,

"caseExact" : false,
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"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none"
}
1,
"mutability" : "readOnly",
"returned" : "default"

"nanme": "subject",

"type" : "string",

"mul tiVal ued" : false,

"description" : "The subject to use for this agent in inbound tokens READ ONLY."

"required" : fal se,
"caseEkxact" : fal se,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"

"name": "owners"
"type" : "conpl ex"
"mul tiVal ued" : true,
"description" : "Alist of users or groups that are the accountable parties for t
he agent.",
"required" : fal se,
"subAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul tiVval ued" : fal se,
"description" : "The identifier of the Agent’s application.",
"required" : fal se,
"casekxact" : fal se,
"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none"

"name" : "$ref",
"type" : "reference",
"referenceTypes" : |
"User",
"G oup”
1,
"mul ti Val ued" : fal se,
"description" : "The URI of the corresponding 'User’ or 'Goup ",
"required" : fal se,
"casekExact" : fal se,
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"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none"

"nanme" : "display",
"type" : "string",
"mul tiVval ued" : fal se,
"description” : "A human-readabl e name, primarily used
for display purposes. READ-ONLY.",
"required" : fal se,
"caseExact" : false,
"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none"
}
1,
"mutability" : "readOnly",
"returned" : "default"

"nanme": "protocols",
"type" : "conpl ex"
"mul tiVal ued" : true,
"description : "Alist of protocols to comunicate with the Agent.",
"required" : fal se,
"sSubAttributes" : [
{
"name" : "type",
"type" : "string",
"mul tiVal ued" : false,
"description" : "One of the canonical protocol types.",
"required" : fal se,
"caseEkxact" : fal se,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"

"name" : "specifiationUl",

"type" : "string",

"mul ti Val ued" : fal se,

"description" : "URL of the specification for the protocol for this agent.

"required" : fal se,
"casekxact" : fal se,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
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}
1,
"mutability” : "readOnly”
"returned" : "default"
¥
{
"name": "parent"
"type" : "conpl ex"
"mul tiVal ued" : false,
"description" : "Parent agent.",
"required" : fal se,
"subAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "The identifier of the parent Agent",
"required" : fal se,
"caseExact" : fal se,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
¥
{
"nane" : "$ref",
"type" : "reference",
"referenceTypes” : [
" Agent"
1,
"mul tiVal ued" : false,
"description" : "The URI of the correspondi ng ' Agent’",
"required" : fal se,
"caseExact" : false,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
b
{
"name" : "display",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "A human-readabl e nane, primarily used
for display purposes. READ- O\LY.",
"required" : fal se,
"caseExact" : false,
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
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}
1,
"mutability” : "readOnly”
“returned" : "default”
}
1
"meta" : {
"resourceType" : "Schema",
"l ocation”

"/v2/ Schemas/ urn:ietf:parans: sci mschemas: core: 2. 0: Agent "

6.2. Agentic Application Schema JSON
7. Security Considerations

-> fill out
8. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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