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Abst r act

W MSE defines Wrkload Identity and its representation through
credentials. Typically, a credential is provisioned to the workl oad,
allowing it to represent itself. The credential format is usually
chosen by the platform Common formats are JSON Wb Tokens or X. 509
certificates. However, workl oads often encounter situations where a
different identity or credential is required.

Thi s docunent describes various situations where a workl oad requires
another credential. It also outlines different ways this can be
acchi eved and conpares them

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wg-
wi nmse. github.io/draft-ietf-w nse-s2s-protocol/draft-ietf-w nse-s2s-
protocol .htm. Status infornmation for this docunment may be found at
https://datatracker.ietf.org/doc/draft-schwenkschuster-w nmse-
credenti al - exchange/ .

Di scussion of this docunent takes place on the Wirkload ldentity in
Mul ti System Environnments Working Group nmailing list
(mailto:winse@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/w nse/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/w nse/.

Source for this draft and an issue tracker can be found at
https://github. com arndt-s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Wor kl oads operating across various platforns typically receive
identity credentials in platformspecific formats such as JW tokens,
X509 certificates, Kubernetes Service Accounts Tokens, SPlIFFE SVI Ds,
or cloud provider netadata docunents. These credentials, including
their format, issuer, subject, and other attributes are determ ned by
the platforminfrastructure rather than the workload itself.

When accessing external resources or other workloads, workloads nust
satisfy different authentication requirenents specific to each
resource they interact with. Resource access mght require QAuth 2.0
Access Tokens, SPIFFE credentials, mutual TLS client certificates, or
ot her authentication mechani sms that the workl oad cannot control or
modi fy.

This credential mismatch creates a fundanental challenge: workl oads
must bridge the gap between their platformissued identity and the
various authentication requirenments of the resources they need to
access. Solutions typically involve credential exchange mechani snms
or leveraging platformspecific functionality.

Thi s specification:

* Defines abstract mechanisns for credential delivery and exchange
in Section 2

* Exami nes the rational e behind credential exchange requirenments in
Section 3
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* Docunents concrete inplenentation patterns based on these
mechani sms in Section 4

1.1. Static secrets

Credential exchange is a broad termand can be interpreted in many
ways. This docunent focuses on the exchange of credentials that are
i ssued to workl oads on demand, such as JWs, X. 509 certificates, or
other workload identity formats. It does not cover the exchange of
static secrets, such as APl keys or client secrets, which are
typically provisioned out-of-band and do not involve a dynanic
exchange process. This docunent rather sees static secrets as a
speci al kind of resources that require strong authentication and

aut hori zation to access, but not as a credential exchange.

Credentials returned as by this specification are:

* short-lived

* issued on demand, but potentially cached

* are individual based on the credential used to authenticate
In contrast, static secrets are:

* mediumto |long-1lived

* provisioned out-of-band, often manually

* do not differ based on authentication, different callers get
access to the sanme credential

2. Mechani sns

Wor kl oads have multiple options to acquire credentials in the way
they are required. The following terns divide theminto four prinmary
mechani sms and outlines their approaches:

Initial manual provisioning
Credentials are provisioned nanual ly, often by an adm nistrator
This is typically done out-of-band, such as through a
configuration file, environnment variable, or secret managenent
system This nechanismis not reconmrended for workload identity
credentials. Wthin the docunment, this nechanismis not further
di scussed.

Initial platform provisioning
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Credentials are issued during workload creation by the platform
The workload is "born" with themand they are avail able at

startup. The format, scope, lifetine and other attributes are
configured out of band and cannot be influenced at runtine. It is
common that platforns allow only a single credential to be

provi sioned and only all ow changes to scope.

2

demand pl atform i ssuance

Wor kl oads are able to obtain credentials on-demand fromthe
platform Paraneters allow the workload to specify exactly the
required format, scope, identity, lifetine, and other attributes
the workload requires. No authentication is necessary to request
on-demand credentials. The platformis able to strongly identify
the workl oad so this request is typically unauthenticated fromthe
wor kl oad’ s point of view |Inplenentations may use the workl oad’ s
initial provisioned credential in the background to authenticate
the request, but this is not visible to the workl oad.

2

demand credential exchange

Wor kl oads use an existing credential (provisioned nmanually or by
the platforn) to authenticate and authorize a request for a
different credential. Based on paranmeters, the workl oad can
specify the exact attributes of the credential it requires. The
significant difference towards the on-demand platformissuance is
that this is not necessarily within the platformand often an
*aut henti cat ed* acti on.

The outlined nmechanisms are fromthe point of view of the workl oad.
Speci fic nmechanisns are often inplenmented by a conbi nati on of other
mechani sms.  For exanple, a platform on-demand provi si oni ng nmechani sm
may use an initial provisioned credential in conbination with a
credential exchange to issue a new credential. However, fromthe
wor kl oad’ s perspective it is a platform on-demand provisioning
mechanism as it is not aware of the underlying inplenentation
details.

3. Rationale

Wor kl oads often require credentials that differ fromthe ones they
were initially provisioned with. This can be due to various reasons,
such as changes in format, scope, identity, trust domain, or
lifetime. The need for credential exchange arises when the workl oad
needs to adapt to these changing requirements. The foll ow ng
sections outline the nost comon reasons for credential exchange,

gi ves exanpl es and provi des recomendations for the mechanisnms to
use.
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3.1. Change in format

Workl oads may require a different format representing the sane
identity in the same trust donmmin. Sone concrete exanples are:

* The initial credential was an X 509 certificate but resources
require application-level authentication such as JW or Wrkl oad
Identity Tokens as defined in (TODO) .

* The initial credential was a JWI bound to a key to be presented
al ong with proof of possession, but the resource does not support
it and requires a bearer credential

"Credential format" is difficult to define abstractly. Sone formats
are opaque to the workload and should remain that way. For instance,
how an QAuth 2.0 Bearer token is constructed, and whether it carries
clains or not, is not a concern of the workload. That a bearer token
is required, however, is known to the workload. So a change in
format between a bearer token and an X 509 certificate is certainly a
change in format the workload can require. A different encoding of a
bearer token, on the other hand, is not and this specification does
not address those cases.

+ +
| Mechani sm | |
| Initial | | Risks preenptively issuing |
| platform | | credentials that aren’t used. |
| provisioning | | See security considerations |
| | | (Section 5.3) for details. |

| On-denmand | Prefer | Credentials are issued on a need |
| platform | | basis, allowing the workload to |
| issuance | | specify the format it requires &

I I I I

keep lifetinme short.

| On-demand | Caution | Requires an additional |

| credential | | credential to authenticate the |

| exchange | | exchange. See security |

| | | considerations (Section 5.2) for

| | | details. |

. . e +
Table 1
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3.2. Change in scope

A credential in the same format may represent the sane identity, but
is scoped differently. Exanples are:

* A JW credential with an audi ence set to interact with the
wor kl oad platform but access to other workl oads are required.
The workload is in need of JW's with different, dedicated
audi ences.

* An X. 509 credential is constrained to a certain key usage, but the
wor kl oad requires difference usage bits set. For instance, the
existing certificate allows for digital Signature but
keyEnci pherment or dat aEnci phernment is required.

General |l y, scope shoul d already be present and confi gured
appropriately with the workload platformonly issuing narrowy scoped
credentials to the workl oad. However, the platformmay only support
the provisioning of a single credential and doesn’t allow custom

scopi ng.

[ gt ———— L pp—p————————————— L p—p—_———

| Mechani sm Recomendat i on Reason |

F oo el oo s e
pl atform over-scoping. Particularly when

I
I
provi si oni ng different scopes are required |
but initial provisioning only |
allows a single credential. See
security considerations |
I

+ +
I I
+ +
Initial | Caution | Ri sk of over-provisioning and
I I
| |
I I
I I
I I i :
| | (Section 5.3) for details.

| On-denmand | Prefer | Credentials are issued on a need

| platform | | basis and can be scoped to the

| issuance | | exact requirenents of the |
| | | wor Kkl oad. |
o e e o - o a o o m e e e e e e e e e e mee— oo - +
| On-denmand | Caution | Requires an additi onal |
| credential | | credential to authenticate the

| exchange | | exchange. See security |
| | | considerations (Section 5.2) for

| I | details. |
o e e o - o a o o m e e e e e e e e e e mee— oo - +

Tabl e 2
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3.3. Change in identity
A wor kl oad may be known under multiple identities. For exanple:

* A workload identity representing an exact physical instance of the
wor kl oad may be eligible for a workload identity representing a
| ogi cal unit that groups many physical instances together
Anot her exanple is a workload running in a specific region being
eligible for a broader, geographically scoped identity.

* A workload that can act on behalf of other workloads. These
wor kl oads often are part of infrastructure such as APl gateways,
proxi es, or service neshes in container environments.

+ +
| Mechani sm | |
[ ety el et
I I
I I
I I
| |
I I

Initial Neutral . The aut hors believe that on-
platform Avoid for on- behal f-of should be an
behal f - of

situations. default to avoid anbiguity and

I

| platform
| provisioning
|

| keep trust boundaries clear

I

I
explicit operation and not by

|

I

| On-denmand | Prefer | Credentials are issued on a |
| platform | | need basis and can be scoped

| issuance | | to the exact requirenments of |
| | | |

t he wor k|l oad.

| On-denmand | Prefer for on- | Requires an additional |
| credential | behal f - of | credential to authenticate the

| exchange | situations. | exchange. See security |
| | | considerations (Section 5.2) |
| | | for details. |

Table 3
3.4. Change in trust domain
A provisioned workload identity is often part of a trust donmmin that
is coupled to infrastructure or deploynent. Workloads often interact
wi th ot her workl oads or access outside resources located in different

trust domains. This may require the client workload to retrieve an
identity of the other trust domain. Exanples here include:
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3.

5

Federation (a workload identity federates to a identity in a
different trust domain). |In existing workload identity

envi ronment QAut h2 with Token Exchange (TODO) and Assertion
framework (TODO are popul ar.

A workl oad requires a credential of "higher trust" to interact
with other workloads. This "higher trust" is facilitated by
anot her trust domain. For instance, a workload may require a
WebPKI certificate to offer a service to clients with "defaul t”
trust stores.

provi si oni ng
provi sioned credentials multi-

| Mechani sm | Recommendation | Reason |
Initial | Avoid | Initial provisioning is limted
platform | | to the issuer of the workload
I I
I I
I I

I
platform Mking initial |
I
I

i ssuer creates ambiguity.

-------------- T
On- demand | Neutral | See On-behal f-of exchange |
platform | | pattern (Section 4.2) for a |
i ssuance | | conbi nation of on-denmand |

| | provisioning and exchange. |

-------------- LT T T
On- demand | Prefer | A change in trust domain |
credenti al | | indicates a different issuer. |
exchange | | |

-------------- O L T T e

Change in lifetime

Credentials often cone with tine restrictions, or usage may be
restricted based on token lifetinme. For instance:

A resource denies the long-lived workl oad credential based on a
maxi mum i fetime policy.

An initial provisioned credentials has expired and renewal is
unsupport ed.

A credential with shorter lifetine would reduce replay risk
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+ +
| Mechani sm | |
[} e ———— Ll —_——————————— s p—p—_"
I I
I I
I I

| Initial Caut i on Creates unnecessary long-lived |
| platform credentials that are difficult |
| provisioning to protect. |
o e e o - o a o o m e e e e e e e eee— oo +
| On-denmand | Prefer | I'ndividual lifetimes that fit

| platform | | the exact need are possible. |
| issuance | | |
oo s o a o o mm e e e e e e eee oo s +
| On-denmand | Neutral | May be used to reduce lifetineg,

| credential | | but should be avoided to |
| exchange | | increase or expand lifetime as |
| | | a credential that expires later |
| | | is effectively a higher trust. |
| | | See security considerations |
| | | (Section 5.1) for details. |
o e e o - o a o o m e e e e e e e eee— oo +

3.6. M ssing provisioning support

A workl oad platform may not support the provisioning of credentials
required by the workload. would likely fall under the reasons above,
but it’s a very common reason and often falls into multiple
categories. As an exanpl e:

*  Workl oad platformprovisions identity and credential in the form

of a sinple signed docunment that carries the attributes attested
by the platform but gives not access in any way.
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3.

4.

4.

7

1.

+ +
| Mechani sm | |
[ e ———— e ————————————— Ll p—p—r" o
I I
I I
I I

| Initial - This section applies when |

| platform initial provisioning is not

| provisioning support ed. |

o e e o - o a o o m e e e e e i e +

| On-denmand | - | This section applies when

| platform | | on-demand provisioning is |

| issuance | | not supported. |

oo s o a o o e e e e e e eee e +

| On-dermand | Neutral | Credential exchange may be

| credential | | used when no ot her nechanism |

| exchange | | is supported or supports the

| | | desired outcone. However, |

| | | credential exchange still |

| | | requires authentication. |

| | | See security considerations |

| | | (Section 5.2) for details. |

S oo o - o e e e e e e e e m e e +
Table 6

Conbi nat i ons

Reasons for requesting or exchanging credentials are often not

binary. A change in trust domain is effectively a change in identity
as well. A change in format can require a change in trust domain,
because formats conme with different trust structures and security
promi ses. For exanple, a trust domain issuing JSON Wb Tokens may
not be able to issue WbPKI certificates.

Exchange patterns

For mat - speci fi ¢ exchange
The existing trust and identity franmework often consist of a protoco
or framework to exchange credentials. Leveraging this makes use of

exi sting adoption and specific guidelines.

The followi ng bullets give an overview of the existing patterns and
when to use them based on the needs given above:

* (QAut h Token Exchange [ RFC8693] i s:
- nmeant for a change in scope.

- meant for a change in identity.
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- to a certain extend nmeant for a change in format (linited).
- NOT nmeant for a change in trust domain.
* QAuth Assertion Franework [ RFC7521] is:

- meant for a change in trust domain. As a result of the change
in trust domain, a change in identity, scope and, potentially,
format is unavoi dable but not the prinmary use case.

- NOT nmeant for exchanges within a trust donain.
4.2. On-behal f-of exchange

Wor kl oad environnents can be highly dynam c and connected with a high
variety of resources protected by different identity frameworks and
formats. A fornmat-agnostic conponent that exchanges credentials on
behal f of the workload nay be desired to remain control of credential
i ssuance. For instance, it mght enforce policy, collect audit
trails, or aid managenent.

e + 2)request R e + 4)request A
---------- +
| | credential | | credenti al |

I
|  Workl oad R L > Credential Exchanger +---------------- > Credentia
| issuer |
I I I I

I
S AR + S S + S
---------- +

1. The Wirkload Platformissues credential to the workload. This
can be either "initial", during workl oad startup or "on-denmand",
once the workload requires it. See Section 2 for nore details

2. The Workl oad requests a new credential fromthe Credenti al
Exchanger by specifying at | east the issuer, format, and
identity. Potentially, it also specifies lifetine and scope. It
authenticates itself with the credential it has received fromthe
Wor kl oad Pl at f or m
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5

3. The Credential Exchanger validates the credential it receives.
For simplicity, the diagramshows this as a interaction with the
Wor kl oad Pl atform but other neans of validations are al so
possi bl e.

4. The Credential Exchanger requests a credential fromthe
Credential Issuer. Also, for sinmplicity this step shows the
interaction with a third party. However, this may al so be the
Workl oad Platformitself. Authentication and other step details
depend on the scenario, format, and trust franework

The author believes that a specific protocol that fits all credential
formats and trust franmeworks is infeasible while nmaintaining the

exi sting security promses. He rather believes that a profile for
each scenario is the best way forward and wel conmes everyone to
profile this docunent for their concrete use cases. As a genera

gui dance it is recomended to:

* narrowy scope the scenarios, instead of building a one-fits-al
exchange for a specific format.

* decoupl e authentication and access control fromthe actua
exchange as best as possible. For exanple, a credential of one
profile should be all owed as a neans of authentication to exchange
to a credential of a different profile, whether or not the
profiles are aware of each other.

* allowthe workload to specify at |east issuer, identity and fornmat
when requesting a credential. Lifetine and scope could be
optionally specified, based on the need and support for it.

* keep nulti-stepped issuance in mnd. Some formats and trust
frameworks may require the workload to perform chall enges, |ike
responding to a nonce or providing a signature.

The "Credential Exchanger"” shown in the figure MAY be the Wrkl oad
Platformitself that offers this capability. It MAY be offered
during a "re-provisioning" wthout authentication.

Consi der ati on
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5.1. Credential exchange cannot increase trust

A credential exchange is an authenticated nethod to retrieve
credential (s). Thus, the issued credential cannot be given a higher
trust level than the credential that was used to authenticate the
request. This is particularly relevant when a required credential,
due to its format and framework, is of a higher trust than the one
that was used to authenticate the request. This includes exchanging
credentials w thout proof of key possession for credentials that do
carry proof of possession.

These situations are not recommended. Workl oads SHOULD be
provi sioned with the credential of the highest trust and only
retrieve less-trusted credentials via credential exchange.

Al ternatively, the authentication request should be enriched with
additional identification that increases the |evel of authentication.
For exanple, along with authentication, the workload woul d provide
addi tional proof of platformattestation.

5.2. Credential exchange cannot replace initial or platform
provi si oni ng

Because credential exchange is authenticated it cannot be the first
credential that is issued. Wthout an initial credential or a

pl at f orm on- demand requested credential a workload cannot facilitate
credential exchange, as there is no proof the workload is eligible
for the requested credential

5.3. Initial provisioning cones with over-provisioning risk

Provi sioning credentials preenptively risks being exposed to
overprovisioning credentials that are not required. For exanple,
with initial provisioning, every workload is provisioned with a
default credential, even though sonme don't require it. This
unnecessarily increases the risk of those credentials being exposed.

On- demand- based provi si oning, on the other hand, only issues
credential when requested and mitigates this. They are exactly in
the scope, format, identity and lifetine that are required. This can
significantly decrease the nunber of unnecessarily issued and

provi sioned credentials.
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5.4. Expanding credential lifetine

A change in lifetime of a credential can be critical if it can be
used to effectively keep a credential alive. One exanple is an

i ssued short-lived bearer credential that can be used to exchange for
a new, longer-lived credentials. Thus, it is highly recomended to
only use on-denmand provisioning to re-request a new credenti al

On the other hand, it is valid to | everage token exchange to request
a shorter-lived credential whose lifetime is within the bound of the
credential used for authenticating the request.

If an exchange to a longer-lived credential is required, it is
recomrended to prevent this fromre-occurring and deploy policy to
not allow a continuous exchange to | onger-1lived credentials.

5.5. Involvenent of human, transactional or other contextua
credential s

Al t hough this docunment focuses heavily on workl oad identity,
wor kl oads often deal with other credentials carrying caller,
transactional, or contextual information. This could include an
access token of the caller used to authorize the request. or an QAuth
Transaction Token that was part of the request comi ng from another
wor kl oad carrying transactional data.

These credentials and their formats, lifetine, scope, etc. are not
covered by this docunment. However, they may be used as paraneters or
aut hentication to request additional credentials that conbine
multiple identities into a single credenti al

Sone concrete exarrpl es are:

* An access token and a workload identity credentials are used to
request an QAuth Transaction Token

* An on-behal f-of scenario where a workload identity is used as
actor, and a different, contextual credential unrepresentative of
the workl oad is used as a subject in an QAuth Token Exchange.

On-demand pl atform provi sioning or credential exchange MAY be used to
i ssue any of those contextual credentials to the workload. Existing

contextual credentials MAY be supplied as paranmeters. [Initial-based
provisioning is not suitable with existing contextual credentials as
it does not support paraneters. In situations where the workload’ s

identity does not play a role and only the contextual credentials are
used as authentication, credential exchange is the preferred
mechani sm
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5.

9.

6. Credential formats supporting offline attenuation

Sone credential formats allow the scope of the credential to be
reduced offline, without interaction to an issuing party ("offline
attenuation"). |In these situations no exchange or on-denand
provisioning is required and workl oads can "act on their own."
Exanpl es of these formats are [Macaroons] or [Biscuit] tokens. The
provi sioning of a credential that supports offline attenuation is
still required in the first place.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Security Considerations
TODO Security
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Thi s document has no | ANA acti ons.
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Appendi x A, Document Hi story

/1l RFC Editor: please renpve before publication
A. 1. draft-schwenkschuster-w nse-credenti al - exchange-02
* Rephrased introduction
* Added scope consideration for static secrets
* Mowved to a 4-1evel nechanismclassification, added nanual,
nggé?sed existing ones to make it nore clear what is platform

A. 2. draft-schwenkschuster-w nse-credential -exchange-01

* Fix typo that wongly said QAuth2 assertion flowis not neant for
inter-trust domai n exchanges (neant was "intra").

* Rephrased X509 change of scope exanple to be nmore clear

*  Sharpened ways of provisioning, renaned "provisioning" to "initial
provi sioning" and "re-provisioning" to "on-demand provisioning".

* Add "Change in lifetine" need.

* Add considerations for the invol venent of contextual,
transacti onal and human credential s

* Add consideration for credential formats supporting of fline-
att enuat i on.

* Describe "Credential Exchanger" pattern

* Cean up for |ETF 122
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A. 3. draft-schwenkschuster-w nse-credenti al - exchange-00
* Initial individual draft & wite up.
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