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Abst r act

Thi s docunent defines a DPoP-inspired JW-based profile for workl oad-
to-wor kl oad aut hentication within the WMSE (Wrkload ldentity in
Multi System Environments) architecture. This profile uses the

Workl oad ldentity Token (WT) conbined with a Wrkl oad Proof Token
(WPT) to provide cryptographic proof of possession. The WPT is a
signed JWI that denonstrates the sender’s possession of the private
key bound to the WT, while also binding the authentication to the
speci fic request context.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-

wi nmse. github.io/draft-ietf-w nse-s2s-protocol/draft-ietf-w nmse-s2s-
protocol .htm . Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-schwenkschuster-s2s-jw-pop/.

Di scussion of this document takes place on the Wrkload Identity in
Multi System Environments Working Group mailing |ist

(mailto:wi nse@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/w nse/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/w nse/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-w nse/draft-ietf-w nmse-s2s-protocol.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 March 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1.

I nt roducti on

Thi s docunent specifies a JW-based proof of possession

aut hentication profile for workl oad-to-workl oad comuni cation as part
of the WMSE architecture defined in [I-D.ietf-winse-arch]. This
profile is inspired by the QAuth 2.0 Denonstration of Proof of
Possessi on (DPoP) specification [ RFC9449] and provides a JW-centric
approach to workl oad aut henti cation

I'n nmodern distributed systens, workloads often need to authenticate
to each other in environments where end-to-end TLS is not avail abl e
due to the presence of |oad bal ancers, APl gateways, service neshes,
and ot her middl eboxes that terninate TLS connections. |n such
environments, traditional bearer tokens are insufficient due to
security concerns around token theft and replay attacks, while the
conpl exity of HTTP Message Signatures nay not be warranted for al
depl oynent scenarios. This profile addresses these needs by

provi ding a proof of possession nmechanismthat builds upon famliar
JWI technol ogi es while ensuring that workload identities cannot be
repl ayed or m sused, even when passing through untrusted

i ntermedi ari es.

This profile builds upon the base W MSE wor kl oad-t o-wor kl oad protoco
and specifies the use of Wrkload Proof Tokens (WPTs) as the proof of
possessi on mechani sm  The approach conbi nes:

1. The Workload lIdentity Token (WT) - a JW that establishes the
workl oad’s identity and binds it to a cryptographic key

2. The Workl oad Proof Token (WPT) - a short-lived JWI signed by the
wor kl oad’ s private key that proves possession of that key

3. Request binding - the WPT includes clains that bind it to the
specific request and associ ated tokens

The WPT includes hashes of the WT and any other rel evant tokens
present in the request (such as QAuth access tokens or transaction
tokens), ensuring that the proof of possession is bound to the

compl ete request context. This prevents token substitution attacks
and provides assurance that all tokens in the request are being used
by their legitinate hol der
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Wiile this profile provides protection against token replay and
ensures workl oad authentication in the presence of m ddl eboxes, it
does not provide the same | evel of nessage integrity protection as
HTTP Message Signatures. M ddl eboxes can still nodify unprotected
portions of HTTP requests and responses. Deploynents shoul d
carefully evaluate whether this level of protection is sufficient for
their threat nodel, or whether the stronger integrity guarantees of
HTTP Message Signatures are required

This profile is particularly suitable for environnents that already
use JWI-based technol ogies and prefer to naintain consistency with
QAuth 2.0 patterns. It provides a sinpler alternative to HTTP
Message Signatures while still offering strong authentication

guar antees and protection agai nst token replay attacks.

The profile defines the structure and validation requirenents for
WPTs, including mandatory clains, signhature paraneters, and the
speci fic binding nechanisns that tie the proof to the request
context. Like other WMSE profiles, it is designed to be
interoperable, allowi ng different authentication nethods to be used
by different workload pairs within the sane distributed system as
appropriate for their specific requirements and constraints.

2. Conventions and Definitions
Al terminology in this docunment follows [I-D.ietf-w nse-arch]

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. DPoP-Inspired Authentication

This option, inspired by the QAuth DPoP specification [ RFC9449], uses
a DPoP-1ike mechanismto authenticate the calling workload in the
context of the request. The Wirkload Identity Token (WT) as defined
in Section 3.1 "The Wbrkl oad Identity Token" of
[I-D.ietf-winmse-s2s-protocol] is sent in the request as described in
Section 3.1.1 "The WT HITP Header" of [I-D.ietf-w nse-s2s-protocol]
An additional JWI, the Workload Proof Token (WPT), is signed by the
private key corresponding to the public key in the WT. The WPT is
sent in the Wrkl oad- Proof - Token header field of the request. The
ABNF syntax of the Wbrkl oad- Proof - Token header field is:

WPT = JWI
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Fi gure 1: Workl oad- Proof - Token Header Field ABNF

where the JWI projection is defined in Section 3.1.1 "The WT HITP
Header" of [I-D.ietf-w nse-s2s-protocol].

A WPT MUST contain the follow ng:
* in the JOSE header:

- alg: Anidentifier for an appropriate JW5 asymetric digita
signature algorithmcorresponding to the confirmation key in
the associated WT. The value MJST natch the alg val ue of the
jwk in the cnf claimof the WT. See Section 3.1 "The Wrkl oad
ldentity Token" of [I-D.ietf-w nse-s2s-protocol] for valid
val ues and restrictions.

- typ: the WPT is explicitly typed, as recommended in
Section 3.11 of [RFC8725], using the application/wdt+jw media

t ype.

* in the JWI cl ai ns:

- aud: The audi ence SHOULD contain the HTTP target UR
(Section 7.1 of [RFC9110]) of the request to which the WPT is
attached, w thout query or fragnment parts. However, there may
be some normalization, rewiting or other process that requires
the audi ence to be set to a depl oynent-specific value. See
al so Section 2.3 "Wirkload ldentifiers and Authentication
Granularity" of [I-D.ietf-w nse-s2s-protocol] for nore details

- exp: The expiration tine of the WPT (as defined in
Section 4.1.4 of [RFC7519]). WPT lifetimes MJST be short,
e.g., on the order of mnutes or seconds.

- jJti: Anidentifier for the token. The value MJST be uni que, at
| east within the scope of the sender

- wh: Hash of the Wrkload Identity Token, defined in
Section 3.1 "The Wirkl oad Identity Token" of
[1-D.ietf-wi nmse-s2s-protocol]. The value is the base64url
encodi ng of the SHA-256 hash of the ASCI|I encoding of the WT's
val ue.

- ath: Hash of the QAuth access token, if present in the request,
whi ch might convey end-user identity and/or authorization
context of the request. The value, as per Section 4.1 of
[ RFC9449], is the base64url encodi ng of the SHA-256 hash of the
ASCI | encodi ng of the access token's val ue.
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- tth: Hash of the Txn-Token [I-D.ietf-oauth-transaction-tokens],
if present in the request, which m ght convey end-user identity
and/ or authorization context of the request. The value MJST be
the result of a base64url encoding (as defined in Section 2 of
[ RFC7515]) of the SHA-256 hash of the ASCI| encoding of the
associ ated token' s val ue.

- oth: Hash(es) of other token(s) in the request that convey end-
user identity and/or authorization context of the request. The
value is a JSON object with a key-value pair for each such
token. For each, in the absence of an application profile
specifying details, the key corresponds to the header field
name containing the token, and the value is the base64url
encodi ng of the SHA-256 hash of the ASCI|I bytes of the header
field value with any |l eading or trailing spaces renoved. The
header field nane MUST be normalized by converting it to al
| ower case. Header fields occurring nultiple times in the
request are not supported by default. An application profile
may specify different behavior for a key, such as using a
different hash algorithmor means of |ocating the token in the
request.

To clarify: the ath, tth and oth clains are each mandatory if the
respective tokens are included in the request.

The rules for using non-standard claims in WPTs are simlar to the
rules for WTs, as described in Section 3.1.2 "Including Additiona
Clains" of [I-D.ietf-w nse-s2s-protocol].

An exanpl e WPT might |ook |ike the foll ow ng:

=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================
eyJhbGei O JFZERTQSI sl nR5¢Cl 61 ndwdCt qd3Qi f Q eyJhdGgi O JDTDR3anZwUL O\
i 1i ZF1 JY1 | Mol Y5ZDVy TUFSR3dLWUJUX MHAVA3pDMGpJ 1 i wi YXVKI j 0i aHROCHVBLY93b\
3Jr b&AhZC51 eGFt ¢ Gxl LmNvbS9wYXRol i wi ZXhwl j oxNz QLNTEWIVDE2L CIqdGki G Jf X\
2J3YzRFUOMz YWN] MkxUQz Et X3gi LCI3dC&gi O JBYVI VZk Mz NEQx ZGky RnhRTHBp SUp KN\
INnOFZaNnB84TONkd1NnOUl UbOxnl n0. Pl 7d9AcYhLoEgPgbJvceML32] kBKNMLNXU- 5hZ\
UzVTI yj 2dRIaTLFs6e5NYv5gg6Aqc V7 Nk YOAF gMyWas Wz CA

Figure 2: Exanpl e Workl oad Proof Token (WPT)

The decoded JOSE header of the WPT fromthe exanpl e above is shown
her e:
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{
"al g": "EdDSA",

"typ": "wpt+jw"

Fi gure 3: Exanmple WPT JOSE Header

The decoded JWI clains of the WPT fromthe exanpl e above are shown
her e:

{
"ath": "CL4wW f pRmNf - bdYl bYLnV9d5r MARGAKYELOWUMz COj |

"aud": "https://workl oad. exanpl e. coni pat h",

"exp": 1740755048,

"jti": "0c740386caldcad37delb5f 9delb0705",

"wth": "aAOW oFJK7qV7zYhcnez RLKOXVCH d2x6c4sOQLVE9OY"

}
Fi gure 4: Exanple WPT C ai ns

An exanpl e of an HITP request with both the WT and WPT from pri or
exanpl es is shown bel ow

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

POST /path HTTP/ 1.1

Host: wor kl oad. exanpl e. com

Cont ent - Type: application/json

Aut hori zation: Bearer 16 _nmAdOG waZokU26 0902100

Wor kl oad- | denti ty-Token: eyJhbGeci G JFUzI INi | sl nt pZCl 61 kplbniJgNSI sl nR\
5c¢Cl 61 ndpdCt qd3Q f Q eyJj bnii Onsi andr | j p71 nFszZyl 61 kVKRFNBI i wi Y3J21j oi \
RWQyNTUxOSI sI nt 0eSl 61 k9LUCI sl ngi G | xQLhYdniZs Tl 9MVI Zz SXNZWHNvVdk | wivDpt \
bEdXZUNI c VFWIV1QOY5MMINI n19LCII eHAI G ESNDULMII 1MTAs| m hdCl 6 MTc ONTUwA
ODkxMCowi anRpl j oi eCLf MUNUTDJj Y2Ez QLNFNGN3YI 9sliwi c3Vi | j 0i d2I t c2U6Ly9l \
eGFt c&xl Ln\vbS9zcGVj aWZpYy13b3Jr b&hZCJ9. 6Kr aSQUXWII 9dxF@BFj 6dPY0Vi 8\
8OkWFWZp Al ChLeq6AbXANLLQyOp8UIUDGE BuYF3Ki Nv60KQD1ZWAZr MZQIw

Wor kI oad- Proof - Token: eyJhbGci G JFZERTQSI sl nR5¢Cl 61 ndwdCt qd3Q f Q eyJ\
hdGgi O JDTDR3anmzZwUnmLQZi 1i ZFl JYI | Mol Y5ZDVy TUFSR3dLWJUx MHdVd3pDMEpJ 1 i wA
i YXVKI j oi aHROCHMBLY93b3Jr bG®hZC51 eGFt ¢ Gxl LmNvbSOwWYXRol i wi ZXhwl j oxNzQ
INTEWVDE2LCJqdCKki O Jf X2J3YzRFUOMz YWN] MkxUQz Et X3gi LCI3dCGgi O JBYVI VZKM
ZNEQXxZGky RnhRTHBp SUpKNLNnOFZaNnB84TONk d LNnmOUI UbOxnl n0. Pl 7d9Ac YhLoEgPg\
bJvcML32] kBKNMLNXU- 5hZzUz VTl yj 2dRIaTLFs6e5NYv5gg6AgqcV7Nvk YOw gMyWas WO
zCA

{"do stuff":"please"}

Figure 5: Exanple HTTP Request with WT and WPT
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To validate the WPT in the request, the recipient MIST ensure the
fol | owi ng:

*

There is exactly one Workl oad- Proof - Token header field in the
request.

The Wor kl oad- Proof - Token header field value is a single and well -
formed JWI.

The signature algorithmin the alg JOSE header string-equa
mat ches the alg attribute of the jwk in the cnf claimof the WT.

The WPT signature is valid using the public key fromthe
confirmation claimof the WT.

The typ JOSE header paraneter of the WPT conveys a nedia type of
wpt +j wt .

The aud claimof the WPT matches the target URI, or an acceptable
alias or normalization thereof, of the HITP request in which the
WPT was received, ignoring any query and fragnent parts. See also
Section 2.3 "Workload Identifiers and Authentication Granularity”
of [I-D.ietf-wi nse-s2s-protocol] for inplenentation advice on this
verification check.

The exp claimis present and conveys a tinme that has not passed.
WPTs with an expiration tinme unreasonably far in the future SHOULD
be rejected.

The wth claimis present and matches the hash of the token val ue
conveyed in the Wrkl oad-Identity-Token header

It is RECOWENDED to check that the value of the jti claimhas not
been used before in the time wi ndow in which the respective WPT
woul d be considered valid.

If presented in conjunction with an QAuth access token, the val ue
of the ath claimmtches the hash of that token s val ue.

If presented in conjunction with a Txn-Token, the value of the tth
clai m matches the hash of that token's val ue.

If presented in conjunction with a token conveyi ng end-user
identity or authorization context, the value of the oth claim
mat ches the hash of that token’ s val ue.
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* |f the oth claimis present, verify the hashes of all tokens
listed in the oth claimper the default behavior defined in
Section 3 or as specified by an application specific profile. If
the oth claimcontains entries that are not understood by the
reci pient, the WPT MJUST be rejected. Conversely, additiona
t okens not covered by the oth claim MJST NOT be used by the
reci pient to make authorization decisions.

3. 1. Error Conditions

Errors may occur during the processing of the WPT. If the signature
verification fails for any reason, such as an invalid signature, an
expired validity time wi ndow, or a mal formed data structure, an error
is returned. Typically, this will be in response to an APl call, so
an HTTP status code such as 400 (Bad Request) is appropriate. This
response could include nore details as per [RFC9457], such as an

i ndi cator that the wong key nmaterial or algorithmwas used. The use
of HTTP status code 401 is NOT RECOVMENDED for this purpose because
it requires a WWV Aut henticate with acceptable http auth nechani sns
in the error response and an associ ated Authorization header in the
subsequent request. The use of these headers for the WT or WPT is
not conpatible with this specification

3.2. Coexistence with JWI Bearer Tokens

The WT and WPT define new HTTP headers. They can therefore be
presented along with existing headers used for JW bearer tokens.
This property allows for transition from mechani sns using identity

t okens based on bearer JWs to proof of possession based WTs. A
wor kl oad may inplement a policy that accepts both bearer tokens and
WTs during a transition period. This policy may be configurable
per-caller to allow the workload to reject bearer tokens fromcallers
that support WTs. Once a deploynment fully supports WTs, then the
use of bearer tokens for identity can be disabled through policy.

I mpl enent ati ons shoul d be careful when inplenenting such a transition
strategy, since the decision which token to prefer is nade when the
caller’s identity has still not been authenticated, and needs to be
revalidated foll owi ng the authentication step

The WT can al so coexist with tokens used to establish security
context, such as transaction tokens
[1-D.ietf-oauth-transaction-tokens]. |In this case a workload s

aut hori zation policy may take into account both the sending

workl oad’ s identity and the information in the context token. For
exanple, the identity in the WT may be used to establish which API
calls can be made and information in the context token may be used to
det erm ne which specific resources can be accessed.
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3.3. dient Authorization Using the Wrrkload ldentity

4.

4.

The server application retrieves the workload identifier fromthe
client certificate subjectA tNane, which in turn is obtained fromthe
TLS layer. The identifier is used in authorization, accounting and
auditing. For exanple, the full workload identifier nay be matched
agai nst ACLs to authorize actions requested by the peer and the
identifier may be included in | og messages to associate actions to
the client workload for audit purposes. A deploynment may specify

ot her authorization policies based on the specific details of how the
wor kl oad identifier is constructed. The path portion of the workl oad
identifier MJUST al ways be considered in the scope of the trust

domain. See Section 2.3 "Wirkload ldentifiers and Authentication
Ganularity" of [I-D.ietf-w nse-s2s-protocol] on additional security
i mplications of workload identifiers.

Security Considerations
1. Wirkload ldentity Token and Proof of Possession

The Workl oad Identity Token (WT) is bound to a secret cryptographic
key and is always presented with a proof of possession as described
in Section 3.1 "The Wrkload lIdentity Token" of

[1-D.ietf-w nse-s2s-protocol]. The WT is a general purpose token
that can be presented in nultiple contexts. The WT and its PoP are
only used in the application-level options, and both are not used in
MILS. The WT MJST NOT be used as a bearer token. VWhile this helps
reduce the sensitivity of the token it is still possible that a token
and its proof of possession may be captured and replayed within the
PoP's lifetime. The following are sonme nmitigations for the capture
and reuse of the proof of possession (PoP)

* Preventing Eavesdropping and Interception with TLS

An attacker observing or intercepting the comunication channel can
view the token and its proof of possession and attenpt to replay it
to gain an advantage. |In order to prevent this the token and proof
of possessi on MUST be sent over a secure, server authenticated TLS
connection unl ess a secure channel is provided by some other

mechani sns. Host nane validation according to Section 3.3.1 "Server
Nane Validation" of [I-D.ietf-w nse-s2s-protocol] MJIST be perforned
by the client.

* Limting Proof of Possession Lifespan
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The proof of possession MJST be tine limted. A PoP should only be
valid over the time necessary for it to be successfully used for the
purpose it is needed. This will typically be on the order of

m nutes. PoPs received outside their validity tine MJIST be rejected.

* Limting Proof of Possession Scope

In order to reduce the risk of theft and replay the PoP should have a
limted scope. For exanple, a PoP may be targeted for use with a
speci fic workl oad and even a specific transaction to reduce the

i mpact of a stolen PoP. In sone cases a workload may wi sh to reuse a
PoP for a period of time or have it accepted by multiple target
wor kl oads. A careful analysis is warranted to understand the inpacts
to the systemif a PoP is disclosed allowing it to be presented by an
attacker along with a captured WT.

* Replay Protection

A proof of possession includes the jti claimthat MJST uni quely
identify it, within the scope of a particular sender. This claim
SHOULD be used by the receiver to performbasic replay protection
agai nst tokens it has already seen. Depending upon the design of the
systemit may be difficult to synchronize the replay cache across al
token validators. |If an attacker can sonehow i nfluence the identity
of the validator (e.g. which cluster nmenber receives the nmessage)
then replay protection would not be effective.

* Binding to TLS Endpoi nt

The POP MAY be bound to a transport |ayer sender such as the client
identity of a TLS session or TLS channel binding paraneters. The
mechani sms for binding are outside the scope of this specification.

4.2. Mddl e Boxes

In some deploynments the Workl oad Identity Token and proof of
possession may pass through nultiple systems. The comunication

bet ween the systens is over TLS, but the token and PoP are avail able
in the clear at each intermediary. Wile the internediary cannot
nmodi fy the token or the information within the PoP they can attenpt
to capture and replay the token or nodify the data not protected by
t he PoP.

Mtigations listed in Section 3 "Application Level Workl oad-to-
Wor kl oad Aut hentication” of [I-D.ietf-w nse-s2s-protocol] can be used
to provide sone protection fromm ddl e boxes. However we note that
the DPoP-inspired solution (Section 3) does not protect mgjor
portions of the request and response and therefore does not provide
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protection froman actively malicious nmiddl e box. Deploynments should
perform anal ysis on their situation to determne if it is appropriate
to trust and allow traffic to pass through a niddl e box.

This profile provides authentication and linted integrity protection
but does not protect the entire HTTP nessage. Deploynents requiring
stronger integrity guarantees should consider the HTTP Message
Signatures profile defined in
[1-D.ietf-schwenkschuster-s2s-http-sig].

4.3. Privacy Considerations
Privacy considerations for this specification are the sane as those
described in Section 4.4 "Privacy Considerations" of
[1-D.ietf-w nmse-s2s-protocol].

5. 1 ANA Consi derati ons

5.1. JSON Wb Token C ai s

IANA is requested to add the following entries to the "JSON Wb Token
Clains" registry [ ANA JWI. CLAI MS]:

F s b e s s oo e ey e e e =}
| daimMNane | CdaimDescription | Change Controller | Reference |
[ sl e s s e sl ool sl
| tth | Transaction Token | |ETF | RFC XXX, |
| | hash | | Section 3 |
I I i I I R I i I I R I +
| wth | Workload ldentity | | ETF | RFC XXX, |
| | Token hash | | Section 3 |
R F- - e m - - - F- - e m - - - R +
| oth | O her Tokens | TETF | RFC XXX, |
| | hashes | | Section 3 |
I I i I I R I i I I R I +
Table 1

5.2. Media Type Registration

I ANA is requested to register the following entries to the "Mdia
Types" registry [| ANA. MEDI A. TYPES] :

* application/wpt+jw, per Section 5.2.1.
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5.2.1. application/wpt+j wt
Type name: application
Subt ype nane: wpt +j wt
Requi red paraneters: N A
Optional parameters: NA

Encodi ng consi derations: Encodi ng considerations are identical to
those specified for the "application/jw" nmedia type. See [RFC7519].

Security considerations: See the Security Considerations section of
RFC XXX.

Interoperability considerations: NA

Publ i shed specification: RFC XXX, Section 3.

Applications that use this nedia type: Wrkloads that use these
tokens to integrity-protect nessages in the WMSE workl oad-t o-
wor kl oad protocol .

Fragment identifier considerations: NA

Addi tional information:

Deprecated alias names for this type: NA

Magi ¢ nunber(s): NA

File extension(s): None

Maci ntosh file type code(s): NA

Person & enmil address to contact for further infornation:

See the Authors’ Addresses section of RFC XXX

I nt ended usage: COVMON

Restrictions on usage: NA

Aut hor: See the Authors’ Addresses section of RFC XXX

Change controller: Internet Engineering Task Force (iesg@etf.org).
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5.3. Hypertext Transfer Protocol (HTTP) Field Nane Registration

I ANA is requested to register the following entries to the "Hypertext
Transfer Protocol (HTTP) Field Name Registry” [|ANA HTTP. FI ELDS] :

*  \Wor Kkl oad- Proof - Token, per Section 5.3. 1.
5.3.1. Workl oad- Proof - Token
* Field Name: Workl oad- Proof - Token
*  Status: permanent
* Structured Type: NA
* Specification Docurment: RFC XXX, Section 3
*  Comments: see reference above for an ABNF syntax of this field
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Appendi x A, Docunent Hi story

/1l RFC Editor: please renove before publication.

A. 1. draft-schwenkschuster-s2s-jw-pop-00
Initial clone fromoriginal draft-ietf-w nse-s2s-06 which contai ned
bot h, Workl oad Proof Token and HTTP Message Signature proof of
possessi on mechani sis.
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