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Abst r act

Thi s docunent defines an HTTP Message Signatures-based profile for
wor k|l oad-t o-wor kl oad aut hentication within the WME (Wrkl oad
ldentity in Multi System Environments) architecture. This profile
uses the Wirkl oad Identity Token (WT) conbined with HTTP Message
Si gnatures to provide cryptographic proof of possession and nessage
integrity protection. The profile |everages RFC 9421 to sign HITP
requests and optionally responses, ensuring that workl oads can

aut henti cate each other and verify message integrity at the
application level, particularly in environments where end-to-end TLS
is not feasible due to m ddl eboxes or other infrastructure
constraints.

About This Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-
wi nmse. github.io/draft-ietf-w nse-s2s-protocol/draft-ietf-w nse-s2s-
protocol.htm . Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-schwenkschuster-s2s-http-sig/.

Di scussion of this docunent takes place on the Wirkload ldentity in
Mul ti System Environnments Working Group nmailing list
(mailto:winse@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/w nse/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/w nse/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-w nse/draft-ietf-w nse-s2s-protocol.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering

Task Force (1 ETF).
wor ki ng docunments as Internet-Drafts.
Drafts is at https://datatracker.ietf.org/drafts/current/.

Note that other groups may al so distribute
The list of current

| nt er net -

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

This Internet-Draft will expire on 27 March 2026.

Copyri ght Notice

It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

| i cense-i nfo)
Pl ease revi ew these documents carefully,
and restrictions with respect to this docunent.
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described in Section 4.e of the Trust Legal
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as they describe your rights
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Provi sions and are
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1. Introduction

Thi s docunent specifies an HITP Message Signatures-based

aut hentication profile for workl oad-to-workl oad comuni cation as part
of the WMSE architecture defined in [I-D.ietf-winse-arch]. This
profil e provides a standardi zed approach for workloads to

aut henti cate each other and protect message integrity at the
application |evel

In many nodern depl oynent environnments, particularly in containerized
and cl oud-native architectures, workl oads cannot rely on end-to-end
TLS for security due to the presence of |oad bal ancers, APl gateways,
service meshes, and other internmediary systens. These m ddl eboxes
often term nate TLS connections, requiring application-Ieve
protection mechani sms to ensure workl oad authenticati on and nmessage
integrity.

This profile builds upon the base W MSE wor kl oad-t o-wor kl oad protoco
and specifies the use of HITP Message Signatures [RFC9421] as the
proof of possession nechanism The approach combi nes:

1. The Workload lIdentity Token (WT) - a JW that establishes the
workl oad’s identity and binds it to a cryptographic key

2. HITP Message Signatures - providing cryptographic proof that the
sender possesses the private key corresponding to the public key
inthe WT

3. Message integrity protection - ensuring that critical parts of
HTTP requests and responses have not been nodified

This profile is particularly suitable for deploynents that require
strong message integrity guarantees and the ability to sign both
requests and responses. It provides protection against nessage
tanmpering by internediaries while allowing for the flexibility needed
in conplex nulti-tier architectures.

The profile defines specific requirements for which HTTP nessage
components nust be signed, signature paranmeters that nust be

i ncluded, and validation procedures that recipients nust follow It
is designed to be interoperable with other WMSE aut hentication
profiles, allowi ng different workload pairs within the sane cal
chain to use different authentication nmethods as appropriate for
their depl oynent environnent.
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2.

Conventions and Definitions
Al terminology in this docunment follows [I-D.ietf-w nse-arch].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Aut henti cati on Based on HTTP Message Signatures

This option uses the Wrkload Identity Token (WT) as defined in
Section 3.1 "The Wirkl oad Identity Token" of

[1-D.ietf-w nmse-s2s-protocol] and the private key associated with its
public key, to sign the request and optionally, the response. See
Section 4 "Security Considerations" of [I-D.ietf-w nse-s2s-protocol]
for security considerations. This section defines a profile of the
Message Signatures specification [ RFC9421].

The request is signed as per [RFC9421]. The follow ng derived
conponents MJST be si gned:

*  @ret hod
*  @equest-target

In addition, the follow ng request headers MJST be signed when they
exi st:

* Content-Type

*  Cont ent - Di gest

* Aut horization

* Txn-Token [I-D.ietf-oauth-transaction-tokens]

*  Workl oad-1dentity-Token

If the response is signed, the followi ng conponents MJUST be signed:
*  @tatus

* @ret hod; req

* @equest-target;req
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* Content-Type if it exists

* Content-Digest if it exists

*  Workl oad-1dentity-Token

To ensure the nessage is fully integrity-protected, if the request or
response includes a nessage body, the sender MJST include (and the

recei ver MIJST verify) a Content-Di gest header

For both requests and responses, the foll owi ng signature paraneters
MUST be i ncl uded:

* created

* expires - expiration MJST be short, e.g. on the order of mnutes.
The WMSE architecture will provide separate nmechanisns in support
of long-lived conmpute processes.

* nonce

* tag - the value for inplenmentations of this specification is
wi mse-wor kl oad- t o- wor kl oad

The foll owi ng signature parameters in the Signature-I|nput header MJST
NOT be used:

* Kkeyid - The signing key is sent along with the nessage in the WT.
Additionally specifying the key identity would add confusion

* alg - The signhature algorithmis specified in the jwk section of
the cnf claimin the WT as defined in Section 3.1 "The Wrkl oad
ldentity Token" of [I-D.ietf-w nse-s2s-protocol]. See Sec. 3.3.7
of [RFC9421] for details.

It is RECOWENDED to include only one signature with the HTTP

message. If multiple ones are included, then the signature | abe
included in both the Signature-Ilnput and Signature headers SHOULD be
W nse.

A sender MJST ensure that each nonce it generates is unique, at |east
anbng nessages sent to the sanme recipient. To detect nessage
replays, a recipient SHOULD reject a nessage (request or response) if
a nonce generated by a certain peer is seen nmore than once.

I npl enentors need to be aware that the WT is extracted fromthe

message before the nessage sighature is validated. Recipients of
si gned HTTP nessages MJST validate the signature and content of the
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WT before validating the HTTP nmessage sighature. They MJST ensure
that the message is not processed further before it has been fully
val i dat ed.

Either client or server MAY send an Accept-Signature header, but is
not required to do so. Wen this header is sent, it MJST include the
header conponents |isted above.

Following is a non-normative exanple of a signed request and a signed
response, where the caller is using the keys specified in Section 3.1
"The Workload Identity Token" of [I-D.ietf-w nse-s2s-protocol].

====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

GET /gi mre-ice-creanflavor=vanilla HITP/ 1.1

Host: exanpl e. com

Si gnature: w nse=: zyR2ZW Qe UEYWGT8q+j UsHyEi PhC4i i BJI Af wu6ot L+kXBYOWI \
ZEf GDnTI Q YmMQWU698111 | DWDCKA 2y WOn==:

Signature-Input: w nmse=("@ret hod" "@equest-target"” "workload-identi\
ty-token"); creat ed=1754558248; expi r es=1754558548; nonce="abcd1111";t a\
g="wi nse- wor kl oad-t o- wor kl oad”

Wor kl oad- 1 dentity-Token: eyJhbGci O JFZERTQSI sl nt pZCl 61 m zc3VI ci 1r ZXk\
i LCJ0eXAi O J3aWLzZS1pZCt qd3Q f Q eyJj bnyi Onsi andr | j p71 nFsZyl 61 kVkRFNB\
I'iwi Y3J2lj oi RAQYNTUxCSI sI nt pZCl 61 nN2Yy1hLW | eSl sI nt 0eSl 61 k9LUC! sl ngi \
G JEUEhDOFdKaTZ3WEt t N3BpRVAXRDRQAHBI TUdJMJcy OXVTMFI 5MiNmMQk5z1 n19LCJI \
eHAI G E3NTQLNTg1NDgs! m hdCl 6MI'c 1INDUL1CODI 000w aXNzl j oi aHROCHWBLY 9l eGFt \
cGxl Lm\vbS9pc3N1ZXI i LCIgdCki O J3aXQ MIc 1NDULCDI 00DQMV] QBNj AMMCI s| nN1\
Yi | 61 ndpbXN G 8vZXhhbXBsZS5j b20vc3Zj QSJ9. CAPARpl uzH34v4bhCt PovuOr Tsx\
cVbAVIOWSgFI bi KANvf EVNAURNQSRs 7ePf M JB2uqgX71Xj BFH433nDz JZBQ

Figure 1: Signed Request

Assum ng that the workl oad being called has the foll owi ng keypair:

{
"al g" . "EdJDSA",

"crv": "Ed25519",

"d": "JI NJxsZl _PCOOEkoRUQt Cr zDt Z5vhFN_6gW wght t Y",
"kid": "svc-b-key",

"kty": "OKP",

"x": "gz2aSJE- g9wlr bgJi Nps4Gh8l Pk50k50JUEbLDusayc"

Figure 2: Callee Private Key

A signed response woul d be:
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3.

1.

====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================
Response:

HTTP/ 1.1 404 Not Found
Connection: cl ose
Cont ent - Di gest: sha-256=: 47DEQpj 8HBSa+/ TI mMM5J CeuQeRknbNMpIJWZG3hSuFWU

Cont ent - Type: text/plain

Si gnature: w nse=: WA xzi uCG YRgCzet et DnaTS7Ka9y MMB+d AHVI PW3VK UH+c 8c4A\
5BKr CsPI DJ yny+7PgwXl 3y 3nmvdaD4ww7 \W)DA==

Si gnature-Input: w nse=("@tatus" "workload-identity-token" "content\
-type" "content-digest" "@method";req "@equest-target";req);created\
=1754558248; expi r es=1754558550; nonce="abcd2222"; t ag="w nse- wor kl oad-\
t o- wor kl oad"

Wor kl oad- 1 dentity-Token: eyJhbGci O JFZERTQSI sl nt pZCl 61 ml zc3VI ci 1r ZXk\
i LCJ0eXAi O J3aWLzZS1pZCt qd3Q f Q eyJj bnyi Onsi andr | j p71 nFsZyl 61 kVkRFNB\
I'iwi Y3J2lj oi RAQYNTUXCSI sI nt pZCl 61 nN2Yy1i LW | eSl sl nt 0eSl 61 k9LUC! sl ngi \
G Jnej JhUWOpFLW5dz Fy YmdKaUswe z RHY) hJUGs 1M3s 1bOpVRWIMRHVZYXI j | n19LCII\
eHAI G ESNTQLNTg1NTAs| m hdCl 6MIc INDULCODI 1MOwi aXNzl j oi aHROCHWBLY 91 eGFt \
cGxl Lm\vbS9pc3N1ZXI i LCIgdCki O J3axXQ MIc 1NDU1CDI 00DQMV YAMTAWMMCL s| nN1\
Yi | 61 ndpbXN G 8vZXhhbXBsZS5j b20vc3Zj Q J9. yJ4gGQLDBXOE9Xp5f | gj 6Ucpf 9\
LI _gHnhURZxqu6at T- 3hpbFTgw4r d- 6knM7- HCl ok4b6N2Vi ZaEDcz61 MCg

No i ce cream today.
Figure 3: Signed Response
Error Conditions

Errors may occur during the processing of the nessage signature or
WPT. If the signhature verification fails for any reason, such as an
invalid signature, an expired validity tinme w ndow, or a malfornmed
data structure, an error is returned. Typically, this will be in
response to an APl call, so an HITP status code such as 400 (Bad
Request) is appropriate. This response could include nore details as
per [ RFC9457], such as an indicator that the wong key material or

al gorithm was used. The use of HITP status code 401 is NOT
RECOMVENDED f or this purpose because it requires a WWVAut henticate
with acceptable http auth nechanisns in the error response and an
associ ated Authorization header in the subsequent request. The use
of these headers for the WT or WPT is not conpatible with this
speci fication.
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3.

4.

4.

2

1.

Coexi stence with JW Bearer Tokens

The WT and WPT define new HTTP headers. They can therefore be
presented along with existing headers used for JW bearer tokens.
This property allows for transition from mechani sns using identity

t okens based on bearer JWs to proof of possession based WTs. A
wor kl oad may inplement a policy that accepts both bearer tokens and
WTs during a transition period. This policy may be configurable
per-caller to allow the workload to reject bearer tokens fromcallers
that support WTs. Once a deploynent fully supports WTs, then the
use of bearer tokens for identity can be disabled through policy.

I mpl enent ati ons shoul d be careful when inplenenting such a transition
strategy, since the decision which token to prefer is nade when the
caller’s identity has still not been authenticated, and needs to be
revalidated followi ng the authentication step

The WT can al so coexist with tokens used to establish security
context, such as transaction tokens
[1-D.ietf-oauth-transaction-tokens]. |In this case a workload s

aut hori zation policy may take into account both the sending

workl oad’ s identity and the information in the context token. For
exanple, the identity in the WT may be used to establish which API
calls can be made and information in the context token may be used to
det ermi ne which specific resources can be accessed.

Security Considerations
Workl oad ldentity Token and Proof of Possession

The Workl oad Identity Token (WT) is bound to a secret cryptographic
key and is always presented with a proof of possession as described
in Section 3.1 "The Workl oad ldentity Token" of

[I-D.ietf-wi nmse-s2s-protocol]. The WT is a general purpose token
that can be presented in nultiple contexts. The WT and its PoP are
only used in the application-level options, and both are not used in
MILS. The WT MJST NOT be used as a bearer token. While this helps
reduce the sensitivity of the token it is still possible that a token
and its proof of possession may be captured and replayed within the
PoP’s lifetime. The following are some mitigations for the capture
and reuse of the proof of possession (PoP):

* Preventing Eavesdropping and Interception with TLS

An attacker observing or intercepting the comunication channel can
view the token and its proof of possession and attenpt to replay it
to gain an advantage. |In order to prevent this the token and proof
of possessi on MUST be sent over a secure, server authenticated TLS
connection unless a secure channel is provided by sone other
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mechani sms.  Host name validation according to Section 3.3.1 "Server
Nane Validation" of [I-D.ietf-w nmse-s2s-protocol] MJIST be perfornmed
by the client.

* Limting Proof of Possession Lifespan

The proof of possession MJST be tine limted. A PoP should only be
valid over the time necessary for it to be successfully used for the
purpose it is needed. This will typically be on the order of

m nutes. PoPs received outside their validity tine MJIST be rejected.

* Limting Proof of Possession Scope

In order to reduce the risk of theft and replay the PoP should have a
limted scope. For exanple, a PoP may be targeted for use with a
speci fic workl oad and even a specific transaction to reduce the

i mpact of a stolen PoP. In sone cases a workload may wi sh to reuse a
PoP for a period of time or have it accepted by multiple target
wor kl oads. A careful analysis is warranted to understand the inpacts
to the systemif a PoP is disclosed allowing it to be presented by an
attacker along with a captured WT.

* Replay Protection

A proof of possession includes the jti claimthat MJST uni quely
identify it, within the scope of a particular sender. This claim
SHOULD be used by the receiver to performbasic replay protection
agai nst tokens it has already seen. Depending upon the design of the
systemit may be difficult to synchronize the replay cache across al
token validators. |If an attacker can sonehow i nfluence the identity
of the validator (e.g. which cluster nmenber receives the nmessage)
then replay protection would not be effective.

* Binding to TLS Endpoi nt

The POP MAY be bound to a transport |ayer sender such as the client
identity of a TLS session or TLS channel binding paranmeters. The
mechani sms for binding are outside the scope of this specification.

4.2. Mddl e Boxes

In some deploynments the Workl oad Identity Token and proof of
possession may pass through nultiple systems. The comunication

bet ween the systens is over TLS, but the token and PoP are avail able
in the clear at each intermediary. Wile the internediary cannot
nmodi fy the token or the information within the PoP they can attenpt
to capture and replay the token or nodify the data not protected by
t he PoP.
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Mtigations listed in Section 4.3 "M ddl e Boxes" of

[I-D.ietf-w nmse-s2s-protocol] can be used to provide sone protection
frommddl e boxes. However we note that the DPoP-inspired solution
[1-D.ietf-schwenkschuster-s2s-jwt-pop] does not protect mmjor
portions of the request and response and therefore does not provide
protection froman actively malicious nmddl e box. Deploynments should
perform analysis on their situation to deternmine if it is appropriate
to trust and allow traffic to pass through a niddl e box.

4.3. Privacy Considerations

Privacy considerations for this specification are the sane as those
described in Section 4.4 "Privacy Considerations" of
[I-D.ietf-w nmse-s2s-protocol].

5. | ANA Consi derations
None
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