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Abst r act

HTTP request proxying behavi ors have | ong been part of the core HTTP
specification. However, the core request proxying functionality has
several inportant deficiencies in nodern HITP environments. This
specification defines an alternative proxy service configuration for
HTTP requests. The proxy service is identified by a URI Tenpl ate,
simlarly to "connect-tcp" and "connect-udp"
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I nt roduction
1. History

An HTTP forward proxy (or just "proxy" in the HITP standards) is an
HTTP service that acts on behalf of the client as an intermediary for
some or all HITP requests. HITP/1.0 defined the initial HITP
proxyi ng nmechanism the client formats its request target in
"absolute form' (i.e., with a full URI in the Request-Line) and
delivers it to the proxy, which reissues the request to the origin
specified in the URI ([ RFC1945], Section 5.1.2). In this
specification, we call this behavior a "classic HITP request proxy".

In HTTP/ 1.1, proxy requests are additionally required to carry a Host
header whose val ue matches the authority in the Request URI (not the
name of the proxy server). |In HITP/2 and HTTP/ 3, the destination
host is specified in the :authority pseudo-header field ([ RFC9113],
Section 8.3.1).

2. Probl ens

HTTP clients can be configured to use proxies by selecting a proxy
host, a port, and whether to use a security protocol. However,
requests to the proxy do not carry this configuration informtion
Instead, they only indicate the URI of the requested resource. This
prevents any HITP server fromhosting multiple distinct proxy
services, as the server cannot distinguish themby path (as with

di stinct resources) or by origin (as in "virtual hosting").
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The absence of an explicit origin for the proxy also rules out the
usual defenses agai nst server port msdirection attacks (see
Section 7.4 of [RFC9110]).

1.3. Overview

Thi s specification describes an alternative protocol for an HTTP
request proxy. Like CONNECT-TCP, CONNECT-UDP, and CONNECT-IP, the
proxy is identified by a URI Tenpl at e.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Requirements
3.1. Use of Tenpl ates

A tenpl ated HTTP request proxy is identified by a URI Tenpl ate
containing a variable naned "target _uri". To convert an HTTP request
into a proxied request, the client MJST substitute the request’s UR
into this variable, expand the tenplate, and use the result as the
new request URI.

HTTP headers and status codes are processed in the sane way as in
cl assic HTTP request proxies.

A templ ated HTTP request proxy is also suitable for use as an
olivious HITP relay, if it provides the required privacy guarantees.

3.2. Configuration

Clients that support both classic HTTP request proxies and tenplate-
driven proxies MAY accept both types via a single configuration

string. |If the configuration string can be parsed as a URI Tenpl ate
containing the "target _uri" variable, it is a tenplate-driven request
proxy. Qherwise, it is presuned to represent a classic HITP request

pr oxy.

Schwart z Expi res 8 January 2026 [ Page 3]



I nternet-Draft Tenpl at ed HTTP Request Proxies July 2025

Thi s specification defines a new Proxy-Status paraneter:

"use_tenpl ate" (see registration in Section 7), which conveys a
preferred URI Tenplate for the proxy. Upon receipt of this
paraneter, the client SHOULD update its configuration to use the new
tenplate for the renmainder of the session if possible, and retry the
request using the newtenplate if it also received a Proxy-Status
"error" paraneter.

If the client is configured with a classic HITP request proxy, and
the tenplate string is the special value "default", the client MJST
use the follow ng default proxy tenpl ate:

ht t ps: // $PROXY_HOST: $PROXY_PORT/ . wel | - known/ masque
[http/{target _uri}

Figure 1: Registered default tenplate

This allows a virtual -hosted proxy server to learn the proxy’s
host nanme, which is not present in the initial request.

4. Exampl es

Consider a proxy identified as "https://exanple.com
proxy{?target _uri}". Requests would then be transfornmed as foll ows:

Original request:

PATCH /resource HITP/ 1.1

Host: api.exanple

Cont ent - Type: application/exanpl e

Transformed request:

PATCH / proxy?target uri=htt ps¥8A¥RF¥2Fapi . exanpl e%@2Fresource HITP/ 1.1
Host: exanpl e. com

Cont ent - Type: application/exanpl e

Pr oxy- Aut hori zati on:

Not es on this exanpl e:

* The HTTP nmethod is not altered.

* The request-rel ated headers such as Content-Type are preserved,
but the Host header (or :authority in HTTP/2 and HTTP/3) is

al tered.

* Certain characters in the target URl are percent-encoded during
URI Tenpl at e expansi on.
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* The schene, which is inplicit in the original request, is explicit
in the transforned request. The schenme in this exanple is
"https", indicating that the client is asking the proxy to
establish a secure connection to the target.

* The client can add Proxy-* headers to conmunicate with the proxy.

A templ ated HTTP request proxy can be used as an Oblivious HTTP

Rel ay. For exanple, suppose the relay is identified as
"https://proxy.exanple.org/relay{?target _uri}", and the Oblivious
HTTP Gateway is "https://exanple.confgateway". The client would send
requests to the proxy as foll ows:

POST /relay?target _uri=https¥BAYRF¥2Fexanpl e. cont2Fgat eway HTTP/ 1.1
Host: proxy.exanple.org

Pr oxy- Aut hori zation: ..

Cont ent - Type: nessage/ ohttp-req

Figure 2: Use of an HTTP request proxy as an Oolivious rel ay

If a tenplated HTTP request proxy supports HITP/2 and Extended
CONNECT, it is even possible to reach a CONNECT- TCP transport proxy
through it:

CONNECT HTTP/ 2.0

rauthority = request-proxy. exanple

:schene = https

:path = /proxy?target uri=https¥BAYRFY2Ftransport-proxy. exanpl e%2Fpr oxy
%8Ft ar get _host ¥%8Ddest i nati on. exanpl e%26t ar get _port ¥%8D443

:protocol = connect-tcp

capsul e-protocol : ?1

Figure 3: Use of a TCP transport proxy through an HTTP request proxy

A proxy can use the "use_tenplate" proxy status error to reconfigure
existing clients:
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GET /mai n?target _uri=htt ps¥%8A%RF¥2Fexanpl e. com@2F HTTP/ 1.1
Host: proxy. exanpl e.org

Pr oxy- Aut hori zation: ..

Cont ent - Type: nessage/ ohttp-req

HTTP/ 1.1 200 K
Proxy- Status: proxy.exanple.org; \
use_tenpl ate="https://proxy. exanpl e. org/ beta{?target _uri}"; \
det ai | s="You have been assigned to the beta test group"
Cont ent - Type: nessage/ ohttp-res

Figure 4: Updating the configured tenplate with 'use_tenpl ate’

If the client’s proxy configuration string was "proxy-

f oo. exanpl e. org: 54321", the client will start by issuing a classic
HTTP proxy request, but the proxy can use the "use_ tenpl ate"
paraneter to informthe client that it should use tenpl ated requests
i nst ead:

GET https://exanple.com HITP/ 1.1
Pr oxy- Aut hori zati on:

Host: exanpl e. com

Accept: text/htm

HTTP/ 1.1 400 Bad Request

Proxy- St atus: proxy-no-tenpl ate.exanple.org; \
use_tenplate="default"; \
error="http_request_deni ed"; \
detail s="Proxy tenplate required"

GET . wel | -known/ masque/ htt p/ htt ps¥8AYRFY2Fexanpl e. conb2F HTTP/ 1. 1
Pr oxy- Aut hori zation: ...

Host: proxy-foo.exanpl e.org: 54321

Accept: text/htm

HTTP/ 1.1 200 XK

Cont ent - Type: text/htm
Cont ent - Lengt h:

Figure 5: Using 'use_tenplate’ to upgrade fromclassic to
tenpl at ed proxying
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5.

8.

8.

Security Considerations
None

Qper ational Considerations
Tenpl at ed HTTP proxi es can nake use of standard HTTP gat eways and
path-routing to ease inplementation and all ow use of shared
infrastructure. To be conpatible, a gateway nust forward Proxy-*
request headers to the origin.

I ANA Consi derations

| F APPROVED, | ANA is requested to add the following entry to the
"MASQUE URI Suffixes" registry:

[ bl el el
| Path Segnent | Description | Reference |
| http | HTTP Request Proxying | (This docunment) |
o e e - o e e e e o e e e oo +

Table 1

| F APPROVED, | ANA is requested to add the following entry to the
"HTTP Proxy Status Paraneters" registry:

*  Nane: use_tenplate

* Description: A URl Tenplate that should be used for requests to
this proxy server. The special value "default" indicates that the
client should use the default tenplate for the configured proxy
host name (which is not known to the proxy).

* Reference: (This docunent)
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