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Abst ract

Thi s docunment specifies the Ethical Craw er Agreenment Protocol (ECAP),
an application-layer protocol for managi ng consent and ethica
verification between web hosts and automated agents (craw ers, Al
scrapers). Unlike the voluntary robots.txt standard, ECAP utilizes
crypt ographi c signatures and a declarative policy handshake to ensure
verifiable, consent-based access to web resources.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on June 13, 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.
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1. Introduction

The proliferation of automated agents, particularly for Al training
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and data harvesting, has rendered traditional access contro
mechani sns |ike robots.txt insufficient. ECAP proposes a new
standard where access is negotiated via a cryptographi c handshake,
ensuring that agents explicitly declare their intent and hosts
explicitly grant consent.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Agent: The autonmated client initiating the request.
Host : The server hosting the resource.
Intent: The decl ared purpose of the data access (e.g., "research").

Prot ocol Overview

ECAP operates over HTTP/1.1 or HTTP/2. It introduces a set of

headers and a well-known policy file | ocated at

"/ .wel | -known/ ecap-policy".

The ECAP Handshake

The handshake consists of the follow ng steps:

1. The Agent requests "/.well-known/ecap-policy".

2. The Host returns the JSON policy containing allowed intents and
a public key.

3. The Agent sends a signed request to the protected resource using
ECAP headers.

4. The Host verifies the signature and intent against its policy.

5. The Host responds with "210 Accepted" or an appropriate error
code (e.g., "403E Ethical Denied").

Dat a For mats

HTTP Headers

Thi s docunent defines the follow ng HTTP headers:

ECAP- Agent-1D: A unique identifier for the crawmer (e.g., enmail).

ECAP- | nt ent : The purpose of the crawl (e.g., "indexing").

ECAP- Si gnat ure: Ed25519 signature of the request netadata.

ECAP- Ti mestanp: 1SO 8601 tinmestanp to prevent replay attacks
Policy File

The policy file MJUST be a JSON docunent containing version, allowed
intents, and cryptographic material

Security Considerations
| npl enent ati ons MUST use secure signature algorithns (Ed25519 reconmmended).
Hosts MJST validate tinestanps to prevent replay attacks (max skew
+/ - 60 seconds).

| ANA Consi der ati ons

Thi s docunent requests the registration of the HITP headers listed
in Section 5.1 in the "Permanent Message Header Field Nanmes" registry.
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