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Abst r act
Thi s docunent redesignates 240/ 4, the region of the | Pv4 address
space historically known as "Experinental," "Future Use," or "d ass
E' address space, so that this space is no |longer reserved. It asks

i npl ementers to nake addresses in this range fully usable for unicast
use on the Internet.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 25 Decenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Wth ever-increasing pressure to conserve | P address space on the
Internet, it nakes sense to consider where relatively mnor changes
can be made to fielded practice to inprove nunbering efficiency. One
such change, proposed by this docunment, is to redefine the
"Experinmental " or "Future Use" 240/ 4 region (historically known as
"Class E' addresses) as ordinary unicast addresses. These 268
mllion | Pv4 addresses are already usable for unicast traffic in many
popul ar inplementations today. Standardization as unicast addresses
will eventually allowthemto be |later deployed by Internet

st ewar dshi p organi zations to relieve address space scarcity.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Background
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2.1. History of IPv4 Address Types

When the Internet Protocol was being designed, it was uncl ear whether
it would be a success, or which of its features m ght be the key
features that led to success. The bulk of its address space was

dedi cated to ordinary "host addresses". Qher blocks and corners of
the address space were reserved, either for particular protoco
functions such as | oopback, LAN broadcasting, or host bootstrapping,
or for future definition. A major allocation of 268 mllion
addresses was |ater made for multicasting [ RFC0988], while |eaving
another 268 nmillion reserved for "future use". After the invention
of broadcast and nulticast, the original ordinary host addresses were
| ater described as unicast addresses, which is now the usua
term nol ogy.

Wth decades of hindsight, we can now see that unicast has been the
success story of the Internet. Trillions of unicast packets now nove
around the world daily. By contrast, the non-unicast addresses are
sel dom used. The use of routabl e broadcast packets in denial of
service attacks has now limted broadcast packets to |ocal -area

net wor ks [ RFC2644], and to critical but highly-specialized protoco
functions such as DHCP [ RFC2131], routing updates [ RFC1256], or

nei ghbor di scovery.

W de-area multicast packets had a brief research heyday, but never
reached critical mass. Today, the overwhelm ng majority of multiply-
replicated nmedia streams (such as popul ar songs and vi deos,

tel evision prograns, conference calls, and video neetings) are
carried in unicast packets nediated by application-level replication
rat her than | P-protocol-level nulticasting or broadcasting.

The Internet becane a rapid worl dw de success. Partly due to the
reduction in experinmentation that acconpani ed that success, little
effort has been paid to | ooking back at the historical allocations of
reserved addresses. The success of unicast traffic has led to a huge
demand for unicast addresses. By contrast, there is far nore supply
of reserved, ignored, |oopback, and multicast addresses than any
foreseeable I1Pv4 Internet will demand. Myst of these historica
accidents were not carried forward into the I Pv6 protocol [RFC4291].
We propose sinple, conpatible changes to existing |Pv4

i npl ementations that will increase the supply of unicast addresses by
redesi gnati ng addresses that today are al nbst conpletely unused on
the Internet. The best and easiest "future use" of many of today’s
fornmerly reserved | Pv4 addresses is as ordinary uni cast addresses.
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2.2. Reserved |Pv4 Addresses in the RFC Series

The Assigned Numbers RFC series reserved various |P addresses or

assi gned them special neanings, starting in 1977 and conti nui ng
through the early 1990s. The detail ed behavioral requirenents for

| Pv4 i npl enent ati ons based on these designations are set out in
Cctober 1989's RFC 1122 [RFC1122]. As other special cases continued
to be introduced on occasion, RFC 3232 [ RFC3232] announced that | ANA
woul d track such information in an online database; the present-day
version of this nechanismis the | Pv4 Speci al - Pur pose Address

Regi stry [I ANA4], as provided for by RFC 6890 [ RFC6890]. A wide
range of host and network software follows these designations by
treating these Internet addresses specially.

Thi s docunent is concerned with the | argest special case in RFC 1122:
the designation of an entire /4 block for Future Use. In retrospect,
the flexibility offered by keepi ng these addresses unused was
insightful for its time, but since they ended up never bei ng needed
for any special purposes, they have becone the | east productive
portion of the Internet address space.

The | argest block of original addresses reserved for future use in
1983 was called "Cass D' in RFC 870 [ RFC0870], and contai ned what
woul d now be called 224/3. This contained about 536 nmillion
addresses, about 12.5%of the total avail able address space. By
1986, RFC 988 [RFC0988] split the former Class Din half, designating
a multicast Cl ass D block, now called 224/4, and a future-use Cl ass E
bl ock, now called 240/4. Followi ng the 1993 inplenentation of CIDR

[ RFC1519] and its 2006 clarification [ RFC4632], we no | onger speak of
any | Pv4 address as having an "address class," but the reservations
of these specific addresses that were nade by RFC 1122, were

unaf fected by the CIDR change in terninology and routing technol ogy.

2.3. Attenpts to Use the "Future Use" Addresses

Through the 1980s, there were nany reasons to suppose that new forns
of Internet addressing could energe, so reserving a substantia
nunber of addresses for them was prudent.

One likely candidate for sonme tinme was protocol translation nethods
between | P and other protocols using special surrogate |P addresses.
This possibility was particularly significant during the time frane
when | P coexi sted wi dely on heterogeneous networks wth other
protocols. Special nunber ranges could have been used to facilitate
interoperability, protocol translation, or encapsul ation between IP
and non-|P protocols.
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Thi s prospect received new salience with the adoption of |Pv6, where
some depl oyed or proposed transition mechani sms use speci al - pur pose
| Pv4 addresses with a distinctive neaning in the context of |Pv6
transition, such as NAT64 [ RFC7050] and the deprecated 6to4

[ RFC3068]. While IPv6 transition nechani sns could conceivably have
used portions of 240/4, they ended up instead using very snall
anounts of special address space fromthe | ETF Protocol Assignnments
bl ock 192.0.0.0/24 or el sewhere within the unicast space.

Anot her form of addressing that was novel in 1989 is anycast
addressing, in which the sane address is used to identify servers at
physically distinct |ocations and connected to the Internet at
different points. It would have been possible to designate a new
"cl ass" of addresses for anycast operations. RFC 1546 [RFC1546],
which first defined anycast, concluded that this would be a possible
and even desirabl e approach:

| There appear to be a nunber of ways to support anycast addresses,
| sone of which use small pieces of the existing address space,

| others of which require that a special class of |P addresses be

| assigned. [...] In the balance it seens wi ser to use a separate
| class of addresses.

But anycast services turned out to work fine in nost respects by

usi ng exi sting unicast routing protocols, existing unicast datagram
delivery protocols, and ordinary unicast addresses. They are now
wi dely used for specific applications [RFC7094] such as the
Internet’s root nameservers

2.4. Recent Use as Ordinary Unicast Addresses

Overall, 30 years of experience have denonstrated that no new

addr essi ng mechanismrequires the use of 240/4; nor is any likely to
require it in the future, particularly in light of the IPv6
transition. Oher explicit reservations such as the | ETF Protoco
Assignments block at 192.0.0.0/24 have been sufficient. While it was
reasonabl e to plan for an unknown future, the reserved bl ock at 240/4
did not ultimately aid Internet innovation or functionality. The
future has arrived, and it wants | Pv4 unicast addresses far nore than
it wants permanently unusabl e | Pv4 addresses.

The idea of making 240/ 4 addresses avail able for unicast addressing
is not new It was suggested by Lear on the influential TCP-IP
mailing list in 1988 [Lear]. It was formally proposed to | ETF nore
than a decade ago, both by Fuller, Lear, and Mayer [FLM, and by

W son, M chaelson, and Huston [WWMH]. \While the idea of unicast use
of 240/ 4 was nerely being considered at | ETF, the "runni ng code"
required was sinple enough and conpati bl e enough that this behavior
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change was inplemented at that tine in several operating systens.
Then, when the protocol change was ultimately not standardized, those
i mpl ement ati ons remai ned, but were largely forgotten. (They are
sunmari zed in the "Inplenentation Status" section of this docunent.)

The uni cast support created in about 2008 in those inplenentations is
now running in mllions of nodes on the Internet, and has not caused
any problenms over the past decade. As a result, the 240/ 4 space has
been attracting "wildcat" use in private networks; see [VPC].

Al t hough software support for unicast use of 240/4 is wi despread, it
is not yet universal. The present docunment noves this process
further along by confirnming the consensus that unicast is the
preferred use for 240/4, documenting the exact behavi or changes
required for maxi muminteroperability, and calling on all vendors and
i npl ementers to adopt this behavior. Doing so will prepare for a
future in which use of these addresses is anticipated and
unsurprising, so that their allocation can be considered.

I mpl enent ati ons generally treat public and private addresses
identically, with the differences occurring only in how routes,
firewalls, and DNS servers are configured. The earlier draft [WH]
suggest ed designating the unreserved 240/ 4 range as [ RFC1918]-style
private address space. Like the [FLM draft, this docunent does not
attenpt to decide or designate whether future allocations fromthis
address range will be public or private addresses. Both options
require that both hosts and routers be able to use these addresses,
so the next section fully defines both host and router behavior

3. Change in Status of 240/4

The purpose of this docunment is to nake addresses in the range 240/ 4
avail abl e for active unicast use on the public Internet. This

i ncl udes supporting them for nunbering and addressi ng networks and
hosts, |ike any other unicast address.

Host and router software SHOULD treat addresses in the 240/4 range in
the sane way that they would treat other unicast |Pv4 addresses.

Sof tware SHOULD be capabl e of accepting datagranms from and
generating datagrans to, addresses within this range.

Clients for autoconfiguration mechani sms such as DHCP [ RFC2131]
SHOULD accept a | ease or assignnent of an address within 240/4
whenever the underlying operating systemis capable of accepting it.

O her interoperability details related to address-based filtering are
di scussed in a separate section, bel ow
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3.1. Continued Special Treatment for 255.255.255.255/32

The address 255.255. 255. 255/ 32 was given a special neaning as a |loca
segnent limted broadcast address by numerous prior |nternet
standards, starting with RFC 919 [ RFC0919] and conti nui ng
consistently up to the present day. For exanple, 255.255.255.255 is
used as a network-|ayer destination address in BOOTP [ RFC0951] and
DHCP [ RFC2131] for address autoconfiguration broadcasts by hosts that
don’t yet know anything about the networks to which they are
connected. Wil e some newer autoconfiguration or autodi scovery
protocol s use ot her addresses, the use of 255.255.255. 255 renmi ns

wi despr ead.

The speci al neani ng of 255.255. 255. 255 was never restricted or
affected by the reservation of 240/4. Accordingly, the existing

di stinctive meani ng of 255.255.255.255 is unchanged by this docunent.
Thi s single address MJST NOT be assigned to an individual host, or
interpreted as the address of an individual host, even if it would

ot herw se be part of an allocated or announced network bl ock

4. Conpatibility and Interoperability

Merely inplenmenting unicast treatnment of addresses in 240/4 in
routers and operating systems, as this docunent proposes, does not
cause any conpatibility nor interoperability issues. Hundreds of
mllions of IPv4 nodes currently contain this unicast treatnent, and
all are interoperating successfully with each other and wi th non-
updat ed nodes.

Conpatibility and interoperability issues only arise if and when an
address from 240/ 4 is assigned to an interface on a node, and then
| Pv4 packets are exchanged whi ch use such an address as a source or
destination address. This document does not recomrend doi ng these
things, except for testing purposes.

O der Internet standards counseled inplenentations in varying ways to
reject packets from and not to generate packets to, addresses within
240/ 4.

RFC 1122 [RFC1122], section 3.2.1.3, states that a "host MJST
silently discard an incom ng datagram containing an | P source address
that is invalid by the rules of this section.” The sane section
states that C ass E addresses are "reserved" (which might be taken,
in context, to inply that they are "invalid"); the section further
treats Class A, B, and C as the only possibly rel evant address ranges
for unicast addressing.
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RFC1812 [ RFC1812], section 5.3.7, states that a "router SHOULD NOT
forward" a packet with such a destination address. (If section
4.2.2.11's reference to these addresses as "reserved” is taken to
inply that they are "special," section 5.3.7 would also inply that a
"router SHOULD NOT forward" a packet with such a source address.)

RFC 3704 [ RFC3704] (BCP 84) cites RFC 2827 [ RFC2827] (BCP 38) in
asking providers to filter based on source address:

| RFC 2827 recomends that |SPs police their custonmers’ traffic by

| dropping traffic entering their networks that is comng froma

| source address not legitimtely in use by the custoner network.

| The filtering includes but is in no way linmted to the traffic

| whose source address is a so-called "Martian Address" - an address
| that is reserved, including any address within 0.0.0.0/8,

| 10.0.0.0/8, 127.0.0.0/8, 172.16.0.0/12, 192.168.0.0/ 16,

| 224.0.0.0/4, or 240.0.0.0/4.

In this context, RFC 3704 specifies filtering of these addresses as
source (not destination) addresses at a network ingress point as a
count er measur e agai nst forged source addresses, limting forwarded
packets’ source addresses to only the set which have been actually
assigned to the custonmer’s network. The RFC s nention of these
"Martian Addresses" is based on the assunption that they coul d never
be legitimately in use by the custoner network.

Because the 240/ 4 address space is no |longer reserved as a whole, an
address within this space is no |longer inherently a "Martian"
address. Both hosts and routers MJST NOT hard-code a policy of

al ways rejecting such addresses. Hosts and routers SHOULD NOT be
configured to apply Martian address filtering to any packet solely on
the basis of its reference to a source (or destination) address in
240/ 4. Maintainers of lists of "Martian addresses” MJST NOT

desi gnate addresses fromthis range as "Martian". As noted

el sewhere, the address 255.255.255.255 retains its special neaning,
but is also not a "Martian" address.

The filtering recommended by RFC 3704 is designed for border routers,
not for hosts. To the extent that an ISP had all ocated an address
range fromwi thin 240/4 to its custoner, RFC 3704 woul d al ready not
require packets with those source addresses to be filtered out by the
| SP's border router.

Si nce depl oyed i npl enentations’ wllingness to accept 240/ 4 addresses
as valid unicast addresses varies, a host to which an address from
this range has been assigned may al so have a varying ability to
communi cate with other hosts.
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Such a host m ght be inaccessible by sonme devices either on its |loca
networ k segment or el sewhere on the Internet, due to a conbination of
host software linmtations or reachability limtations in the network.
I Pv4 unicast interoperability with 240/ 4 can be expected to inprove
over time followi ng the publication of this docunent. Before or
after allocations are eventually nmade within this range,

"debogoni zation" efforts for allocated ranges can inprove
reachability to the whole address block. Simlar efforts have

al ready been done by Cloudflare on 1.1.1.1 [Coudflare], and by R PE
Labs on 1/8 [RI PEl abs18], 2al0::/12 [ RI PEl abs2al1012], and 128.0/16

[ R PEl abs128016]. The Internet conmunity can use network probing
with any of several neasurenent-oriented platforns to investigate how
usabl e these addresses are at any particular point in tinme, as well
as to localize mediumto-Ilarge-scale routing problens. (Exanples are
described in [Huston], [NLNOGRi ng], and [Atlas].) Any network
operator to whom such addresses are nade avail able by a future
allocation will have to exanmine the situation in detail to determ ne
how well its interoperability requirenments will be net.

5. | ANA Consi der ati ons

This menp unreserves the address block 240/4. It therefore requests
| ANA to update the | ANA Speci al - Pur pose Address Registry by renoving
the entry for 240/ 4, whose existing authority is RFC 1122, Section 4.
Additionally, it requests | ANA to update the | ANA | Pv4 Address Space
Regi stry by changing the status of each /8 entry from 240/ 8 through
255/8 from " Future Use, 1981-09, RESERVED' to "Unal |l ocated, [Date of
this RFC], UNALLOCATED'. Finally, IANA is requested to prepare for
this address space to be addressed in the reverse DNS space in in-
addr . ar pa.

This menmo does not effect a registration, transfer, allocation, or
aut hori zation for use of these addresses by any specific entity.

This nmenp’s scope is to require | Pv4 software inplenentations to
support the ordinary uni cast use of addresses in the newy
unal | ocat ed range 240.0.0.0 through 255.255. 255. 254, During a
significant transition period, it would only be prudent for the

gl obal Internet to use those addresses for experimental purposes such
as debogoni zation and testing. After that transition period, a
responsible entity such as | ETF or I ANA could | ater consider whether,
how and when to allocate those addresses to entities or to other
protocol functions such as private addresses.
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6

Security Considerations

The change specified by this document could create a period of

anbi guity about historical and future interpretations of the neaning
of host and network addresses in 240/4. Some networks and hosts
currently discard all |1Pv4 packets bearing these addresses, pursuant
to statenents in prior standards that packets containing these
addresses have no agreed-upon neaning. Such inplenmentations have
protected thensel ves from possi ble inconpati ble future packet formats
that m ght have eventual |y used these addresses.

Di sparate filtering processes and rules, both at present, and in
response to the adoption of this document, could nake it easier for
rogue network operators to hijack or spoof portions of this address
space in order to send malicious traffic.

Live traffic, accepted and processed by other devices, may
legitimately originate fromthese addresses in the future. Network
operators, firewalls, and intrusion-detection systens may need to
take account of this change in various regards, to avoid permtting
either nmore or less traffic fromsuch addresses than they expected.

Aut omat ed systens generating reports, and human bei ngs readi ng those
reports, SHOULD NOT assune that the use of a 240/4 source address

i ndi cates spoofing, an attack, or a new inconpatible packet fornmat.
At the same tinme, they SHOULD NOT assume that the use of 240/4 is

i mpossible or will be precluded by other systens’ behavior

An inportant concern about the [FLM and [WWH] drafts was that

di screpant behavi or between systens could create security probl ens,
as when a mniddl ebox fails to detect or report an attack or policy
viol ati on because it believes that an address involved cannot be used
or cannot be relevant. Simlarly, a logging systemcould fail to |og
traffic related to 240/ 4 addresses because it incorporates an
assunption that no such traffic can ever occur. Such di screpancies
between nmultiple systens’ views of comunication senmantics are a
comon security antipattern. (Conpare [Sherr], exploiting

di screpanci es in tel ephony equi pnent’s recognition and interpretation
of DTMF signals.) Any change to the neaning or status of a group of
addresses can introduce such a di screpancy.

In this case, because 240/4 is already comonly supported by severa
wi del y-used inplenentations, and is already used for private network
communi cati ons, such discrepancies are already a reality. |If routers
follow this docunent’s request to cease filtering this address range,
they will increase the variety of contexts in which inplenentations
may receive ordinary unicast packets containing these addresses.
(Such packets are still unlikely to arrive fromdistant hosts unti
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sone of these addresses are eventually allocated for experinental or
production use, and until the global routing table receives
announcenents for subnets in this range.)

The adoption of this docunment will converge on an explicitly shared
under st andi ng that inplementations should prepare for this
possibility. Since unofficial private use of 240/4 addresses is a
reality today, while any public allocations fromthis range are stil
di stant and contingent on further study, inplementers are receiving
consi derabl e advance notice of this issue.

6.1. Existing Unofficial Uses of 240/4

Sone organi zations are using portions of 240/4 internally as RFC
1918-type private-use address space, for exanple for interna

conmmuni cations within datacenters. RIPE s ATLAS project
experinentally detected the use of this address space in severa
large institutions [RIPE240] in 2022. Amazon subsequently described
[Dale] its internal use of 240/4 at the NANOGB8 conference in 2023.
As an Amazon engi neer expl ai ned:

| [A]llong the way, we actually ran out of RFC 1918, 3330, every

| piece of address space out there, so we did sonething that sone

| people have noticed. [...] Sonme of those hops have class E

| addresses. Yeah, we did do that. W started nunbering things out
| of Cass E. Now that was very kind of deliberate in terns of

| doing that. W had no address space left.

Googl e has infornmally advised hosting custoners [VPC] for severa
years that they may use this address space this way, and in Septenber
2024 made that advice nore explicit [CGKE], saying that customers

| can use [240/4] for private use within Google O oud VPCs, for both
| Compute Engine instances or Kubernetes pods/services in KE. [...]
| [These] addresses offer a significantly |larger pool of IP

| addresses conpared to traditional RFC 1918 private addresses [...]

and providing technical details about how to do so, including sone
i nformati on about vendor support. The sane docunment notes that
Googl e cl oud custonmer Snap Inc.’s use of 240/ 4 addresses

| mitigated I P exhaustion and provided Snap with rmultiple years of
| 1P address scal e needed to support future growh and reduce

| operational overhead. In addition, this approach also aligned

| with SnapZ/H long-termstrategy for migrating to |Pve.
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A Shap engi neering nanager is quoted as saying that these address
resources "doubled [Snap’s] I P capacity [...] and elim nated address
exhausti on and subnet nanagement issues”

These organi zati ons’ use of 240/ 4 address space provides further
denmonstration that this address space can actually be used in
practice by many devices and operating systens today, but it also
represents a failure to coordinate this use with the global Internet
community. That failure may be harnful in the future. For instance,
Googl e predicts [GKE] that "adoption [of 240/4 addressing] is
expected to grow as the need for nore | P addresses increases"”, but
now encourages custoners to use themprivately for internal data
center conmuni cation wi thout coordination, and confirns that |arge
custonmers are already doing so as of 2024. Coordination could make
it nore likely that sone or all of this address space can be used for
i nterdomai n or global communications in the future without

r enunberi ng.

Future allocations of 240/4 could result in use of this space on the
public Internet in ways that overlap these unofficial private-use
addresses, creating anbiguity about whether a particul ar host

i ntended to use such an address to refer to a private or public
networ k. Anong ot her uni ntended outcones, hosts or firewalls that
have extended greater trust to other hosts based on their use of a
certain unofficial network nunber (that was considered to inply
presence on a LAN or within an organi zation) may eventually receive
legitimate traffic froman external network to which this address
space has been allocated. On the other hand, unofficial private use
may reduce the ability of networks to successfully comunicate with
each other in the future if the global Internet community publicly
al | ocat es address bl ocks from240/4 in the future.

Operators of networks that are making unofficial uses of portions of
240/ 4 may wish to plan to discontinue these uses and renunber their
internal networks, or to request that | ANA formally designate certain
ranges as additional Private-Use areas.
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Appendi x A. I nplenentation Status

The 1 Pv4 protocol update proposed by this document has al ready been
inmplemented in a variety of wi dely-used software platforns. |n nmany
cases, inplenmenters were persuaded of the value of the suggestions
contained in [FLM and [WH].

Al'l known TCP/IP inplementations either interoperate properly with
packets with sources or destinations in the 240/4 range, or ignore
these packets entirely, except FreeBSD and Net BSD, whi ch have support
for 240/ 4 for sone purposes while blocking it for others.

A 1. Operating systens

240/ 4 has been supported for transmtting and receiving ordinary

uni cast packets in Linux kernels since |inux-2.6.25 was released in
January 2008. Creating interfaces in the 240/4 range al so worked
fine using the iproute2 api (as used by the "ip" command) in that

rel ease. A kernel patch that allows properly configuring interfaces
in the 240/ 4 range using the busybox ifconfig command was rel eased in
l'i nux-4.20 and |inux-5.0 in Decenber 2018.

240/ 4 as unicast was released in Fedora 9 in May 2008, and in Ubuntu
8.10 in Cctober 2008.

240/ 4 has been supported as ordinary unicast in the Android nobile
operating system since Android 1.5 Cupcake (April 2009, using |inux-
2.6.27).

240/ 4 has been supported as ordinary unicast in the QuenWRT router CS
si nce OpenVRT 8.09 (Septenmber 2008, using linux-2.6.26). A Decenber
2018 kernel patch that allows properly configuring interfaces in the
240/ 4 range using the ifconfig conmand was nerged into OpenWRT 19. 01,
along with two other patches to netifd and bcp38 that inprove support
for 240/ 4.

240/ 4 has been supported as ordinary unicast in Apple' s macOS
(fornmerly OS X) operating systemand i OS nobil e operating system
si nce about 2008.

240/ 4 has been supported as ordinary unicast in Sun's Solaris
operating system si nce about 2008.
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240/ 4 traffic has been partly supported in OpenBSD for many years and
is substantially fully supported since QpenBSD 7.2 (rel eased Cctober
20, 2022).

240/ 4 traffic is partly supported for local interface assignnment in
the FreeBSD operating system However, |CMP and packet forwarding
are not supported by default. Full support for 240/4 addresses is
di sabl ed by default, but can be enabl ed by "sysctl
net.inet.ip.allownet240=1". This option is included in FreeBSD
14.0, released in Novenber 2023, and was avail able in devel opnent
versions since July 13, 2022.

We have prepared a patch which enables 240/ 4 support this on Net BSD
It has not been nerged as of Decenber 2023.

240/ 4 traffic is blocked by default in all versions of the M crosoft
W ndows operating system Wndows will not assign an interface
address in this range, if one is offered by DHCP

A 2. Routers and Swi tches

Unl ess ot herwi se noted, support in this section reflects interface
assi gnnent and packet-forwardi ng support, not BGP support, which may
i nvol ve separate bogon | ogic.

240/ 4 has been tested to interoperate as ordinary unicast in 2019 in
a Cisco router using 1S rel ease-XR 6.5.2.281, which was al so

rel eased in 2019. dder and newer releases are also likely to work.
Cisco al so has two other router OS variants which have not been

t est ed.

240/ 4 traffic is blocked by default in Juniper’s router operating
system but can be enabled with a sinple configuration swtch,
starting fromthe JUNCS 9.6 rel ease in June 2010. See page 50 of

[ JUNOCS-rel ease-notes-9.6]. It notes, "The JUNOS Software now al |l ows
Class E addresses to be configured on interfaces. To allow Cass E
addresses to be configured on interfaces, renove the Cass E prefix
fromthe list of martian addresses by including the [edit routing-
options martians 240/ 4 orlonger allow] configuration statenent.” See
al so chapter 5, "Martian Addresses" on page 129 through 136 of the
2022 docunentation [JUNCS-routing-properties]. It includes a

conpl etely worked exanple on "Renoving the Class E Prefix on Martian
Addr esses".
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Arista switches running ECS 4.25. 2F (from February 2021), and |ater
rel eases, include the command "i pv4 routabl e 240.0.0.0/4" which
enabl es the use of 240/4 addresses on interfaces and in packet
routing. The default is to disable this ability.

[ Ari st a-user - nanual ]

The Bel kin AX3200 router (with firmvare 1.0.01 build 101415 Cct 14,
2020) cannot use addresses from 240/4 locally, but is happy to route
packets to such addresses el sewhere in the Internet.

A 2024 presentation by Ben Cartwight-Cox [Cox] reported on his
experinments on support for 240/4 in several router environnents
(including BGP). According to Cartwight-Cox, RouterOS 7.7 and |1 COS
XR fully support 240/4. Arista(v)ECS 4.29.0.2F allows opting in to
240/ 4 support and is believed to work when this is enabl ed, although
it could not be fully tested in Cartwight-Cox’s virtualized
environment. JunCsS 22. X simlarly allows opting in to 240/ 4 support,
and can properly use and route addresses in this range statically and
dynanically, although its built-in DHCP server is not willing to
assign themto other devices on a locally attached network. Finally,
EXCS 31.1.1.6-1, 10s XE, Nokia SR-OS, and Huawei VRP generally did
not support using or routing 240/4, while the latter three exhibited
an apparent bug in which they woul d ostensi bly accept dynam c routes
within 240/ 4 but not actually apply these into the RIB or FIB

Huawei VRP 5. 160 (rel eased 2014) does not allow addresses fromthe
240/ 4 range to be manually applied to a router interface.

A. 3. DHCP i npl enent ati ons

Support for 240/ 4 addressing may be typical of many DHCP

i mpl ement ati ons (because the 240/ 4 address assi gnnent special case
has often been handled at the kernel level). |If the underlying
operating system supports 240/ 4 assignnent to an interface, the fina
official |1SC DHCP rel ease (4.4.3) supports 240/ 4 allocation as both
client and server, as do Busybox DHCP udhcpc/udhcpd (rel ease 1.1.15),
and |1 SC Kea (which currently includes only a DHCP server

i mpl ement ati on).

A.4. Oher inplenentations
Routing of subnets in the 240/4 range is fully supported by the Babe
routing protocol and by its main inplenentation, as of 2020 (or

earlier).

Routing of subnets in the 240/4 range is supported by the Gobgp
routing daenon, as of release 3.0.0 in 2022-03 (or earlier).
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Routing of subnets in the 240/4 range is supported by the BIRD
routi ng daenon, as of release 2.0.10 in 2022-06.

A.5. Internet of Things

Popul ar enbedded | nternet-of-Things environments such as Rl OT and
FreeRTCS al ready support 240/ 4 as unicast.
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