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Abst ract

Thi s docunent redefines the I Pv4d | ocal |oopback network as consisting
only of the 65,536 addresses 127.0.0.0 to 127.0. 255. 255
(127.0.0.0/16). It asks inmplenenters to nake addresses in the prior

| oopback range 127.1.0.0 to 127.255.255.255 fully usable for unicast
use on the Internet.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 25 Decenber 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Wth ever-increasing pressure to conserve | P address space on the
Internet, it nakes sense to consider where relatively mnor changes
can be made to fielded practice to inprove nunbering efficiency. One
such change, proposed by this docunent, is to allow the unicast use
of nore than 16 million addresses historically allocated for | oopback
in the mddle of the | Pv4 address space.

Thi s docunent provides history and rationale to reduce the size of
the 1 Pv4 | ocal |oopback network ("localnet”) from/8 to /16, freeing
up over 16 million | Pv4 addresses for other possible uses.

When all of 127.0.0.0/8 was all ocated for |oopback addressing, |Pv4d
addresses were not yet recogni zed as scarce. Today, there is no

justification for allocating 1/256 of all |1Pv4 addresses for this
pur pose, when only one of these addresses is comonly used and only a
handful are regularly used at all. Reallocating the majority of

these addresses provides a | arge nunber of additional |Pv4 host
addresses for possible use, alleviating sonme of the pressure of |Pv4
addr ess exhausti on.

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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Backgr ound

The 1 Pv4 network 127/8 was first reserved for a then-unspecified

pur pose by Jon Postel in 1981 [ RFC0O776]. Postel’s policy was to
reserve the first and | ast network of each class, and it does not
appear that he had a specific plan for how to use 127/8. Apparently,
the first operating systenms to support a | oopback interface as we
understand it today were experinmental Berkeley Unix rel eases by Bil
Joy and Sam Leffler at the University of California at Berkeley. The
choice of 127.0.0.1 as | oopback address was nmade in 1983 by Joy and
Leffler in the code base that was eventually rel eased as 4. 2BSD.
Their earliest experinmental code bases used 254.0.0.0 and 127.0.0.0
as | oopback addresses. Three years later, Postel and Joyce Reynol ds
docunent ed the | oopback function in Novenber 1986 [ RFC0990], and it
was codified as a requirement for all Internet hosts three years
after that, in [RFCL1122]. The substantive interpretation of these
addresses has remai ned unchanged since RFC 990 indicated that the

| network nunber 127 is assigned the "l oopback"” function, that is, a
| datagram sent by a higher level protocol to a network 127 address
| should | oop back inside the host. No datagram "sent" to a network
| 127 address shoul d ever appear on any network anywhere.

Many deci sions about |Pv4 addressi ng contenporaneous with this one
underscore the lack of concern about address scarcity. It was conmon
in the early 1980s to allocate an entire /8 to an individua

uni versity, conpany, government agency, or even to a research

proj ect.

By contrast, |Pv6, despite its vastly larger pool of avail able
address space, allocates only a single |ocal |oopback address (::1)

[ RFC4291]. This appears to be an architectural vote of confidence in
the idea that Internet protocols do not require mllions of distinct

| oopback addresses.

Most applications use only the single | oopback address 127.0.0.1
("local host") for |IPv4 | oopback purposes, although there are
exceptions. For exanple, the systend-resol ved service on Linux
provides a stub DNS resolver at 127.0.0.53. As described in the

"I nmpl enent ati on Status" section bel ow, some operating systens
currently treat all 127.0.0.0/8 as distinct |oopback addresses by
default, while others assign this function only to 127.0.0.1 and nmake
all other such addresses unusabl e.

In theory, having nultiple |ocal |oopback addresses m ght be usefu
for increasing the nunber of distinct |IPv4d sockets that can be used
for inter-process comunication within a host, though we aren’t aware
of any applications that take advantage of this possibility on a
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| arge scale. The local |oopback /16 network retained by this
docunent will still permt billions of distinct concurrent | oopback
TCP connections within a single host, even if both the |IP address and
port nunber of one endpoint of each connection are fixed.

3. Change in Status of Addresses Wthin 127/8

The purpose of this docunment is to reduce the size of the special-
case allocation of 127/8, so that only 127.0/16 is allocated as the
| ocal | oopback network

O her | Pv4 addresses whose first octet is 127 (that is, the addresses
127.1.0.0 to 127.255. 255. 255) are no longer allocated and are now
avail abl e for general Internet unicast use, treated identically to
other I Pv4 addresses, and subject to potential future allocation

Al'l host and router software SHOULD treat 127.1.0.0 to
127. 255. 255. 255 as a gl obal uni cast address range.

Clients for autoconfigurati on nechani sns such as DHCP [ RFC2131]
SHOULD accept a | ease or assignment of addresses within 127.1/16 to
127. 255/ 16 whenever the underlying operating systemis capabl e of
accepting it. Servers for these mechani snms SHOULD assign this
address when so configured.

4. Conpatibility and Interoperability

Many depl oyed systens follow ol der Internet standards in rejecting
external ly-originating packets from addresses in 127/8, and in not

generating packets addressed to then). RFC 3704 [RFC3704] (BCP 84)
cites RFC 2827 [RFC2827] (BCP 38) to this effect:

| RFC 2827 recommends that |SPs police their custonmers’ traffic by

| dropping traffic entering their networks that is conming froma

| source address not legitimtely in use by the custoner network.

| The filtering includes but is in no way limted to the traffic

| whose source address is a so-called "Martian Address" - an address
| that is reserved, including any address within 0.0.0.0/8,

| 10.0.0.0/8, 127.0.0.0/8, 172.16.0.0/12, 192.168.0.0/ 16,

| 224.0.0.0/4, or 240.0.0.0/4.

In this context, RFC 3704 specifies filtering of these addresses as
source (not destination) addresses at a network ingress point as a
count er measur e agai nst forged source addresses, limting forwarded
packets’ source addresses to only the set which have been actually
assigned to the custonmer’s network. The RFC s nention of these
"Martian Addresses" is based on the assunption that they could never
be legitimately in use by the custoner network.
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Because the 127/ 8 address space is no longer allocated to | oopback as
a whole, an address within this space, other than those within
127/16, is no longer inherently a "Martian" address. Both hosts and
routers MJST NOT hard-code a policy of always rejecting such
addresses. Hosts and routers SHOULD NOT be configured to apply
Martian address filtering to any packet solely on the basis of its
reference to a source or destination address in 127/8 (other than
those in 127/16). Mintainers of lists of "Martian addresses" MJST
NOT desi gnate addresses fromthe 127/8 range (other than those within
127/ 16) as "Martian".

The filtering recommended by RFC 3704 is designed for border routers,
not for hosts. To the extent that an ISP had validly allocated an
address range fromwi thin 127/8 to its customer, RFC 3704 woul d

al ready not require packets with those source addresses to be
filtered out by the I SP's border router

Since depl oyed inplementations’ willingness to accept 127/8 addresses
as valid unicast addresses varies, a host to which a unicast address
fromthis range has been assigned may al so have a varying ability to
conmuni cate with other hosts.

Such a host m ght be inaccessible by some devices either on its |loca
networ k segnment or el sewhere on the Internet, due to a conbination of
host software limtations and reachability limtations in network
routers. |Pv4 unicast interoperability with 127/8 can be expected to
i mprove over tine follow ng the publication of this docunent. Before
or after allocations are eventually nmade within this range,
"debogoni zati on" efforts for allocated ranges can inprove
reachability to the whole address block. Simlar efforts have

al ready been done by Cloudflare on 1.1.1.1 [Coudflare], and by RI PE
Labs on 1/8 [RI PEl abs18], 2al0::/12 [ RI PEl abs2a1012], and 128.0/16

[ RI PEl abs128016]. The Internet conmunity can use network probing
with any of several neasurenent-oriented platforns to investigate how
usabl e these addresses are at any particular point in tine, as well
as to localize mediumto-Ilarge-scale routing problens. (Exanples are
described in [Huston], [NLNOGRi ng], and [Atlas].) Any network
operator to whom such addresses are nmade avail able by a future

all ocation will have to exami ne the situation in detail to determ ne
how well its interoperability requirenments will be net.

5. | ANA Consi derati ons
This meno renoves the | oopback all ocation of a portion of 127/8. It
therefore requests | ANA to update the | Pv4 Speci al - Purpose Address

registry [1ANAASP] by replacing the entry for 127.0.0.0/8 with
127.0.0.0/16, with authority of this docunent.
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I ANA is also requested to update the | Pv4 Address Space Registry
[1 ANA4] by changing the entry for 127/8 (I ANA - Loopback) to read
127/ 16, and by adding a new entry 127.1/16-127.255/16 Unal | ocat ed
[Date of this docunent] [blank] [blank] UNALLOCATED

Finally, 1ANA is requested to prepare for this address space to be
addressed in in the reverse DNS space in in-addr. arpa.

This meno does not effect a registration, transfer, allocation, or
aut hori zation for use of the newy unallocated addresses by any
specific entity. This nmenpo’s scope is to require | Pv4d software

i npl ementations to support the ordinary uni cast use of addresses in
the newly unall ocated range 127.1.0.0 through 127.255. 255. 255

During a significant transition period, it would only be prudent for
the global Internet to use those addresses for experinmental purposes
such as debogoni zation and testing. After that transition period, a
responsible entity such as | ETF or | ANA could | ater consi der whether,
how and when to allocate those addresses to entities or to other
protocol functions.

6. Security Considerations

The behavi or change specified by this docunment could produce security
concerns where two devices, or two different parts of the software on
a host, or a software application and a human user, follow di vergent
interpretations of an address that was formerly a | oopback address.

For exanple, this could lead to errors in the specification or
enforcenment of rules about Internet hosts’ connectivity to one
another, or their right to access resources. It could also lead to
an application connecting to the |l ocal host when it expected to
connect to a renmpte host, or vice versa.
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One undesired case woul d arise where a | ocal process on a host
accepts connections on what it believes is a | oopback address, in
order to receive conmands from other software on the sane host, yet
the bound address is actually reachable fromoutside that host. The
traditional socket API present on nobst operating systens does not
make this especially likely, since a |listening process typically

bi nds to either | NADDR_ANY (which includes both | oopback and

nonl oopback interfaces) or | NADDR LOOPBACK (which includes only the
singl e address 127.0.0.1). The existence of an additional interface
with a renptely addressabl e uni cast address |ike 127.8.9.10 woul d
not, in itself, change which hosts can conmunicate with either of
these sockets. Nonetheless, an operating systemor software library
that provides sonme other interface with its own nmeans of scoping the
recei pt of incom ng connections nmust take care not to | eave an

anbi guity between host-only and non-host-only address scopes as a
result of the change specified by this docunent.

The i nportance of the distinction just nmentioned is underscored by
practical examples of vulnerabilities when specific software rel axed
the distinction between | oopback and non-1| oopback addresses in a
different way. A 2017 vulnerability [CVE-2016-1551] related to the
reference inplenentation of the Network Tine Protocol v4 [RFC5905],
and an anal ogous 2020 vul nerability [CVE-2020-8558] in the Kubernetes
cluster managenent software, both involved the use of a Linux kerne
option that renoved the prohibition on sending or receiving packets
over the wire with a 127/8 destination address. This, however,

al | oned ot her devices to reach and comuni cate with server processes
that had deliberately |istened on what they otherw se expected to be
| oopback addresses.

The change requested by this docunent does not have the sanme effect,
because | oopback addresses in the reduced 127.0/16 | oopback range are
still not permitted to appear on the wire, and incom ng packets to or
fromsuch addresses should still be rejected by inplenentations. The
ability to enforce the inaccessibility of |oopback addresses by other
hosts renmai ns necessary for security. |In particular, treating all of
127/ 8 as globally routabl e address space is not a safe behavior
Operating systens SHOULD continue to treat 127.0/ 16 as | oopback-only
and never route packets between 127.0/16 | oopback addresses and any
other interface. Addresses in 127.0/16 still SHOULD NOT appear on
any network |ink and SHOULD NOT be accepted or generated over a
network link. Applications MJUST NOT use 127.1/16 to 127.255/16 for

| oopback purposes and MJUST NOT assunme that connections fromthese
addresses necessarily originated fromsoftware on the | ocal host.

Apart fromthat, firewall rules that assune that 127.1/16 through

127. 255/ 16 are unroutable and/or |ocal SHOULD be updated to take into
account that they may be routabl e and/ or non-1| ocal
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Sof tware that assumes that all of 127/8, either as a source or a
destination, refers to the |ocal host SHOULD be updated to make that
i nference only for 127/16. Conmuni cations to or from 127.1/16
through 127. 255/ 16 SHOULD NOT be treated as inherently nore trusted
than comunications to or fromthe public Internet as a whole.
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Appendi x A. I nplenentation Status

The behavi or specified by this docunent is simlar to the default
behavi or of BSD operating systens’ TCP/IP inplenmentation, which
typically provides a single | oopback address by default and linits
speci al -case treatnment of the remainder of 127/8. This has been the
case for nmany years. On OpenBSD or NetBSD, the 127/8 addresses are
not bl ocked fromuse as host address by the OS kernel, but are
covered by a reject route created from userspace at boot time, which
causes packets addressed to themto be discarded. Renoving this
route allows an individual systemto use these addresses at |east
within the LAN, although the systemwould not be willing to forward
packets to them when acting as a gateway.

Thi s behavior is disabled by default in FreeBSD, but enabl ed by
"sysctl net.inet.ip.loopback prefixlen=16" (or other val ues between 8
and 31), available in FreeBSD 14.0, released in Novenber 2023. It
has been avail able in devel opnent rel eases since July 13, 2022

The aut hors have prepared and tested small patches [Patch] to the

Li nux kernel for this behavior. W achieved interoperability between
the patched version of Linux and the CGpenBSD and FreeBSD

i mpl ementations, when interfaces are nunbered with unicast 127/8
addresses. The patched systenms were ot herwi se normally usable.

The behavi or specified in this docunent contrasts with that of the
exi sting route_l ocalnet option in Linux. The route_|ocal net option
is a Linux kernel feature which a user can enable in order to make
all of 127/8 simultaneously addressable in both host and gl oba
address scopes, which, as described in the Security Considerations
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section, has had undesirable security consequences. This
speci fication, and our patches, instead retain 127.0/16 as an
excl usi ve | oopback address range, continuing to forbid it from
appearing on the wire at all.

Huawei VRP 5. 160 (rel eased 2014) does not allow addresses fromthe
127/ 8 range to be nmanually applied to a non-1loopback router
interface.

Support for assigning addresses within 127/8 may be typical of many
DHCP i npl enent ati ons (because the 127/8 address assi gnnment speci al
case has often been handl ed at the kernel level). |If the underlying
operating system supports unicast 127/ 8 assignnent to an interface,
the final official |1SC DHCP rel ease (4.4.3) supports 127/8 all ocation
as both client and server, as do Busybox DHCP udhcpc/udhcpd (rel ease
1.1.15), and I SC Kea (which currently includes only a DHCP server

i mpl ement ation).
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