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Abst ract

Thi s docunent redesignates 0/8, the | owest block in the | Pv4 address
space, so that this space is no |longer reserved. It asks

i npl ementers to make addresses in this range fully usable for unicast
use on the Internet.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 Decenber 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

Wth ever-increasing pressure to conserve | P address space on the
Internet, it nakes sense to consider where relatively mnor changes
can be made to fielded practice to inprove nunbering efficiency. One
such change, proposed by this docunment, is to allow the use of nore
than 16 mllion historically reserved addresses at the bottom of the
| Pv4 address space.

Thi s docunent provides history and rationale to change the status of
the "0/8" or "zeroth" region of the | Pv4 address space (historically
known as "unspecified network” or "this network") fromreserved to
unreserved. These addresses are already usable for unicast traffic
in some popular TCP/IP inplenentations today. Standardization as

uni cast addresses will eventually allow themto be | ater depl oyed by
I nternet stewardship organizations to relieve address space scarcity.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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Backgr ound

The early Internet reserved many kinds of |Pv4 addresses for specia
purposes. One inportant such designation involves every |Pv4 address
beginning with the octet 0 (now "0/8"); all these addresses were
designated for use in potential device autoconfiguration features
that were to use | CWP nessages [RFC0792]. This function was
eventually entirely supplanted by other protocols, which, in |IPv4,
now use only the single address 0.0.0.O0.

Aut odi scovery of a network-provided configuration canme to be handl ed
for IPv4 by DHCP [ RFC2131], and formerly by its predecessors BOOTP

[ RFC0951] and RARP [ RFC0903]. In nodern practice, the source address
of a device seeking an I Pv4 configuration fromthe local network is
indicated with a link-layer broadcast in which the network-I|ayer
source address 0.0.0.0 and the network-layer destination address is
255. 255, 255. 255.

The reservation of 0/8, despite its obsol escence, has been reiterated
in all subsequent |Pv4 address allocation RFCs and | ANA documents.
By 1989, [RFC1122], section 3.2.2.7, for exanple, noted that this
mechani sm was al ready obsol ete, even as section 3.2.1.3 continued to
expressly prohibit the use of network nunber O for other purposes.

The single special address 0.0.0.0(/32) acquired a variety of related
meani ngs i ncl udi ng "unspecified address", "unknown address", "address
not set", "address not applicable", etc., while 0.0.0.0/0 nmeans "the

default route", which contains every IPv4 host. This single address

has remmi ned sufficient for these purposes.

Present situation

Today, 0/8 addresses (except for the special address 0.0.0.0) are no
| onger used in any autoconfiguration protocols. Al of this
functionality is handl ed using other distinctly-specified nechani sns
and address space, both in I Pv4 and | Pv6.

The designation of 0/8 as reserved address space is tracked by | ANA
in the | Pv4 Special - Purpose Address Registry [I ANA4], as provided for
by RFC 6890 [ RFC6890]. No known software nakes use of this address
space in the headers of |Pv4 packets transmitted over the wire.

Wil e sone software already treats it as a potentially valid address,
the nmost conmon behavi or by host and router software when
encountering any address within 0/8 is to reject it as a Martian
address. These and all other known uses are discussed in the
sections "Qther Existing Uses of 0/8" and "Conpatibility and

I nteroperability", bel ow
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Since this address space has no existing w despread practical use or
interpretation, it can be used for other purposes and help alleviate
the shortage of |IPv4 addresses. This menp therefore unreserves it,
redesignating it as unassigned uni cast addresses, available for
potential global unicast or other allocation

4. Change in Status of 0/8

The purpose of this docunent is to nake addresses in the range 0/8
avail abl e for active unicast use on the public Internet. This

i ncl udes supporting them for nunbering and addressi ng networks and
hosts, |ike any other unicast address.

As an exception, the address 0.0.0.0 retains its existing specia
meani ngs, as described in the subsection "No Change to
Interpretations of 0.0.0.0".

Host and router software SHOULD treat addresses in the 0/8 range,
except the host address 0.0.0.0, in the same way that they woul d
treat other unicast |Pv4 addresses. Software SHOULD be capabl e of
accepting datagrans from and generating datagrans to, addresses
within this range.

Clients for autoconfiguration mechani sms such as DHCP [ RFC2131]
SHOULD accept a | ease or assignnent of an address within 0/8, except
the host address 0.0.0.0, whenever the underlying operating systemis
capabl e of accepting it.

4.1. No Change to Interpretations of 0.0.0.0

The unqualified address 0.0.0.0 or the individual host address
0.0.0.0/32 has many speci al meani ngs which are described in a section
"Qther Existing Uses of 0/8", below This docunment does not nake
this all-zero address an individually valid unicast address, and it
should still not be taken to identify an individual device. As
described in prior Internet standards, the address 0.0.0.0 MJST NOT
be assigned to an individual interface. This address is valid to
appear in both source and destination addresses, wth special

meani ngs, in protocols already defined or to be defined in the
future.

The network identifier 0.0.0.0/0 also continues to be used to refer
to an 1 Pv4 default route (a route which natches any Internet host).
This is not inconsistent with the use of explicit routes to

i ndi vi dual networks within 0.0.0.0/8. Existing ClDR-based routing
logic is readily capable of distinguishing an object like 0.0.0.0/8
(a route referring to a specific /8 whose |leftnpst octet is always 0)
fromone like 0.0.0.0/0 (a route including to any IPv4 host); in

Schoen, et al. Expi res 25 Decenber 2025 [ Page 4]



Internet-Draft Uni cast Use of 0/8 June 2025

current routing practice, the default route 0.0.0.0/0 already al ways
overl aps every more-specific route, regardl ess of how many zero bits
appear at the beginning of a nore-specific route’s destination

For avoi dance of doubt, we note that all routing inplenmentati ons MJST
permit routes to overlap, and MJST distinguish the default route
0.0.0.0/0 froma nore-specific CIDR route such as 0.0.0.0/8 or
0.0.0.0/10, as well as froma | eadi ng-zero-octet route such as
0.1.0.0/16. These distinctions are already inplied by [ RFC4632],
section 3.1 (since neither "n" nor "x" is ever stated to be nonzero),
and sections 5.1 and 5.2 (describing and requiring generality in the
treatment of arbitrary routes, including the default route).

5. Oher Existing Uses of 0/8

There are a handful of other uses of 0/8 with special nmeanings in
exi sting Internet protocols and standards.

A | arge nunmber of protocols and environments use the special address
0.0.0.0 to nmean "unspecified", "unknown", "unset", "not applicable",
"any address", "no address", or, as 0.0.0.0/0, the default route
containing every IPv4 network. (Two exanpl es, anbng dozens, are

[ RFC2131]'s use of 0.0.0.0 in DHCP packets to nmean "ny | P source
address is unknown" and [ RFC4541]'s use of 0.0.0.0 to nean "proxied
| GWP nenbership report froma non-Querier".)

Al'l these uses of the address 0.0.0.0 are unchanged by this neno.
Due to its variety of special neanings, the address 0.0.0.0 MJUST NOT
be all ocated exclusively to a specific organization or network.

Exi sting standards significantly constrain, but do not preclude,
circunmstances in which it nay appear on the wre.

There are three known non-uni cast uses of the 0/8 block as a whole in
the RFC series

* RFC 3338 [RFC3338] (an I Pv6 transition nechanisn) used 0/8
addresses as synthetic addresses representing surrogate |Pv6
addresses, but this practice has already been deprecated by
[ RFC6535], which indicated that this transition mechani smshoul d
switch to RFC 1918 private addresses.

* RFC 7453 [RFC7453] (an MPLS-rel ated SNMP M B definition) overl oads
the meani ng of addresses in 0/8 by designating themas |oca
identifiers, contrasting with | Pv4 addresses. Before production
use of 0/8 on the global Internet occurs, this MB should be
updated to provide a separate field for local identifiers and to
deprecate the ol d semantics.
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*  RFC 6235 [ RFC6235] and RFC 8932 [ RFC8932] both provi de nechani sns
for anonym zing network fl ow datasets that can nap addresses into
0/8 in order to obscure them |Inplementers SHOULD take into
account that source addresses in the future may already lie in
this range and will still require anonym zation; an |Pv4 address
SHOULD NOT be assunmed to have been anonym zed al ready nerely
because it is within 0/8.

6. Conpatibility and Interoperability

QO der Internet standards counsel ed i nplenentations in varying ways to
reject packets from and not to generate packets to, addresses within
0/ 8.

Among several standards calling for this behavior, RFC 1122, section
3.2.1.3, and RFC 1812, section 4.2.2.11, say that hosts and routers,
respectively, MJST NOT send packets using these addresses, outside of
configuration-di scovery processes. RFC 1122 inplies hosts MJST

di scard, and RFC 1812 inplies routers SHOULD NOT forward, packets
whose source address is within 0/8.

RFC 3704 [ RFC3704] (BCP 84) cites RFC 2827 [RFC2827] (BCP 38) in
asking providers to filter based on source address:

| RFC 2827 recomends that |SPs police their custonmers’ traffic by

| dropping traffic entering their networks that is comng froma

| source address not legitimately in use by the custoner network.

| The filtering includes but is in no way limted to the traffic

| whose source address is a so-called "Martian Address" - an address
| that is reserved, including any address within 0.0.0.0/8,

| 10.0.0.0/8, 127.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16,

| 224.0.0.0/4, or 240.0.0.0/4.

O her RFCs such as 3964, 4380, and 6491 have reiterated specific
lists of Martian ranges for other purposes, rather than referring to
t he subsequently-created | ANA Speci al - Pur pose Address Registry. W
encourage future RFC authors and inplenenters to refer to the
Speci al - Pur pose Address Registry rather than explicitly providing or
using a list of reserved addresses within their documentation

In this context, RFC 3704 specifies filtering of these addresses as
source (not destination) addresses at a network ingress point as a
count er measur e agai nst forged source addresses, limting forwarded
packets’ source addresses to only the set which have been actually
assigned to the custonmer’s network. The RFC s nention of these
"Martian Addresses" is based on the assunption that they could never
be legitimtely in use by the custoner network.
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Because the 0/8 address space is no |onger reserved as a whole, an
address within this space is no |longer inherently a "Mrtian"
address. Both hosts and routers MJST NOT hard-code a policy of

al ways rejecting such addresses. Hosts and routers SHOULD NOT be
configured to apply Martian address filtering to any packet solely on
the basis of its reference to a source (or destination) address in
0/8. Miintainers of lists of "Martian addresses” MJST NOT desi ghate
addresses fromthis range as "Martian". As noted el sewhere, the
address 0.0.0.0 retains its special meaning, but is also not a
"Martian" address.

The filtering recommended by RFC 3704 is designed for border routers,
not for hosts. To the extent that an ISP had all ocated an address
range fromwi thin 0/8 to its customer, RFC 3704 woul d al ready not
require packets with those source addresses to be filtered out by the
| SP’s border router.

Si nce depl oyed inplementations’ willingness to accept 0/8 addresses
as valid unicast addresses varies, a host to which an address from
this range has been assigned may al so have a varying ability to
conmuni cate with other hosts.

Such a host m ght be inaccessible by some devices either on its |loca
networ k segnment or el sewhere on the Internet, due to a conbination of
host software limtations or reachability limtations in the network.
I Pv4 unicast interoperability with 0/8 can be expected to inprove
over time follow ng the publication of this docunent. Before or
after allocations are eventually made within this range,
"debogoni zati on" efforts for allocated ranges can inprove
reachability to the whole address block. Simlar efforts have

al ready been done by Cloudflare on 1.1.1.1 [Coudflare], and by RI PE
Labs on 1/8 [RI PEl abs18], 2al0::/12 [ RI PEl abs2a1012], and 128.0/16

[ RI PEl abs128016]. The Internet conmunity can use network probing
with any of several neasurenent-oriented platforns to investigate how
usabl e these addresses are at any particular point in tine, as well
as to localize mediumto-Ilarge-scale routing problens. (Exanples are
described in [Huston], [NLNOGRi ng], and [Atlas].) Any network
operator to whom such addresses are nmade avail able by a future

all ocation will have to exami ne the situation in detail to determ ne
how well its interoperability requirenments will be net.
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Unofficial uses of 0/8

Sone organi zations may be using portions of 0/8 internally as RFC
1918-type private-use address space, for exanple for interna

conmmuni cations within datacenters. W currently have no publicly-
docunent ed exanples of this practice. However, future allocations of
0/8 could result in use of this space on the public Internet in ways
that overlap these unofficial private-use addresses, creating

anbi guity about whether a particular host intended to use such an
address to refer to a private or public network (since the address
woul d then have two distinct interpretations with different

addr essi ng scopes). Anpbng ot her unintended outconmes, hosts or
firewal | s that have extended greater trust to other hosts based on
their use of a certain unofficial network nunber (that was considered
to inmply presence on a LAN or within an organi zation) may eventual ly
receive legitimate traffic froman external network to which this
address space has been al |l ocat ed.

Operators of networks that are maki ng unofficial uses of portions of
0/8 may wish to plan to discontinue these uses and renunber their
internal networks, or to request that I ANA formally designate certain
ranges as additional Private-Use areas.

| ANA Consi der ati ons

This menmo unreserves the address block 0/8. It therefore requests

| ANA to update the 1 ANA | Pv4 Speci al - Purpose Address Registry [ ANA4]
by renmoving the entry for 0/8, whose existing authority is RFC 791

[ RFCO791], Section 3.2. Additionally, it requests |ANA to update the
I ANA | Pv4 Address Space Registry by changing the entry for 000/8 from
"I ANA - Local ldentification, 1981-09, RESERVED' to "Unall ocat ed,
Former | ANA - Local ldentification, [Date of this RFC], UNALLOCATED'.
Finally, 1ANA is requested to prepare for this address space to be
addressed in the reverse DNS space in in-addr. arpa.

This meno does not effect a registration, transfer, allocation, or
aut hori zation for use of these addresses by any specific entity.

This menmp’s scope is to require | Pv4 software inplenentations to
support the ordinary unicast use of addresses in the newy
unal | ocated range 0.0.0.1 through 0.255.255.255. During a
significant transition period, it would only be prudent for the

gl obal Internet to use those addresses for experinmental purposes such
as de-bogoni zation testing. After that transition period, a
responsible entity such as | ETF or | ANA could | ater consider whether,
how and when to allocate those addresses to entities or to other
protocol functions.
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10.

Security Considerations

The change specified by this document could create a period of

anbi guity about historical and future interpretations of the neaning
of host and network addresses in 0/8. Some networks and hosts
currently discard all |1Pv4 packets bearing these addresses, pursuant
to statenents in prior standards that packets containing these
addresses have no agreed-upon neani ng and ought not to be sent over
the wire.

Di sparate filtering processes and rules at present, and in response
to the adoption of this docunment, could nmake it easier for rogue
network operators to hijack or spoof portions of this address space
in order to send malicious traffic.

Live traffic, accepted and processed by other devices, may
legitimately originate fromO0/8 addresses in the future. Network
operators, firewalls, and intrusion-detection systens may need to
take account of this change in various regards, including so as to
avoid permtting either nore or less traffic fromsuch addresses than
t hey expect ed.

Aut omat ed systens generating reports, and human bei ngs readi ng those
reports, SHOULD NOT assune that the use of a 0/8 source address

i ndi cates spoofing, an attack, or a new inconpatible packet fornmat.
At the same tinme, they SHOULD NOT assume that the use of 0/8 is

i mpossible or will be precluded by other systens’ behavior

Since the Linux kernel has already defaulted to the specified
behavi or for two years (see "Inplenmentation Status"), it is already
possi bl e for depl oyed systens to di sagree about whet her packets
containing 0/8 may validly appear on the wire. This document offers
an opportunity to nove to a new consensus in which inplenentations
wi dely agree that these packets are potentially valid, while giving
i npl ement ers consi derabl e advance notice ahead of any future

depl oynent of these addresses on the public Internet.
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Appendi x A. I nplenentation Status

The behavi or specified by this docunent has been inplenented by the
Li nux kernel since version 5.2, released in July 2019. Accordingly,
it has been included in various operating systemrel eases, including
Ubuntu 19.10 and Fedora 31 from Cctober 2019, and sone Android 11 and
12 devi ces.

Thi s behavi or has al so been inpl enented by the OpenBSD kernel and
userspace since May 6, 2022, and hence appears in OpenBSD 7. 2,
rel eased on Cctober 20, 2022

Thi s behavior is disabled by default in FreeBSD, but enabl ed by
"sysctl net.inet.ip.allow net0=1", available in FreeBSD 14. 0,
rel eased in Novenmber 2023. It has been available in devel opnment
rel eases since July 13, 2022

We have prepared a patch which enables this behavior on NetBSD. It
has not been nerged as of Decenber 2023.

Schoen, et al. Expi res 25 Decenber 2025 [ Page 12]



Internet-Draft Uni cast Use of 0/8 June 2025

Routing of subnets in the 0/8 range is supported by the Gobgp routing
daenmon, as of release 3.0.0 in March 2022 (or earlier).

Huawei VRP 5. 160 (rel eased 2014) does not allow addresses fromthe
range 0/8 to be nmanually applied to a router interface.

Support for 0/8 addressing may be typical of many DHCP

i mpl ement ati ons (because the 0/8 address assignment speci al case has
often been handl ed at the kernel level). [If the underlying operating
system supports 0/8 assignment to an interface, the final officia

| SC DHCP rel ease (4.4.3) supports 0/8 allocation as both client and
server, as do Busybox DHCP udhcpc/udhcpd (rel ease 1.1.15), and | SC
Kea (which currently includes only a DHCP server inplenentation).
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