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1. Introduction

[ ARCH TECTURE] describes the Privacy Pass architecture, and

[ 1 SSUANCE] and [ AUTHSCHEME] descri be the issuance and redenption
protocol s for basic Privacy Pass tokens, i.e., those conputed using
blind RSA signatures as specified in Section 6 of [|SSUANCE] or
verifiable oblivious pseudorandom functions as specified in Section 5
of [ISSUANCE]. Further, the [ARC] schene and its associ ated
integration in [ ARCH TECTURE] ([ ARC PP]) extend these approaches to
mul ti-use tokens.

The Anonynous Credit Tokens (ACT) protocol, as specified in [ACT],
offers a differentiated approach to rate limting from[ARC]. In
particular, a credential initially holding N credits, along with its
subsequent refunded credentials, can be presented up to N tines.
When a client spends a certain nunber of credits froma credential,
that credential is invalidated and the client receives a new
credential with the remai ni ng bal ance.

Thi s docunent specifies the i ssuance and redenption protocols for
ACT. Section 2 describes notivation for this new type of token,
Section 4 presents an overview of the protocols, and the renai nder of
the docunent specifies the protocols thensel ves.

2. Motivation

To denonstrate how ACT is useful, one can use a simlar exanple to
the one presented in Section 2 of [ARC PP]: a client that wi shes to
keep its I P address private while accessing a service. [ARC PP]
offers the origin to limt the nunber of requests a client can nmake
to N This is enforced by each origin getting its own presentation
context, and limting the nunber of presentations per context to N
This nmeans that, froma single credential, a client can produce N
presentati ons and access the system N tinmes, unlinkably. These
presentati ons can be generated in parall el

On the other hand, consider a credential initially holding N credits.
A client redeening all N credits individually has to spend 1, receive
a refunded credential with N1 credits, spend 1 fromthat credential,
receive a refunded credential with NN2 credits, and so on. Because
the client cannot spend froma credential until they receive the
refunded credential fromtheir previous spend, a single |live session
is enforced per initial credential. This provides concurrency
control. Aclient is also able to spend nore than 1 credit at once,
allowing for nore efficient redenption of nultiple credits. Finally,
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as each new presentation requires obtaining a refunded credentia
fromthe previous spend, the origin gains the ability to invalidate a
session by declining to issue a refunded credential. This creates
the ability to shed harnful future traffic or redirect it in a
favorabl e way.

One such use case for this is a privacy proxy, another is privately
accessing web APIs like the artificial intelligence nodels, and
finally zero trust networks which act as forward proxies for their
user traffic.

Therefore, ACT provides the follow ng properties:

1. Concurrency control: Preventing nultiple sinultaneous uses of the
same credential, mitigating abuse fromcredential sharing or
repl ay.

2. Dynam c Revocation: Enabling i mediate invalidation of
credentials in response to origin policy, w thout waiting for
credential expiry.

3. Per-Session Rate Limting: Enforcing access policies that adapt
to user, device, or risk context, rather than static per-
credential limts. This creates incentives for platfornms to
depl oy such net hods.

3. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the terns Origin, Cient, |Issuer, and Token as
defined in Section 2 of [ARCH TECTURE]. Moreover, the follow ng
additional terns are used throughout this docunent.

* |ssuer Public Key: The public key (froma private-public key pair)
used by the Issuer for issuing and verifying Tokens.

* |ssuer Private Key: The private key (froma private-public key
pair) used by the Issuer for issuing and verifying Tokens.

OPEN | SSUE: Consi der taking them from [ ACT]
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Unl ess ot herwi se specified, this docunent encodes protocol messages
in TLS notation from Section 3 of [TLS13]. Moyreover, all constants
are in network byte order.

Pr ot ocol Overvi ew

The issuance and redenption protocols defined in this docunent are
built on the Anonynmous Credit Tokens (ACT) protocol. ACT credentials
can be thought of as single use credentials, simlar to the RSA Blind
Si gnatures protocol. However, by another viewpoint, they might be
thought of as stateful, nulti-use credentials.

Wth ACT, dients receive TokenChall enge inputs fromthe redenption
protocol ([AUTHSCHEME], Section 2.1). |If they have a valid ACT
credential for the designated Issuer, Clients can use the

TokenChal | enge to produce a single token for presentation.

O herwise, Cients invoke the issuance protocol to obtain an ACT

credential. This interaction is shown bel ow.
o e e e e e e e e e e e e e e e e e m e = -

B R + Fomm e e oo + | B R + B R + |
| dient | | Attester | | | Issuer | | Oigin| |
Fo-o o oo - -+ +--mna +----+ | Fo- oo - -+ Fo-o o oo - -+

I I R [----------- [------ ’

I I I I

R Request ---------------------- >|

R TokenChal l enge -------------------- +

I I I I

| <=== Attestation ===>| | |

oo Credenti al Request ---------- >| |

SRR Credenti al Response ---------- + |

I I I I

R Request + Token ------------------------ >|

| <----mmmm-- Response + TokenRefund ------------------ +

Figure 1: |ssuance and Redenption Overvi ew

Simlar to the core Privacy Pass protocols, the TokenChall enge can be
interactive or non-interactive, and per-origin or cross-origin.

ACT is only compatible with depl oyment nodels where the |ssuer and
Oigin are operated by the same entity (see Section 4 of

[ ARCH TECTURE] ), as tokens produced froma credential are not
publicly verifiable. The details of attestation are outside the
scope of the issuance protocol; see Section 4 of [ARCH TECTURE] for
i nformati on about how attestation can be inplenented in each of the
rel evant depl oynent nodel s.

Schl esi nger & Meuni er Expires 23 April 2026 [ Page 5]



I nternet-Draft Privacy Pass |ssuance Protocol for ACT Cct ober 2025

The issuance and redenption protocols in this docunent are built on
[ ACT] .

5. dient State Managenent
5.1. Credential Lifecycle and Distributed Transactions

ACT credentials follow a distributed transaction nodel where each
spend operation creates a two-phase interaction between the client
and the origin:

1. *Spend Phase*: The client commits to spending a credential by
generating a spend proof containing a nullifier. At this point,
the credential MJUST be considered invalid and cannot be reused.

2. *Refund Phase*: The origin verifies the spend proof and, if
valid, returns a refund that allows the client to construct a new
credential with the renuaining bal ance.

Thi s two-phase nodel is critical for ACI’s concurrency contro
properties. Because a credential becones invalid inmrediately upon
spend (before the refund is received), a client cannot perform

mul tiple concurrent spend operations with the sane credential. This
enforces a strict serialization of operations per credential chain.

5.2. dient State Transitions

A client managi ng an ACT credential progresses through the follow ng

stat es:
I +
| Initial | (Credential with N credits)
Fomm e - - - +
I
| ProveSpend(credential, cost)
v
I +
| Spent | (Waiting for refund, credential invalid)
Fomm e - - - +
I
| Construct Ref undToken(ref und)
v
I +
| Refunded | (New credential with N-cost credits)
TS +

State transitions:
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* *lnitial*: Cient holds a valid credential with Ncredits (N > 0).
The credential can be spent.
* *Spent*: Client has generated a spend proof and sent it to the
origin. The original credential is nowinvalid and MJST NOT be

used again. The client is blocked waiting for a refund response.

* *Refunded*: Client has received a valid refund and constructed a

new credential with the remaining balance. |If the new bal ance is

greater than 0, the client returns to the Initial state with the

new credential. |f the balance is 0, the credential is exhausted.
The transition from Spent to Refunded may fail if the origin does not

provide a valid refund. FError handling for this case is described in
Section 5.5.

5.3. Concurrency Control Through Bl ocking

The key insight enabling ACT's concurrency control is that each
credential instance can only be in one state at a time. Wen a
client calls ProveSpend, it must imediately transition the
credential to the Spent state, nmaking it unavailable for any other
operations. The client cannot perform another spend until it
receives a refund and transitions to the Refunded state with a new
credential instance.

Thi s bl ocki ng behavi or prevents credential sharing and concurrent
usage:

* |f amlicious party attenpts to copy a credential and use it
el sewhere, only one spend operation can succeed (whichever reaches
the origin first). The second spend will be rejected as a doubl e-
spend when the origin checks the nullifier

* Even if a single client attenpts to perform concurrent spends with
the sane credential, the first spend invalidates the credential,
preventing the second.

The origin can enforce session behavior by declining to issue a
refund, effectively termnating the credential chain and preventing
further operations.

5.4. Miltiple Credential Mnagenent
Clients MAY maintain multiple independent credential chains

simul taneously. This is useful when credentials are bound to
different contexts via the credential _context field (Section 7).
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Exanpl e: A client night hold:

* Credential A Bound to issuerl. exanple, originl.exanple,
credential _context = "session-2024-01", with 100 credits

* Credential B: Bound to issuerl.exanple, origin2.exanple,
credential _context = "session-2024-01", with 50 credits

* Credential C Bound to issuerl. exanple, originl.exanple,
credential _context = "session-2024-02", with 75 credits

Each credential chain operates independently with its own state
machi ne. A spend operation on Credential A does not affect
Credentials B or C. The client can perform spend operations on
different credentials concurrently, but each individual credentia
chain is strictly serialized through the spend-refund cycle.

When the client receives a TokenChallenge, it deternines which
credential to use based on the challenge’ s issuer_nanme, origin_info,
and credential _context fields. |[If no matching credential exists or
all matching credentials are in the Spent state (awaiting refund),
the client SHOULD either wait for a refund or request a new
credential through the issuance protocol

5.5. Error Handling
5.5.1. Delayed or M ssing Refunds

After a client sends a spend proof to the origin, the client nust
wait for the corresponding refund before it can continue using the
credential chain. The spent credential instance is imediately
invalid and MUST NOT be reused.

Origins MAY retain spend proof state and serve del ayed refund
requests after service interruptions or failures. This allows
credential chains to resune even if the initial refund response was
not delivered due to network i ssues or tenporary service outages.

However, origins MAY also inplenent a timeout after which they delete
stored refund state. If a client’s refund request arrives after this
timeout, the origin will be unable to provide the refund, effectively
term nating that credential chain. Cdients in this situation wll
need to request a new credential through the issuance protoco
(Section 8) to continue accessing the origin.
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6

6

Configuration

ACT |Issuers are configured with key material used for issuance and
credential verification. Concretely, Issuers run the KeyGen function
from[ACT] to produce a private and public key, denoted skl and pkl
respectively.

skl, pkl = KeyGen()

The Issuer Public Key ID, denoted issuer_key id, is conputed as the
SHA- 256 hash of the Issuer Public Key, i.e., issuer_key id = SHA-
256( pkl _serialized), where pkl _serialized is the serialized version
of pkl as described in Section 4.1 of [ACT].

OPEN | SSUE: Coordinate with [ ACT] specification authors on the
serialization format (CBOR vs TLS presentation | anguage) to ensure
consi st ency.

1. Request Context Extension

This Privacy Pass integration binds credentials to application-
specific contexts using a request_context parameter. This approach
is inspired by the Anonynous Rate-Linmted Credentials (ARC) protoco
[ ARC PP], which threads a simlar context paraneter through its
crypt ographi ¢ operations for dommi n separation

| MPORTANT: The current CFRG ACT specification [ ACT] does not include
request _context paraneters in its cryptographic functions. To
support the Privacy Pass integration described in this docunent, the
ACT specification would need to be extended with the follow ng
changes:

1. *IssueRequest*: No changes needed - the client generates a
bl i nded conmi tnent wi thout knowl edge of the final context
bi ndi ng.

2. *lssueResponse*: Add request_context as an input paraneter
al ongside the credit anpbunt c. The issuer determ nes the
appropri ate context based on its policy (e.g., derived from
TokenChal | enge fields) and binds the credential to this context.
The function woul d hash the context into a scalar and include it
in the credential signature, sinmlar to how ARC hashes
request Context into n2.

3. *VerifyAndRefund*: Add request_context as an input paraneter to
verify that the spend proof is bound to the correct application
context. The issuer reconstructs the context fromthe
TokenChal | enge and uses it during verification
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4. *Credential Structure*: The Anonynous Credit Token structure
woul d be extended to include the context-bound conmponent within
the BBS signature, anal ogous to how ARC credentials include n2
for presentation context binding.

The key insight is that request context is determ ned by the issuer
(like the credit amount), not by the client. The issuer sets the
context during |ssueResponse based on the TokenChal |l enge

requi renents, and both parties reconstruct it from TokenChal |l enge
fields during spending.

Until these extensions are incorporated into the CFRG ACT
specification, the function calls in this docunent should be
under st ood as describing the intended behavior with request_context
support. Inplementations SHOULD coordinate with the CFRG ACT
specification authors to ensure conpatibility.

For reference on how request context threading works in practice, see
Section 3 of [ARC _PP], which denponstrates the pattern of binding
credentials to application-specific contexts through cryptographic
commi t nent s.

7. Token Chal l enge Requirenents

The ACT protocol uses a nodified TokenChal |l enge structure fromthe
one specified in [ AUTHSCHEME]. |In particular, the updated
TokenChal | enge structure is as follows:

struct {
uint16_t token_type = OXE5AD, /* Type ACT(Ri stretto255) */
opaque i ssuer_nhanme<l..2716-1>;
opaque redenption_cont ext <0. . 32>;
opaque origin_i nfo<0..2"16-1>;
opaque credential context<0..32>;
} TokenChal | enge;

OPEN | SSUE: This token type val ue (OXE5AD) was chosen arbitrarily and
may be too close to the ARC token type. This should be coordi nated
with [ ANA registry assignments.

Wth the exception of credential context, all fields are exactly as

specified in Section 2.1.1 of [AUTHSCHEME]. The credential _context
field is defined as follows:
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* "credential _context" is a field that is either 0 or 32 bytes,
prefixed with a single octet indicating the Iength (either 0 or
32). If the value is non-enpty, it is a 32-byte val ue generated
by the origin that allows the origin to require that clients fetch
credentials bound to a specific context. Challenges with
credential _context values of invalid | engths MIST be rejected.

Simlar to the redenption_context field, the credential _context is
used to bind information to the credential. This mght be useful,
for exanple, to enforce sone expiration on the credential. Oigins
m ght do this by constructing credential _context as F(current tine
wi ndow), where F is a pseudorandom function. Senmantically, this is
equi valent to the Origin asking the Client for a token froma
credential that is bound to "current time w ndow. "

OPEN | SSUE: gi ve nore gui dance about how to construct
credential _context and redenption_context depending on the
application’s needs.

In addition to this updated TokenChal |l enge, the HTTP aut hentication
chal  enge al so SHOULD contain the follow ng additional attribute:

* "cost", which contains a JSON nunber indicating the anpbunt of
credits to spend out of the ACT credential

I mpl enent ati on-specific steps: the client should store the Origin-
provi ded i nput tokenChall enge so that when they receive a new

t okenChal | enge val ue, they can check if it has changed and which
fields are different. This will informthe client’s behavior - for
exanple, if credential _context is being used to enforce an expiration
on the credential, then if the credential _context has changed, this
can pronpt the client to request a new credenti al

8. Credential |ssuance Protoco
| ssuers provide an |Issuer Private and Public Key, denoted skl and pk
respectively, used to produce credentials as input to the protocol

See Section 6 for how these keys are generated.

Clients provide the following as input to the issuance protocol
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* |ssuer Request URL: A URL identifying the location to which
i ssuance requests are sent. This can be a URL derived fromthe
"issuer-request-uri” value in the Issuer’s directory resource, or
it can be another Client-configured URL. The value of this
par anet er depends on the Cient configuration and depl oynent
nmodel . For exanple, in the "Joint Origin and |Issuer’ depl oynment
nmodel , the |Issuer Request URL might correspond to the Cient’s
configured Attester, and the Attester is configured to relay
requests to the Issuer

* |ssuer nanme: An identifier for the Issuer. This is typically a
host nane that can be used to construct HTTP requests to the
| ssuer.

* lssuer Public Key: pkl, with a key identifier token_key_ id
conput ed as described in Section 6.

G ven this configuration and these inputs, the two nessages exchanged
in this protocol to produce a credential are described bel ow

8.1. dient-to-Issuer Request

G ven Oigin-provided i nput tokenChallenge and the Issuer Public Key
IDissuer_key id, the Client first creates a credential request
message using the IssueRequest function from][ACT] as foll ows:

(clientSecrets, request) = |IssueRequest()
The Client then creates a TokenRequest structure as foll ows:

struct {
uint16_t token_type = OXE5AD; /* Type ACT(Ri stretto255) */
uint8 t truncated_issuer_key_id;
uint8 t encoded request|[ Nrequest];

} TokenRequest;

The structure fields are defined as foll ows:
* "token_type" is a 2-octet integer

* "truncated_ issuer_key id" is the |least significant byte of the
i ssuer_key id (Section 6) in network byte order (in other words,
the last 8 bits of issuer_key id). This value is truncated so
that |ssuers cannot use issuer_key id as a way of uniquely
identifying dients; see Section 10 and referenced information for
nore details.
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* "encoded_request" is the Nrequest-octet request, conputed as the
serialization of the request value as defined in Section 4.1.1 of
[ ACT].

The Cient then generates an HTTP POST request to send to the Issuer
Request URL, with the TokenRequest as the content. The nedia type
for this request is "application/private-credential-request”. An
exanpl e request for the |Issuer Request URL
"https://issuer.exanpl e. net/request” is shown bel ow

PCST /request HTITP/ 1.1

Host: issuer. exanpl e. net

Accept: application/private-credential -response
Cont ent - Type: application/private-credential -request
Content - Lengt h: <Length of TokenRequest >

<Byt es containi ng the TokenRequest >
8.2. Issuer-to-dient Response

Upon recei pt of the request, the Issuer validates the foll ow ng
condi tions:

* The TokenRequest contains a supported token_ type equal to val ue
OxE5AD.

* The TokenRequest.truncated_t oken_key id corresponds to the
truncated key ID of an Issuer Public Key, with correspondi ng
secret key skl, owned by the I|ssuer.

* The TokenRequest.encoded_request is of the correct size
(Nrequest).

If any of these conditions is not net, the Issuer MIST return an HTTP
422 (Unprocessable Content) error to the client.

If these conditions are net, the Issuer then tries to deserialize
TokenRequest . encoded_request according to Section 4.1.1 of [ACT],
yielding request. If this fails, the Issuer MJIST return an HITP 422
(Unprocessabl e Content) error to the client. Qherwise, if the
Issuer is willing to produce a credential for the Client, the Issuer
determines both the nunber of initial credits and the request_context
based on its policy (e.g., based on attestation results, paynent
verification, or TokenChall enge requirements). The request_context
binds the credential to the specific application context:
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request _context = concat (tokenChal |l enge. i ssuer_nane,
t okenChal | enge. ori gi n_i nf o,
t okenChal | enge. credenti al _cont ext,
i ssuer_key id)
response = | ssueResponse(skl, request, initial _credits, request_context)

The |ssuer then creates a TokenResponse structured as foll ows:

struct {
uint8 t encoded_response[ Nresponse] ;
} TokenResponse;

The structure fields are defined as foll ows:

* "encoded_response” is the Nresponse-octet encoded issuance
response nessage, conputed as the serialization of response as
specified in Section 4.1.2 of [ACT].

The |ssuer generates an HTTP response with status code 200 whose
content consists of TokenResponse, with the content type set as
"application/private-credential -response”

HTTP/ 1.1 200 K
Cont ent - Type: application/private-credential -response
Content - Lengt h: <Length of TokenResponse>

<Byt es contai ni ng the TokenResponse>

8.3. Credential Finalization
Upon receipt, the dient handles the response and, if successful,
deserializes the content val ues TokenResponse. encoded_r esponse
according to Section 4.1.2 of [ACT] yielding response. |If
deserialization fails, the Cient aborts the protocol. G herwi se,
the Cient processes the response as foll ows:
credential = Verifylssuance(pkl, request, response, clientSecrets)
The Client then saves the credential structure, associated with the

gi ven I ssuer Name, to use when produci ng Token val ues in response to
future token chall enges.
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9. Token Redenption Protoco

The token redenption protocol takes as input TokenChal |l enge and cost
val ues from [ AUTHSCHEME], Section 2.1; the cost is sent as an
additional attribute within the HTTP chall enge as described in
Section 7. dCdients use credentials fromthe issuance protocol in
produci ng tokens bound to the TokenChall enge. The process for
producing a token in this way, as well as verifying a resulting
token, is described in the foll owi ng sections.

9.1. Token Creation

G ven a TokenChal | enge val ue as input, denoted challenge, a cost,
denoted cost, and a previously obtained credential that is valid for
the Issuer identifier in the challenge, denoted credential,
containing at |east cost credits, Cients conpute a spend request as
fol |l ows:

spend_proof, state = ProveSpend(credential, cost)

Each credential instance MJST only ever be used for a single spend
request. When the client receives the refunded credential fromthe
server, the client uses that new credential instance for the next
spend. |f the sane credential instance is used nore than once, the
privacy assunptions of ACT are violated by presenting the same
nullifier twce.

The resulting Token value is then constructed as foll ows:

struct {
uint16_t token_type = OXE5AD, /* Type ACT(Ri stretto255) */
uint8_ t chall enge_digest[32];
uint8 t issuer_key id[Nd];
uint8 t encoded_spend proof[ Nspend proof];
} Token;

The structure fields are defined as foll ows:

* "token_type" is a 2-octet integer, in network byte order, equal to
OxE5AD.

* "challenge_digest" is a 32-octet value containing the hash of the
origi nal TokenChal | enge, SHA-256( TokenChal | enge).

* "issuer_key id" is a Nid-octet identifier for the Issuer Public
Key, conputed as defined in Section 6
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* "encoded_spend_proof" is a Nspend_proof-octet encoded spend proof,
set to the serialized spend_proof value as specified in
Section 4.1.3 of [ACT]. The spend proof contains the nullifier
(field 1) and spend amount (field 2), anpbng other cryptographic
val ues.

Token Refund

Upon receiving a Token fromthe Cient, the Oigin deserializes the
spend_proof according to Section 4.1.3 of [ACT], yielding a
SpendProof Msg structure. The Origin then extracts the rel evant
fields fromthe spend proof:

/1 Extract fields from SpendProof Msg (see Section 4.1.3 of ACT)
nullifier = spend_proof.k [l Field 1: nullifier (32 bytes)
spend_anmount = spend_proof.s /1 Field 2: spend anmount (32 bytes)

The Origin SHOULD verify that the spend_amount matches the requested
cost from TokenChall enge to ensure the client is spending the
expect ed amount .

To verify the Token and issue a refund, the Oigin constructs the
request _context and invokes VerifyAndRef und:

request _context = concat (tokenChal |l enge. i ssuer_nane,
t okenChal | enge. ori gi n_i nf o,
t okenChal | enge. credenti al _cont ext,
i ssuer_key id)
refund = VerifyAndRef und(skl, request _context, spend_proof)

This function returns the refund serialized according to
Section 4.1.4 of [ACT] if the spend proof is valid, and ni
ot herw se.

As nentioned in Section 2.2.2 of [AUTHSCHEME], Origins SHOULD

i mpl ement sone form of doubl e-spend prevention that prevents a token
with the same nonce from being redeenmed twice. Wth ACT, the Oigin
SHOULD check that the nullifier has not previously been seen before
calling VerifyAndRefund. It then stores the nullifier for use in
future doubl e-spendi ng checks. To reduce the overhead of perform ng
doubl e spend checks, the Origin MAY store and | ook up the nullifiers
corresponding to the associ ated request _context val ue.

struct {
uint8 t refund[ Nrefund];
} Refund;
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The Origin sends the refund back to the client encoded as the above
Ref und struct.

3. New Credential from Refund

Unlike [ARC], clients nust construct a new credential instance based
on the Refund response. To do so, clients invoke the
Construct Ref undToken function from Section 3.4.4 of [ACT] as foll ows:

credential = Construct RefundToken(pkl, spend proof, refund, state)

The client then uses this new credential instance for subsequent
spend operati ons.

Security Considerations
1. Privacy Properties

Privacy considerations for tokens based on depl oynent details, such
as issuer configuration and issuer selection, are discussed in
Section 6.1 of [ARCH TECTURE]. Note that ACT requires a joint Oigin
and |ssuer configuration (where the Issuer and Origin are operated by
the sane entity) given that tokens produced fromcredentials are not
publicly verifiable.

ACT credentials offer Origin-Cient unlinkability, Issuer-dient
unlinkability, and redenption context unlinkability, as described in
Section 3.3 of [ARCH TECTURE]. The cryptographic security properties
of the underlying ACT protocol, including unforgeability and
unlinkability guarantees, are analyzed in [ACT].

2. Doubl e- Spend Prevention

Section 2.2.2 of [AUTHSCHEME] specifies doubl e spending requirenents
that Origin SHOULD foll ow

For ACT, the doubl e-spend prevention nmechanismrelies on Origins

mai ntaining state to track nullifiers. As described in Section 9.2,
Origins SHOULD check that a nullifier has not been previously seen
before accepting a spend proof. This check is critical for
preventing credential reuse attacks.
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The nullifier space is large (32 bytes), naking random collisions
computationally unlikely. However, Oigins SHOULD ensure that their
nullifier storage is persistent and survives server restarts. |If an
Oigin loses nullifier state (e.g., due to data |loss or cache
eviction), it becones vulnerable to replay attacks where an attacker
can resubnmit previously spent credentials during the credential
validity peri od.

Oigins MAY scope nullifier storage by request_context to inprove
| ookup performance and enabl e efficient storage managenent. Since
nullifiers are only neaningful within the context of a specific
credential binding (deternined by issuer_nane, origin_info,
credential _context, and issuer_key id), Oigins can partition
nullifier storage accordingly.

When an Origin inplenents a tinmeout for refund state (as described in
Section 5.5), it MAY al so expire the corresponding nullifier after
the sane tineout period, provided that no future spend attenpts with
that nullifier are possible.

10.3. Concurrency Control and Credential Sharing

The state nachine described in Section 5 enforces that each
credential instance can only be spent once. This prevents multiple
parties fromusing the sane credential concurrently, which is
critical for preventing credential sharing attacks.

If an attacker copies a credential and attenpts to use it from

mul tiple locations sinultaneously, only the first spend operation to
reach the Origin will succeed. The Oigin's nullifier check wll
reject all subsequent spends with the same credential as doubl e-spend
attenpts. This property holds even if the spend operations occur in
parallel fromdifferent network |ocations.

Clients MJST inplenent the state nmachine correctly and transition
credentials to the Spent state inmredi ately upon calling ProveSpend.
A client inplenentation that allows multiple concurrent ProveSpend
calls on the same credential would enabl e doubl e-spend attenpts and
violate ACT's privacy guarantees by revealing that the sane
credential is being used nmultiple tines.

10.4. Issuer Key ldentification
As described in Section 8, the TokenRequest includes only a truncated

i ssuer_key id (the least significant byte) to prevent Issuers from
using the key identifier as a client tracki ng nechani sm
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| ssuers MUST prevent truncated key ID collisions anong simnultaneously
active keys. This can be acconplished by generating keys until the
truncated key I D does not collide with any existing active key’'s
truncated ID. Wth a 1-byte (256 value) truncated key space, this is
straightforward for reasonabl e nunbers of concurrent keys.

Additionally, Issuers SHOULD linit the total nunber of sinultaneously
active keys for privacy reasons, as a |large nunber of active keys can
enabl e partitioning attacks.

10.5. Dynam c Revocation and Oigin Contro
ACT's design allows Oigins to term nate credential chains by
declining to issue refunds. While this enables the dynanic
revocation property described in Section 2, it also gives Oigins
significant control over client access.
Clients have no cryptographic recourse if an Origin refuses to
provi de refunds after accepting valid spend proofs. This is an
intentional design property that enables Oigins to enforce access
policies and shed abusive traffic, but it does mean that clients nust
trust Oigins to behave correctly within the protocol
Clients MAY inplenent reputation systens or other nmechanisns to track
Oigin behavior and avoid Origins that consistently fail to provide
refunds. However, such mechani sms are outside the scope of this
speci fication.

11. | ANA Consi derations

Thi s document updates the "Privacy Pass Token Type" Registry with the
followi ng entries.

*  Val ue: OxE5AD

*  Nanme: ACT (Ristretto255)

* Token Structure: As defined in Section 2.2 of [ AUTHSCHEME]
* Token Key Encoding: Serialized as described in Section 6

* TokenChal | enge Structure: As defined in Section 2.1 of
[ AUTHSCHEME]

* Public Verifiability: N

*  Public Metadata: N
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* Private Metadata: N
* Nk: O (not applicable)
* Nd: 32
* Reference: This docunent
*  Notes: None
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