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Abst r act

Thi s docunent specifies Anonynmous Credit Tokens (ACT), a privacy-
preserving authentication protocol that enables numerical credit
systens wi thout tracking individual clients. Based on keyed-
verification anonynous credentials and privately verifiable BBS-style
signatures, the protocol allows issuers to grant tokens containing
credits that clients can later spend anonynmously with that issuer

The protocol’s key features include: (1) unlinkable transactions -
the i ssuer cannot correlate credit issuance with spending, or |ink
mul tiple spends by the sane client, (2) partial spending - clients
can spend a portion of their credits and recei ve anonynous change,
and (3) doubl e-spend prevention through cryptographic nullifiers that
preserve privacy while ensuring each token is used only once.

Anonymous Credit Tokens are designed for nodern web services
requiring rate limting, usage-based billing, or resource allocation
whi |l e respecting user privacy. Exanple applications include rate
limting and APl credits.

Thi s docunent is a product of the Crypto Forum Research G oup (CFRG
in the | RTF.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// Sanuel Schl esi nger. gi thub.io/draft-act/draft-schl esinger-cfrg-
act.html. Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-schlesinger-cfrg-act/.

Di scussi on of this docunent takes place on the Crypto Forum Research
Goup mailing list (mailto:cfrg@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/cfrg. Subscribe at
https://ww.ietf.org/mailman/listinfo/cfrg/.
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Source for this draft and an issue tracker can be found at
https://github. com Sanuel Schl esi nger/draft-act.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 August 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Modern web services face a fundanmental tension between operationa
needs and user privacy. Services need to inplenment rate linmting to
prevent abuse, charge for APl usage to sustain operations, and

al | ocate conputational resources fairly. However, traditiona
approaches require tracking client identities and creating detail ed
| ogs of client behavior, raising significant privacy concerns in an
era of increasing data protection awareness and regul ation

Anonymous Credit Tokens (ACT) help to resolve this tension by

provi ding a cryptographic protocol that enables credit-based systens
wi thout client tracking. Built on keyed-verification anonynous
credentials [KVAC] and privately verifiable BBS-style signatures
[BBS], the protocol allows services to issue, track, and spend
credits while maintaining client privacy.

1.1. Key Properties

The protocol provides four essential properties that nake it suitable
for privacy-preserving credit systens:

1. *Unlinkability*: The issuer cannot link credit issuance to

spendi ng, or connect multiple transactions by the sanme client.
This property is information-theoretic, not merely conputational
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2. *Partial Spending*: Cients can spend any amount up to their
bal ance and recei ve anonynous change w thout revealing their
previ ous or current bal ance, enabling flexible spending.

3. *Doubl e- Spend Prevention*: Cryptographic nullifiers ensure each
token is used only once, without linking it to issuance.

4. *Bal ance Privacy*: During spending, only the anount being spent
is revealed, not the total balance in the token, protecting
clients from bal ance-based profiling.

1.2. Use Cases

Anonymous Credit Tokens can be applied to various scenari os:

* *Rate Limting*: Services can issue daily credit all owances that
clients spend anonynously for APl calls or resource access.

* *APl Credits*: APl providers can sell credit packages that
devel opers use to pay for APl requests without creating a detailed
usage history linked to their identity. This enables:

- Pre-paid APl access without requiring credit cards for each
transacti on

- Anonynous APl usage for privacy-sensitive applications

- Usage-based billing wthout tracking individual request
patterns

- Protection against conpetitive anal ysis through usage
nmoni t ori ng

1.3. Protocol Overview
The protocol involves two parties: an issuer (typically a service
provider) and clients (typically users of the service). The

interaction follows three main phases:

1. *Setup*: The issuer generates a key pair and publishes the public
key.

2. *lssuance*: A client requests credits fromthe issuer. The

i ssuer creates a blind signature on the credit value and a
client-chosen nullifier, producing a credit token
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3. *Spending*: To spend credits, the client reveals a nullifier and
proves possession of a valid token associated with that nullifier
havi ng sufficient balance. The issuer verifies the proof, checks
the nullifier hasn't been used before, and issues a new token
(whi ch remai ns hidden fromthe issuer) for any renai ni ng bal ance.

1.4. Design Goals
The protocol is designed with the foll ow ng goal s:

* *Privacy*: Unlinkability between issuance and spendi ng; see the
Security Properties section for the formal definition

* *Security*: Cients cannot spend nore credits than they possess or
use the sanme credits multiple tines

* *Efficiency*: Al operations should be conmputationally efficient,
with performance characteristics suitable for high-volume web
services and a | arge number of applications.

* *Sinplicity*: The protocol should be straightforward to inplenent
and integrate into existing systens relative to other conparable
sol uti ons.

1.5. Relation to Existing Wrk

Thi

s protocol builds upon several cryptographic primtives:

* *BBS Signhatures* [BBS]: The core signature schene that enabl es
efficient proofs of possession. W use a variant that is
privately verifiable, which avoids the need for pairings and makes
our protocol nore efficient.

* *Sigma Protocol s* [ORRU-SI GVA]: The zero- know edge proof franmework
used for spendi ng proofs.

* *Fat-Shamir Transfornt [ORRU-FS]: The technique to make the
i nteractive proofs non-interactive.

The protocol can be viewed as a specialized instantiation of keyed-

verification anonynmous credentials [KVAC] optinized for nunerical
val ues and partial spending.
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2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
2.1. Notation
Thi s docunent uses the follow ng notation:
* |]: Concatenation of byte strings
* x <- S Sanmpling x uniformy fromthe set S
* X :=y: Assignnent of the value y to the variable x
* [n]: The set of integers {0, 1, ..., n-1}
* |x|: The length of byte string x
* 0Ox prefix: Hexadeci nal val ues
* W use additive notation for group operations, so group el enents
are added together like a + b and scalar multiplication of a group
el ement by a scalar is witten as a * n, with group el ement a and
scal ar n.
2.2. Data Types
The protocol uses the follow ng data types:
* *Scalar*: An integer nodul o the group order q
* *Element*: An element of the Ristretto255 group
* *ByteString*: A sequence of bytes
2.3. Cryptographic Paraneters
The protocol uses the Ristretto group [ RFC9496], which provides a
prime-order group abstraction over Curve25519. It would be easy to
adapt this approach to using any other prime order group based on the

contents of this docunment. The key paraneters are:

* *q*: The prinme order of the group (27252 +
27742317777372353535851937790883648493)
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* *@: The standard generator of the Ristretto group
* *1*: The bit length for credit val ues
3. Protocol Specification
3.1. System Paraneters
The protocol requires the foll ow ng system paraneters:
Par amet er s:
- G Cenerator of the Ristretto group
- Hi, H2, H3, H4: Additional generators for commitnents

- L: Bit length for credit values (configurable, must satisfy 1 <= L <= 128)

I mpl enent ati ons MJUST enforce 1 <= L <= 128. See the Paraneter
Sel ection section for the rationale behind this constraint.

The generators Hl, H2, H3, and H4 MJST be generated deterministically
from a not hi ng-up-ny-sl eeve value to ensure they are independent of
each other and of G This prevents attacks whereby malicious
paraneters could conpronise security. Note that these generators are
i ndependent of the choice of L.
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Gener at ePar anet er s(domai n_separat or):

| nput :
- domai n_separator: ByteString identifying the depl oynent
CQut put :
- parans: System paraneters (HL, H2, H3, H4)
St eps:
1. seed = BLAKE3(Lengt hPrefixed(domai n_separator))
2. counter =0
3. Hl = HashToRi stretto255(seed, counter++)
4. H2 = HashToRi stretto255(seed, counter++)
5. H3 = HashToRi stretto255(seed, counter++)
6. H4 = HashToRi stretto255(seed, counter++)
7. return (HL, H2, H3, H4)

HashToRi stretto0255(seed, counter):
I nput :
- seed: 32-byte seed val ue
- counter: Integer counter for donain separation
CQut put :
- P: Avalid R stretto255 point

St eps:

. hasher = BLAKE3. new()

hasher . updat e( Lengt hPr ef i xed( donai n_separat or))
hasher . updat e( Lengt hPr ef i xed( seed))

hasher . updat e(Lengt hPrefi xed(counter.to_|l e_bytes(4)))
uni form bytes = hasher.finalize_ xof (64)

P = OneWayMap(uni f or m byt es)

return P

NoohwNE

The donmai n_separator MJST be uni que for each depl oynent to ensure
cryptographi c isolation between different services. The domain
separator SHOULD follow this structured format:

domai n_separator = "ACT-v1:" || organization || ":" || service || ":" || deploynent _id |
":" || version

Each conponent (organization, service, deployment_id, version) MJST
NOT contain the colon character ':

Wher e:

* organi zation: A unique identifier for the organization (e.qg.,
"exanpl e-corp", "acne-inc")

* service: The specific service or application nane (e.g., "paynent-
api", "rate-limter")
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* deploynment _id: The depl oynment environnent (e.g., "production",
"staging", "us-west-1")

* version: An | SO 8601 date (YYYY-MMDD) indicating when paraneters
wer e gener at ed

Exanpl e: " ACT-v1: exanpl e-corp: paynment - api : producti on: 2024- 01- 15"

This structured format ensures: 1. Protocol identification through
the "ACT-v1:" prefix 2. Oganizational nanespace isolation 3.
Service-1evel separation within organizations 4. Environnent

i solation (production vs staging) 5. Version tracking for paraneter
updat es

Usi ng generic or unstructured domai n separators creates security

ri sks through parameter collision and MUST NOT be used. Wen
paraneters need to be updated (e.g., for security reasons or protoco
upgrades), a new version date MJST be used, creating entirely new
par armet ers

The OneVayMap function is defined in [ RFC9496] Section 4.3.4, which
provi des a cryptographically secure napping fromuniformy random
byte strings to valid Ristretto255 points.

3.2. Key Ceneration
The issuer generates a key pair as foll ows:

KeyGen():
I nput: None
Qut put :
- sk: Private key (Scal ar)
- pk: Public key (G oup Elenent)

St eps:
1. x <- Zq
2. W=G* x
3. sk = x
4. pk = W
5. return (sk, pk)

3.3. Token | ssuance

The issuance protocol is an interactive protocol between a client and
the issuer:

3.3.1. dient: |Issuance Request
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| ssueRequest () :
CQut put :
- request: |ssuance request
- state: dient state for later verification

St eps:
1. k<~ 2zZg // Nullifier (will prevent doubl e-spending)
2. r <- Zq // Blinding factor
3. K= H * k +H3 *r
4. |/ GCenerate proof of know edge of k, r
5. k¥ < Zq
6. r' <- Zq
7. KL = H * k + H3 * r’
8. transcript = CreateTranscript("request")
9. AddToTranscript(transcript, K)

10. AddToTranscript(transcript, Kl)

11. gamma = Cet Chal | enge(transcri pt)
12. k_bar = k' + gammm * k
13. r_bar =r’ + gama * r

14. request = (K, gamma, k_bar, r_bar)
15. state = (k, r)
16. return (request, state)

3.3.2. Issuer: Issuance Response
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| ssueResponse(sk, request, c, ctx):

| nput :
- sk: Issuer’s private key
- request: Cdient’s issuance request
- c: Credit anount to issue (¢ > 0)
- ctx: Request context (Scal ar)

Qut put :
- response: |ssuance response or | NVALID

Excepti ons:
- Invalidl ssuanceRequest Proof, raised when the client proof verification fails

St eps:
1. Parse request as (K, ganma, k_bar, r_bar)
2. I/ Verify proof of know edge
3. KL =H * k_bar + H3 * r_bar - K * gamm
4. transcript = CreateTranscript("request")
5. AddToTranscript(transcript, K)
6. AddToTranscript(transcript, Kl)
7. if GetChallenge(transcript) != gamm:
8 rai se I nvalidl ssuanceRequest Pr oof
9. // Create BBS signhature on (c, ctx, k, r)
10. e <- Zq
11. A= (G+H *¢c + H * ctx + K} * (1/(e +sk)) /] K=H2* k +H3 *r
12. // Cenerate proof of correct conputation
13. al pha <- Zq

14. Y_ A = A * al pha
15. Y. G = G * al pha
16. XA=G+HL*c +H * ctx + K
17. XG=G* e + pk

18. transcript _resp = CreateTranscript("respond")
19. AddToTranscript(transcript_resp, c)

20. AddToTranscript(transcript_resp, ctx)

21. AddToTranscript(transcript_resp, e)

22. AddToTranscript(transcript_resp, A

23. AddToTranscript(transcript_resp, X A

24. AddToTranscript(transcript_resp, X G

25. AddToTranscript(transcript_resp, Y_A)

26. AddToTranscript(transcript_resp, Y_Q

27. gama_resp = CGet Chal | enge(transcript_resp)
28. z = gamma_resp * (sk + e) + al pha

29. response = (A, e, gamma_resp, z, C, Ctx)
30. return response

3.3.3. dient: Token Verification
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Veri fyl ssuance(pk, request, response, state):

| nput :
- pk: Issuer’s public key
- request: The issuance request sent
- response: |ssuer’s response
- state: Cient state fromrequest generation

Qut put :
- token: Credit token

Excepti ons:
- Invalidl ssuanceResponseProof, raised when the server proof verification fails

St eps:
1. Parse request as (K, ganma, k_bar, r_bar)
2. Parse response as (A e, gamma_resp, z, C, ctx)
3. Parse state as (k, r)
4. |/ Verify proof
5 XA=G+HL*c+ H* ctx + K
6. XG=G* e + pk
7. YA=A* z - X A* gamma_resp
8. YG=G* z - XG* gamm_resp
9

. transcript_resp = CreateTranscript("respond")
10. AddToTranscript(transcript_resp, c)

11. AddToTranscript(transcript_resp, ctx)

12. AddToTranscript(transcript_resp, e)

13. AddToTranscript(transcript_resp, A)

14. AddToTranscript(transcript_resp, X A

15. AddToTranscript(transcript_resp, X QG

16. AddToTranscript(transcript _resp, Y_A

17. AddToTranscript(transcript_resp, Y G

18. if GetChallenge(transcript_resp) != ganme_resp
19. rai se I nvalidl ssuanceResponsePr oof

20. token = (A, e, k, r, c, ctx)

21. return token

3.4. Token Spending

The spending protocol allows a client to spend s credits froma token
containing ¢ credits (where 0 <= s <= ¢).

Note: Spending s = 0 is pernmitted and produces a new token with the
sanme bal ance but a fresh nullifier. This "re-anonynization"
operation is useful for securely transferring a token to another
party: after a zero-spend, the original holder can no | onger use the
old nullifier, and the recipient obtains a token that is
cryptographically unlinkable to the original

3.4.1. dient: Spend Proof Generation
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ProveSpend(t oken, s):

| nput :
- token: Credit token (A e, k, r, c, ctx)
- s: Anmobunt to spend (0 <= s <= ¢)

Qut put :
- proof: Spend proof
- state: Cient state for receiving change

Excepti ons:
- InvalidAmount: raised when s > c or s >= 2"L or ¢ >= 2L

St eps:
/1 Validate inputs
if s >= 2"L:

rai se | nval i dAnpunt
if ¢ >= 2~L:

rai se | nval i dAnount
if s > c:

rai se | nval i dAnount

NoohwNE

8. // Random ze the signature

9. rl1, r2 < Zq

10. B=G+HlL *c +HR * k +H *r + H4 * ctx
11. A = A* (r1 * r2)

12. B bar =B * r1l

13. r3 =1/r1

14. // Cenerate initial proof components
15. ¢ <- Zq
16. r’ <- Zq
17. e <- Zq
18. r2' <- Zq
19. r3 <- Zq

20. /] Conpute first round nessages
21. Al A * e + Bbar * r2
B bar * r3 + HL * ¢ + H3 * r’

23. /] Deconpose ¢ - s into bits

24, m=—c - s

25. (i[0], ., i[L-1]) = BitDeconpose(n) // See Section 3.7
26. // Create commitments for each bit

27. k* <- Zq

28. s[0] <- Zq

29. Conm{O] = HL * i[0] + H2 * k* + H3 * s[O0]

30. For j =1to L-1
31. s[ji] < Zq
32. Confj] = HL * i[j] + H3 * s[j]
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33.
34.
35.
36.
37.

38.
39.
40.
41.
42.
43.
44.
45.
46.

47.
48.
49.
50.
51.
52.

53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.

67.
68.
69.
70.
71.
72.

73.

74.
75.
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/1 Initialize range proof arrays
C = array[L][2]

C = array[L][2]

gamma0 = array[ L]

z = array[L][2]

/1 Process bit 0 (with k* conponent)
q0][0] = ConiO0]

C0][1]] = Conf0] - HL

k0" <- Zqg

s prinme = array[L]

s_prine[0] <- Zq

gamma0[ 0] <- Zq

w0 <- Zq
z[ 0] <- Zq
if i[0] ==
C[O0][0] = H2 * kO + H3 * s_prine[0]
CI[O0][1] =H2 * w0 + H3 * z[0] - CJO][1] * gammO[ 0]
el se:
C[O0][0] =H2* wO + H3 * z[0] - CJO][0O] * gammOJ[ O]
C[0][1] =H2 * kO + H3 * s_prine[0]
/1 Process remaining bits
For j =1 to L-1:
qj1[0] = Confj]
djlf1] = Confj] - HL

s prine[j] <- Zq
gamal[j] <- Zq

z2[j] < Zq
if i[j] == 0:
C [j][O] = H3 * s_prine[j] _
| Crhilf1 =8 * z[j] - djl[1] * gammO[]j]
el se:
C[j][0] = H8 * z[j] - C[j][0] * gammmO[j]
ClLill1] =H3 * s_prine[j]
/1 Compute K conmtnent
K = Sum(Confj] * 2% for j in [L])
r* = sun(s[j] * 2% for j in [L])
k' < Zq
s’ <- Zq

Cfinal = HL * (-¢’) + H2 * k¥ + H3 * &

/1 Generate chall enge using transcript
transcript = CreateTranscript("spend")
AddToTranscri pt (transcript, k)
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76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.

88.
89.
90.
91.
92.
93.

94.
95.
96.
97.
98.
99

100.
101.
102.
103.
104.
105.
106.
107.
108.
109.
110.

111.
112.
113.
114.
115.
116.
117.
118.
1109.
120.

AddToTranscri pt (transcript, ctx)
AddToTranscript (transcript, A)
AddToTranscri pt (transcript, B_bar)
AddToTranscri pt (transcript, Al)
AddToTranscri pt (transcript, A2)

For j = 0to L-1
AddToTranscript(transcript, Conij])

For j = 0to L-1
AddToTranscript(transcript, CJ[j][0])
AddToTranscript(transcript, CJ[j][1])

AddToTranscript(transcript, Cfinal)

gamma = Cet Chal | enge(transcri pt)

/1 Conpute responses

e _bar = -gamm * e + ¢’
r2 bar = gamma * r2 + r2’
r3 bar = gamma * r3 + r3’
c_bar = -gamma * ¢ + ¢’

r_ bar = -gamma * r + r’

/Il Conpl ete range proof responses
z final = array[L][2]

gamma0_final = array[L]

/1 For bit O

if i[0] == O:
gamma0_final [0] = gamma - gammO[ 0]
w00 = gammaO _final[0] * k* + kO
wol = w0

z final[0][O0] gammaO_final[0] * s[0] + s_prine[0]

z_final[0][1] z[ 0]

el se:
gamma0_final [0] = ganmaO[ 0]
wo0 = w0

w0l = (gamma - gammaO_final[0]) * k* + kO
z_final[0][0] = z[O]
z final[0][1] = (gamma - gammaO_final[0]) * s[0] + s_prine[0]
/1 For remmining bits
For | = 1to L-1
if i[j] == 0:

gamma0_final[j] = gamma - gammaO[j ]

z final[j][O] gammaO_final[j] * s[j] + s_prine[j]

z final [jJ][1] = z[]]

el se:
gamma0_final[j] = gammaO[j ]
z[j]

z final[j][0]
z final [j][1] (gamma - gammaO _final[j]) * s[j] + s_prime[j]

n =
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121. k_bar
122. s_bar

= gamma * k* + Kk’

= gamma * r* + s’

123. // Construct proof

124. proof = (k, s, ctx, A, B bar, Com gamm, e_bar,

125. r2 bar, r3 bar, c_bar, r_bar
126. w00, w01, gammaO_final, z_final
127. k_bar, s_bar)

128. state = (k*, r*, m ctx)
129. return (proof, state)

3.4.2. Issuer: Spend Verification and Refund

Veri f yAndRef und( sk, proof, t):

I nput :
- sk: Issuer’s private key
- proof: Cient’s spend proof
- t: Credits to return to the client (0 <=t <=5, t < 27L)

Qut put :
- refund: Refund for remamining credits

Excepti ons:
- Doubl eSpendError: raised when the nullifier has been used before
- Inval i dSpendProof: rai sed when the spend proof verification fails

St eps:
1. Parse proof and extract nullifier k
[l Check nullifier hasn’t been used
if kinused nullifiers:
rai se Doubl eSpendError
/1 Verify the proof (see Section 3.5.2)
i f not VerifySpendProof (sk, proof):
rai se | nval i dSpendPr oof
/1 Record nullifier
used nul lifiers.add(k)
10. // Issue refund for renaining bal ance
11. K = Sum(Con{j] * 27 for j in [L])
12. refund = IssueRefund(sk, K, proof.ctx, proof.s, t)
13. return refund

CoNoOhON

3.4.3. Refund |Issuance

After verifying a spend proof, the issuer creates a refund token for
the remai ni ng bal ance. The issuer may optionally returnt credits
(where 0 <=t <= s) back to the client via a partial credit return
Thi s enabl es pre-authorization patterns where the client holds s
credits but only t are returned unused. The resulting token will
have ¢ - s +t credits. Uset = 0 to consune the full spend anount:
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| ssueRef und(sk, K, ctx, s, t):
| nput :
- sk: Issuer’s private key
- K: Commtnent to renaining balance and new nullifier
- ctx: Request context fromthe spend proof
- s: The spend anount fromthe proof
- t: Credits to return to the client (0 <=t <=5, t < 27L)
CQut put :
- refund: Refund response
Excepti ons:
- InvalidAnount: raised when t > s or t >= 2°L

St eps:
1. // Validate partial return anount
2. if t >= 27L:
3. rai se | nval i dAmount
4. if t > s:
5. rai se | nvali dAmount

6. // Create new BBS signature on remaining bal ance + partial return
7. e* <- Zq

8. XA* =G+K +HL*t +H4 * ctx

9. A* = X A* * (1/(e* + sk))

10. // Cenerate proof of correct conputation
11. al pha <- Zq

12. Y_A = A* * al pha
13. Y. G= G* alpha
14. X G=G* e* + pk

15. // Create challenge using transcript
16. transcript = CreateTranscript("refund")
17. AddToTranscript(transcript, e*)

18. AddToTranscript(transcript, t)

19. AddToTranscript(transcript, ctx)

20. AddToTranscript(transcript, A*)

21. AddToTranscript(transcript, X A*)
22. AddToTranscript(transcript, X G

23. AddToTranscript(transcript, Y_A)

24. AddToTranscript(transcript, Y G

25. gammma = Get Chal | enge(transcript)

26. // Conpute response
27. z = gamma * (sk + e*) + al pha

28. refund = (A*, e*, gamm, z, t)
29. return refund
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Client: Refund Token Construction
lient verifies the refund and constructs a new credit token

uct Ref undToken( pk, spend_proof, refund, state):

t:

pk: Issuer’s public key

spend_proof: The spend proof sent to issuer

refund: Issuer’s refund response

state: Client state (k*, r*, m ctx)

ut:

token: New credit token or | NVALID

ptions:

I nval i dRef undPr oof: When the refund proof verification fails

s:
Parse refund as (A*, e*, gamm, z, t)
Parse state as (k*, r*, m ctx)

/1l Reconstruct commitnent with partial return
K = Sum(spend_proof.Con{j] * 27 for j in [L])
XA =G+ K +HL*t + H4 * ctx

XG=G* e* + pk

/1 Verify proof
Y A=A * z + X A * (-gammm)
YG=G* z + XG* (-gamm)

/1 Check chal | enge using transcript
transcript = CreateTranscript("refund")
AddToTranscri pt (transcript, e*)
AddToTranscript (transcript, t)
AddToTranscri pt (transcript, ctx)
AddToTranscri pt (transcript, A*)
AddToTranscri pt (transcript, X A*)
AddToTranscript(transcript, X G
AddToTranscript(transcript, Y_A)
AddToTranscript(transcript, Y_Q
if GetChallenge(transcript) != gamma:
rai se | nval i dRef undPr oof

/1 Construct new token with remaining balance + partial return

token = (A*, e*, k*, r*, m+ t, ctx)
return token
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3.4.5. Spend Proof Verification
The issuer verifies a spend proof as foll ows:

Veri f ySpendPr oof (sk, proof):

| nput :
- sk: Issuer’s private key
- proof: Spend proof fromclient

Cut put :
- valid: Boolean indicating if proof is valid

Excepti ons:
- ldentityPointError: raised when A is the identity
- Invaliddient SpendProof: raised when the chall enge does not match the reconstructio

St eps:
1. Parse proof as (k, s, ctx, A, B bar, Com gamm, e_bar,
r2 _bar, r3 bar, c_bar, r_bar, w00, w01,
gamma0, z, k_bar, s_bar)

2. // Check A is not identity
3. if A == ldentity:
4. rai se ldentityPointError

5. /] Compute issuer’s view of signhature
6. Abar = A * sk
7. HL_ prime = G+ H2 * k + H4 * ctx

8. // Verify sigma protoco
9. AL = A * e bar + B bar * r2 bar - A bar * gamm
10. A2 = B bar * r3 bar + HL * ¢c_bar + H3 * r_bar - Hl _prine * gamm

11. // Initialize arrays for range proof verification
12. gamml = array[ L]

13. C = array[L][2]

14. C = array[L][2]

15. // Process bit 0 (with k* component)
16. gamml[ 0] gamma - gamma0[ 0]

17. C[0][0] = ConiO]

18. C[0][1] = Conf0] - H1

19. CJ[0][0] = H2 * w00 + H3 * z[0][O0] - CJO][0O] * gammaO[ O]
20. C[O][1] = H2 * wol + H3 * z[O][1] - CO][1] * gamml]O]
21. /] Verify remaining bits

22. For j = 1to L-1

23. gammal[j] = ganmma - ganmuaO[j ]

24. qj]ro] = Confj]

25. djlf1] = Confj] - HL
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26. Clj 0] * gammaO[] ]
27. Cj 1

1 * gammal[j]

[E——

[ 0] z[j]1
[1] z[j 11
28. /] Verify final comm tnent
29. K = Sum(Con{j] * 27j for j in [L])

30. Comtotal = HL * s + K

31. Cfinal = HL * (-c_bar) + H2 * k _bar + H3 * s_bar - Comtotal * gamm

32. // Reconpute challenge using transcript
33. transcript = CreateTranscript("spend")
34. AddToTranscript(transcript, k)

35. AddToTranscript(transcript, ctx)

36. AddToTranscript(transcript, A)

37. AddToTranscript(transcript, B_bar)

38. AddToTranscript(transcript, Al)

39. AddToTranscript(transcript, A2)

40. For j =0 to L-1:

41. AddToTranscript(transcript, Conij])
42. For j =0 to L-1:

43. AddToTranscript(transcript, CJ[j][0])
44, AddToTranscript(transcript, CJ[j][1])

45. AddToTranscript(transcript, Cfinal)
46. gamma_check = Get Chal | enge(transcri pt)

47. |/ Verify chall enge matches
48. if ganma != gammua_check:
49. rai se InvalidVerifySpendProof
50. return true
3.5. Cryptographic Primtives
3.5.1. Protocol Version
The protocol version string for donmin separation is:
PROTOCOL_VERSI ON = "curve25519-ristretto anonynous-credits vl1.0"
This version string MJST be used consistently across al
i npl ementations for interoperability. The curve specification is

included to prevent cross-curve attacks and ensure inplenentations
using different curves cannot accidentally interact.
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3.5.2. Hash Function and Fi at-Sham r Transform

The protocol uses BLAKE3 [BLAKE3] as the underlying hash function for
the Fiat-Shamr transform[ORRU-FS]. Follow ng the signma protoco
framewor k [ ORRU- SI GVA], chal l enges are generated using a transcript
that accumul ates all protocol nessages

CreateTranscript (| abel):
I nput :
- label: ASCI| string identifying the proof type
Qut put :
- transcript: A new transcript object

St eps:

. hasher = BLAKE3. new()

hasher . updat e( Lengt hPr ef i xed( PROTOCOL_VERSI ON) )
hasher . updat e( Lengt hPr ef i xed( Encode(Hl)))
hasher . updat e( Lengt hPr ef i xed( Encode(H2)))
hasher . updat e( Lengt hPr ef i xed( Encode(H3)))
hasher . updat e( Lengt hPr ef i xed( Encode(H4)))
hasher . updat e( Lengt hPr ef i xed(| abel ))

return transcript wth hasher

ONoOThwhE

AddToTranscript(transcript, value):
I nput :
- transcript: Existing transcript
- value: Elenent or Scal ar to add

St eps:
1. encoded = Encode(val ue)
2. transcript. hasher. updat e(Lengt hPrefi xed(encoded))

Get Chal | enge(transcript):
I nput :
- transcript: Conpleted transcript
Qut put :
- chal l enge: Scal ar chal | enge val ue

St eps:
1. hash = transcript. hasher.output(64) // 64 bytes of output
2. challenge = fromlittle_endi an_bytes(hash) nod q
3. return chall enge
Thi s approach ensures:

* Donmi n separation through the | abel and protocol version
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* Inclusion of all public paraneters to prevent paraneter
substitution attacks
* Proper ordering with length prefixes to prevent anbiguity
* Deterministic challenge generation fromthe conplete transcript
3.5.3. Encodi ng Functions
El ements and scal ars are encoded as foll ows:

Encode(val ue):

I nput :
- value: El enent or Scal ar
Cut put :
- encoding: ByteString
St eps:
1. If value is an El ement:
2. return val ue.conpress() // 32 bytes, conpressed Ristretto point
3. If value is a Scal ar:
4. return value.to_bytes le() [// 32 bytes, little-endian

The foll owi ng function provides consistent |ength-prefixing for hash
i nput s:

Lengt hPrefi xed(dat a):
I nput :
- data: ByteString to be | ength-prefixed
Qut put :
- prefixed: ByteString with length prefix

St eps:
1. length = Il en(data)
2. return length.to _be bytes(8) || data // 8-byte big-endian | ength prefix
Not e: | npl ementati ons MAY use standard serialization formats (e.qg.
CBOR) for conplex structures, but MJST ensure determ nistic encoding
for hash inputs.
3.5.4. Binary Deconposition

To deconmpose a scalar into its binary representation
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Bi t Deconpose(s):

| nput :
- s: Scal ar val ue
CQut put :
- bits: Array of L scalars (each 0 or 1)
St eps:
1. bytes = s.to_bytes le() // 32 bytes, little-endian
2. For i =0to L-1
3. byte index =i / 8
4 bit position =i %8
5. bit = (bytes[byte index] >> bit _position) &1
6 bits[i] = Scalar(bit)
7. return bits

Not e: This al gorithm produces bits in LSB-first order (i.e., bits[0]
is the least significant bit). See Section 3.1 for constraints on L.

3.5.5. Scal ar Conversion
Converting between credit ambunts and scal ars:

Credi t ToScal ar (anount ) :
| nput :
- amount: Integer credit anmount (0 <= anmount < 27L)
CQut put :
- s: Scal ar representation
Excepti ons:
- Amount TooBi gError: rai sed when the anpbunt exceeds 2°L

St eps:
1. if amount >= 27L:
2. return Amount TooBi gError

3. return Scal ar (anount)

Scal ar ToCredi t(s):
I nput :
- s: Scal ar val ue
CQut put :
- anmount: Integer credit anmount or ERROR
Excepti ons:
- Scal ar Qut O RangeError: rai sed when the scalar value is >= 2L

St eps:
1. anmount = s as integer // Interpret little-endian scalar bytes as integer
2. if anount >= 2/L:
3. return Scal ar Qut Of RangeErr or
4. return amount
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4. Protocol Messages and Wre Format
4.1. Message Encoding

Al'l protocol nessages SHOULD be encoded using deternministic CBOR (RFC
8949) for interoperability. Decoders MJST reject nessages containing
unknown CBOR map keys. The follow ng sections define the structure
of each message type.

4.1.1. |Issuance Request Message

| ssuanceRequest Msg = {
1: bstr, ; K (conpressed Ristretto point, 32 bytes)
2: bstr, ; gamm (scalar, 32 bytes)
3: bstr, ; k_bar (scalar, 32 bytes)
4: bstr ; r_bar (scalar, 32 bytes)
}

4.1.2. |Issuance Response Message

| ssuanceResponseMsg = {

: bstr, ; A (conpressed Ristretto point, 32 bytes)
bstr, ; e (scalar, 32 bytes)

bstr, ; gamma _resp (scalar, 32 bytes)

QUAhONE

bstr, z (scalar, 32 bytes)
bstr, c (scalar, 32 bytes)
bstr ctx (scalar, 32 bytes)

}
4.1.3. Spend Proof Message
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SpendPr oof Msg = {

1: bstr, ;o k (nullifier, 32 bytes)

2: bstr, ;S (spend anount, 32 bytes)

3: bstr, ;A" (conpressed point, 32 bytes)
4: bstr, ; B _bar (compressed point, 32 bhytes)
5. [* bstr], ; Comarray (L conpressed points)
6: bstr, ; gamma (scal ar, 32 bytes)

7: bstr, ; e_bar (scalar, 32 bytes)

8: bstr, ; r2_bar (scalar, 32 bytes)

9: bstr, ; r3_bar (scalar, 32 bytes)

10: bstr, ; C_bar (scalar, 32 bytes)

11: bstr, ; r_bar (scalar, 32 bytes)

12: bstr, ; W00 (scalar, 32 bytes)

13: bstr, ; W0l (scal ar, 32 bytes)

14: [* bstr], ; gamma0 array (L scal ars)

15: [* [bstr, bstr]], ; z array (L pairs of scalars)
16: bstr, ; k_bar (scalar, 32 bytes)

17: bstr, ; S_bar (scalar, 32 bytes)

18: bstr ; ctx (scalar, 32 bytes)

}
4.1.4. Refund Message

Ref undMsg = {

: bstr, ; A* (conpressed Ristretto point, 32 bytes)
bstr, ; e* (scalar, 32 bytes)

bstr, ; gamma (scalar, 32 bytes)

bstr, ; z (scalar, 32 bytes)

bstr ; t (partial return, scalar, 32 bytes)

agRwnRE

}

4.2. FError Responses

Error responses SHOULD use the followi ng format:

ErrorMsg = {

1: uint, ; error_code

2: tstr ; error_nessage (for debuggi ng only)
}

Error codes are defined in Section 5.3.
4. 3. Pr ot ocol Fl ow

The conplete protocol flow with nmessage types
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dient | ssuer

-- |IssuanceRequestMsg ------------------------ >|

<-- |ssuanceResponseMsg ----------------------- |
(client creates token)

-- SpendProofMsg ---------------"-------------- >

<-- RefundMsg or ErrorMsg --------------------- |

4.3.1. Exanple Usage Scenario

Consi der an APl service that sells credits in bundles of 1000:

1. *Purchase*: Alice buys 1000 APl credits
* Alice generates a randomnullifier k and blinding factor r
* Alice sends |ssuanceRequestMsg to the service
* Service creates a BBS signature on (1000, k, r) and returns it
* Aice now has a token worth 1000 credits

2. *First APl Call*: Alice nakes an APl call costing 50 credits
* Aice creates a SpendProof Msg proving she has ¥ + 50 credits
* Alice reveals nullifier k to prevent doubl e-spending
* Service verifies the proof and records k as used
* Service issues a RefundMsg for a new token worth 950 credits
* Alice generates new nullifier k' for the refund token

3. *Subsequent Calls*: Alice continues using the API
* Each call repeats the spend/refund process
* Each new token has a fresh nullifier

* The service cannot link Alice’s calls together
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5

Thi s exanpl e denmonstrates how the protocol naintains privacy while
preventing doubl e-spendi ng and enabling flexible partial payments.

I npl enent ati on Consi derati ons

5.1.

Nul I'i fi er Managenent

I mpl enent ati ons MJUST maintain a persistent database of used
nullifiers to prevent doubl e-spending. The nullifier storage
requirenents grow linearly with the nunber of spent tokens.

I mpl enent ati ons MAY use the followi ng strategi es to nanage storage:

1.

5.2

*Expiration*: |If tokens have expiration dates, old nullifiers can
be pruned.

*Sharding*: Nullifiers can be partitioned across nultiple
dat abases.

*Bloom Filters*: Probabilistic data structures can reduce nenory
usage with a small false-positive rate. WARNING fal se positives
cause legitimate spends to be rejected. Bloomfilters MJST NOT
be the sole nullifier check; a positive result MJST be confirned
agai nst authoritative storage before rejecting a spend.

Const ant - Ti me Operations

| mpl enent ati ons MJST use constant-tine operations for all secret-
dependent conputations. See the Security Considerations section for
detailed requirenments and nmitigations.

5.3.

5.3.

Randommess Cenerati on

The security of the protocol critically depends on the quality of
random nunber generation. |nplenentations MJST use cryptographically
secure random nunber generators (CSPRNGs) for

*

*

*

1.

Private key generation

Blinding factors (r, k)

Pr oof randommess (nonces)
RNG Requi rement s

*Ent ropy Source*: Use OS-provided entropy (e.g., /dev/urandom on
Uni X syst ens)

*Fork Safety*: Reseed after fork() to prevent nonce reuse
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3.

5.3. 2.

*Backtracki ng Resistance*: Use forward-secure PRNGs when possible

Nonce Generati on

Fol I owi ng [ ORRU- SI GVA], nonces (the randomess used in proofs) MJST
be generated with extrene care:

1.

2

3.

4.

*Fresh Randommess*: Generate new nonces for every proof
*No Reuse*: Never reuse nonces across different proofs

*Ful | Entropy*: Use the full security paranmeter (256 bits) of
randonmess

*Zeroi zation*: Cl ear nonces frommenory after use

WARNI NG Leakage of even a few bits of a nonce can all ow conpl ete
recovery of the witness (secret values). |Inplenentations MJST use
constant-tinme operations and secure nmenory handling for all nonce-
rel ated conput ati ons.

5.4. Point Validation
All Ristretto points received fromexternal sources MJST be
val i dat ed:
1. *Deserialization*: Verify the point deserializes to a valid
Ristretto point
2. *Non-ldentity*: Verify the point is not the identity el ement
3. *Subgroup Check*: Ristretto guarantees prime-order subgroup

menber shi p

Exanpl e val i dati on:

ValldateP0|nt(m

ouhwnE=

Al l

*

If Pfails to deserialize:
return | NVALID
If P == ldentity:
return | NVALI D
/'l Ristretto ensures prime-order subgroup menbership
return VALID

i mpl ement ati ons MJST validate points at these |ocations:

When receiving K in issuance request

Schl esi nger & Kat z Expi res 17 August 2026 [ Page 29]



I nternet-Draft ACT February 2026

5

5

5.

5

*  When receiving Ain issuance response

* \When receiving A and B _bar in spend proof

*  \When receiving Confj] commtnents in spend proof
*  When receiving A* in refund response

5. FError Handling

I mpl enent ati ons SHOULD NOT provide detail ed error nessages that could

| eak information about the verification process. A single INVALID
response should be returned for all verification failures.

5. 1. Error Codes

Wil e detailed error nessages should not be exposed to untrusted
parties, inplenmentations MAY use the following internal error codes:

* | NVALI D_PROOF: Proof verification failed
* NULLI FI ER_REUSE: Doubl e-spend attenpt detected
*  MALFORMED REQUEST: Request format is invalid

* I NVALI D AMOUNT: Credit amount is invalid (exceeds 2L - 1, spend
exceeds bal ance, or partial return exceeds spend)

6. Paraneter Selection
I mpl ement ati ons MUST choose L based on their maximum credit
requi renents and performance constraints. See Section 3.1 for

constraints on L.

The bit length L is configurable and determ nes the range of credit
values (0 to 2”L - 1). The choice of L involves several trade-offs:

1. *Range*: Larger L supports higher credit val ues

2. *Performance*: Proof size and verification time scale linearly
with L

6.1. Performance Characteristics
The protocol has the follow ng conputational conplexity:

*Notation for Operations:*
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* *@Goup Operations*: Point additions

(e.g., P+ 0Q
*  *Goup Exponentiations*
(e.g., P* s)

* *Scalar Additions/Miltiplications*:
the group order ¢

*  *|ssuance*:

February 2026

in the Ristretto255 group

Scalar nultiplication of group elenents

Arithmetic operations nodul o

F oo oo ool e e e s e pee e
| Operation | Group | Group | Scal ar | Scal ar | Hashes|
| | Operati ons| Exponenti ati ons| Addi tions| Ml tiplications] |
. S s s e e e sty el
| dient | 2 | 4 | 2 |1 |1 |
| Request I I I I I I
I R I I T R I I T +------ +
| I ssuer | 5 | 8 | 3 | 1 | 2 |
| Response I I I I I I
R I F--- - - S I F---- - - - S I +------ +
| dient |5 |5 | 0 | 0 |1 |
| Credit Token| | | | | |
| Construction| | | | | |
I R I I T Fo-m e - - I I T +------ +
Table 1

*  *Spendi ng*:

f oo oo sy ool s e e pe e
| Operation | G oup | G oup | Scal ar | Scal ar | Hashes|
| | Oper ati ons| Exponenti ati ons| Addi tions| Ml tiplications| |
B Rl el sy el s ety Ll
| dient | 17 + 4L | 27 + 8L |13 + 5L |12 + 3L | 1 |
| Request | | I I I I
I R I I T Fo-m e - - I I T +------ +
| I ssuer |16 + 4L |24 + 5L |4 + L | 1 | 1 |
| Response I I I I I I
I i F--- - - i I +---- - - - i I +------ +
| dient |3 |5 | L | L |1 |
| Credit Token| | | | | |
| Construction| | | | | |
R R i i I i +------ +

Table 2

Note: L is the configurable bit
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*  *Storage*:

[5 eemesfoms b esoe s esoe s ese s ess s es s es e e fesfy essos s os s ese s s s fes e gl
| Conponent | Size |
[ e, e e
| Token size | 192 bytes (6 732 bytes) |
Fom e Fom e +
| Spend proof size | 32 x (14 + 4L) bytes |
o e e e e e e e o e e e e e e e +
| Nullifier database entry | 32 bytes per spent token |
oo o oo +

Table 3
Not e: Token size is independent of L.
6. Security Considerations
6.1. Security Mdel and Definitions
6.1.1. Threat Mbdel
We consider a setting wth:

* Miltiple issuers who can operate independently, though mali cious
i ssuers may collude with each other

* Potentially malicious clients who may attenpt to spend nore
credits than they should (whether by forging tokens, spending nore
credits than a token has, or doubl e-spending a token)

6.1.2. Security Properties
The protocol provides the follow ng security guarantees:

1. *Unforgeability*: For an honest isser |, no probabilistic
pol ynom al -time (PPT) adversary controlling a set of malicious
clients and other malicious issuers can spend nore credits than
have been issued by I.

2. *Anonymty/Unlinkability*: For an honest client C, no adversary
controlling a set of malicious issuers and other malicious
clients can link a token issuance/refund to C with a token spend
by C. This property is information-theoretic in nature.
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6.2. Cryptographic Assunptions
Security relies on:

1. *The g-SDH Assunption* in the Ristretto255 group. W refer to
[TZ23] for the formal definition

2. *Random Oracl e Model *: The BLAKE3 hash function His nodeled as a
random or acl e.

6.3. Privacy Properties
The protocol provides the follow ng privacy guarantees:

1. *Unlinkability*: The issuer cannot |ink a token issuance/refund
to a later spend of that token

However, the protocol does NOT provide:

1. *Network-Level Privacy*: |P addresses and network netadata can
still link transactions.

2. *Amount Privacy*: The spent anpbunt s is revealed to the issuer

3. *Timng Privacy*: Transaction timing patterns could potentially
be used for correlation.

4. *Context Privacy*: The request context (ctx) is revealed in the
clear during spending. |f the issuer assigns distinct ctx val ues
per issuance, the resulting token chain (issuance, spend, refund,
subsequent spends) becomes |inkable through the shared ctx val ue.
This is by design for application-level context binding, but
depl oynents that require full unlinkability MJST use a shared ctx
across all clients within the sane context (e.g., per-service or
per-epoch), not per-client values. The ctx value persists across
refunds: a token produced by a refund inherits the ctx of the
ori gi nal token.

6.4. Inplenmentation Vulnerabilities and Mtigations
6.4.1. Critical Security Requirenents

1. *RNG Failures*: Wak randomess can conpl etely break the
protocol’s security.

*Attack Vector*: Predictable or repeated nonces in proofs can

al | ow conpl ete recovery of secret values including private keys
and t oken contents.
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*Mtigations*:

* MJIST use cryptographically secure RNGs (e.g., OS-provided
entropy sources)

* MJST reseed after fork() operations to prevent nonce reuse
*  MUST inplenent forward-secure RNG state managenent

* SHOULD use separate RNG i nstances for different protoco
conponent s

*  MUST zeroi ze RNG state on process term nation

2. *Timng Attacks*: Variable-tine operations can | eak information
about secret val ues.

*Attack Vector*: Timng variations in scalar arithnetic or bit
operations can reveal secret bit patterns, potentially exposing
credit bal ances or allow ng token forgery.

*Mtigations*:

* MJST use constant-time scalar arithnetic libraries

* MUIST use constant-time conditional selection for range proof
condi tionals

* MJST avoid early-exit conditions based on secret val ues
* Critical constant-time operations include:

- Scalar multiplication and addition

Bi nary deconposition in range proofs
- Conditional assignments based on secret bits
- Challenge verification conmparisons

3. *Nullifier Database Attacks*: Corruption or nanipulation of the
nul l'ifier database enabl es doubl e- spendi ng.

*Attack Vectors*:
* Database corruption allowing nullifier deletion

* Race conditions in concurrent nullifier checks
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*Mtigations*:
*  MJIST use ACI D-conpliant database transactions

*  MJST check nullifier uniqueness within the sane transaction as
insertion

* SHOULD i npl emrent append-only audit logs for nullifier
operati ons

*  MJST inplenent proper database backup and recovery procedures
4. *Eavesdroppi ng/ Message Modification Attacks*: A network-I|eve

adversary can copy spend proofs or nodify messages sent between

an honest client and issuer.

*Attack Vectors*

* Eavesdroppi ng and copyi ng of proofs

* Message nodifications causing protocol failure

*Mtigations*:

* Client and issuer MJST use TLS 1.3 or above when
communi cat i ng.

5. *State Managenent Vulnerabilities*: |Inproper state handling can
| ead to security breaches

*Attack Vectors*:

* State confusion between protocol sessions

* Menory disclosure of sensitive state

* Inconplete state cl eanup

*Mtigations*:

*  MJST use separate state objects for each protocol session

* MUIST zeroize all sensitive data (keys, nonces, internediate
val ues) after use

*  SHOULD use nenory protection nechanisns (e.g., mock) for
sensitive data
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*  MUST inplenment proper error handling that doesn’t |eak state
i nformation
* SHOULD use explicit state machines for protocol flow

6. *Concurrency and Race Conditions*: Parallel operations can
i ntroduce vul nerabilities.

*Attack Vectors*:

*  TOCTQU (Tinme-of-check to tine-of-use) vulnerabilities in
nul l'i fier checking

* Race conditions in bal ance updates

* Concurrent nodification of shared state
*Mtigations*:

*  MJST use appropriate locking for all shared resources
* MJST performnullifier check and insertion atomically
*  SHOULD docunent thread-safety guarantees

*  MJIST ensure atomic read-nodify-wite for all critica
operati ons

6.5. Known Attack Scenari os

6.5.1. 1. Parallel Spend Attack
*Scenario*: A malicious client attenpts to spend the sane token
multiple tinmes by initiating parallel spend operations before any
nullifier is recorded.
*Prevention*: The issuer MJUST ensure atomic nullifier checking and
recording within a single database transaction. Network-Ilevel rate
limting can provide additional protection

6.5.2. 2. Balance Inflation Attack

*Scenari o*: An attacker attenpts to create a proof claimng to have
more credits than actually issued by mani pul ati ng the range proof.

*Prevention*: The cryptographi c soundness of the range proof prevents
this attack.
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6.5.3. 3. Token Linking Attack

*Scenari o*: An issuer attenpts to |link transactions by anal yzing
patterns in nullifiers, anounts, or timng.

*Prevention*: Nullifiers are cryptographically random and unlinkabl e.
However, i nplenentations MAY add random del ays and anount obfuscation
wher e possi bl e.

6.6. Protocol Conposition and State Managenent

6.6.1. State Managenent Requirenents
Bef ore they make a spend request or an issue request, the client MJST
store their private state (the nullifier, the blinding factor, and
t he new bal ance) durably.

For the issuer, the spend and refund operati ons MJST be treated as an

atom c transaction. However, even nore is required. If a nullifier
associated with a given spend is persisted to the database, clients
MJST be able to access the associated refund. |If they cannot access

this, then they can | ose access to the rest of their credits. For
performance reasons, an issuer SHOULD automatically clean these up
after some expiry, but if they do so, they MUST informthe client of
this policy so the client can ensure they can retry to retrieve the

rest of their credits in time. |ssuers MAY inplenent functionality
to notify the issuer that the refund request was processed, so they
can delete the refund record. It is not clear that this is worth the

cost relative to just cleaning themup in bulk at sone specified
expiration date, however if you are nmenory constrained this could be
useful .

6.6.2. Session Managenent
Each protocol session (issuance or spend/refund) MJST use fresh
randommess. See the Randommess Ceneration section for detail ed RNG
requirenents.

6.6.3. Version Negotiation
To support protocol evolution, inplementations MAY include version

negotiation in the initial handshake. Al parties MJST agree on the
protocol version before proceeding.
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6.7. Quantum Resi stance
This protocol is NOT quantumresistant. The discrete |ogarithm
probl em can be solved efficiently by quantum conputers using Shor’s
algorithm Organizations requiring long-termsecurity should
consi der post-quantum alternatives. However, user privacy is
preserved even in the presence of a cryptographically rel evant
guant um conput er.

7. 1 ANA Consi derations
Thi s document has no | ANA acti ons.
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Appendi x A, Test Vectors

Thi s appendi x provides test vectors for inplenmenters to verify their
i mpl ementations. All values are encoded in hexadeci nmal

The following test vector was generated determnistically using a
ChaCha20 RNG seeded with the bytes 00 01 02 ... 1le 1f and L=8. The
domai n separator is "ACT-vl:test:vectors:v0: 2025-01-01", credit
anount ¢=100, spend anount s=30, partial return t=10, and ctx=0.

Val ues | abelled *_cbor are the CBOR wire-format encodi ngs (Section 4)
of each protocol nessage, displayed in hexadeci nal.

| mpl enent ati ons SHOULD verify they can deserialize these CBOR
messages and that a full protocol run with the sane deterninistic RNG
produces identical output.

A 1. Paranet ers

domai n_separator: "ACT-vl:test:vectors:v0:2025-01-01"

L: 8

c: 100
s: 30
t: 10

ctx: 0000000000000000000000000000000000000000000000000000000000000000
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A. 2. Key Generation

sk_cbor:
a201582036e5b43419551a92¢809a995a3d2¢c817a86ce8f 5dd973b06f e9cb5a3
f012870b0258204aceeb1d507e50957db46b6bcd374614b8ea080cbbc77ad060
666bf 5788c8121

pk_cbor:
58204aceeb1d507e50957db46b6bcd374614b8ea080cbbc77ad060666bf 5788c
8121

A. 3. | ssuance

prei ssuance_cbor:
a20158206102398ef ee33b886f 4bb7042b897d83db59b71a05af f 76e9b633b87
cade7d0002582069e5d557cb6094acf a586118e602e90aa6f e6cbabd4571eeb0
d2f 63b8c8a8f 07

i ssuance_request _cbor:
a4015820aa9315999f 76c89406f e743dc7f f 12e8f ab85871f 8c36987c6ec25ee
ca2cdB84e025820811880b9160decf bb41006af 6¢39056c9b0c139f 7acf 647f b5
b0b22486039504035820c319066c466ef 36d08809279c02dac8430c119f ae886
7f 0c235cd6f 6e4514c0f 0458206af 5dcbh3e7138eb2a0f 5b523054e05137b558f
1bb6711b10b689e3565c241506

i ssuance_r esponse_cbhor:
a60158201eeda51d75404belbdd06c31laa72bbd38470a4717e732ccf 372b91bc
77161a0e0258204778cf 09b14bf 78e89e5ef 5bcbh523863d4e70f 9d84aelf be75
778e60a92¢290e035820e94bd324b71702e9f 29a239b3a064caad4c46d85d9693
0f 75bc39eca6211d2c0f 04582029002c4f a8a9f 71b8c015f b7869ad64a0f c4e0
50c7c4955ef 6ebf f 27f 722890e05582064000000000000000000000000000000
0000000000000000000000000000000006582000000000000000000000000000
00000000000000000000000000000000000000

credit_token_cbor

a60158201eeda51d75404belbdd06c31aa72bbd38470a4717e732ccf 372b91bc
77161a0e0258204778cf 09b14bf 78e89e5ef 5bcb523863d4e70f 9d84aelf be75
778e60a92c290e03582069e5d557ch6094acf a586118e602e90aa6f e6cbabd45
71leeb0d2f 63b8c8a8f 070458206102398ef ee33b886f 4bb7042b897d83db59b7
la05af f 76e9b633b87cade7d0005582064000000000000000000000000000000
0000000000000000000000000000000006582000000000000000000000000000
00000000000000000000000000000000000000

A. 4. Spending
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nullifier:
69e5d557cb6094acf a586118e602e90aabf e6¢cbabd4571eeb0d2f 63b8c8a8f 07

cont ext:
0000000000000000000000000000000000000000000000000000000000000000

char ge:
1e00000000000000000000000000000000000000000000000000000000000000

spend_pr oof chor:
b201582069e5d557cb6094acf a586118e602e90aa6f e6cbabd4571eeb0d2f 63b
8c8a8f 070258201e000000000000000000000000000000000000000000000000
00000000000000035820b221966bf 32eaf aac154b44f 6037083d01314eee2e46
e11b5003bcd07b6bb074045820562528491b9c19al0cef d74b3e45a89f cf dd62
440997758ae8f a34d1a8d8583d05885820581721b2e63035cf e346849bd92c2b
937b8e9404dabele5ca29e77de3321852a5820448491¢c7d81ecc20a9705b1bdd
4df 0c71570df 3ad5f d9334758f 8df 9f 56ede32582096431dd3f 6eald7cb43165
8d6f 0f €14795e569b731c3cbe79bf 293d78b6674255820cc718e6924e761e85b
abf 7a2b2336e892bb722c36d5aad88ee962b2d8d6b003a5820349e11dd9143d4
8cf 90e62386ebcada9490ab0ebb87739c49863ddd8a984a43a5820cc635618f 8
1e27bb91252af b2d66ead443cc17e48d4f 08c0041f 1071e6ead92145820e6e7cd
cde60cf 3f cef 195aa9c511636eb31ee52ed1a328a821f 9600bc997d25d582092
857b094af 803da09df 1a95db12761e860425b53ch7¢d967d3¢c227e535b991d06
5820c68d2ef a2ldcelada7a23b30c34edce8db9d6bc71ce2e8c75921f b179f 6¢
d10607582003918610c7af 601b6e22¢c22d0861e781252a24c6f 759c4cda08b8f
1f e7a09003085820c273ef f 86e662b4d44bcbdb73b0ed4eec7714662dd1c0db61
5ad53260a2b7650b0958207dbd42848d4dc3cb0a5461f 26a08c3761f 5decf 00c
d97976302al2alec46dc0e0a5820e97e15f 04be7008f 2f 1c0bc69d2d4bebf bdl
8bcca213f 1ccf 6187e933166e905005820a19468507a55¢c3e47628a435e3210e
8024dc8259a06f df 7ef b8c0e70d4a07e0d0c5820786081f 2c4f 6061d3e313f 67
cc7f 73500283f f ef a13a0f 829e7ce85c8b19640b0d5820b8b352e7ch2066¢cef 5
cbbb79ae17852b0e44c82dc29b4b9a76d3422037e14c0c0e8858209411a6af ca
a687cbha25c7a3ba2e3f 3e12917bce920615a6073b7dceebad92b0b58205d5690
3268f 420elccc725685a7beb6edd935f 9alddc0e11508d648268e198b09582046
040cd466c38375c1811153671aeed9530a3f 052ed30c660d33141252255f 0458
209aa8b4018a9a0d53701b704bcd5636b1870749f 1f d45dda322764282784707
0a5820e3c62f 417f 88e5b7ec2182560e0d852e50e37ald7ac00a8f 5e090a7205
f 41f 0d58205f 22918a53f b88546521a44238ce5608c13c6ebf Of 11f 6784c835a
c531b8720a58209d04al1b04cc9f 59818dbaf 7d04da70d2446145f 9534886bce9
5ed2b70df 7¢d095820346599f abc841424884cd029f 3d63ae63158c6b4c975af
e0d1147715d462aa020f 88825820677b5e013537036d2e0c11ec8117799424bc
ee744e7b1bd9571b7c464c7b72085820ba017329a9e86¢cchbe5edlc76a1362f 39
9724cc7211b77940b6¢c513155bb1b30e825820ab6c718a173¢c91b3d30670f a50
862021895ca40c818bc9d15e4110f 7c0a4640958203c36da850f 85cf 51f dc896
54b0a853677308974b9ea38e6e7e49ce94560ca8018258201b7d378abce009f ¢
e50133f 2d77380f 3492794f 72b209407e155f 8ed8341bd05582057aa6d5d46a6
d3b63cld45af 5c8d66ebc78494ee94df 100b6cef c775f a6db8098258205612d9
claf b3c81bc81860c99b18466af 0797eec6ebb3c6b8207b0521f f df 20c58209f
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5184c¢3bd8bc8d7a3f 33941a3e8126850f bc795d4809df eb5f 363a30f f 2ee0482
58204c7c14d9881aa291a136ab4979d832cf 5¢80b75c8f e00ca976f 65b3d4c9d
150c5820150b6¢c20f 4b894b4d491a252b4956¢72e880639b7880f 25f 6ad0Ocbal
6dbd020f 8258207b2bc0d260f 1f 3ac32df a6643a721a845f af 9f e8e5de52751f
5d824f a34e770f 58209f €39299e57caal20937957a8957cd6c25f 14958ea8e7b
6333a2ac501bc144068258201f 19d99a4e9955cc464f e48912f 51399358bc678
4a22312a95233e592dd1070558204c666f 3adf aa3806b290247f aa6950bb74e2
70c9155f 5004d407d21f 223c0802825820d0b1d956f 1bla4f f b3clad447bch22a
0e5679b70ca98357ce0dd5b6670bdc480e582017636a9al4caef 700e53785bch
bd98380ac45d53af 06107e99911f bf 4ccf 24001058201c7ad54f 635ebd976¢cle
4f c275d93ce2e0981bbcaacb3745dedalbe6lcf e9f 07115820c8451b222f df 76
abc8a76dd90d1b5526de7e510809750825eea0cceba4f e1c0212582000000000
00000000000000000000000000000000000000000000000000000000

prerefund_cbor:
a40158200f 9288d8ef 1360d8ef 4967e041bf 09a716c093956464370d30df €283
2be71b06025820ebada4f b4050db92729a58f 0ae585f 76154103a2ef 2166¢c401
12638f 006d280b03582046000000000000000000000000000000000000000000
0000000000000000000004582000000000000000000000000000000000000000
00000000000000000000000000

A. 5. Refund

refund cbor:
a5015820880974b47f d0d4d06333e2f 047abc4420992bd903ed44dae86199a54
361f 9¢540258208a0977b088e9d17a637f 71a013c67774648f 0da03b141404ae
678a0e5e090b04035820f dcd645c0d6e13905f f f 07e56d63465e4cc585f 3c247
8500c96¢d361a4ad01070458202¢c9f 3110e53540738100e7e636949ce7ac08bf
b4ac6867f b72ac6ec847a2f 90e0558200a000000000000000000000000000000
00000000000000000000000000000000

A. 6. Ref und Token

Schl esi nger & Kat z Expi res 17 August 2026 [ Page 42]



I nt

App

B. 1.

App

Sch

ernet-Draft ACT February 2026

ref und_t oken_cbor:

a6015820880974b47f d0d4d06333e2f 047abc4420992bd903ed44dae86199a54
361f 9¢540258208a0977b088e9d17a637f 71a013c67774648f 0da03b141404ae
678a0e5e090b04035820ebada4f b4050db92729a58f 0ae585f 76154103a2ef 21
66c40112638f 006d280b0458200f 9288d8ef 1360d8ef 4967e041bf 09a716c093
956464370d30df e2832be71b0605582050000000000000000000000000000000
0000000000000000000000000000000006582000000000000000000000000000
00000000000000000000000000000000000000

refund_token_credits:
5000000000000000000000000000000000000000000000000000000000000000

refund_t oken_null'ifier
ebada4f b4050db92729a58f 0ae585f 76154103a2ef 2166c40112638f 006d280b

remai ni ng_bal ance: 80

endi x B. Inplenmentation Status

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942
anonynous-credit-tokens

Organi zation: Googl e

Description: Reference inplenentation in Rust

Maturity: Beta

Coverage: Conplete protocol inplenentation

Li cense: Apache 2.0

Contact: sgschl esi nger @mail.com

URL: https://github. com Sanuel Schl esi nger/anonynous-credit-tokens

endix C. Term nology d ossary

This gl ossary provides quick definitions of key terms used throughout
thi s docunent:

*ACT (Anonynous Credit Tokens)*: The privacy-preserving
aut hentication protocol specified in this docunent.

| esinger & Katz Expi res 17 August 2026 [ Page 43]



I nternet-Draft ACT February 2026

*Blind Signature*: A cryptographic signature where the signer signs a
message without seeing its content.

*Ref und*: The refund issued for the remaining bal ance after a partial
spend.

*Credit*: A nunerical unit of authorization that can be spent by
clients.

*Domai n Separator*: A unique string used to ensure cryptographic
i sol ation between different depl oynents.

*Element*: A point in the Ristretto255 elliptic curve group
*]ssuer*: The entity that creates and signs credit tokens.

*Nul l'ifier*: A unique value reveal ed during spending that prevents
doubl e- spendi ng of the sane token

*Partial Spending*: The ability to spend |less than the full val ue of
a token and recei ve change.

*Scal ar*: An integer nodulo the group order g, used in cryptographic
operati ons.

*Sigma Protocol *: An interactive zero-know edge proof protoco
followi ng a commt-chall enge-response pattern

*Token*: A cryptographic credential containing a BBS signhature and
associ ated data (A e, k, r, ¢, ctx).

*Unlinkability*: The property that transactions cannot be correl ated
with each other or with token issuance.
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